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This work is devoted to protection against remote listening of acoustic in-
formation with the help of laser intelligence tools. The intelligence system de-
scribed below has already been used in practice both in large-scale operations
against terrorist organizations and in internal intelligence of some countries. At
the beginning of 2022, the threat of organizing terrorist acts, preparations for
wars and attacks between different countries has increased significantly, it is
necessary to take countermeasures and use all possible means of intelligence to
save the lives of civilians. This system of acoustic intelligence can be useful for
state special services. However, it is worth knowing how to avoid it and how to
prevent information leakage through the acousto-optic information channel.

OmauMu 3 HatHEOE3MEeUHIMMX 3ac001B HECAHKI[IOHOBAHOT'O JIOCTYIY JI0
iH(popMallli B aKyCTUUHOMY KaHaJli BATOKY BBa)KalOThCS JIa3epHI CUCTEMH aKycC-
tuaHOi po3Bigku (JICAP). OcHoBHa iX mepeBara mojsrae y MOXJIMBOCTI JUCTa-
HUIAHOTO 3HATTS aKyCTU4YHOI 1H(opMalii 3 BIKOHHMX IIMOOK MPUMILIEHb, A€
BEyThCs MEPEroBopu ad0 KOH(DIiIEHIIIIHA PO3MOBA, IUIIXOM HaBEACHHS Ja3ep-
HOTO IPOMEHIO Ha BiOpyroue (mif Ai€l0 aKyCTUYHOIO THUCKY, MOAIOHO 70 aKyc-
TUYHUX Pe30HaTOpiB l'enbmronbis) ckio. s mpuiHATTS MOaudikoBaHOTO
(B110MTOI0) JIa3epHOTO MPOMEHIO BUKOPHUCTOBYIOTH (DOTOICTCKTOPH.

Binbil MOMMpPEeHUMH € pO3HECEHI BITHOCHO CKJia 3 SIKOTO 3HIMAlOTh aKyc-
tuyHy iHpopmariito JICAP, To6TO BUIIpOMiHIOBAaY 1 MpUAMay 3HAXOJATHCA IO
pi3H1 OOKM BIKHA i OJIHAKOBUMU KyTamH. BUHUKae HE3pyUHICTh B OpraHizarlii
TaKOr'0 KaHaly BUTOKY, IO TIOJISATA€E B TOMY, 110 3TOBMUCHUK TTOBUHEH OTpHUMa-
TH JOCTYII Y JIBa MPUMIIIEHHS, IS SKUX KyT MaJIHHS MPOMIHHIO Ta KyT HOTO
BiIOUTTS TO3BOJISITH MPOCITYXOBYBATH IITh0BE NpuMimieHHs. Hatomicts, JICAP
B SIKMX Jla3ep Ta (GoTompuitMad 3HAXOMSITHCS MOPYY - TAKUX HEIOJIKIB HE Ma-
I0Thb. 3JIOBMHUCHHUKY BJA€TbCs 3HIMATH iH(popMalio nepedyBaroyd B OJHOMY
npuminieHH1 (abo aBTiBIll), 00JaAHAHOMY BUIIPOMIHIOBaYeM, MpUKMayeM 1 3a-
coboM 3anucy oTpuMaHoi iHdopmarii. Takuil TUI CUCTEM € 3HaYHO MPOCTIIINUM
y pO3rOpTaHHi, 110 MiJBUIIYE IIAHC 3JIOBMUCHUKA 3aJIUIIUTUCh HEMIOMIUYECHUM,
ajie Ma€ 1 HEJIOJIK — MYHKT CHOCTEPEKEHHS MOBUHEH OyTH MiJ MPSIMUM KyTOM
JI0 TIOBEPXH1 CKJIa IUIbOBOTO MPUMIIICHHS, 1[0 3MEHIIY€ KUTBKICTh JOCTYITHUX
MICIIb JIJIS PO3MIIIICHHS 00JIaTHAHHS.

3BEpHYBIIIM yBary Ha Te, [0 BIAOUTHI MPOMiIHb MOKE MOBEPTATHUCS TIa-
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pajelbHO BUIIPOMIHEHOMY TPOMEHIO — OJipa3y 3raJy€eThCs MPHHIIUI POOOTH
KyTOBUX BiOMBauiB. Lle macuBHI NpUCTpoi, sIKi BUKOPUCTOBYIOTHCS ISl IPSIMO-
ro BiAOUTTA padloXBWb a00 CBITJIIOBMX Ha3zaja JI0 JKEpesna BUIPOMIHIOBAHHS
[1]. Hanpuknan y TpurpaHHOMy KyTOBOMY BiIOMBady BX1JHHU MPOMiHb BIJOHU-
BA€THCSA TPHUl, IO OJHOMY pa3y BiJl KOKHOI I'paHi, IO MPU3BOIUTH /10 3MIHU
HaAMpPSAMKY NMPOMeHI0. ToMy, TEOPETUYHO, HAaBITh CTIHU 31 CTEJICI0 YU BAAJIO PO3-
MimeHu# mwiadoH GopMu mipaMmian MOXKE CTaTH KyTOBUM BimOmBadem. OHaK
IIPY KOXKHIM 3MiHI CEPEOBUII «IOBITPSI-CKIIO», «CKIIO-TIOBITPS» BIIOUTUHN TPO-
MIHb BTpA4ya€ CBOIO MOTYKHICTh 1 BCE MEHII BUIUTSETHCS HAJl PIBHEM IIyMY.

Tak 4m 1HaKIIIEe — MIIAX1B 3aXUCTY BiJI ONMMMCAHOI CHCTEMH aKyCTUYHOI PO3-
BIJIKM HE Tak 0arato 1 BOHa CKJIQJa€ CEPHO3HY 3arpo3y BHUTOKY iH(opmariii.
OCKUIbKM TPUCTPIA MICTUTh Ja3epHe IHPpPavepBOHE JIKEPEIO BUIPOMIHEH-
Hs, SIKE BIJTOBiga€e Oe3meyHOMY Il OYeH J1a3epHOMY KJacy 1 3amofirae Tpae-
MaM o4Yelt [2], HOMITUTH 3aCTOCYBaHHS CUCTEMHU HEO30pOEHUM OKOM MaiKe He
MOkJI1BO. OIHAK, KaMepH B1JICOCIOCTEPEKEHHS, OCOOJIMBO TEIIOBI31MHI, PO3-
TalloBaH1 B MEPUMETPl KOHTPOJIHOBAHOI 30HK MOXYTh M00AYUTH 1H(PpayepBOHi
poMeH1. AKTUBHUMHM 3ac00aMU 3aXHCTy € IIIyMOT€HepaToOpH 1 BiOporeHeparo-
PH, 3aCTOCYBaHHS SKHUX MOXE CTBOPIOBATH JUCKOMQOPT Mmia vyac KOHQIICHITIH-
HO1 po3mMoBH. J[0 TOro X, iX mpuaOaHHS 1 BCTAHOBJICHHS MOTpedye GpiHaHCOBHUX
BHUTpAT. 3HAYHO JICHICBIIMMH € ITACHBHI 3aCO0M 3aXHUCTY: CIIEIiaIbHEe OJHOIIA-
poBe BiOMBHE MOKPUTTS HioKcHy radHito [3], M0 HAHOCHUTHCS HA MOBEPXHIO
CKJIa, TTIBKH, M0 MICTATH APiOHI KyTOBI Bi0MBadi Ta CBITJIONMOTJIWHAIOYI MaTe-
piagu. A TakoXX, 3HAYHO MEHIN ¢()EeKTHUBHI 3acCOOM: IIiIbHI 3aHABICKH, JKAITFO31,
poJieTH.
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