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JlicTuHr neTekTopa aHoMallii Ha OCHOBI aBTOeHKoiepa AnomalyDetector

class AnomalyDetector:

def init (self, threshold=None, name="Autoencoder"):

self.threshold = threshold
self.scaler = StandardScaler ()
self.model = None

self.name = name

def fit(self, X):
X scaled = self.scaler.fit transform(X)

input dim = X scaled.shape[1]

# ApxiTexTypa aBTOeHKOIEPpa

input layer = Input (shape=(input dim,))

encoded = Dense (64, activation='relu') (input layer)

encoded

Dense (32, activation='relu') (encoded)

decoded = Dense (64, activation='relu') (encoded)

output layer = Dense (input dim,

activation='linear') (decoded)

self.model = Model (input layer, output layer)

self.model.compile (optimizer="adam', loss='mse')

# HaBuaHHS 3 pPaHHIM 3yNMHEHHAM
early stop = EarlyStopping (monitor='loss',
restore best weights=True)
history = self.model.fit(
X scaled, X scaled,
epochs=50, batch size=32,

verbose=0, callbacks=[early stop]

patience=5,



# BmM3HaAUEHHS [OPOTY AaHOMAJI1M

axis=1)

recon = self.model.predict (X scaled, verbose=0)
errors = np.mean (np.square (X scaled - recon),
self.threshold = np.percentile(errors, 95) if

self.threshold is None else self.threshold

def

return history

predict (self, X):

X scaled = self.scaler.transform(X)

recon = self.model.predict (X scaled, verbose=0)

errors np.mean (np.square (X scaled - recon),

binary (errors > self.threshold) .astype (int)

return binary, errors / (2 * self.threshold)

axis=1)
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JlicTuHT ieTeKTopa Ha OCHOBI FreHepaTUBHO-3MaranbHoi Mepexki GANDetector

class GANDetector:

def

init (self, threshold=None, latent dim=20,

name="GAN") :

def

self.latent dim = latent dim
self.threshold = threshold
self.scaler = StandardScaler ()
self.name = name
self.generator = None
self.discriminator = None

self.gan = None

~build gan(self, input dim):
# T'enepatTop

g input = Input (shape=(self.latent dim,))

g Dense (64, activation='relu') (g input)
g = Dense (128, activation='relu') (g)
g _output = Dense (input dim, activation='tanh') (g)

generator = Model (g _input, g output)

# InckpuMmiHaTop

d input = Input (shape=(input dim,))

d = Dense (128, activation='relu') (d input)
d = Dense (64, activation='relu') (d)
d output = Dense(l, activation='sigmoid'") (d)

discriminator = Model (d input, d output)

discriminator.compile (loss='binary crossentropy',

optimizer="adam')

# IIloBHa GAN MoIeJib
discriminator.trainable = False
gan_input = Input (shape=(self.latent dim,))

gan_output = discriminator (generator (gan_input))
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gan = Model (gan_input, gan output)
gan.compile (loss='binary crossentropy',

optimizer="adam')

return generator, discriminator, gan

def fit(self, X, y, epochs=10, batch size=32):
X scaled = self.scaler.fit transform(X)
normal = X scaled[y == 0] # HopmanbH1 3pasku

input dim = X scaled.shape[1]

# I[epeBipka, UM € HOPMAJIbH1 3pasku
if normal.shape[0] == 0:
print ("YBara: BiOCyTH1 3paskM HOPMaJILHOTO KJacy
OJd HaBuaHHS GAN")
# BMKOPMUCTAHHA BCixX IaHUX, CSKIO HEMAE HOPMaJILHOTO
KJjacy

normal = X scaled

# Ininianisauia momesen
self.generator, self.discriminator, self.gan =

self. build gan(input dim)

# HaBuauus GAN
for epoch in range (epochs) :
# BuOip BUMIAOKOBMX HOPMAJIBHMX 3pPas3KiB
idx = np.random.randint (0, normal.shape[O0],
batch size)

real = normal[idx]

# Tenepanis o¢erkoBUxX 3pas3kKis
noise = np.random.normal (0, 1, (batch size,
self.latent dim))

fake = self.generator.predict (noise, verbose=0)

# HaBuaHHS OUCKPMMIHaTOpPAa



d loss real =
self.discriminator.train on batch(real, np.ones((batch size,
1))

d loss fake =
self.discriminator.train on batch (fake, np.zeros((batch size,

1))

# HapuaHHA TDeHepaTopa
g loss = self.gan.train on batch(noise,

np.ones ( (batch size, 1)))

if (epoch + 1) % 5 == 0:
print (f"Enoxa {epoch+1}/{epochs}, G BTpaTu:

{g loss:.4f}, D Brpatn: {(d loss real + d_loss_fake)/2:.4f}")

# Bu3HAUEHHS NIOPOTY HOPMAJIBHOCTI

scores = self.discriminator.predict (normal,
verbose=0) .flatten ()

self.threshold = np.percentile(scores, 5) if

self.threshold is None else self.threshold

def predict(self, X):
X scaled = self.scaler.transform(X)
scores = self.discriminator.predict (X scaled,
verbose=0) .flatten ()
binary = (scores < self.threshold).astype(int)
return binary, np.abs(scores - self.threshold) /

self.threshold

69



70
JTONATOK B

Jlictunr nerekrtopa Ha ocHoBi LightGBMDetector

class LightGBMDetector:

def

def

__init (self, name="LightGBM") :
self.model = None

self.scaler = StandardScaler ()
self.name = name

fit(self, X, vy):

X scaled = self.scaler.fit transform(X)

self.model = lgb.LGBMClassifier (

)

n estimators=100,
random state=42,
objective='binary',

verbose=-1

self.model.fit (X scaled, vy)

# OTpuMaHHS Ta BMBEIEHHS BAaXJIMBOCT1 OB3HAK

1f hasattr(self.model, 'feature importances '):

importances = self.model.feature importances

indices = np.argsort (importances) [::-1]

print (f"\n Ton-5 BaxnuBux o3HakK mug {self.name}:")
for 1 in range(min (5, len (importances))):

print (£" {i+1}. Os3Haka {indices[i]}:

{importances|[indices[i]]:.4f}")

def predict(self, X):

X scaled = self.scaler.transform(X)

probs = self.model.predict proba (X scaled) [:, 1]

preds

(probs > 0.5) .astype (int)

return preds, probs



JTOJATOK I

Jlictunr ribpuaHoi cucteMu BusBieHHs BToprHeHb HybridIDS

class HybridIDS:
def init (self, ensemble mode="mean") :
self.anomaly = AnomalyDetector ()
self.gan = GANDetector ()
self.lgbm = LightGBMDetector ()
self.ensemble mode = ensemble mode

self.detectors = [self.anomaly, self.gan, self.lgbm]
self.name = "HybridIDS"

def fit(self, X, y):
print("\né9 HaBuaHHA IeTeKTopa aHoMasuim...")

self.anomaly.fit (X)

print ("\n HaBuauHus GAN merexkTopa...")

self.gan.fit (X, vy)

print ("\n HaBuauus LightGBM nmerextopa...")

self.lgbm.fit (X, V)

print ("\n Bci meTexTopM HaBYyeHO ycmnimHo!")

def get scores(self, X):

, sl self.anomaly.predict (X)

, S2 = self.gan.predict (X)

, 83 = self.lgbm.predict (X)

if self.ensemble mode == "median":
return np.median (np.vstack([sl, s2, s3]), axis=0)
else: # mean

return np.mean (np.vstack([sl, s2, s3]), axis=0)

def predict(self, X, threshold=0.5):
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SCores

return

= self.get scores (X)

(scores > threshold) .astype (int),

SCores
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