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Unmanned aerial vehicles (UAVs) typically carry sensitive data and
equipment that may be at risk of unauthorized access or hacking. Unauthorized
access countermeasures in UAVs include technical and procedural measures that
help ensure security and protection against such attacks. Among the technical
measures, one can note the encryption of data transmitted and stored on the
UAV and the use of network protocols with security. Procedural measures
include ensuring the physical security of the UAV, prohibiting access to
equipment without appropriate authorization, and controlling the activities of
personnel who have access to the UAV.

MeToau npoTrali HECAHKIIIOHOBAHOMY JOCTYNY Y O€3MIJIOTHUX JIITATbHUX
anaparax BKJIFOYArOTh (PI3U4HI, TPOrPaMH1 Ta aIMIHICTPATABHI 3aXO0/IH.

Bbesnunothi mitaneHi anapatu (BILJIA) crarore Bce OLbll NOIIMPEHUMH Ta
BOKJIIMBUMM  JUId  3a0€3MEUeHHs  PI3BHOMAHITHUX MOTped y  ramysi
TPAHCIIOPTYBAHHS, MOHITOPUHTY, IOCHILKEHb Ta 1Hmoro. Ilpore, pasom 3i
3pocTaHHsM 3actocyBaHHs BIIJIA, 301mbp1IyeThesl 1 PU3MK HECAHKI[IOHOBAHOTO
JOCTYMy 10 LMX CHUCTEM, IO MOKE MNPU3BECTH [0 BUKPAACHHS JaHMX,
NOPYLIEHHS TPUBATHOCTI, a00 HABITh 3arpo3u Ui OE3MEKH.

Jlng  3ano0iraHHs  HECAHKI[IOHOBaHOMY  jgoctynmy a0  BIUIA
BUKOPHCTOBYIOTBCS PI3HI METOAU. DI3WYH1 3aXOAM BKJIHOYAKOTh KOHTPOJIb 34
goctynoMm a0 (izuuHux pos'emiB Ta iHTepdeiiciB BIUJIA, 3actocyBaHHs
3aXMCHUX KOXKyXIB, OJIOKYBaHHS MaM'sITi Ta 1HIO 3aXOAW U YHEMOKIIMBIICHHS
opsMoro (I3MYHOro AOCTYNMy A0 cucteM. Kpim TOro, a0 ()i3W4HOr0 BIUIUBY
BITHOCHTBCS BUKOPUCTAHHS HAAMOTY>KHOTO €JIEKTPOMArHiTHOTO
BUIIPOMIHIOBAHHS, WIO 3A1HCHIOE O€3MocepenHl JNECTPYKTUBHI €(EeKTH Y
PaaloeIEKTPOHHUX KoMMNOHeHTax [1]. [Tporpamui 3axoau nependayaroTh 3aXUCT
BITJIA Bix HECAaHKIIOHOBAHOTO JOCTYIY LUISIXOM 3aCTOCYBAHHS Pi3HUX METOMIIB
muQpyBaHHs Ta ayTeHTH(IKaLli, B TOMY YUCIl QITOPUTMIB 3 BUKOPUCTAHHIM
nyONMiYHMX KITFOYIB, TAPOJIIB TA 1HIIWX 3aXMCHUX MEXAHI3MIB. AJMIHICTPATUBHI
3aX0M BKJIKOYAKOTH KOHTPOJb 3a AoctynoM A0 BIUIA, cTBOpeHHs mnpaBui
BukopuctanHs bBIIJIA, HaBuaHHs NEPCOHANy NPaBWIAM BHUKOPUCTAHHSA Ta
B3aeMOAll 3 cuctemamu Oe3neku. KpiM TOro, 3a1iCHIOETBCS MOHITOPHHI Ta
ayJUT CUCTEMH 3 METOK BHUSBICHHS MOXIIMBUX 3arpo3 Ta BUSBJICHHS
HECAHKIIOHOBAHOTO JOCTYITY.

VY3arajibHIOKYH, KOMO1THaLis (PI3UYHUX, TPOrPAMHUX Ta aIMIHICTPATUBHHAX
3axoMiB € HaiOumbm  edektuBHUM  MeToaoM  3axucty  BIUUIA  Big
HECAHKIIOHOBAHOTO nocTymy. KOKeH 3 1UX METOMIB BHKOHYE BAKIIMBY
(YHKLIIO B 3aXMCTI CUCTEMH, 1 X KOMOIiHALs 3a0€3Meuy€e MOBHICTIO 3aXUCT
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cuctemu Bif 3arpo3. Hanpuknag, (i3nMyHi 3axo4M MOXYTb YHEMOX/IUBUTU
(isnuHnin goctyn go BINJIA, nporpaMHi 3axoau 3abe3nevyoTb 6e3neky nif yac
30epiraHHa Ta 06pO6GKM fdaHMX, a afAMiHICTpaTUBHI 3axoAuM [A03BONSAKOTb
KOHTPO/IHOBATM Ta MOHITOPUTU AOCTYN A0 CUCTEMMU Ta pearyBaTh Ha MOX/UBI
3arposu. 3arasom, BignosifanbHiCcTb 3a 3axucT BIJ1A Bif HecaHKLiIOHOBAHOrO
AOCTYNY NIEXNTb Ha pO3pobHMKax, onepaTopax Ta KOPUCTyBayax Lux CUCTEM.

3acTocyBaHHSi KOMMIEKCY MeTOA4iB 3aXWCTy [03BOMUTL 3a6e3neynTu
HagiiHy 3aXUCT CUCTEMMW Bif 3arpo3 Ta 36epertm KOHMIiAeHWIAHICTb, LiNiCHICTb
Ta AOCTYNHICTb AaHuX, W0 36epiratoTbcsA Ta 06pPO6AOIOTHCA B CUCTEMI.

Puc. 1 MynbT ANCTAHLiIAHOIO KepyBaHHS APOHOM 3 NMPOBaAXEHUM KOJ0M
nocTyny

BucHoByOUM, MOXHa CKasaTtuh, WO eMeKTMBHa CUCTEMA 3axXuCTy BIf
HecaHKLUioHOBaHOro pgoctyny y BIMJTA mMae BKAKOYaTW AK TEXHIYHI, Tak |
npoueaypHi MeToAW, SKi 3abe3nevytoTb KOMMEKCHUIA NigXif [0 3aXUCTy
IHpopmaLil Ta ob6nagHaHHA Big MOXNMBUX 3arpo3. Ockifbkn 6esneka BIrJ/1A
BaX/INBA ANS 1X HafiHOT pob0oTU Ta 3axXWUCTY Bif 3N10BMUCHUKIB, MPOTUAIA
HecaHKLiOHOBaHOMY A0CTYMYy Ma€e 6yTW HEBIJ'EMHOK YaCTUHOK TXHbOT PpO6OTH.
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