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ДОДАТОК А 

Графічний матеріал кваліфікаційної роботи 
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ДОДАТОК Б 

Програмний код кваліфікаційної роботи 

 

Лістинг Б.1 – Скрипт для навчання нейронної мережі 

 

import tensorflow as tf 

from tensorflow.keras import Sequential 

from tensorflow.keras.layers import Dense, Dropout 

from tensorflow.keras.optimizers import Adam 

import pandas as pd 

from sklearn.model_selection import train_test_split 

from sklearn.preprocessing import StandardScaler, LabelEncoder 

 

def create_model(input_dim): 

    model = Sequential([ 

        Dense(64, activation='relu', input_shape=(input_dim,)), 

        Dropout(0.3), 

        Dense(32, activation='relu'), 

        Dropout(0.3), 

        Dense(1, activation='sigmoid') 

    ]) 

 

    metrics = [ 

        'accuracy', 

        tf.keras.metrics.Precision(name='precision'), 

        tf.keras.metrics.Recall(name='recall'), 

        tf.keras.metrics.AUC(name='auc') 

    ] 

 

    model.compile( 

        optimizer=Adam(learning_rate=0.001), 

        loss='binary_crossentropy', 

        metrics=metrics 

    ) 

 

    return model 

 

def load_and_prepare_data(): 

    url = 

"https://raw.githubusercontent.com/defcom17/NSL_KDD/master/KDDTr

ain+.txt" 

    columns = ["duration", "protocol_type", "service", "flag", 

"src_bytes", "dst_bytes", "land", "wrong_fragment",  

               "urgent", "hot", "num_failed_logins", 

"logged_in", "num_compromised", "root_shell", "su_attempted",  

               "num_root", "num_file_creations", "num_shells", 

"num_access_files", "num_outbound_cmds",  

               "is_host_login", "is_guest_login", "count", 

"srv_count", "serror_rate", "srv_serror_rate",  
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               "rerror_rate", "srv_rerror_rate", 

"same_srv_rate", "diff_srv_rate", "srv_diff_host_rate",  

               "dst_host_count", "dst_host_srv_count", 

"dst_host_same_srv_rate", "dst_host_diff_srv_rate",  

               "dst_host_same_src_port_rate", 

"dst_host_srv_diff_host_rate", "dst_host_serror_rate",  

               "dst_host_srv_serror_rate", 

"dst_host_rerror_rate", "dst_host_srv_rerror_rate", "attack", 

"last_flag"] 

     

    data = pd.read_csv(url, names=columns) 

 

    data['attack'] = data['attack'].apply(lambda x: 0 if x == 

'normal' else 1) 

 

    categorical_columns = ['protocol_type', 'service', 'flag'] 

    data = pd.get_dummies(data, columns=categorical_columns) 

 

    X = data.drop('attack', axis=1) 

    y = data['attack'] 

 

    scaler = StandardScaler() 

    X = scaler.fit_transform(X) 

 

    X_train, X_test, y_train, y_test = train_test_split(X, y, 

test_size=0.2, random_state=42) 

 

    return X_train, X_test, y_train, y_test 

 

if __name__ == "__main__": 

    X_train, X_test, y_train, y_test = load_and_prepare_data() 

 

    model = create_model(input_dim=X_train.shape[1]) 

 

    history = model.fit( 

        X_train, y_train,  

        epochs=10,  

        batch_size=32,  

        validation_split=0.2 

    ) 

 

    loss, accuracy, precision, recall, auc = 

model.evaluate(X_test, y_test, verbose=2) 

    print(f"Точність: {accuracy:.4f}") 

    print(f"Точність класифікації (Precision): {precision:.4f}") 

    print(f"Повнота класифікації (Recall): {recall:.4f}") 

    print(f"AUC: {auc:.4f}") 

 

    model.save("attack_detection_model.h5") 

    print("Модель успішно навчена та збережена!") 
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Лістинг Б.2 – Скрипт для аналізу записів про загрози 

 

import time 

import os 

import tensorflow as tf 

import numpy as np 

import re 

 

model = tf.keras.models.load_model("attack_detection_model.h5") 

 

model.compile( 

    optimizer="adam", 

    loss="binary_crossentropy", 

    metrics=["accuracy"] 

) 

 

def process_alert(line): 

    features = extract_features(line) 

    if features is None: 

        return None 

 

    input_data = np.array([features]) 

    prediction = model.predict(input_data) 

     

    print(f"Передбачення для рядка: {prediction[0][0]}") 

 

    is_attack = prediction[0][0] > 0.5 

    return is_attack 

 

def extract_features(line): 

    try: 

        ip_regex = r"(\d+\.\d+\.\d+\.\d+)" 

        port_regex = r"SrcPort:(\d+) DstPort:(\d+)" 

 

        ip_match = re.findall(ip_regex, line) 

 

        port_match = re.findall(port_regex, line) 

 

        if ip_match: 

            src_ip = ip_match[0] 

            dst_ip = ip_match[1] if len(ip_match) > 1 else None 

        else: 

            src_ip = dst_ip = None 

 

        if port_match: 

            src_port, dst_port = map(int, port_match[0]) 

        else: 

            src_port = dst_port = None 

 

        print(f"IP: {src_ip} -> {dst_ip}, Ports: {src_port} -> 

{dst_port}") 
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        features = [] 

 

        if src_ip: 

            features.append(float(src_ip.split('.')[0])) 

            features.append(float(src_ip.split('.')[1])) 

        else: 

            features.append(0) 

 

        if dst_ip: 

            features.append(float(dst_ip.split('.')[0])) 

            features.append(float(dst_ip.split('.')[1])) 

        else: 

            features.append(0) 

 

        if src_port: 

            features.append(float(src_port)) 

        else: 

            features.append(0) 

 

        if dst_port: 

            features.append(float(dst_port)) 

        else: 

            features.append(0) 

 

        if "ET MALWARE" in line: 

            features.append(1) 

        else: 

            features.append(0) 

 

        while len(features) < 123: 

            features.append(0) 

 

        print(f"Витягнуті ознаки: {features}") 

 

        return features 

    except Exception as e: 

        print(f"Error parsing line: {e}") 

        return None 

 

def monitor_alerts(file_path): 

    print("Запуск моніторингу журналів...") 

    file_position = 0 

 

    while True: 

        if not os.path.exists(file_path): 

            print(f"Файл {file_path} не знайдено!") 

            time.sleep(5) 

            continue 

 

        with open(file_path, "r") as file: 

            file.seek(file_position) 

            new_lines = file.readlines() 

            file_position = file.tell() 



68 

 

 

        if new_lines: 

            print(f"Зчитано {len(new_lines)} нових рядків.") 

 

        for line in new_lines: 

            is_attack = process_alert(line) 

            if is_attack: 

                print(f"!!! Виявлено атаку: {line.strip()}") 

 

        time.sleep(2) 

 

if __name__ == "__main__": 

    monitor_alerts("C:\\Snort\\log\\alerts.txt") 

 

 

 


