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Abstract—In this article, based on the Bayesian approach, 

the Primary Surveillance Radar (PSR) and Identification 

Friend or Foe (IFF) systems data fusion model is proposed and 

investigated for the case, where the uncertainty volume of PSR 

and IFF systems are the same, as well as for the case, where the 

uncertainty volume of IFF systems significantly exceeds the 

PSR uncertainty volume and several air object are in the IFF 

systems uncertainty volume. It is shown that for the second 

case, the identification process has three phases: the detection 

and measurement of air object (AO) coordinates, AO selection 

and AO binding to target designation, which includes fusing the 

AO coordinates determined by the PSR and IFF systems, 

followed by identification of the detected AO. Each of the 

phases can be random in nature and can be described by 

numerical parameters: the probability of measuring the trait 

by which it will be selected; the probability of selection, which 

characterizes the ability of IFF systems to classify AOs as 

“Friend” and “Foe” according to a measured score; the 

likelihood of correctly linking the “Friend and Foe” score to 

target designation.  

Keywords—air object (AO); Primary Surveillance Radar 

(PSR); IFF; Information Security; aircraft responder (AR). 

REFERENCES 

[1] B. Stevens, F. Lewis and E. Johnson, Aircraft Control and Simulation: 
Dynamics, Controls Design, and Autonomous, 3rd ed. John Wiley & 
Sons, 2015. 

[2] Bagad V.S. Radar System, Technical Publications 2009. 

[3] T. De Laet, H. Bruyninckx and J. De Schutter, "Shape-Based Online 

Multitarget Tracking and Detection for Targets Causing Multiple 
Measurements: Variational Bayesian Clustering and Lossless Data 

Association," in IEEE Transactions on Pattern Analysis and Machine 

Intelligence, vol. 33, no. 12, pp. 2477-2491, Dec. 2011. doi: 
10.1109/TPAMI.2011.83. 

[4] W. Wang, Radar systems. New York: Nova Publishers, 2013. 

[5] Ronald Bouwman: Fundamentals of Ground Radar for Air Traffic 
Control Engineers and Technicians, SciTech Publishing; Annotated 
edition 2009, [DOI: 10.1049/SBRA008E]. 

[6] I. Svyd, I. Obod, O. Maltsev, I. Shtykh and G. Zavolodko, "Model and 
Method for Detecting Request Signals in Identification Friend or Foe 
Systems," 2019 IEEE 15th International Conference on the 
Experience of Designing and Application of CAD Systems (CADSM), 

Polyana, Ukraine, 2019, pp. 1-4. doi: 
10.1109/CADSM.2019.8779322. 

[7] O. Strelnytskyi, I. Svyd, I. Obod, O. Maltsev, O. Voloshchuk and G. 
Zavolodko, "Assessment Reliability of Data in the Identification 
Friend or Foe Systems," 2019 IEEE 39th International Conference on 
Electronics and Nanotechnology (ELNANO), Kyiv, Ukraine, 2019, pp. 
728-731. doi: 10.1109/ELNANO.2019.8783397. 

[8] J. Qumar, S. Christopher and R. Bhattacharjee, "Target detection with 
transmitters identity waveform for multi-dynamic radar scenario", 
2017 IEEE Calcutta Conference (CALCON), pp. 231- 235, 2017. doi: 
10.1109/calcon.2017.8280730.  

[9] J. Pollack and P. Ranganathan, "Aviation Navigation Systems 
Security: ADS-B, GPS, IFF", in International Conference on Security 
& Management, SAM'18, International Conference on Security & 
Management, SAM'18, Las Vegas, Nevada, USA, 2018, pp. 129-135. 

[10] Z. Cao and L. Chen, "Security in application layer of radar sensor 
networks: detect friends or foe", Security and Communication 
Networks, vol. 8, no. 16, pp. 2712-2722, 2012. doi: 10.1002/sec.572. 

[11] J. Gamba, Radar Signal Processing for Autonomous Driving. 

Singapore: Springer Singapore, 2020. doi: 10.1007/978-981-13-9193-

4. 
[12] S. Kong, J. A. López-Salcedo, Y. Wu and E. Kim, "IEEE Access 

Special Section Editorial: GNSS, Localization, and Navigation 
Technologies," in IEEE Access, vol. 7, pp. 131649-131652, 2019. doi: 
10.1109/ACCESS.2019.2939605. 

[13] J. Xu, M. Dong, D. Ding and R. Chen, "Multi-radar data fusion 
imaging based on iterative adaptive algorithm", 2017 International 
Applied Computational Electromagnetics Society Symposium 
(ACES), Suzhou, 2017, pp. 1-2. 

[14] D. Kim and M. Jeon, "Data fusion of radar and image measurements 
for multi-object tracking via Kalman filtering", Information Sciences, 
vol. 278, pp. 641-652, 2014. doi: 10.1016/j.ins.2014.03.080. 

[15] H. Sherwani, Resource management in active-passive multifunction 
radar networks. London: University College London, 2018. 

[16] I. Svyd, I. Obod, O. Maltsev, O. Strelnytskyi, O. Zubkov and G. 
Zavolodko, "Method of Increasing the Identification Friend or Foe 
Systems Information Security," 2019 3rd International Conference on 
Advanced Information and Communications Technologies (AICT), 
Lviv, Ukraine, 2019, pp. 434-438. doi: 
10.1109/AIACT.2019.8847853. 

[17] I. Svyd, I. Obod, O. Maltsev, T. Tkachova and G. Zavolodko, 

"Improving Noise Immunity in Identification Friend or Foe Systems," 

2019 IEEE 2nd Ukraine Conference on Electrical and Computer 
Engineering (UKRCON), Lviv, Ukraine, 2019, pp. 73-77. doi: 

10.1109/UKRCON.2019.8879812. 

https://doi.org/10.1109/DESSERT50317.2020.9125040
https://ieeexplore.ieee.org/document/9125040


 

 

[18] L. Huan, Z. Feng, L. Bai and W. Jian, "One Joint Demodulation and 
Despreading Algorithm for MOD5", The Open Automation and 
Control Systems Journal, vol. 7, no. 1, pp. 386-397, 2015. doi: 
10.2174/1874444301507010386. 

[19] D. B. Pavlova, G. E. Zavolodko, I. I. Obod, I. V. Svyd, O. S. Maltsev 
and L. F. Saikivska, "Comparative Analysis of Data Consolidation in 

Surveillance Networks," 2019 10th International Conference on 

Dependable Systems, Services and Technologies (DESSERT), Leeds, 
United Kingdom, 2019, pp. 140-143. doi: 

10.1109/DESSERT.2019.8770008. 

[20] I. Obod, "Integrated Coordinate-and-Time Support for the Address 
Inquiry in the Secondary Radar Systems", Telecommunications and 
Radio Engineering, vol. 53, no. 3, pp. 54-56, 1999. doi: 
10.1615/telecomradeng.v53.i3.100. 

[21] D. B. Pavlova, G. E. Zavolodko, I. I. Obod, I. V. Svyd, O. S. Maltsev 

and L. F. Saikivska, "Optimizing Data Processing in Information 

Networks of Airspace Surveillance Systems," 2019 10th International 
Conference on Dependable Systems, Services and Technologies 

(DESSERT), Leeds, United Kingdom, 2019, pp. 136-139. doi: 

10.1109/DESSERT.2019.8770022.  
[22] B. L. Karlsen, E. Nielsen and M. T. Pedersen, "Fusion of Radar and 

Secondary Sensor Data Using Kinematic Models of Multiple 
Simultaneous Targets," 2015 Sensor Signal Processing for Defence 
(SSPD), Edinburgh, 2015, pp. 1-5. doi: 10.1109/SSPD.2015.7288504. 

[23] O. Peker and D. Akdur, "A Method for Elimination of False IFF 
Target Reports by Using ISLS and RSLS Techniques," 2019 Signal 
Processing Symposium (SPSympo), Krakow, Poland, 2019, pp. 315-
318. doi: 10.1109/SPS.2019.8881951. 

[24] R. Wongsan and P. Khamsalee, "Hybrid Metamaterial Structure for 
Asymmetric Horn of Secondary Radar System", 2019 7th 
International Electrical Engineering Congress (iEECON), pp. 1-4, 
2019. doi: 10.1109/ieecon45304.2019.8938878. 

[25] M. Schütz, Y. Dobrev, T. Pavlenko and M. Vossiek, "A Secondary 
Surveillance Radar with Miniaturized Transponders for Localization 
of Small-Sized UAVs in Controlled Air Space," 2018 5th IEEE 
International Workshop on Metrology for AeroSpace 
(MetroAeroSpace), Rome, 2018, pp. 107-111. doi: 
10.1109/MetroAeroSpace.2018.8453580. 

[26] V. Vasiliev and V. Kharchenko, Modeling of Aeronautical Systems. 
Processing Information Decision Making in the Air Traffic Control 
System. Kiev: NAU, 2008. (In Ukrainian). 

[27] I. Tsikin and E. Poklonskaya, "Secondary surveillance radar signals 
processing at the remote analysis station", SPbSPU Journal. Computer 
Science. Telecommunication and Control Systems, Volume 10, Issue 
2, pp. 58-74, 2017. DOI: 10.18721/JCSTCS.10205. 

[28] E. Blasch, C. Yang and I. Kadar, "Summary of tracking and 
identification methods", Signal Processing, Sensor/Information 
Fusion, and Target Recognition XXIII, 2014. doi: 
10.1117/12.2050260. 

[29] P. Hubacek and J. Vesely, "Probabilistic code extractor for low SNR 
SIF/IFF mode A, C respond," 2016 17th International Radar 
Symposium (IRS), Krakow, 2016, pp. 1-4. doi: 
10.1109/IRS.2016.7497367. 

[30] K. Shimizu, "Optimization of parameter matrix : Optimal output 
feedback control and optimal PID control," 2017 IEEE Conference on 
Control Technology and Applications (CCTA), Mauna Lani, HI, 2017, 
pp. 1734-1739. doi: 10.1109/CCTA.2017.8062707. 

 
 


