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Authentication also prevents hackers from attempting to appropriate the
identity of 10T devices to gain access to data or the broader corporate network [1, 2].

The purpose of the report is to analyze how to protect data sent from and to
the internet of things by securing authentication.

Recently, the number of smart things, such as cameras, various sensors, smart
light bulbs, switches, and more, has been growing steadily [3]. These things have
constant access to the Internet and actively share data for analytics with apps. In fact,
there is more strategically important data, such as sensor readings about patient
health. There are three types of authorization, the first one is authentication by
username and password. The point is that when a device connects to the link broker
(devices never connect directly), it sends a username and password to the link broker
using the connect command. The password is sent in plain text if it is not encrypted.

The second one is authentication by access token: this option also uses the
connect command. When this mechanism is enabled, the device sends an OTP
request to the 10T application, via a broker. The application generates a one-time
password and sends it to the owner's trusted device, and the application also sends a
notification to the device we want to authorize. And the third one is authentication
based on a one-time password. When this mechanism is enabled, the device sends
an OTP request to the 10T application, via the broker. The application generates a
one-time password and sends it to the owner's trusted device, and the application
sends a notification to the device that we want to authenticate. IT admins who decide
which loT authentication method to use must consider the IoT device type, the data
it transmits over the network and the device's location.
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