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ALGORITHMS OF ASYMMETRIC ENCRYPTION AND ENCAPSULATION
OF KEYS OF POST-QUANTUM PERIOD OF 5 -7 LEVELS OF STABILITY
AND THEIR APPLICATIONS

Introduction

At present, significant efforts are being made by the cryptographic community to create
practical quantum-stable mechanisms of asymmetric encryption (ASE), key encapsulation protocols
(KEP) and electronic signature (ES) [1 — 7]. The results of the implementation of the 1st stage of
the international competition for creation of post-quantum ASE, KEP and ES [1], performed by
NIST USA, as well is performed comparisons of alternatives [2, 3], make it possible to conclude
about the prospects of application of cryptographic transformations in rings of polynomials
(algebraic lattices) for their creation. Such transformations have stood the test of cryptographic
stability in the form of the NTRU cryptosystem [1]. In general, NTRUEncrypt ANSI X9.98 [4],
NTRU Prime [5], and NTRU Prime Ukraine [5] are examples of implementations for the ASE and
KEPs of cryptographic transformations on algebraic lattices. Mechanisms for constructing the ASE
and KEPs are proposed in [2], their application makes it possible to provide the 5" level of
cryptographic stability inclusive, i.e. 128 bits of quantum and 256 bits of classical crypto-stability.
But in our view, the problem of providing encryption and encapsulation is important both from
theoretical and practical point of view, including up to the 7" level of stability, since the 5" level of
cryptographic stability is not enough for the quantum period [7 — 9]. That is, the current problem is
the problem of creation and standardization of the ASE and KEP algorithms of 256 bit quantum and
512 bit classical crypto-stability [7, 5]. Moreover, in accordance with the requirements, the draft
standard of the ASE and KEP, which is considered as the draft national standard of Ukraine
officially [8], should provide different modes of operation: asymmetric encryption; asymmetric en-
capsulation of keys; asymmetric encryption and encapsulation of keys; asymmetric encryption, en-
capsulation of keys and key generation for symmetric encryption, ensuring their crypto survivability
in the form of "direct secrecy™ [11 — 13]. That is, nowadays, the problem of creating and standardiz-
ing post-quantum ASE and KEP algorithms of 128, 192 and 256 bits of quantum, as well as 256,
384 and 512 bits of classical crypto-stability [9 — 11] for valid and selected security models is
important.

The purpose of this article is to present and review the constructed algorithms of asymmetric
encryption and encapsulation of keys in polynomial rings (algebraic lattices), analysis of the
essence of the cryptographic transformations of the used ASE and KEPs. The said purpose, in our
view, is achieved by outlining the following problems:

- calculation of general and additional parameters for crypto transformations of the 5-7 levels
of cryptographic stability;

- generation of asymmetric key pairs of encryption keys and encapsulation of keys for crypto
transformations of the 5-7 levels of cryptographic stability;
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- development of algorithms of asymmetric encryption (encryption and decryption) for crypto
transformations of the 5-7 levels of cryptographic stability;

- development of algorithms of asymmetric encapsulation and decapsulation of keys for crypto-
transformation of the 5-7 levels of cryptographic stability;

- development of proposals (algorithms) for calculating secure session keys for their use in
symmetric encryption of data in communication channels;

- estimation of complexity of forward and reverse transformations at asymmetric transforma-
tions (encryption and encapsulation).

Questions of estimation of cryptographic stability and justification of the ASE and KEP
mechanism parameters are given in [6 — 9].

In the following, we will consider the mechanisms of encryption and encapsulation with three
sets of parameters that determine stability, marking them as follows: SKELYA-KEM 256/128;
SKELYA-KEM 384/192 and SKELYA-KEM 512/256 [9].

1.Parameters of cryptographic transformations of keys encryption and encapsulation

According to [7, 8, 10], the parameters of cryptographic transformations are divided into basic
(general), additional and mechanism parameters.

First and foremost, general parameters are defined to ensure the specified crypto stability as
well as to ensure the success of operations (such as the absence of decryption errors), and to reduce
computational complexity.

Only general parameters are used to calculate additional parameters. Re-calculating of
additional parameters makes it possible to reduce the computational complexity of basic
cryptographic transformation operations.

Algorithm parameters are parameters that need to be agreed to share encryption and
encapsulation algorithms. Now it concerns identifiers of algorithms, constant messages and the like.
Detailed data on generating general, additional and mechanism parameters are given in [7].

Table 1 lists general parameters of SKELYA algorithms of keys encryption and encapsulation.
The justification and calculation of the general parameters are given in [7, 9].

Table 1
General parameters of encryption and encapsulation of SKELYA algorithms keys
SKELYA-KEM 256/128 SKELYA-KEM 384/192 SKELYA-KEM 512/256
n t Q n t q n t q
881 159 7673 1201 192 9221 1471 255 12251

The following notations are used in Table 1:

n — the degree of the polynomial;

t —the number of nonzero elements in t — small polynomial,

g — a large module, a simple number that is relatively simple with a polynomial

X" — x — 1, and the value of q is determined by the condition of guaranteeing no decryption
error,;

p —asmall module, p = 3.

Table 2 lists the additional parameters of SKELYA algorithms of keys encryption and
encapsulation. The justification and calculation of the general parameters are given in [7, 10].

6 ISSN 0485-8972 Paouomexnuxa. 2019. Buin. 198



Table 2

Additional parameters of encryption and encapsulation algorithms of SKELY A algorithms keys

Sign Purpose Formula or value
Bits The number of bits in iven as a binar ite —
; string 19 d qBits = I—IOQZ q—|
db Length b (bit) db= 1
bufferLenBytes The length of the octet string for the Ceil (((n-1)/2)*3/8)

conversion functions between the small
polynomial and the octet string (code2to3,
code3to2 functions)

maxMsgLenBytes  |[Maximum message length for encryption (bufferLenBytes—A/8)-1
(octets)
EncMsgLenBytes  |The length of the encrypted message (octets) Ceil(gBits * n/8)
cBits The number of bits for specifying the degree|cBits = Ceil(log,n) + 1
of a polynomial as a binary string
Llen The number of octets to specify the length of|1
the encrypted message
pkLen The number of bits h that are used during|pkLen=db
encryption

Ceil function in Table 2 defines the smallest integer that is not less than the input argument.

The parameters of the encryption and encapsulation algorithms of SKELA algorithm algorithms
are shown in Table 3. The justification and calculation of the general parameters are given in [7,
10].

Table 3
The parameters of the encryption and encapsulation algorithms
of the keys and their values for the test version
Sign Purpose Formula or value
OID Method identifier (3 octets) g?g[tzqilt%t Version oID[0]=0, OID[1]=0,

A row of octets is used for the test version

Permanent message used for encryption

£1 D oxrr, 1 @ oxFF, T © oxFF, 0 @
oxFF, 'E' D oxFr, 'n' D oxFF, ¢ D oxFF,

m kem in the key encapsulation and decapsula-
B tion proto{:ol P P 7 @ OXFF, 'p' ® OXFF, 's' ® OXFF, 'u’ ®
oxFF, I © oxFF, 'a* D@ oxFE, t* D@ OxFF, e’
D oxrFr, 0 D oxFF}
<
m_kemBytes Length m_kem (octets) m_kemBytes < maxMsglLenBytes

m_kemBytes = 16 for m_kem

2.Generation of key pairs of asymmetric cryptographic transformations

When generating a specific key pair — private key f and public key h the polynomials G, F are

used, whose degree is n, and coefficients modulo p (p = 3), that is, they take values 0, -1,1. The
result is simultaneously calculated private key f and public key h (polynomials) and h (byte task h).
Generation is carried out in such sequence.
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Generation of Polynomial G. Polynomial G is a polynomial having (2n + 1) / 3 of nonzero
coefficients.

Generation of polynomial F. Polynomial F is a polynomial having 2t nonzero coefficients.

Calculation of the private key f is carried out according to the formula [9]

f=pF+1 (1)
Calculation of the public key h is carried out to the formula [9]
h=p*G*f'smom (Z/q[x]/(x"—x-1)) (2)

To calculate the public key, it is necessary to calculate f* in the field (Z / q[x]/ (x" —x—1) ) and

multiply the polynomials in the same field.

Calculation of inverse element

To calculate the inverse element, an advanced Euclidean algorithm for polynomials is used,
i.e., the equation:

ax+by=d 3

Moreover, in equation (3) it is necessary to set a as polynomial f, b — as polynomial x" —x —1.
The value of the right-hand side of equation (3), i.e. (d), determines the greatest common divisor for
a and b (GCD). All the calculations must be performed modulo g. Computed values d, X, y can be
the result of using an advanced algorithm. If the degree of the polynomial d is 0, it is a guarantee for
the presence of inverse element since d is an integer. In our case ||f|l; #0, so the inverse element f *
mod (x" - x — 1) exists, and the value of the variable x is the inverse element.

The number of steps that need to be done depends only on the degree of the polynomials, so
the completion time of the inversion calculation operation is independent of the specific key

Multiplication of polynomials

The polynomial multiplication operation is defined mathematically as:

c¢(X) = a(X) * b(X), (4)
where
c = Z (8 *b,)modq; c(X)=c'(X)mod(x" —x-1).

The specificity of polynomials used for multiplication is the presence of a large number of null
elements in one of the polynomials (n/3 or even more if you use this operation when encrypting). In
the implementation of this operation it is necessary to solve 2 problematic tasks:

- providing the least computational complexity;
- ensure the independence of the execution time of a particular key.

Many works are devoted to solving these problems [5 — 11].

3.Algorithms of asymmetric encryption and decryption

This section is devoted to discussion of the asymmetric encryption (encryption and decryption)
Skelya algorithms.

When developing encryption algorithms, we have taken into account the NTRU encryption
algorithm [4], which has been successfully used for almost 10 years. That is why most of the
designations coincide with the designations adopted in [5]. But the algorithm [5] has a significant
drawback associated with the possibility of decryption error, which was taken into account when
developing a new Skelya algorithm [10].

In addition, the modern practice of using as a module the prime number q instead of the
number 2° and the polynomial x" — x — 1 instead of the polynomial x” — 1 is taken into account,
which provides protection against known attacks [5, 10]. That is why the field

(Z/7q[x]/(x"—x-1))) is used as the field, as for NTRU Prime [5], but the parameters are
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calculated taking into account the required levels of crypto-stability A = {256, 384, 512} and
ensuring no decryption errors [5, 10].

3.1. Encryption algorithm

Input:
— astring for encryption (m);
— the length of the string m (mLen);
— the recipient's public key h (polynomial R/q) and the corresponding octet string (h)
—  Output:
— asign of success Success (OK, ERROR);
Encrypted string E in case of successful operation.

The length of the encryption line is limited by the fact that this line is built with additions that
will provide semantic security, it can be specified by a polynomial of degree n. If the length of the
string exceeds this value, the encryption operation returns an error. The maximum length of the
valid message (octets), depending on the level of crypto-stability (cryptographic strength) A (degree
of polynomial n), is given in Table.4.

Table 4
The maximum length of the message, depending on crypto-stability (cryptographic strength) A
A 256 (n=881) 384 (n=1201) 512 (n = 1471)
E)”C‘;gfsste”Bytes 132 176 210

Algorithm for encryption is an iterative algorithm, that continues until a small polynomial is

formed, which is used to mask the encrypted message, until it satisfies the conditions:
— number (units) + number (minus) units not less than 2t
— number (zeros) is not less than t.

The masking polynomial is formed on the basis of random components, so it is highly probable
that the polynomial coefficients are equally probable. If t is significantly less than n/3 the
probability of fulfilling this condition is high and the algorithm usually does not require a return for
recalculations.

Iteration algorithm

1 An octet line of bufferLenBytes length is formed, where they write:

— random string of A bits, denoted by b (provides semantic security);
— encryption string to which its length is transmitted;;
— zero octets (to complement the required length)

Denote this string M. This line depends on the random sreing and the incoming message and
has a constant length that does not depend on the length of the message.

2 The octet string M is converted to R/3 by a polynomial, for which every 3 bits of the string
are converted to two polynomial coefficients according to Table 5.

Table 5
Convertion of bit line into polynomial R/3 and vice versa
Bit string Polynomial coefficients Bit string Polynomial coefficients
000 0,0 100 1,1
001 0,1 101 1,-1
010 0,-1 110 -1,0
011 1,0 111 -1,1
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As a result of the transformation the corresponding polynomial MTrin is obtained. This
polynomial, like string M, depends on random data and the encrypted string. It should be noted that
MTrin is uniquely determined by string M, and conversely, string M can be restored by MTrin

3 An octet string is formed, where they write:

—method identifier (3 octets) that can be selected by agreement of the parties;
—message for encryption;

—random string b;

—a part of the public key h of the pkLen bits length

Let's mark this string as S. Let’s note that string S has a variable length that depends on the
length of the encryption string. String S depends not only on the string for encryption and the
random string, but also on the identifier’s algorithm and the recipient's public key.

4 Let us transform string S into a dazzling polynomial r. The dazzling polynomial is also a
polynomial of degree n having 2t nonzero coefficients, the other coefficients being 0. Let us
determine the length of the bit string required to define the dazzling polynomial. We will define
separately the signs of nonzero elements and their indices. All that should be defined is 2t
characters and 2t indices. Let us apply 2t bits to specify non-zero element characters and 2t indices
of these elements. To set each index it is enough to have cBit bits. Given the possibility of obtaining
an index that has already been used, to set the indices, we form a string twice as long as necessary.
Thus, the total length of the string, which should be formed is 2t + 4t * cBit. In general, the
transformation is carried out as follows:

— the pseudorandom data generator is initialized with string S;

— pseudo-random bytes of desired length are generated ();

— signs of non-zero elements are defined;

— indices of non-zero elements are defined;

— if not all indexes are formed, then pseudo-random bytes are generated for the remainder
of the indices and we go to the previous step.

That is, the dazzling polynomial depends on the random data, the data being encrypted, and the
portion of the public key of who the data are encrypted for.

5 The polynomial R =r * h is calculated in the field R/q

6 The polynomial R4 = R mod 4 is calculated

7 The polynomial R4 is converted to the string of 0R4 octets, recording 4 coefficients into one
octet. As a result, we get a 2n-bit octet string that depends on the dazzling ng polynomial and the
recipient's public key. This line is then used to obtain the polynomial R/3.

8 We define the formation method, the required length of the string that must be used to form
the R/3 polynomial with this method. We will use a byte to form five polynomial coefficients. To
do this, we present a number in the ternary number system. The numbers 0, 1 ... 241, 242 can be set
using 5 digits, each digit corresponds to the numbers 0, 1, 2, or 0, 1, -1. These values will be used to
set the coefficients. The number of octets required in this case is Ceil (n/5). But octets with value
243 — 255 can not be used to set coefficients; the input line should be increased taking into account
the probability of such octets. A string of a double length guarantees that the required number of
coefficients is obtained.

The formation of the masking polynomial is as follows:

— perform initialization of the pseudo-random data generator with oR4 string;
— pseudo-random octets of 2 Ceil (n/5) length are generated;
— the following 5 polynomial coefficients are calculated for each octet whose value is less
than 243,;
— the resulting polynomial is denoted as a mask;
9 The polynomial m’= (MTrin + maska) mod p is calculated
10 The success of the iteration is checked:
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— The number of units (c1), minus units (c2) and zeros (c3) in the polynomial m ' is de-
termined;
— if ¢l + ¢2> 2t and ¢3> t the iteration is successful, otherwise go to step 1
The following steps are performed, if the iteration is successful in such a sequence:
11e =R + m’ (mod q) polynomial is calculated
12 The polynomial e is converted to the octet string E
The result of the encryption algorithm is a string of octets E
The following mathematical transformations are performed in encryption:
1 M = b||mLen||m||0..0 (a string of octets)
2 mTrin = f1 (M) (mTrin — R/3 polynomial, f1 one-to-one function, that is, M can be restored
by the value of mTrin)
3 S = oid||m||b|| part of h
4 r =12 (S) (r—t-small polynomial, f2 — not one-to-one function)
5R =r*h (in the field R/q)
6 oR4 = f3 (R mod 4) (0R4 — a string of octets, R cannot be restored)
7 maska = f4 (0R4) (maska — R/3 polynomial for which the conditions on the number of 1, -1, 0
are satisfied)
8 m'=mTrin + maska (mod 3)
9 ¢e=R+m’ (mod q) (e — polynomial in the field R/q)
10 E =15 (e) (f5 is the inverse function, so the octet string e can be restored).
3.2 Decryption algorithm
When decrypting, the octet string E is fed to the input of the algorithm, and as a result, the
output will receive an open message along with its length (in case of successful completion)
Entry:
E — string of bytes with an encrypted message;
f — recipient's private key;
recipient public key h (polynomial R / q) and corresponding octet string (h)
Output:
1 Sign of success Success (OK, ERROR).
2 Open message (in case of successful operation).
3 The length of the open message (in case of successful operation).
Algorithm
1 e polynomial is restored.
2 a = e*fin the field R/q polynomial is calculated
3m’ =amod 3 is restored
4 m’requirements are checked
— the number of units (c1), minus units (c2) and zeros (c3) is determined in the
polynomial m’;
— if ¢l + ¢2 > 2t and c3 > t then Success = OK, otherwise Success = ERROR and go
(transition) to step 14.
Further steps are performed only in cases when Success = OK
5R’=e—m’ (mod Q) is restoring
6 Polynomial R4 =R’ mod 4 is calculated
7 R4 polynomial transformation into a oR4 octet string is carried out, recording 4 coefficients
in one octet.
8 Calculation of the maska polynomial (see item 9 of the encryption algorithm)
9 mTrin = m” — maska (mod p) polynomial is calculated and M string is restored.
10 Determining the individual fields of M row:
— first A bits — restored random sequence (b);
— next octet — length of encrypted data (restored mLen value);
— next mLen of octets — recovered message that was encrypted (m);
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— next octets — is a restored string of addition.

11 Checking the success of the operation. The operation is considered successful if all
conditions given below are met simultaneously:

— mLen restored value does not exceed the maximum admissible EncMsgLenBytes value;
— supplement (addition) string contains zeroes, the number of which is equal bufferLenB-
ytes —db/8 — 1 —mLen

If at least one condition is not met, then Success = ERROR and go to step 14. Further steps are
performed only in cases of successful operation.

12 The recovered values b, mLen, m are used to create a string S, calculate r, and calculate R =
r * hin R/q field (steps 3-5 of the encryption algorithm).

13 Final check of the operation success: if R’ recovered in step 5 matches the value of R
obtained in step 12, the decryption operation ends successfully, the message m and its length mLen
bytes is decrypted at the output.

14 If the operation fails (Success = ERROR), an empty message of length 0 is returned.

The following mathematical transformations are performed when decrypting

le=1f5"(E)

2a=e*f=(r*h+m’)* f=(r*3Gf+m’) * f=r * 3G + m’* fin the field R/q =

3amod3=m’(r*3Gmod3=0;fmod3=1)

4R’>=e—m’ (mod q)

5R4=R’mod 4

6 oR4 =13 (R4)

7 maska = f4 (oR4)

8 mTrin = m’ — maska (mod 3)

9 M =f1"! (mTrin)

10 When using M = b || mLen || m || 0..0 (string of octets) separate fields are selected, as a
result we get b, mLen, m.

4.Algorithms for encapsulation and decapsulation

For encapsulation algorithms, key data are used that are generated identically as for encryption.
In fact, encapsulation algorithms use message encryption and decryption algorithms that are defined
in advance and labeled m_kem. The length of the message m_kemBytes. Full description of the
algorithms described above see in section 3.

An arbitrary allowed hash function is used as a hash function, providing a result length of 512
bits. We denote this function by Hash512.

Function input: octet string and its length.

Output: 512-bit octet string

4.1. The encapsulation algorithm

Input:
— length of the key for the symmetric encryption K_bytes (K_bytes <\/8) ;
— the recipient's public key h (polynomial R/q) and the corresponding octet string (h).
Output:
— sign of success (Success=0K, ERROR);
— encapsulated key Cc;
— key SKey for symmetric encryption, the length of which is K_bytes (K_bytes ).
As with the encryption algorithm, the first step is to check whether the operation can be
performed:
— Success= OK;
— if m_kemBytes > maxMsgLenBytes then Success= ERROR;
— 1f K_bytes * 8 >1 then Success= ERROR
If Success= ERROR then the algorithm is not executed.
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Next, the variant is considered in case of successful verification (Success= OK;)
1 We first perform steps 1-12 of the encryption algorithm for m_kem message of the length of
m_kemBytes.
2 The dazzling polynomial is converted to the octet string r as follows:
— bit string bsl is formed. The next bit of the string is 0 if the next polynomial coefficient
is 0 and 1 if the next coefficient is 1 or -1. The length of the string is bsl = n bits.
— bit string bs2 is formed. The next bit of the string is 0, if the next non-zero element is
equal tol and vice versa. The length of the string is bs2 = 2t bits.
— form a common bit string bs = bs1 || bs2
— denote r string of bytes, which corresponds to the bit string bs.
3 The value of the encapsulated key Cc and SKey is calculated.
c=E
The rest of the calculation depends on the value of A.
If A =256, then:
H = Hash512 (r_);
C — are younger 32 octets of H;
SKey — are SKeyLen octets of senior 32 octets of H (SKeyLen <32);
Cc=Cllc.
If =512, then
H1 = Hash512 (r_ || 1);
H2 = Hash512 (r_ || 2);

C—Hz1,
SKey — SKeyLen octets of H2 (SKeyLen <64);
Cc=Cllc.

4.2. Decapsulation algorithm

Input:
— length of the key for the symmetric encryption K_bytes (K_bytes <A/8;
— encapsulated key Cc;
— recipient's private key f;
— recipient's public key h (R/q polynomial) and corresponding octet string (h).
Output:
— sign of success (Success=0K, ERROR);
— key SKey for symmetric encryption, the length of which is K_bytes (K_bytes ).
As with the encryption algorithm, the first step is to check whether the operation can be
performed:
— Success= OK;
— if m_kemBytes > maxMsgLenBytes then Success= ERROR;
— if K_bytes * 8 >4 then Success= ERROR
If Success=ERROR then the algorithm is not executed.
Next, the variant is considered in case of successful verification (Success= OK;)
1 Decoding Cc to C and c.
2 Decoding c is performed (steps 1-13 of the decryption algorithm)
3 If the decryption error (Success = ERROR), the algorithm returns an error.
4 1f the length of the encrypted message does not match the message itself, or the messages: do
not match, then Success = ERROR, the algorithm returns an error.
5 The recovered values b, mLen, m are used to create a string S and calculate r.
7 An octet string is formed for r (r) (see step 2 of the encapsulation algorithm)
6 The rest of the calculations depend on the value of A.
If A =256, then:
H = Hash512 (r_);
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C’ — are younger 32 octets of H;

SKey’ — are SKeyLen octets of senior 32 octets of H (SKeyLen <32).

If A =512, then:

H1 = Hash512 (r_|| 1);

H2 = Hash512 (r_ || 2);

C’ —H1,

SKey’ — are SKeyLen octets of H2 (SKeyLen <64).

7 If C’coincides with C then SKey = SKey’; sign of success Success = OK, otherwise Success

= Error

5. Data encryption and authentication by a sender

During data encryption, consistent (agreed) functions, available to all subscribers, can be
applied. They contain MAC(.) messages authentication and a symmetric encryption algorithm
(Sym.Encrypt), for example [3, 14].

Subsequently, secret keys Ex and My, are produced using SKey, where Ex is the key for
symmetric encryption and My is a suitable authentication key for the message of pre-encrypted data.
(Algorithms for generating keys Ex and My from SKey can be determined by other standards).

5.1. Algorithm of data encryption and authentication by a sender

The algorithm is performed in the following sequence:

messages (data, packet) Q are encrypted with the use of symmetric cipher on the key
Ex, i.e.
C1 = Sym.Encrypt (Q, Ey);
to authenticate Clciphertext on My authentication key, calculate the C2 authentication
code, i.e.
C2 =MAC (C1, My);
finally, the sender sends (Cc, C1, C2) to the recipient.

5.2. Decryption and authentication of data by the recipient

The algorithms for decrypting and authenticating data by the recipient are executed in the
following sequence:

as a result of decapsulation, the recipient has the value ¢',C',SKey',r’;
if r'is t-small, ¢ = ¢ and C '= C, then they output and apply the symmetric
authentication and decryption key to SKey'. Otherwise, they determine the error and
reject the secure message;
the recipient calculates the message authentication code for C1 on the M key
C2’ = MAC (C1, M)

if C2’ coincides with C2 received from the sender, then the encrypted message C1 is
considered to be complete and authentic. Otherwise output "integrity violation" and stop
executing the decryption algorithm;
the recipient decrypts the cryptogram C1 using the symmetric decryption algorithm
agreed with the sender on Ex key, i.e.

Q = Sym.Decrypt (C1, Ex)
the recipient receives the decrypted and authenticated Q data for further processing.

Note. If necessary, the order of encryption and authentication of Q data may be carried out in a
different order, that is, first decryption and then authentication.

14
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6.Analysis of cryptographic transformations complexity

The temporal characteristics of key data generation, encryption and decryption algorithms are
shown in Table 6. Encapsulation and decapsulation algorithms actually use encryption and
decryption primitives. Therefore, their temporal characteristics are not given. Processor (Intel (R)
Core (TM) i5-3.1 GHz) clock [10, 11] is used to measure performance. For comparison, the data [5]
were used for the ntruees787epl encryption algorithm, which is closest to the characteristics with
crypto-stability A=256.

Table 6
Temporal characteristics of key data generation, encryption and decryption algorithms
- . Encryption Decryption
Stability Generation (59 bytes) (59 bytes)
ntruees787epl 16748110 111142 133926
A=256 (n = 881) 4789644 87696 96604
A=384 8065140 130556 143424
A=512 11670676 160364 182724

The results of optimization of key data generation, encryption and decryption algorithms are
presented in [6 — 10].

Key generation. The most laborious part of the algorithm is the inversion calculation and
multiplication of polynomials in R/q field.

Inversion calculation. An extended Euclidean algorithm for polynomials is used to calculate
the inversion. The computational complexity of Euclidean extended algorithm is determined by the
number of division operations and the computational complexity of one operation.

The polynomials of degree n and n-1 are used as data for the inversion calculation. Performing
a single division operation reduces the degree of both polynomials by 1, i.e. the number of division
operations is n.

The computational complexity of the division operation depends on the degrees of polynomials
and the difference between them. It can be considered that the difference between degrees is one,
then, the number of coefficients processed by the division operation equals a smaller degree and
accordingly changes from n to 1. That is, labor intensity can be estimated asn-1+n-2+... + 1 =n
(n-1)/2. Thus, the overall complexity of the investment stage is O(n®).

Methods for optimization of calculations.

1 To apply SIMD operations to work with the coefficients — there are limitations associated
with variable block addresses.

2 Recalculation of inverse elements for coefficients.

Operation of polynomial multiplication

Computational complexity of multiplication of polynomials of general form O(n?).

Optimization through the use of polynomial F/3 features with compensation of dependence on
the key format enables you to pass from the quadratic to the linear dependence on the degree of the
polynomial.

The computational complexity of encryption and encapsulation operations

In fact, the encapsulation algorithm uses the encryption algorithm, and the decapsulation
algorithm uses the decryption algorithm. The rest of the operations performed for encapsulation /
decapsulation take relatively little time. That is why it is enough to consider the computational
complexity for encryption and decryption algorithms.

Conclusions

1. The generalized results of the implementation of the 1st stage of the international
competition for the creation of post-quantum ASEs, KEPs and ESs, proposed by NIST USA, as
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well as comparisons of most alternatives, allow us to make a conclusion about the prospects of
creating standards for these cryptographic transformations in polynomial rings (algebraic lattices)
[1 — 7]. Another interesting area that also deserves attention and exploratory research is the
construction of post-quantum cryptographic transformations using methods of the theory of fault-
free coding [15 — 17].

2. Mechanisms for constructing ASE and KEP are proposed in [2], the application of which
makes it possible to provide 128 bits of quantum and 256 classical crypto-stability, i.e. including
the 5™ level of cryptographic stability. But in our opinion, the problem of ensuring encryption and
encapsulation, including up to 7 levels of stability, is important both from theoretical and practical
point of view, since the 5th level of cryptographic stability for the quantum period is insufficient.

3. Therefore, the current problem is the creation and standardization of ASE and KEP
algorithms of 256 bit quantum and 512 classical cryptographic stability. Practically the problem of
creation and standardization of post-quantum algorithms of ASE and KEP of 5 — 7 levels of
cryptographic stability is solved in Ukraine based on cryptographic transformations using algebraic
lattices (polynomial rings).

4. The common parameters for ASE and KEPs of cryptographic transformations should be
calculated, provided that the required level of crypto-stability is ensured, as well as to ensure the
success of operations (such as no decryption errors) and to reduce the computational complexity.
A list of general parameters of the encryption algorithms and key encapsulation algorithms of
SKELA algorithms is shown in Table 1.

5. Only general parameters are used to calculate additional parameters. Recalculating
additional parameters makes it possible to reduce the computational complexity of basic
cryptographic transformation operations.

6. The asymmetric key pairs — private key f and public key h — are used for asymmetric
encryption and encapsulation of keys. They are calculated on the basis of the use of polynomials G,
F, whose degree is n, and the coefficients modulo p (p = 3), i.e. take the values 0, -1, 1. The result is
as follows: the private key f and the public key h (polynomials) and h (byte task h) calculated
simultaneously.

7. In the process of developing encryption algorithms, the NTRU encryption algorithm [4] has
been taken into account, which has been successfully tested over time since it has been in use for
almost 10 years. But it has a significant drawback that has to do with the possibility of a decryption
error. This drawback is absent in the SKELY A algorithm [10].

8. In developing the SKELYA algorithm, the modern practice of using the prime q as a module
instead of the number 2k is taken into account, and the polynomial xn — x — 1 instead of the
polynomial xn — 1, which provides protection against known attacks. Therefore, field

(Z/7q[x]/(x"—=x-1)) is used as a field for NTRU Prime [5], but the parameters are calculated

taking into account the required levels of crypto-stability A = {256, 384, 512} and ensuring that no
decryption errors exist.

9. In the encryption algorithm, the following data are used as input: string for encryption (m);
line length m (mLen); the recipient's public key h (R / q polynomial) and the corresponding octet
string (h). The following data are used is output: sign of Success (OK, ERROR); encrypted string E
in case of successful operation.

10. The following data are used as input data in the decryption algorithm: E — a byte string with
an encrypted message; f — private key of the recipient; h (R / q — the recipient's public key
polynomial) and the corresponding octet string (h). The following data are used as output data: sign
of Success (OK, ERROR); open message (in case of successful operation) and length of open
message (in case of successful operation).

11. Key data, generated identically as for encryption, are used in the encapsulation algorithm.
In fact, encapsulation algorithms use encryption and decryption algorithms of the message defined
in advance and indicated by m_kem
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12. An arbitrary allowed hash function, that provides a result length of 512 bits, is used as a
hash function.

13. The input data in the encapsulation algorithm are the length of the key for symmetric
encryption of K _bytes (K _bytes <A / 8) and the recipient’s public key h (polynomial R/q) and the
corresponding octet string (h), and the output data are a sign of success (Success = OK, ERROR ),
Cc encapsulated key and a SKey key for symmetric encryption of K_bytes (K_bytes) length.

14. The input data in the decapsulation algorithm are as follows: symmetric encryption key of
K bytes (K bytes <A / 8 length; encapsulated Cc key; recipient private key f and recipient public
key h (polynomial R/q) and corresponding octet string (h).

15. The joint use of encryption algorithms and encapsulation of keys makes it possible to
produce (calculate) symmetric encryption and authentication keys on communication channels,
which in turn makes it possible to exchange the protected information with high speed and ensuring
its integrity, confidentiality and cryptographic integrity of such key data.

16. When developing algorithms for encryption and encapsulation of keys, optimization
methods of cryptographic transformations based on multiplication of polynomials were applied. To
measure the characteristics of time complexity, processor (Intel (R) Core (TM) i5-3.1 GHz) clock
cycles were used [9,10]. To compare the obtained complexity data, we used the data [5]
(ntruees787epl encryption algorithm, which is closer to the characteristics with cryptographic
strength A = 256).

17. Thus, this article presents the main results and data on encryption algorithms, key
encapsulation and their use for encryption and authentication of data on communication channels.
They are achieved by means of solving such particular problematic tasks as: calculating general and
additional parameters; generating asymmetric pairs of encryption keys and encapsulation;
development of asymmetric encryption algorithms (encryption and decryption); development of
asymmetric encapsulation algorithms and key decapsulation; developing proposals (algorithms) for
calculating the keys of secure communication sessions for their use in symmetric data encryption in
communication channels, as well as optimizing and assessing the complexity of direct and inverse
transformations during encryption and encapsulation.

18. The main advantages of asymmetric encryption and key encapsulation algorithms are:
providing 5 — 7 levels of post-quantum and classical stability; security against special attacks, as
well as providing symmetric data encryption on communication channels is the use of block and
stream high-speed transformations
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STEGANALYSIS METHOD EFFICIENT
FOR THE HIDDEN COMMUNICATION CHANNEL WITH LOW CAPACITY

Introduction

The rapid development of digital steganography, the publication of a large number of scientific
works in this area in the open sources and restriction and even the ban of the use of cryptography on
the legislative level in many countries have led to an increase in the use of steganographic methods
for transmitting and storing confidential information [1,2]. The main advantage of steganography
compared to cryptography is the concealment of the very fact that the confidential information is
present in a particular information content, which makes the use of the steganographic system the
common solution for the organization of a hidden communication channel [3]. However, the goals
of organizing such a channel may be different: from the harmless, concerning specific individuals,
to those that threaten the stability and vitality of a group of people united by specific goals, or the
society as a whole. In this connection, the relevance of organizing an effective steganalysis of in-
formational content increases. Its main task is to identify the presence or absence of additional in-
formation embedded in the non-attracting content, or container [4].

The most commonly used containers when organizing a hidden communication channel are
digital images (DI), which is why DI is considered in this paper.

Currently, all steganalysis methods according to [1] can be classified into 6 main categories:

e visual steganalysis (visual detection of differences between container and steganographic

message;

¢ signature or specific steganalysis (these techniques search for signature patterns to determine
the presence of a hidden message);

e statistical steganalysis (those techniques developed by analyzing the embedding procedure
and determining certain statistics that get modified as a result of the embedding process);

e spread spectrum steganalysis (aimed at the detection of embedded data introduced by stega-
nographic methods, which perform the frequency spectrum spreading of the signal-
container, i.e. by SS-methods (Spread-Spectrum));

e transform domain steganalysis (in the process of steganalysis the transform domain of DI
investigated, e.g. discrete cosine transform domain, discrete wavelet transform domain, sin-
gular decomposition domain, etc.);

e universal or blind steganalysis (these techniques tries to detect the embedded messages re-
gardless the steganographic technique applied to cover image).

The methods of the last group seem to be the most attractive since they are not related to the
features of specific steganographic algorithms. However, the practice shows that they cannot pro-
vide equally high efficiency in detection of the results of various steganographic transform methods.

The most widely used steganographic method of DI transform is the modification of the least
significant bit (the LSB-method) in its various implementations. The LSB-method detection re-
mains an actual task. There are a large number of different steganalysis methods aimed at detecting
the results of the LSB-method [4 - 8], belonging to different categories listed above. Most often,
they are focused on statistical analysis [2], so the features of the current use of the LSB-method
(with the low capacity of the hidden communication channel (HCC) (embedding rate)) make the
vast majority of existing steganalysis methods ineffective (with 0.1<HCC<0.25 bpp), and practical-
ly unsuitable (with HCC <= 0.1 bpp) for detecting the hidden information presence. The testing of
many modern methods under HCC <0.1 bpp is not performed at all [2, 9, 10]. Although the research
in this area is being conducted and the development of new approaches is in progress [11-14], the
task of providing the high efficiency of steganalysis method for LSB-embedding detection, which
does not depend on DI type (color or grayscale) under the low HCC is still not solved.
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For example, in [11], a steganographic algorithm is proposed, which is positioned as capable
under the conditions of low embedding rate (0.01 bpp), however, the accuracy for these conditions
is only 52.28 %. Similar efficiency results obtained under the embedding rate of 0.01 bpp for the
steganalysis algorithms developed in [14].

In [12], a steganalysis algorithm for grayscale images was developed. The results of testing the
algorithm given in the paper were carried out on more than 9000 DIs and obtained under the HCC
rate from 0.1 to 0.5 bpp with the error rate of 21.0 % for the smallest HCC value. Such a result ob-
viously cannot be considered a satisfactory value.

The steganalysis algorithm developed in [13] for color DI deserves great attention. The algo-
rithm is based on analyzing the features of changing the number of color triads in a matrix of unique
image colors while embedding additional information: containers stored in a lossy format have a
small number of consecutive triads of triplets, while as a result of steganographic transform, even
with small values of HCC, there is a significant increase in the number of such the triads. This
makes it possible to detect the presence/absence of additional information in the digital content ana-
lyzed. The HCC of 0.05 bpp was the smallest value considered when testing the developed algo-
rithm, while the detection accuracy coefficient was ACC = 0.9865. However, the algorithm is not
efficient for grayscale images, which is a significant drawback.

Due to the large amounts of information, which is stored, sent or processed nowadays and
usually stored in lossy formats, it is reasonable to consider the DI in a lossy format (LF) as a con-
tainer in this paper.

The aim of the work is to increase the efficiency of steganalysis by developing a new stegana-
lysis method for detecting the presence of additional information embedded by the
LSB-method into the DI-container under conditions of the low communication channel capacity.

The HCC <= 0.1 bpp is considered as low HCC values. The effectiveness of the steganalysis
algorithm estimated by Type | and Type Il errors, as well as by the detection accuracy coefficient,
formally defined below.

Main Body

For distinctness and taking into account the widest spreading of the Jpeg it is considered as a
lossy format for DI (with various quality factors QF €{0,1,2,... 99,100 }) further in the paper, Tif is

used as a lossless format (LLF), a single rectangular m x n —matrix is considered as a formal repre-
sentation of an arbitrary DI.
Let the matrix of the original DI in the LLF be F;, and the matrix of the corresponding DI,

which was obtained from LF by means of its repeated saving is F;. Denote an arbitrary

4x4—block of F./ F, as B./B, respectively. Let o =(0y(B; ) o,(B; ) o3(B; ) ou(B; ) .

oy = (al(BJ) aZ(BJ ) 03(8J ) 04(8J ))T be the vectors, those elements are the singular numbers (SN)
of B;, B, blocks and wherein:

6,(B;)>6,.4(B:), &(B,)>0,.(8,) i=123, 0,(B;)20, o,(B,)20. 1)
Let us normalize vectors o, and o, , the obtained result given below:

- (¢

or =y ol olB ol o)) oo = 0= o8y oeley L ouley ) oile ] @

o

where |o;| and |o,|| are norms of o; and o, . The condition (1) obviously also holds for elements

of vectors or and o, which further will be called the normalized SN.
In [15], a general approach to solve the problem of identifying violations of the DI integrity
was proposed. It is based on the perturbation theory and matrix analysis and underlies further

20 ISSN 0485-8972 Paouomexnuxa. 2019. Buin. 198



reasoning. The development of the approach was reflected in [16], where it was shown that for the
majority of the corresponding blocks B, and B, and matrices F, and F,, obtained as a result of

their standard splitting, the following equation takes place:
Z[el,C_ST]> Z[el,C_SJ], (3)

where e =(1,0,00)" is a standard space basis vector R*, £ el,c_sT], A[el,c_m] are the magnitudes of
the angles between the vectors o+ and e, oy and e respectively, and the lower the quality factor
QF used to obtain F,, the smaller will be the angle between the normalized SN vector in the block
B, and the vector e, .

Consider the relation (3) in more detail. Taking into account that

(607 )=le.][or] cos( e, or )= cos(le, or ]} (6,03 )= e |cos(<le, o: )= cos( e, o5 ).

where (el,c_sT ) (el,c_n) are the scalar products of corresponding vectors, the relation (3) is rewritten
as follows:

e,.01)<(e,,04),

where for the majority of the corresponding blocks of F; and F, matrices we obtain:

o8 )<ci(B, ). @
Consider the case, when the singular numbers of block B; has been perturbed because of lossy

compression of image with the matrix F, , that led to perturbation of elements of vector o+ . Denote
these perturbations as Ac,, ..., Ac,. Then for the corresponding block B; we have:

ci(B,)=0i(B; )+ Ac,, i=14. 5)
Then, taking into account (4) for most blocks:
Ac, >0. (6)

If we consider the Euclidean norm as a vector norm in (2), then taking into account the norma-
lization of vectors o+ and o, and relation (5), we have:

S faen ) = 66, - Slele ) anf.
from where
> (240,.(8, )+ (4, )= 0. (7

i=1
Let us rewrite (7) in more detail:
2Ac51c_$1(l3r )+ (Ao, ) +(Ac, ) +(Ac,f +(Ac, ¥ + 2Ac,0: (BT )+ 2AG,Gs (BT )+ 2AG,G4 (BT ): 0 (8)
Itis c_n(BT)> 0 for almost all blocks of the original DI in the LLF. Then
ZAGlc_n (BT )+ (Acl )2 + (A62 )2 + (AG3 )2 + (AG4 )2 >0,

and the equality to zero of the expression value on the left-hand side of (8) is possible only due to
the fact that there are negative values among Ac,, Ac,, Ag,.
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Let us demonstrate that it is Ao, <0 for most DI blocks using proof by contradiction. Let us
suppose that Ac, > 0. Then consider the principal possibility that (8) equals zero due to Ac,, Ac,,

I.e. is it possible, in principle, to provide the equality to zero of the expression in (8) only at the ex-
pense of Ac,, Ac, negativity. To do this, assume that both of these values are negative: Ac, <0

and Ao, <0. Moreover, given the fact that singular numbers are always non-negative, the maxi-
mum possible modulo values of Ac,, Ac, are as follows:

AGsz—gs(BT), AG4=—84(BT). 9)
Then

o5(B, )=c4(B, )=0,

that means that the vector o = (cn(BJ ) EZ(BJ ),O,O)T lies in a plane defined by two vectors of the
standard space basis R*: e =(1000) and e,=(0100). The end of the vector

(c:(B, ), o2(B,)0,0J due to its normalization lies on the unit circle, which is the intersection of the

unit sphere of space R* and the mentioned plane, whose center coincides with the origin. This posi-
tion of the vector o is the result of a perturbation of the normalized vector o, i.e. the result of its
rotation at a certain angle within the first coordinate orthant of space R*. First two coordinates
c_n(BT ) C_Yz(BT) of vector o+ are the direction cosines of its projection onto the coordinate plane of

space R*, defined by the vectors of the standard basis e and e,. In this case, taking into account

the conditions (1), a simultaneous increase in the two first coordinates of the vector could not occur
as a result of the DI compression, and if the first coordinate exactly increased (see (6)), then the
second one should decrease. Thus, with Ac, >0 it is impossible to provide (8) even under the con-

dition (9), i.e. with the largest modulus of possible negative perturbations Ac,, Ac,. Thus:
Ac, <0. (10)

In [17] the concept of gap svdgap(i,A) of the singular numbers o;( A) of matrix A intro-
duced:

svdgap(i,A) =minjo;(A) - o,(A).
i#]
Let us introduce the similar concept for the normalized singular numbers ci( A) of matrix A.

Let us define svdgap,(i,A)as normalized gap of singular number o,( A) of matrix A, which can
be determined as follows:

svdgap, (i,A) = rpjjn\&,—(A)—Ei( A)\.
Taking into account the conditions (1) for any block B of any DI obtain:
svdgap(1,B)=0,(B)—0,(B),
svdgap,(1,B) =ocy(B)-o2(B). (11)
Taking into account (11), (4), (10):
svdgap,(1B, )= oi(B, )~ o2(B, ) > ci( B, ) ~02( B, ) = svdgap, (LB, ).
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Thus, when storing DI in lossy formats in most DI blocks (for which (3) holds) the normalized
gap cl(BJ) is greater than the normalized gap cn(BT), where B;, B, are the corresponding blocks
F, F.

Since, with a decrease in the quality factor QF used to save DI in the Jpeg format, the number
of blocks for which (3) takes place will increase [16], the increase will be observed in the number of
DI blocks in which the normalized gap of the maximum SN will grow compared to its normalized
gap in the corresponding blocks of the corresponding DI in a lossless format. Indeed, the lossy
compression in a certain way reflects on the SN values of DI blocks: it reduces the contribution of
the signal high-frequency component, blurs DI and leads to a decrease in the minimum singular
number values of blocks [18]. However, in case of a compression with a high quality factor (rela-
tively small values of the elements of the quantization matrix) the changes in the SN will be insigni-
ficant, i.e. the number of DI blocks, for which the relation (3) will not hold in the case of high QF
will be greater than in the case of small QF. The number of such blocks does not increase monoto-
nously with the quality factor decreasing (increasing elements of the quantization matrix), since

with decreasing of quality factor the value Z[e,,o, | will decrease [16], differing more and more

from the value £ el,c_sT] in accordance with (3). The obtained theoretical conclusion is illustrated in

2 DIs in lossless formats (Tif), where a monotonous decrease took place in the number of DI blocks
obtained as a result of standard splitting, in which an increase in the normalized gap of the maxi-
mum singular number was observed, with an increase in QF (Fig. 1). This conclusion found the
practical confirmation in the results of the computational experiment, described in detail below (see
Fig. 3 (curve 1)).
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The number of DI blocks for which there is an increase
in the normalized gap of the maximum singular number

m
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o
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Fig.1. The results of the analysis of the maximum singular number normalized gap in the DI blocks with re-
peated saving in the Jpeg format with various quality factors QF: a — the original DI (Tif) from the
img_Nikon_D70s base [19]; b — the original DI (Tif), obtained by a non-professional video camera; ¢ — dia-
gram that illustrates how the number of 4 x4 -blocks in DI, where the normalized gap of the maximum SN
increased depends on QF: 1 — for DI from Fig.1, a, 2 — for DI from Fig.1, b
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The monotonous increase in the number of blocks in the corresponding DI, for which the nor-
malized gap of the maximum SN of block grows, will be violated with a decrease in the quality fac-
tor QF used to compress the original DI, if the image in lossy format (Jpeg) used as source. Indeed,
if the original DI was stored with a quality factor QF,, then its repeated saving with the same quali-

ty factor cannot significantly change the quantitative characteristics of the blocks, in particular, the
singular number values (Table 1) (re-quantizing of the discrete cosine transform (DCT) coefficients
in DI performed with the same quantization matrix as the primary one). Changes (if any) of the sin-
gular numbers will occur due to the presence of rounding in the process of compression [20], as
well as rounding which causes the computational error when working in a floating point system.
Therefore the number of blocks for which the normalized gap of the maximum SN will increase
will be very small compared to the original DI (close to 0) (which is no longer typical for compres-
sion of image in the LLF with any quality factor), while the number of blocks, where the norma-
lized gap of the maximum SN does not change, will be significant (the computational experiment
shows, that the number of such blocks can exceed 90 % of the total number of blocks). However,
the re-compression of the original DI with a quality factor different from QF, obviously breaks the

above-mentioned monotony of changing the 4x4 —blocks number, for which the normalized gap of
the maximum SN increased, since the DI blocks have already been compressed (primary) with
losses and the high-frequency component has already been reset to zero (taking into account the
rounding that occur in the process of DI recovery after compression — it is close to zero). During the
initial quantization, DCT coefficients corresponding to high (possibly medium) frequencies will be
zeroed, resulting in a significant relative decrease in the lowest (possibly average) singular number
values. Re-quantization will not significantly change the values of the DCT coefficients that became
small after the initial quantization (and the smallest and possibly medium SN). For the maximum
SN, the situation is different: as a result of quantization and subsequent rounding during the DI
compression, the maximum singular number of block recovered after image quantization can both
decrease and increase (depending on the rounding result after quantization), while three other singu-
lar numbers in block, as mentioned above, remain practically unchanged (this situation will occur
for the same DI block when this image is saved for the second time with losses with different QFs
(the results given in Table 1 for one randomly selected DI block stored in Jpeg format (QF = 85))
illustrate the above). This will lead to the fact that when DI is compressed with a quality factor
QF = QF,, the number of DI blocks for which the normalized gap of the maximum SN increases

will be significantly different from zero, as the computational experiment shows, but the number of
blocks where the normalized gap of the maximum SN will not change will decrease dramatically.
These facts will lead to a loss of monotony for the number of blocks in which the growth of the
normalized gap of the maximum SN occurred, with an increase in QF, which is an indication that
the original DI was saved with losses.

Table 1

Result of repeated saving of original DI to Jpeg format with different quality factors QF,
which was originally stored in Jpeg format (QF=85), for one 4 x4 —block

. The normalized gap of the

QF Singular spectrum of the block maximum SN
Original DI 214.1468 4.8940 3.6310 0.1440 0.9768

55 214.9262 3.0877 0.4180 0.1442 0.9855

60 210.4311 2.7594 0.9511 0.4780 0.9868

65 215.8175 2.8976 0.5545 0.3172 0.9865

70 210.2940 5.3903 1.7155 0.2854 0.9593

75 211.4048 5.6764 4.8425 0.0834 0.9677

80 213.0100 5.8375 3.5443 0.3043 0.9721

85 214.1468 4.8940 3.6310 0.1440 0.9768

90 214.0043 5.2478 4.1863 0.3131 0.9750

95 213.8960 4.8732 3.3984 0.4325 0.9768
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The situation described above, in principle, can be obtained for DI, originally stored in Jpeg
with any QF,. Indeed, the original DI in the process of its analysis can be saved to the Jpeg format
with each quality factor QF e {0,1, 2, .. ,99,100} (with step 1), which will give an opportunity to get
a global minimum of the corresponding curve reflecting how the number of DI blocks in which the
normalized gap of maximum SN increased as a result of repeated saving with losses depends on
QF. The global minimum will be reached at QF =QF,, and its value will be close to 0. The results
of the analysis of a specific DI are shown in Fig. 2 to illustrate the truth of the above. Curves 1 and
2 (Fig. 2) have a global minimum and a maximum, respectively, with QF =QF, =58, while the
dependence of the number of DI blocks, in which there was an increase in the gap of the maximum
SN, from QF, is not monotonic, which is in full compliance with the foregoing.
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Fig.2. The results of the analysis of the DI singular number blocks: a — the original DI (Jpeg format
(QF = 58)); b — graphs which show relationship between the number of DI 4x 4 -blocks, given as a percen-
tage of the total number of blocks, and the quality factor QF used in the repeated compression of DI:

1 — the number of blocks in which the normalized gap of the maximum SN increased; 2 — the number of
blocks in which the normalized gap of the maximum SN did not change during the repeated saving

For practical confirmation of the findings, a computational experiment was carried out, which
involved:

* 450 original DIs in a lossless format (Tif): 150 DIs from the 4cam_auth base [21] (size is
500x500 pixels) —set T,; 200 DIs received by non-professional video cameras (size is 600x 600

pixels) — set T,, 100 DIs from the database img_Nikon_D70s [19] — set T, (size is 2000x 2000
pixels);

* 4950 original DIs in Jpeg format, obtained by storing DIs from T,, T,, T, to Jpeg format with
quality factors QF € M, = {55,60, 65,70, 72,75,80,85,90,93,95} (corresponding sets are denoted
by T, TV, T, ie M)).

In the experiment, each DI from the sets T,, T,, T,, T, T, T,V ie M, was stored in the
Jpeg format with values QF e M, = {55, 60,65, 70,75,80,85,90,95}. Note that the elements of the
sets M,, M, were chosen as the most frequently used in practice, but at the same time M, con-

tained values which were absent in M, by design, in order to consider such options when the quali-
ty factors of the secondary compression of DI do not coincide with the quality factor of the primary
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one. In each of the 12 image groups G,,G;,ieM, (G,=T,UT,UT,, G =T2UT UT,",
i € M, ) for each quality factor QF € M, used in repeated saving of the image, the average value of
the number of DI 4x4-blocks obtained as a result of its standard splitting were calculated (as a
percentage of the total block number) in which the normalized gap of the maximum SN increased.

The results of the experiment, some of which are shown in Fig.3, fully confirm the theoretical con-
clusions obtained above.
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The average value of the number of DI blocks for which
there is an increase in the maximum SN gap in the
normalized SN vector with repeat saving in Jpeg (%)

Fig. 3. Relationship between the average value of the DI block number, for which the normalized gap
of the maximum SN increases as a result of DI repeated saving in Jpeg format, and the quality factor QF
used for image repeated saving, when the original DIs were in the following formats: 1 — Tif; 2 — Jpeg with
QF=55; 3 — Jpeg with QF=65; 4 — Jpeg with QF=72; 5 — Jpeg with QF=75; 6 — Jpeg with QF=85;

7 — Jpeg with QF=93

In the course of the experiment, it was revealed 6% of DIs from G,, where a slight violation of

the monotonous decrease in the block number occurred with an increased normalized gap of the
maximum SN along with an increase in QF (a typical example is presented in Table 2). Obviously,
this is a consequence of the features of machine arithmetic: calculations of SN blocks are performed
in a set of floating-point numbers with an accumulation of computational error, which occurs here
due to rounding. The possibility of such a situation is taken into account when developing the ste-
ganalysis method.
Table 2
Relationship between the relative number of blocks (% of the total number of DI 4 x4 -blocks obtained
as a result of its standard splitting) with an increased normalized gap of the maximum SN and QF used
for repeated saving, for a particular DI

QF

55 60 65 70 75 80 85 90 95

67.66 67.06 66.45 65.37 65.38 65.00 63.29 58.40 42.76

The steganalysis method developed by the authors for detection of the steganographic trans-
form results of any implementation of the LSB-method uses a DI in lossy format as a container, the
expediency of which is justified above. After the embedding of an additional information, taking
into account the well-known instability of the algorithmic implementations of the LSB method to
attacks against the embedded message, the steganographic message is stored in a lossless format.
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The main requirement for developed steganalysis method is the high efficiency in conditions of
the low capacity of the hidden communication channel. The idea of this method is as follows. Due
to the fact that in the conditions considered, the steganographic transform has little effect on the
container, after the additional information embedding the properties of the DI steganographic mes-
sage will not differ fundamentally from the properties of the used container. It means that for the
matrix of the steganographic message, the dependence of the number of blocks, for which the nor-
malized gap of the maximum singular number will increase, from the QF will not be monotonic.

In view of the above, the main steps of the proposed steganalysis method are as follows.

Let the DI with the matrix F; be analyzed.

Step 1. Save the original DI in the lossy format — Jpeg with different quality factors
QF e{1.23,...100}, i =1t, QF <QF,,,i=1(t—1). The result is the DI with matrices F;,i=1t.

Step 2. For each pair of matrices F;, F,i =1, after the preliminary standard splitting them
into non-intersecting 4x4—blocks, determine the values s;, i =1t, — is a number of blocks (a per-

centage of the total number of DI blocks) in K, i —1.t, for which the normalized gap of maximum

singular number increased compared to the corresponding blocks in F; .
Step 3. If

((s,>5s,)v(0<s,—-5 <P))A..A((5,>5,)v(0<5, =5, <P))A..A((S, >5)v(0<s -5, <P))

(where P is the threshold value, which makes it possible to take into account the occurring
monotony violations for the values s;,i =1, due to the peculiarities of machine arithmetic in the
floating point system),

then
F;, —is an empty container
else
F, —is steganographic message.

In the algorithmic implementation of the method, the following parameter values were used:
t=9; QF =55+5(i—1),i=1t; P =1.

To analyze the efficiency of the algorithmic implementation, a computational experiment con-
ducted. During this experiment, the additional information was embedded by the LSB-method into

Dl-containers stored in Jpeg format. A randomly generated binary sequence was used as an addi-
tional information. The following values of the hidden communication channel capacity were used:

1,0.1, 0.05, 0.01 bpp. As containers were used: 4950 images from the sets T,'"”, T,'”, T,V ie M,
and 350 Dls (size of 1000x1000 pixels) taken from the NRCS database [22] — the set T, . In the
course of the experiment, both the obtained steganographic messages and the original DIs from the
sets T,,T,, T, were analyzed. The results of the computational experiment are given in Table 3 and

Table 4 (the experiment-average value of Type Il error is 2.7%). These results are illustrated on a
specific example in Fig. 4, where 5 DI are presented in a lossless format, one of which is an original
image, and the rest are the steganographic messages obtained by the LSB-method with different
HCC values. The diagrams reflect how s, i =19 depends on QF, used for repeated saving of the
analyzed DI to Jpeg format, show that the monotony is present for the original DI (Fig. 4(f) curve
1), but there are monotony violations for DI steganographic messages (Fig. 4(f) curves 2-5).

For the convenience of comparing the efficiency of the method developed in the work with

modern analogues, the obtained data were used to calculate the detection accuracy [13] (accuracy
(ACQC)) (Table 5):
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ACC =(TP +TN)/(TP + FN +TN + FP), (12)

where TP (True Positive) is the number of correctly identified steganographic messages (true posi-
tive result); TN (True Negative) is the number of correctly identified containers (true negative re-
sult); FP (False Positive) is the number of empty containers which were mistakenly qualified as
steganographic messages (false positive (false alarm) or a Type Il error); FN (False Negative) is the
number of steganographic messages that are mistakenly identified as containers (false negative re-
sult Type I error).

Table 3

Type | errors of developed steganographic algorithm (%)

Container The (iapacity ofa higjen commun(i)c.g'gon channelo(.gi)p)
T,% 1.3 13 1.3 1.3
T, 2 13 2 2
% 0.7 0 13 0.7
T,% 07 0.7 0.7 0.7
T, 0.7 13 0.7 0
T, 8 2 2 0.7
T, 8 4 2 0.7
T, 8 4 2 13
T,(% 12 8 8.7 2
% 18.7 12 8.0 2
%) 20 18.7 8.7 4

Image set average value (T, i e M,) 7.3 4.8 3.4 1.4
T, 15 2 1 05
T, 15 0 05 0
% 0 0 0 0
T, 1 0 05 05
T, 0 1 05 0
T, 0 0 0 0
T, 1 0 0 0
T,0% 15 1 1 0
T, 35 1 05 05
T,!% 7 2 2 05
T,'*) 115 25 1 1

Image set average value (TZ(i )i M;) 2.6 0.9 0.6 0.3
T, 4 0 0 0
T, 7 0 1 0
T, 0 0 0 0
T, 0 0 0 0
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T,™ 1 0 1 1

™ 9 0 0 0

T, 8 1 2 2

T, 9 1 1 1

T,.* 10 4 2 3

T,* 12 5 3 1

T, 15 4 2 2
Image set average value (T3(i), ieM,) 6.8 1.4 1.1 0.9
T, 0.9 0.6 0.6 0.9
Experiment-average value 4.8 2.2 1.5 0.8

Table 4

Type Il errors of developed steganographic algorithm (%)

Sets of original Dls

T

0

/
//

Mumber of DI blocks, for which the gap of maximum
singular number increases in the normalized SN
vector with repeat saving to Jpeg (%)

75
QF
f

95

3

)

———

Fig. 4. lllustration of the steganalysis results obtained with developed algorithm for specific Dls: a — is an
original DI; b, c, d, e — are steganographic messages, created by LSB-method with HCC 1, 0.1, 0.05,
0.01 bpp, respectively; f — diagrams that show how number of image blocks with an increased gap
of maximum SN depends on QF, given that the image is converted for the second time to Jpeg format:

1 —for the original DI, 2,3,4,5 — for the steganographic messages, created by LSB-method
with HCC 1, 0.1, 0.05, 0.01 bpp respectively
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Table 5
The experiment-average (5750 DI) values of the detection accuracy coefficient for the developed algorithm,
depending on the value of the HCC

The capacity of a hidden communication channel (bpp)

1 0.1 0.05 0.01

0.954 0.978 0.987 0.991

The results of the computational experiment indicate a high efficiency of the algorithmic im-
plementation of the developed method. The efficiency of the algorithm, as could be assumed on the
strength of the theoretical basis of the developed method, increases with decreasing of HCC.
Indeed, the smaller the HCC, the less perturbation is introduced into the DI-container by stegano-
graphic transform, the less DI steganographic message differs from the original container stored in
the lossy format, the more effectively such steganographic message will be detected.

For a comparative analysis of the suggested algorithm efficiency, estimated by the ACC coeffi-
cient (12), modern analogous algorithms were chosen. These analogues are most efficient under the
low HCC conditions and information about them is available from open sources: S1 (2006) [14],
S2 (2006) [11], S3 (2008) [23], S4 (2009) [24], S5 (2010) [25], S6 (2015) [26], S7 (2015) [27],
S8 (2016) [13], S9 (2016) [28]. The results are given in Table 6.

Table 6
Comparison of the developed algorithm efficiency, estimated using ACC,
with modern analogues under the conditions of a low HCC

HCC, S1 S2 S3 S4 S5 S6 S7 S8 S9 Our
bpp | (2006) | (2006) (2008) | (2009) | (2010) | (2015) | (2015) (2016) | (2016) | (2018)
01 | 0.9846 | 0.7727 0.9943 | 0.9937 | 09924 | 0.9971 | 0.988 0.9968 | 0.970 | 0.978
0.05 | 0.9769 | 0.6432 0.9283 | 0.9319 | 0.9404 | 0.9770 | 0.968 0.9865 | 0.941 | 0.987
0.01 | 0.5692 | 0.5094 - - - - - - - 0.991

Conclusions

As a result of the development of approach for detection of digital images integrity violations
proposed by the authors earlier, the new steganalysis method has been created, as well as algorithm
implementing it, which is effective in case of low hidden channel capacity, using LSB-method of
embedding.

The computational complexity of the algorithm is determined by the number of non-
intersecting 4 x4 -blocks into which the matrix of the analyzed DI is split, and in the case of its siz-

es of nxn pixels it is O(n?) operations.

The developed algorithm significantly exceeds the existing analogues for HCC <0.1 bpp. With
HCC = 0.01 bpp, this superiority over the best of its analogues (S1) is 74.1 %. In addition, it is
workable for both color and grayscale DI, which often is not the case for analogues algorithms. In
the case of an examination of color DI, 1, 2 or all color matrices (RGB scheme), brightness matrix
(YUV scheme) will be analyzed.
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Introduction

The need for new communication services is constantly increasing. At the same time the re-
quirements for transmission speeds, noise-receiving of data, secrecy of functioning of the system,
quality of services are provided. This leads to a worsening of the contradiction between the increas-
ing requirements and the limited frequency resources, which in turn sets the task of increasing the
spectral efficiency of the systems. It is known that a significant increase in pro-launch capability
and reliability of communication can be achieved by using systems with multiple inputs and mul-
tiple outputs (MIMO), which uses multiple antennas on the transmitting side and multiple antennas
on reception site. In combination with adaptive modulation and coding schemes, as well as the
adaptive allocation of system resources, these methods can provide significant improvements in da-
ta rates and communication reliability [1]. Studies have shown that both MIMO technologies and
other spectral efficiency enhancement techniques can be used in conjunction with multi-carrier
transmission technologies, in particular, MIMO-OFDM (orthogonal frequency division multiplex-
ing, hereinafter OFDM) and MIMO-OFDMA (orthogonal) technologies frequency division mul-
tiple access). Being able to provide subscribers with a wide range of applications with different ca-
pabilities in terms of tolerable delay, quality of service, bandwidth requires future systems of high
resistance to interference and channel distortion, as well as more flexibility in radio resource man-
agement. Choosing the right radio interface is key to ensuring these properties of the communica-
tion system. Multiple Carrier Technology in orthogonal frequency division multiplexing is widely
recognized as one of the most promising access schemes for use in advanced wireless communica-
tion systems

The main results of the research

The basic idea of OFDM is to split high-speed data flow into a number of sub-streams at lower
speeds [1]. These sub-streams are then transmitted in parallel orthogonal subchannels, resulting in
partial overlap of the spectrum. Compared to single-carrier transmission, this approach provides in-
creased system resilience to narrowband interference and channel distortion. Moreover, this results
in a high level of system flexibility, since modulation parameters such as constellation size, coding
rate, manipulation sequence class, encoding method, character interleaving type, etc. can be inde-
pendently selected for each subchannel. Problematic issues that limit, in some cases, the use of
OFDM, include the significant magnitude of the peak of the emitted OFDM signal. As is known,
the peak factor (PF) is defined as the ratio of the maximum (peak) instantaneous power of a signal
to its average power. Increasing this parameter adversely affects the complexity of the high-
frequency path design from amplifiers to the antenna, leading to a decrease in the efficiency of
high-frequency equipment, to an increase in non-linear distortions. Synchronization, channel esti-
mation, radio resource management are just some of the problems associated with multi-carrier data
technology. In spite of the fact that OFDM provides high efficiency of spectrum utilization due to
orthogonal frequency multiplexing [2], its out-of-band radiation may be unacceptable if the use of
back-band is not foreseen. In particular, in 4G LTE about 10% of the dedicated bandwidth is re-
served as a guard interval (also known as a cyclic prefix). This is quite a significant fee for a factor
such as a spectrum resource. Frequency and time resources in OFDM are evenly divided into a
number of elements of the same size for transmitting information [3]. In order to achieve orthogo-
nality and to avoid inter-character or channel interference, it is necessary to ensure strict coordina-
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tion of the operation (in time and frequency) of the elements of the transmitting and receiving sides
of the system. The synchronization procedure results in intensive signal transmission to achieve per-
fect synchronization, especially in the case of uplink transmission. Improper synchronization can
lead to suboptimal system performance. Fifth-generation (5G) systems offer many advantages over
earlier systems, such as: high data rates, ultra-reliable low latency, high spectral efficiency, high
subscriber connectivity, and enhanced energy efficiency. To take advantage of 5G, experts in the
field and academia have proposed new and effective technologies based on OFDM modulation [4]:
window-OFDM, Multiple Frequency Filter Group (FBMC); orthogonal frequency division encoded
channel (C-OFDM) technology; Universal Filtered Multi-Carrier (UFMC); filtered-OFDM, FC-F-
OFDM rapid-convolution system, etc. The filtration process is a proven and effective way of sup-
pressing side lobes in OFDM. In the UFMC, filtering is applied to a block of sub-sequential subcar-
riers, which provides low out-of-band radiation. In multi-channel channels, UFMC is ineffective
due to significant inter-character interference, which leads to suboptimal characteristics. In OFDM
filtration systems, the available bandwidth is divided into many bands, enabling different sets of
services to be implemented in different bands with signals filtered in the time domain accordingly.
On the other hand, an approach based on filtering in the frequency domain was proposed, which has
less computational complexity and increased flexibility compared to time domain filtering. The fil-
ter design is based on window optimization in the frequency domain, which balances the required
minimum bandwidth attenuation, transition bandwidth, and error vector characteristics (EVM).
OFDM s a type of frequency division multiplexing in which multiple subcarriers at adjacent fre-
quencies are used in a single channel. The presence of multiple subcarriers in a single channel may
create mutual interference, but due to the orthogonality of the subcarriers, this does not occur. For
this reason, OFDM application maximizes the channel's spectral efficiency without interference.
The spectrum of the OFDM system in the frequency domain is presented in Figure 1 [2].

Individual Sub-Channels
Channel Bandwidth
(Bw) / \
i

N N oo
- W N

b

Frequency

Fig. 1. OFDM frequency spectrum

Receiver / transmitter architecture in OFDM system

The classic OFDM transmitter and receiver model is shown in Fig. 2, a - OFDM transmitter
model, Fig. 2, b - OFDM receiver. The transmitter converts the digital data that is to be transmitted
to the corresponding amplitude and phase values, and then, using a backward Fourier transform
(FFT), the digital data from the spectral representation is transformed into a time domain signal re-
presentation of the by adding a protective interval (CI). Thus, the received signal data is subjected
to frequency multiplexing. The reverse operation is performed on the receiver side, as shown in
Fig. 2, b. When the modulated OFDM signal arrives at the receiver, the radio frequency signal is
summed up with the main carrier and the CO is deleted. The signal spectrum is then converted to
the frequency domain using a Fourier transform (FFT). Then the subcarrier phase and amplitude are
extracted and demodulated back into the digital data.
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Fig. 2. Traditional OFDM system

In the transmitter, the output sequential stream of information bits is encoded by interference-
tight code (according to LTE 3GPP TS 36.211 recommendation convolutional turbo codes are used
with a base rate of 1/3), interspersed (P) and demultiplexed into N parallel sub-streams. Next, each
of the streams is mapped to the symbol stream by phase pro-procedure (BPSK, QPSK, 8-PSK) or
amplitude-phase quadrature modulation (QAM). When using BPSK modulation, a stream of binary
numbers (1 and -1) is formed, with QPSK, 8-PSK, QAM a stream of complex numbers. In addition
to the subcarriers on which the information is transmitted, service subcarriers are used. These in-
clude security intervals, pilots and additional service information to synchronize the receiver and
transmitter and their operation modes. Pilots may have a fixed position on a subcarrier or a variable,
with changes occurring from symbol to OFDM symbol in frames. Due to the insertion of inter-
interconnections under channels of sufficient length of the protective interval, the possibility of
spectral overlap is eliminated. In this case, the inter-channel interference (between bit interference,
ICI) decreases, the probability of a bit error decreases, and thus the bandwidth of the wireless access
system increases. The multiplication operation on a set exponent with the corresponding subchannel
frequency and then summing all the sub channels to generate an OFDM signal is very similar to the
Fourier Inverse Transform operation. In this regard, to form the required OFDM-symbol is used the
device SHZPF, which greatly simplifies the implementation of modulators. Maintaining orthogo-
nality is necessary in order for the receiver to correctly recognize the information on the subcarriers.
To do this, you must complete the following conditions: the receiver and the transmitter must be
precisely synchronized; the analog components of the transmitter and receiver must be of very high
quality; the channel should not be multipath. In this case, multipath radiation is almost inevitable in
radio communication systems, which leads to distortion of the received signal. To eliminate this
kind of obstruction, you must select a protection interval that should be longer than the maximum
propagation delay in the channel. Thus, it is possible to eliminate more than six types of interfe-
rence between channels (ie interference between subcarriers) and between adjacent transmission
units (ie between symbolic interference). To reduce the out-of-band emission of signals, a window
processing of a temporal signal with the use of a window of the type "raised cosine" is used. Fur-
ther, digital-to-analog converters (DACs) convert into an analog view separately the true and im-
aginary components. After passing through the low pass filter, the signal is fed to a quadrature mix-
er, which transfers the useful spectrum of the OFDM signal to the carrier frequency. These signals
are further summed up, amplified and the OFDM signal is generated.
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The use of a cycle prefix

In a wireless system, the radio signal in the transmission medium is reflected from different ob-
jects, causing multiple signals to be received at the receiver at different times. This phenomenon is
known as multipath transmission. On the OFDM receiver side, the multipath propagation channel is
represented as a distortion of the time at which the duration of each OFDM symbol increases [5].
As a result, the resulting symbols create obstacles to one another and form between symbolic ob-
stacles [6]. Symbol rate for OFDM technology is much lower than for single carrier. For example,
in a single-carrier system with BPSK modulation, the bit rate directly determines the transmission
rate of sim-waves [7]. But in OFDM, the entire bandwidth is subdivided into N subcarriers, which
leads to Nt - times a lower rate of symbol transmission than when transmitted from a single carrier.
Thus, the effect of inter-character interference is reduced by multipath transmission from OFDM,
which makes OFDM systems more resistant to ISI. The data transmission system can be improved
by applying a buffer interval, which is a copy of a part of the transmitted signal of the OFDM sym-
bol and this part is added to the beginning of the OFDM frame (Fig. 3). The use of a guard interval
leads to an increase in the signal wavelength, but it significantly reduces the ISIs caused by multi-
path transmission [8-9].

Gl Symbol

| cp [ symbol

E >

Fig. 3. Addition of CP to OFDM structure

With OFDM modulation, many subcarriers at adjacent frequencies are used in a single channel.
This, in turn, can lead to mutual interference, but due to the orthogonality of the subcarriers, this
does not happen [10]. Therefore, the application of OFDM to-maximize the spectral efficiency of
the channel without interference. The spectrum of the OFDM system in the frequency domain is
presented in Figure 3 [2].

Channel subcarriers orthogonality

As noted above, the subcarriers in OFDM systems are orthogonal. Thus, the sub-carriers are
positioned as close as possible to one another, thereby increasing spectral efficiency. In other
words, orthogonality provides simultaneous transmission to each subcarrier in the frequency space
without interference [2] (Fig. 4). Thus, it is possible to detect signals on individual subcarriers in the
receiving device. On the other hand, in a frequency-modulated conventional (FDM) system, such
subcarrier overlap is impossible and, to avoid interference with the carriers, a protective band
between the carriers is used. The OFDM multiuser version is OFDMA (Orthogonal Frequency Di-
vision Multiple Access) [5]. In this system, subsets of subcarriers are assigned to the individual user
dynamically, using time or frequency division (Fig. 5), thus supporting simultaneous data transmis-
sion to multiple users. Using OFDMA, each user has his or her own unique set of subchannels
(Fig. 5) and the base station can dynamically distribute subcarriers to users [4], for example, when a
particular user has requested more resources. In essence, this means that this user may need higher
radiation power, a large number of sub-channels, and appropriate modulation types.
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Fig. 5. Multiuser OFDM system

Thus, the main advantages of OFDMA include the following.

Resistance to fading.

Deployment flexibility in different frequency bands with small changes required for the radio
interface.

Allows you to control channel or subchannel power.

By distributing carriers across the spectrum used, frequency diversity can be used.

Provides high signal quality when using a single carrier.

Mathematical models of OFDM and its versions

In the OFDM system in the converter (S/P) (Fig. 2) the serial information flow is transformed
into N¢ parallel flows, where Nt - the number of subcarriers before CP insertion. These parallel
streams are then modulated using BPSK. With, every k symbol OFDM is given as [3]:

Nf—l )
X @) =S ,plt—KT)e> (1)
n=0

where T - duration of OFDM symbol, and

Sy :|:Sk,O1Sk,1""’Sk,NH:|T’ (2)

Nf - parallel streams of data for one OFDM frame before inserting the CP,
T - the transposition operator, and p (t) is the impulse form used to form the symbols.
If we consider a rectangular pulse shape as a model:

(t) = 1 0<t<T 3)
P = 0, otherwise

and provided that each subcarrier and OFDM symbol is selected Nf once per frame interval, the
modulated signal (1) will look like:
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xk[E—T}:Zsk,ne’z’f”’“’“f,m=o,1,2,...,Nf -1 (4)
f n=0

Further, IFFT is used to obtain the modulated signal:

The thus obtained parallel stream of symbols after OFDM modulation is transformed into a se-
quential stream to which CP is added. The duration of IS to eliminate ISI should be greater than the
channel delay. In the receiving device, the signal is converted from sequential to parallel, and the
CP is removed, then FFT is used to demodulate and make decisions according to the type of mod-
ulation used.

MIMO-OFDM systems

In MIMO-OFDM systems, the wireless link is a transmitter and receiver system equipped with
multiple antennas (Fig. 6). The main reason for the growing popularity of the MIMO-OFDM sys-
tem is the ability to provide high quality signal and a high data rate. This is ensured by combining
the signals on the transmit (Tx) antennas at one end and the receive (Rx) antennas at the other end.
The resulting quality and performance improvements result in the communication lines being able
to be used to significantly improve the quality of wireless network service.

1 Nt -
S ...S OFDM
1 LI Mo OFDM
1 1 Demod

o
MIMO l | MIMO -

S ™| Encoder I | Decoder L]

S’ SN‘N:, ey j L OFDM
Mod N N.| Demed
t r

Fig. 6 A simplified block diagram of the MIMO-OFDM system

The MIMO-OFDM system involves the use of N; transmitting antennas and N, receiving an-
tennas (Fig. 6). Initially, the input bitstream is displayed in several data characters using certain
types of modulation, such as BPSK. Then block of Ns character data [Si,s2..,., Sns] transforms into a
codeword matrix S of size TXN;, which then in T frames after implementation of OFDM modula-
tion using N antennas will be transmitted to the communication channel. In this case, each frame
consists of N subcarriers. Exactly, Sy;,Sy;,...,S1j code words will be transmitted with each jy, trans-
fer antennas in the form of 1,2,... T OFDM frames respectively. Code word S,j means the vector of
length N¢, for all j =1,2,...,Nrand n=1,2,...,T. The codeword matrix S can be expressed as:

S=| : . (6)
S|1\1 SL

After adding a cyclic prefix in all OFDM frames, Sy; will be transmitted from the transmitting
antenna at ng, OFDM frame. We define X as a subset of S, which represents an array of characters
transmitted from all transmit antennas within a single OFDM frame, of dimension N¢ X N
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S S
X=| : " (7)
st Sy

Expression (7) can be written as follows:

Xl(k:fo) 7
th(k:LNf)
Here vector X j(kzl'\'f) represents all characters transmitted from antenna j using N¢ subcarriers.

At the receiving station in the MIMO system, the received signals perform the procedures opposite
to those implemented in the transmitting device. The protective terminal is removed and the FFT is
applied and the data is then fed to the decoder. The resulting vector can be represented as:

Y:L(kerf)
(k=LN;)

-1 Y.
Y(k le): 2 (9)

(K=LN,)

YNr

Consider only the subcarrier (k = 1). Then equation (9) can be represented as:
Y =HX +v, (10)

where: Y - obtained vector, with dimension Nr;

H — Nr x Nt - complex signal propagation matrix, whose value is constant for the length of the
transmitted frame (ie quasi-static channel) and is known in the receiver (for example, by transmit-
ting test sequences). It is assumed that the statistics of the channel transmitter of the matrix H can
be described by the attenuation statistics, namely: Rayleigh attenuation, Rice attenuation or AWGN.
In addition, it is assumed that the elements H have a variance equal to one, or, in other words, the
average gain of the channel P. is normalized to one. Exposure to radio frequencies emitted by a
transmitter by a counter-station may impair the characteristics of the receiving station's (AU) re-
ceiver. The level of interference power at the input of the AU receiver is usually set as [8] - [11]:

| =P —Lg 1 +Gy +Ggr —Lg g —Lpor — Lp — Lepr , (11)

where Py - transmitter output power in dB-W;

Lr 7 - losses in the feeder line between the output of the transmitter and the input of the trans-
mitting antenna;

Gt and Gg - gain of transmitting and receiving antennas;

Lrr - losses in the feeder line between the output of the receiving antenna and the input of the
receiver;

LroL - loss due to mismatch of polarization of the receiving antenna;

L - propagation loss (including interference loss) between the transmitting and receiving an-
tennas;

Lror - frequency-dependent deviation (FDR) losses.

FDR is a measure of the deviation caused by the selectivity curve of the receiver in the spectra
of unwanted transmitter radiation, and can be represented as:
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T @(f)df
Lrpr =10l0g;q| ——= : (12)
[ o(f)®(f—Af)df

where ®(f) - power spectral density (PSD) of a complex equivalent representation of a fundamen-
tal frequency band (or complex envelope) of a true interference signal;
WY(f) - normalized frequency response of the receiver;

Af - frequency shift between the counter station transmitter and the AC receiver [11]. For sig-
nal signature W(f —Af), if Af —\%s f <Af +\%, the expression for FDR is simplified to the

form:

0

j @( f)df
2
[ o(f)df

af -
2

where W, - the bandwidth of the channel of the receiver AC.
The PSD signal area is equal to the signal power, and thus we obtain an expression to calculate

the transmitter output power: Py _jooq {J' @(f)df ]

—00

As shown in [13], FDR mainly depends on the interference power spectral density (PSD).
CP-OFDM systems
The complex envelope signal transmitted in CP-OFDM technology [11] can be expressed as:

© N-1 jork (T 4T
s =3 3 cup-nT+T e - n 7 (14)
n=—0 k=0
where ¢, k- complex data symbol modulated on the k-th subcarrier of the n-th OFDM symbol,
p(t) - window of impulse formation,
Tt = Ts + Ty - total character length,
Ts and Ty - the length of the data symbol and the security interval, respectively.
Assuming that the complex signals on each subcarrier are statistically independent and mutual-
ly orthogonal, the expression for the power spectral density of the OFDM signal with arbitrary pulse
formation is given as [11] - [13]:

2

R k
CDS(f):ﬂkZ_(:, P(f—f) : (15)

where Ps - data symbols dispersion ¢,k , as well as the power of one of the OFDM subcarriers;
1/T distance between subcarriers;
P(f) - Fourier transform impulse forming window.
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Adding the representation of the rectangular momentum form to (14), we obtain:

t_Ttiot
p(t) =11 —2- |,
tot
0,if [t|> “’t
(kHLJ—}: i |t = wt : (16)
tot
Lif |t < Tiot

Using the shift time property of the Fourier transform, [P(f)|® is expressed as

2 2
s{n(i)}e—i”«» _ s{n(L)}
TtOt Ttot

where sin ¢ — a function that is defined as sin ¢ (X)= sin (nx)/nx, if x # 0, otherwise — equals one.
Using (15) and (17), the power spectral density (PSD) of CP-OFDM with a rectangular pulse

shape is defined as:
2
= k
OLCP) () = PTtotZ smch— ]mt} . (18)
k=0 Ts

Let FDR be the measure of the deviation determined by the selectivity curve of the receiver on
the spectrum of unwanted transmitter radiation. Applying (13) and (18), we obtain an expression to
calculate the LFDR of CP-OFDM technology:

‘P(f)‘z Z‘S{p(t)}‘z = =Tt§t SinCZ(Ttotf)

(17)

N-1
L) —p. 10IoglO£P Z{S'” (f ) _sin “(f) Si2f,)+ Si(2f, )} (19)
k=0 fk fk
where
Si(x) = jL”tdt
X W, K
fe :ﬁTtot(Af+7"—i |
. WK
o = T (A _7\/—.'._)

S
Windowed-OFDM systems

For the suppression of out-of-band radiation in the OFDM window system, window-time func-
tions, for example, the function of the increased co-sine, are used to generate momentum. wi(t), du-

ration Ty, = Tiot + Ty Kind:
(1) = Wi, [t —%}
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<lt]

”(M (Tt +Ttr)j

0 (rtot +Ttr)
2

2
Ty

(20)

dew,(t) = % 1+cos ,if|t|=Tt7°t’

Ttot — Ttr

1, 0<|t|<

Ty - signal transmission time.
From (15) and the Fourier transform (20) the expression for the power spectral density of the
OFDM window can be represented as:

2

k
_ COS(;[Ttr [f —D
o) (f) =P Ty Nzl sincH1c XTLJT“"}( T : (21)

2
0 1—4Ttr2(f —k)
TS

It follows from (21) that the expression for the FDR of the OFDM window is defined as:

Af 4 »  cos? [ﬂtr (f —kD
N-1 2 ) k TS
LER =Py —10l0g;g| Ty Y, j smc[(f—_l_—]TtotJ X df [ (22)
k=0

W s 2)?
M7 [1—4Ttr2[f —kj }
TS

S

The latter expression can be implemented using software for settlement calculations. As fol-
lows from expression (22), the FDR of the OFDM window is affected only by the parameters: Ty,
Ts, and Ttot.

Filtered OFDM systems

The filtered x(t) OFDM signal is formed by passing the s(t) signal CP-OFDM (6) through the
spectrum forming filter. Thus, x(t) is given by the convolution s(t) and the impulse response of the
filter h(t) in this way:

x(t) = s(t)-h(t). (23)

We apply a spectrum forming filter [9], which is based on the truncation of the basic filter. The
truncation is performed by applying the window-time function w (t) to the impulse response of the
main filter g (t). The impulse response of a truncated filter is defined as

h(t) =g ()'w (). (24)

Suppose a function sin ¢ for g(t) =W, sin c(Wgt) , has a frequency response W = H(V%J To
g
suppress out-of-band radiation, the base filter truncates by using window-time functions such as the
Henning, Hamming, and Blackman windows [11]. For example, a Henning window of T,, duration
is defined as:
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l+lcos£2L|t|},|t|sT—W
2 2 T 2

w(t) = w (25)
0 [t > -%W
Filtered-OFDM PSD signal is given as
() (f)—PBTtOt[ZSI( f,)-2Si(zf,)+Si(zx—xf,)-Si(xr—=f,)+Si(xr+ 7 f,)— SI(7z+7zf)]
: 29)

e

where f, = Tw(f + Wy/2), and f; = Ty (f - Wy/2).

It should be noted that the PSD of the filtered OFDM signal can be found in quasi-closed form,
since Sj(x) can be estimated as easily as the basic trigonometric function using numerical calcula-
tion software. Using (26), the FDR of filtered-OFDM is defined as:

_1 AF W, 2 . Qi o 2
L(|=FD)R=PT —10|0910[ s Thot Z:l J' smC[( TthtOt] X{ZSI-(ﬂfu) 28|(7-If|)+S|(7r 7ij,) } df]' (27)

k20 af 2w, S =Si(r—nf))+Si(z+xf,)-Si(zr+xf,)

This expression can be implemented programmatically for numerical calculations [11]. Analy-
sis of the latter expression shows that the FDR of the filtered OFDM is affected by the parameters:
Tw, TS, Tior, and Wy. This is important in terms of controlling inter-character and inter-channel inter-
ference in the development of OFDM system architecture.

Conclusions

The use of signals with orthogonal frequency division channels, allows to sub-increase not on-
ly the information capacity of the system in conditions of multipath propagation with a limited
bandwidth, but also the speed of data transmission, bringing it closer to the bandwidth of the chan-
nel, increase the transmission secrecy and noise immunity, the effects of multipath propagation
(provided the appropriate shielding interval is used), increase the spectral efficiency of the system.
The article analyzes the systems of OFDM and a number of systems, which basically contain pro-
cedures of orthogonal time-division of channels and multiplexing. Mathematical models of OFDM
signals are obtained, describing the basic stages of transformations that are performed to obtain
such signals and estimating the properties of the signals. The obtained results can be used in the
construction of secure information and communication systems, for which the primary tasks are to
provide the necessary indicators of noise immunity (noise immunity of receiving signals, system
operation), information security, resistance to interference, spectral and energy efficiency.
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0.0. KY3HEL|OB, 0-p mexu. nayk, FO.I. 'OPPEHKO, kano. mexu. nayx,
B.B. OHOIIPIEHKO, rkano. mexu. nayx, 1.B. CTEJIBHUK, /I.B. MAJIKOBChKHH

AJITOPUTMHU KPUIITOTPA®IYHOI'O TELIIYBAHHS,
SIKI 3BACTOCOBYIOTHCS B CYUACHUX BJIOKYEMH-CUCTEMAX

Beryn

CyuacHi JerieHTpaiizoBaHi 1H(OpMAaIiiiHI CUCTEMHM Ta Mepei, MoOyZOoBaHI 3a HOBITHBOIO
TEXHOJIOTI€r0 OJOKYEHH, Je/ani MOMUPIOIOTHCS Ta 3aCTOCOBYIOTHCS Y PI3HHX JI0aTKaX, HAPUKIIA/
pyu NO0YI0BI KPUNITOBAIIIOT; JJIsl peamizallii po3moaiieHNX Ta 3aXUIICHUX BiJl HECAHKIIOHOBAHOI
3MiHHU PEECTPiB, KaJIacTpiB, CIIUCKIB, TOLIO; Ui MOOYIOBH Pi3HUX 3a MPU3HAUYEHHIM Ta (DyHKITIOHA-
JHHUMH 3aBJIaHHSMU JEIEHTPATI30BaHUX CHUCTEM, sIKi 00’ €IHYIOTh, HAIPUKIIAJ, IIEHTPU cepTudi-
Kalii KII0YiB, TOIIO; MPU NMOOYI0BI PO3MOAUICHUX ACIEHTPATI30BaHUX MEPEX EIEKTPOHHOI i/1eH-
Tu(IKalii Ta eIeKTPOHHOTO TOJIOCYBaHHS; MpU po30ya0Bi iHGOPMALIHHUX CUCTEM 13 MIATPUMKOIO
TaK 3BAaHUX CMapT-KOHTPAKTIB, TOII0. OTKe, aHai3 Ta JOCIIIKEHHS BC1X CKJIAJJOBUX Cy4YaCHUX CH-
CTEM Ta MEpEeX, SKi MOOYJOBaHO 3a TEXHOJIOTI€I0 OJOKUYEHH, € aKTyaIbHUM Ta BaXKIMBUM HayKOBUM
3aBJIaHHSM.

3a BU3HAUYEHHAM OJIOKYEIH siBiisie CO00I0 BUOYTyBaHHI 3a IEBHUMH MPaBUIaMU Oe3MepepBHUN
TTOCITITOBHHH JIAHITFOKOK OJIOKIB (200 3B'SI3HUI CITMCOK), IO MICTUTH MEBHY iHpopmMartito. Haituac-
TilIe KOIIii JIAHIIOKKIB OJIOKIB 30epiraroThcsi Ha 0e3iui pi3HUX KOMI'IOTEPIB HE3aJIeKHO OJUH Bij
omHoro [1]. Briepmie 1ieii TepmiH 3'IBUBCS SIK Ha3Ba pO3MOUICHOI 0a3M JaHWX, peai30BaHOl B CHC-
TeMi «OITKOMHIBY, Uepe3 110 OJOKUEHH YacTo BIJHOCATH J0 TPAH3aKIl B Pi3HUX KPUITOBAIIOTAX,
MPOTE TEXHOJIOTIS JIAHIIIOKKIB OJIOKIB MOKe OyTH MoIIMpeHa Ha Oy.b-sIKi B3a€EMOTIOB'sI3aHi iH(OP-
MartliiiHi 6oku [1, 2]. BiTKOHH cTaB Jullle MEePIIMM 3aCTOCYBAHHSIM TEXHOJOT1] OJIOKYEHH B KOBTHI
2008 p. [2].

Jns 3abe3neuenHs 3axucty iHdopMarllii BiJl pi3HUX 3arpo3 Oesmelli B cucTeMax OJIOKYEHH 3a-
CTOCOBYIOTBCSI KpUIITOrpadiuHi METOIU, MEXaHI3MHU Ta MPOTOKOJIH. 30KpeMa OJIHUM i3 TOJOBHHUX
KPUIITOIIPUMITHBIB B KOXKHIN OJIOKUEHH-CUCTEMI € aJlfTOPUTMHU KpHunTorpadigyHoro reuryBadsas [3],
SIKi TIPU3HAYEH] JUTsl IEPETBOPSHHSI BX1HOTO MACHBY JaHUX TOBUIBHOI JTOBXHHH y BUXITHMIA O1TO-
BHI psAloK pikcoBaHOi moBkUHU [4]. Taki mepeTBOpeHHs TaKOXK HA3MBAIOTHCS Tell-PyHKIIIMH, a00
(GYHKIISIMUA 3TOpTaHHs, a IXHI pe3yJIbTaTH HAa3WBAIOTh IelIeM, Iel-KOJOM, IelI-CyMOolo, abo naii-
JOKECTOM TMOBiToMyIeHHs (aHTI. message digest) [5].

Kpunrorpadiuni rem-pyHKIii MaroTh HACTYIHI BaXJIMBI BIaCTUBOCTI Oe3neku [6 — 8]:

1. Bonwu cTiiiki 10 3HaX0KeHHs poodpasy. Lle o3Hadae, 1110 BOHM OJJHOCTOPOHHI, TOOTO 3 Ma-
TEMAaTUYHOI TOYKU 30pY HEMOKJIMBO OOYHMCIUTH NMPaBUIbHE BXi/JHE 3HAYCHHS MPHU BIJOMOMY BHXi-
JTHOMY 3HaueHHi. Hampukian, sKimio 3ajjaHe reui-3HaueHHs ), TO/A1 OOYMCIIIOBAIBHO BaXKO 3HANTH
Take x, 17 sikoro hash(x) =y;

2. CTiliki 10 3HaXO/KEHHSI IpyToro mpooopasy. Lle o3Hadae, 1m0 HIXTO HE MOXKE 3HAWTH BXiJIHE
3HAYEHHS, SIKE TeIIYETbCS Y KOHKPETHMH pe3ynbTaT. bijbin aeranbHO — Kpunrorpadiuxi rem-
(byHKIIT CTBOPEHI TAaKHMM YHWHOM, III0 TPH 33IaHOMY KOHKPETHOMY BHIXITHOMY 3HA4eHH1 OOYHMCITIO-
BaJbHO HEMOXJIMBO 3HAWTH Jpyre BXiJHE 3HAUCHHS, SIKE Ja€ Take X BUXiaHE 3HaueHHs. Hampu-
KJIaJl, SIKIIO 3aJIaHe X, 00YHMCIIOBAIBLHO BAXKKO 3HAUTH Take y, Ais sikoro hash(x) = hash(y). € quauit
JOCTYIIHUH MiJIX1J OJIsATae y TOMY, 11100 nepeOupaTH BUXiJHI 3HAUE€HHS Y BCbOMY ITPOCTOPI, OJTHAK
3 00YHCIIIOBATILHOT TOYKH 30py HEMAE JKOIHOTO IIaHCY Ha YCITiX;

3. Criiiki qo xomiziii. Lle o3Hauae, M0 HEMOKIIMBO 3HANTH JBa BXIJHUX 3HAYEHHS, SIKi O remry-
BaJIUCS IO OJJHAKOBOTO PE3yJbTaTy. SIKIIO po3risaaTH OUIbLI JETalbHO, TO 3 MaTEMaTHYHOI TOUKH
30py OOUYHMCITIOBAIPHO HEMOKJIMBO 3HAMTH JIBa BXIHI 3HAYCHHSI, SIKi IPUBENX O 0 OJHOTO 1 TOTO X
BHIXIJTHOTO 3HaueHHs. Hampukian, o0uucIroBaIbHO BaXKKO 3HAWTH Taki X 1Y, A€ hash(x) = hash(y).
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B Garatrox peamizamisx OJ0KYEHHY 3aCTOCOBYEThCS 3axHIeHUH renr-anroput™ (SHA) 3 pos-
MIpOM BHUXIJHOro 3HaueHHs 256 Oit (SHA-256) [6]. barato komn'toTepiB amapaTHO MiATPUMYIOTh
JaHUM aaropuT™, 1110 IPUCKOPIOE Horo o0uuciaeHHs [6].

Brim, cnig BigMiTuTH, 10 3 nosiBoro ASIC cTamo MoXIuBUM 100yBaTH KPUITOBANIOTY (Ha-
npukiaa, Bitcoin) HabaraTo mBuaIIe, HiXK 32 JONMOMOTOIO BiZJeOKapT abo AECKTOMHUX 00YHCIIOBA-
apHUX cucTteM [9 — 15]. ASIC — e iHTerpaipHa cxema, CrelfiaiizoBaHa Jisi BUPIIICHHS KOHKPETHO-
ro 3aBaaHHd. L{i cxemu y OaraTo pasiB BHUTIJHINIE Bi€OKapT, TOMY IO MpPH OUIBIIIA MOTYXHOCTI
(LIBUAKOCTI pO3paxyHKy Ielly) BOHM CHOXHBaIOTh Habarato MeHule eHeprii. OTke novanacs, Tak
O MOBUTH, «TOHKA 030pOEHBY»: PO3POOHUKH OJIOKYCHH-TIPOTOKOJIIB ITYKAIOTh CIOCOOU MPOTHCTOS-
1 ASIC-MaiiHinry, a BUpOOHUKH MaiHIHIOBOTO 00JaJHAHHS LIYKalOTh MOXJIUBICTh OOIMTH XUT-
pocTi pO3pOOHUKIB 32 JOMOMOTOI0 3acTocyBaHHS MBUAKUX ASIC-o0uucimroBaviB. TakuM 9UHOM,
iHBecTytouM B mpua6anus ASIC, HeoOPOCOBICHI KOHKYPEHTH MOXYTh OyTH ITOCTaBJIEHI y CB1IOMO
OUTBIIT BUTIMHE CTAaHOBHWIIE TOPIBHSAHO 3 iHIMMH TpaBmsmu [16 — 18]. s 3axucty Bim ASIC-
MaiiHepiB 1 3a0e3MeUYeHHs CHPaBEIMBOTO PO3MOALTY MPHOYTKY HEOOXIHO 3MIHIOBATH alTOPUTM
TrelryBaHHsS a00 3aCTOCOBYBATH NMPUHIMIIOBO HOBI KPUNTOTpadiuHi CXeMH Ta MPOTOKOIHM KOHCEHCY-
cy [15].

B cratTi nmpoBoanThCS aHami3 GyHKIIH TenryBaHHs, SKi 3aCTOCOBYIOTBCSI 200 MOXKYTh 3aCTOCO-
BYBATUCS B PI3HUX OJIOKYEHH-cUCTEeMax. 30KpeMa, pO3IiIsAaloThesl HalOLIbI NOUIMPEH] HalllOHA-
JBbHI Ta MDKHAPOHI CTAaHIAPTH, B SIKUX HABEJIECHO CIEIU(IKaIlil0 BCECBITHRO BIJIOMUX aJITOPUTMIB
KpUNTOrpadiqHOro relryBaHHs, Ta JOCTIIKYIOTHCS Pi3HI MPOEKTH 3 TOOYA0BU JIEIEHTPATI30BaHUX
OJOoKYeHH-cHUCTeM, JIe T PYHKIIT MOXYTh OyTH 3aCTOCOBaHI. B TOZampIIMX CTATTAX MPOBOASTHCS
MOPIBHSUIBbHI JOCTIKEeHHS (QYHKITIH TellyBaHHS 3a IMIBHIKOIIEIO Ta CTATUCTHYHOIO O€3MEeKOI0.

AHani3 QyHKUil renryBaHHs, siKi 3aCTOCOBYHOThCS 200 MOKYTh 3aCTOCOBYBATHUCS
B pi3HHUX 0JI0KYeiiH-cucTeMax

3a BH3HAuYCHHSAM, TelryBaHHA (200 XeuryBaHHsS, aHrI. hashing) € mepeTBOpeHHSIM BXiIHOTO
MacuBY JaHUX JOBUILHOI JOBKWUHU Y BUX1IHUHN OiTOBUH psaaok (ikcoBaHoi noBxkunH [5 — 8]. Taki
MEPETBOPEHHS TAK0XK HA3MBAIOTHCS Tel-PYHKILIAMH, a00 (QyHKIISIMHU 3rOpTaHHs, a iXHI pe3ynbTaTu
Ha3WBaIOTh TCIIEM, TCII-KOJIOM, IeII-CyMOI0, a00 MalKECTOM IIOBIIOMJICHHS (AQHTJI. message
digest) [6]. OTxe (yHKIA remyBaHHsa — 1€ PYHKIIA, 0 MEPETBOPIOE BXIAHI AaHi OyaAb-SKOro (K
MPaBUJIO, BEJIUKOT0) po3Mipy B JaHi (ikcoBaHOTO po3Mipy. 3a BuzHaueHHsM 3 JICTY 7564:2014
«Iadpopmariiini Texnonorii. Kpunrtorpadiuamii 3axuct indopmariii. DyHKIIS TeUIyBaHHSI» il
(hyHKIIIE€IO TeITyBaHHS PO3YMIEThCSI KpUNTOorpadiuHe MepeTBOPEHHS MOBIIOMICHHST M HOBXWUHH

Bix 0 OiT (MOpOXKHIN PAIOK) A0 26 _1 6ir y rem-3HaueHHs (rem-Bexktop) H (M ) , IO € IBiHKO-
BUM PSIKOM (hiKCOBAHOI TOBXKUHH 1 (n=8-5,5 € {1, 2,..., 64} ) [19].

OCHOBHUM MIKHAPOJHUM HOPMATHBHUM JOKYMEHTOM, SIKHH BH3HA4Ya€ TEPMiHU, OCHOBHI IO-
HATTSA, KJIacudikarito Ta crnenudikaiio MIeBHUX aJITOPUTMIB KPUNITOTpa(igHOTO renryBaHHs, € Mi-
xHapoauuii ctangapt ISO/IEC 10118 [20 — 23]:

- B mepmriii yactuni crannapty ISO/IEC 10118-1:2016 «Information technology — Security
techniques — Hash-functions — Part 1: General» HaBo#ATbCS OCHOBHI MOHSTTS Ta BU3HAUCHHS 3 Te-
nuryBaHHS iH(QoOpMaIlii, 30kpeMa 3arajibHa ITepaTiBHA MOJENb Ten-PyHKIil (Tiepia yacTiHa CTaH/a-
pry rapmonizoBana B Ykpaini y Buniai JACTY ISO/IEC 10118-1:2018 (ISO/IEC 10118-1:2016,
IDT) «ladopmaniiini Texnonorii. Metoau 3axucty. I'em-gynkuii. Yactuna 1. 3aransHi mOmoxeH-
us» [20]);

- B apyrii yactuni ISO/IEC 10118-2:2010/Cor.1:2011 «Information technology — Security
techniques — Hash-functions — Part 2: Hash-functions using an n-bit block cipher» BuzHauaroTbcs
AITOPUTMHU TEITyBaHHS, K1 3aCTOCOBYIOTh OJIOKOBI cUMETpUYHi mudpu (111 YaCTUHA CTAaHIAPTY Ta-
pMmoHizoBaHa B Ykpaini y Burmai JCTY ISO/IEC 10118-2:2015 (ISO/IEC 10118-2:2010;
Cor 1:2011, IDT) «Indopmariitai TexHonorii. Metoau 3axucty. rem-¢yskiii. Yactuna 2. rem-
¢byHKII{, 110 BAKOPUCTOBYIOTh N-01THUH O10K0BUi mudp» [21]);
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- tpetio yactuny ISO/IEC 10118-3:2018 «IT Security techniques — Hash-functions — Part 3:
Dedicated hash-functions» npucBsgeHo po3misay crerianizoBaHuX (QpyHKIIIN TenryBaHHs (TapMOHi-
3oBaHo B Ykpaini y Burnsiai JJCTY ISO/IEC 10118-3:2005 «Iadopmariitai TexHomorii. Metonu 3a-
xucty. rem-pynkuii. Yactuna 3. CnenianizoBasi rem-¢gyHkuiin [22]);

- gerBepra yactuHa [SO/IEC 10118-4:1998/Cor.1:2014 «Information technology — Security
techniques — Hash-functions — Part 4: Hash-functions using modular arithmetic» micTuTh ommc
GyHKIINA TenryBaHHs, SIKI 3aCHOBAaHO Ha MOAYJSPHINA apudmeruni (rapMoHi30BaHO B YKpaiHi y
Bunanal JACTY ISO/IEC 10118-4:2015 (ISO/IEC 10118-4:1998; Cor 1:2014; Amd 1:2014, IDT)
«Iadopmaniiini TexHosorii. Metonu 3axucry. rem-¢gyskmii. YactuHa 4. rem-QyHKIii, 110 BUKOPHC-
TOBYIOTh MOAYJIbHY apupMeTuky» [23]).

@yukii remryBaHHs, sAKi onucani y Hu3mi crangaptiB ISO/IEC 10118, He BUKOPHCTOBYIOTH
CEKPETHOro KJto4a (ToOTO € 0e3KII0YOBUMU Tell-QyHKIISIMU), 30KpeMa BOHH MOKYTh OyTH BHKO-
pucrani s GopMyBaHHS KOZIB BusiBiIeHHs MaHinmysimii (KBM) (Bix anri. manipulation detection
code — MDC).

Cunin 3a3HaYMTH, O OKpeMi KpurnTorpadiddi QyHKIIT TenryBaHHsS MOXYTh TaKOX BHKOPHCTO-
BYBaTH CEKPETHHUH KITt0Y (TOOTO OyTH T.3. KIIOUOBUMHU rem-QpyHkiismu). Taki QyHKii renryBanHs
npu3HayeHi Uit GopmyBaHHS KoniB aBTeHTH(ikamii moBimomieHs (KAII) (Bim anri. message
autentifacation code — MAC). [l IXHBOrO OIUCY Ta CTaHJIApTU3aLil HA MDKHAPOJHOMY DIBHI 3a-
CTOCOBYEThCS 1HIIMIA HOpMaTHBHUN 1okymeHT, a came ISO/IEC 9797-1:2011 Information
technology — Security techniques — Message Authentication Codes (MACs) [24 — 26]:

- nepma vyactuHa ISO/IEC 9797-1:2011 «Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 1: Mechanisms using a block cipher» BcTanoBitoe
anroputmu ¢popmyBanHs KAII i3 3acrocyBaHHSIM OJIOKOBUX CUMETPUYHUX IMHU(PIB (TaApMOHI30BaHO
B Ykpaini y Bunaai ACTY ISO/IEC 9797-1:2015 (ISO/IEC 9797-1:2011, IDT) «Indopmauiiini Te-
xHouorii. Meroau 3axucty. Konu aBrentudikarii nosinomnens (MACs). Yactuna 1. Mexani3zmu,
[0 BUKOPUCTOBYIOTH OnokoBHit mudp» [24]);

- npyra vactuHa ISO/IEC 9797-2:2011 «Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 2: Mechanisms using a dedicated hash-function» wmi-
ctuth crerudikarniro KAIT i3 3acTocyBaHHSAM crienianizoBaHuX (yHKLIH reiryBaHHs (rapMOHI30Ba-
Ho B Ykpaini y Bursiai JCTY ISO/IEC 9797-2:2015 (ISO/IEC 9797-2:2011, IDT) «Iadopmartiiini
texHounorii. Meronu 3axucty. Kogu aBrentudikarii nosinomnersr (MACs). Uactuna 2. MexaHi3mMu
10 BUKOPUCTOBYIOTH CIICIIiaTi30Bany rem-QyHKIio» [25]);

- tpetio vactuny ISO/IEC 9797-3:2011 «Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 2: Mechanisms using a universal hash-function»
npucesiyeHo KAIIL, ski 3acToCOBYIOTh yHiBepcaibHe reuryBaHHs (1€l cTaHZapT TapMOHI30BaHO B
Vkpaini y punsiai JACTY ISO/IEC 9797-2:2015 (ISO/IEC 9797-2:2011, IDT) «Iadbopmarriiiai Tex-
Hojorii. Meronu 3axucty. Konu aBrentudikamnii nosizominens (MACs). Yactuna 2. MexaHi3mu, 110
BHKOPHUCTOBYIOTh YHIBEpCaIIbHY TelI-pyHKIIiI0» [26]).

TakuM YMHOM, BIIMOBIHO 0 AIFOYHMX Ta TAPMOHI30BAHHUX B YKpaiHi MIXKHAPOJHUX HOPMATH-
BHO-TIPAaBOBUX JOKYMEHTIB 3arajibHy Kiacudikaiiro kpunrorpadigaaux QyHKIIIH renryBaHHS MOXKHA
MOJIaTH y BUTJISAL CXEMH, Ky HaBeJeHO Ha puc. 1. Ha pucyHKy IITPHXOBKOIO BiIMiU€HI ajlropuT-
MH, SIKi HE BKJIFOYEHO JI0 BIAMOBIIHUX CTaHAAPTIB, ajie sIKi MOKYTh OyTH 3aCTOCOBaHi sl popMy-
BaHHS TeII-KOJiB 3a BiAMOBiAHOI0 cxemoro. Hampukiman, Biamoigao mo ISO/IEC 10118-2 remry-
BaHHSI MOXe OyTH peasli3oBaHE 13 3aCTOCYBAHHSIM OJOKOBOTO CHUMETPUYHOTO MHU(py. Y SKOCTI
Takoro mudpy Moxe Oyt 3acrocoBanuii i anroputm Kanuna (anrn. Kalyna) — Hanionansauii cra-
HIAPT OJJIOKOBOTO CUMETPUYHOTO KPHUITOIIEPETBOPEHHS YKpainu [27, 28].
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Iammit npuknax — popmysanas KAIL Binnosimao mo ISO/IEC 9797-1 KAII moxyTs popmy-
BaTHCA 13 BUKOPUCTAHHSIM aJIrOpUTMIB OJOKOBOIO CUMETpHUYHOro mmdpysaHHs. | xoua 3a cnenu-
¢ikamiero ISO/IEC 9797-1 He mepenbadeHO BHKOPUCTAHHS ayropuTMmy Kanwna, meid mmdp mMoxe
OyTH 3aCTOCOBaHO Y BiamoBinHoMy pexxumi ans ¢opmyBanHs KAII (3a cneumdikaniero ACTY
7624:2014 B anropur™mi Kanuna nepenbdadena moximBicte opmyBanus KAIT [27]).

Jlo 3aranbHOT Kiacudikallii, sKy HaBeJECHO Ha pHcC. 1, HEe BXOJATh YMCEIbHI AITOPUTMU TelIy-
BaHHS, AKi CTAaHJapPTU30BAaHO HAa HAIlIOHAJIHHOMY PiBHI OKPEMHX KpaiH, Ta aJTOPUTMH TeIIyBaHHS,
K1 OyJIO MOIaHO Ta PO3IVIIHYTO HA PI3HUX KpUNTOTrpadiuHuX KOHKypcaxX. 30KpeMa, Ha BIAKPUTOMY
KoHKypci «SHA-3», sikuit npoBoauscs B 2007 — 2012 pp. HarioHaibHUM iHCTUTYTOM CTaHIAPTIB 1
texHosoriit (NIST) Ha HOBy kpunrorpadiuHy rem-QyHkKIio, IpU3HaYeHy Ui JONOBHEHHs 1 3aMi-
Hu SHA-1 i SHA-2, Oyno mpeacTaBieHo BEJMKY KUTBKICTh aJTOpUTMIB TelIyBaHHs, 3 sSKkux 51 an-
roput™ OyB JOMYIIEHHUH O MPOBeACHHs nepuoro Typy [29]. ¥V Tabn. 1 npencraBieHi BijoMi ydyac-
HUKU KOHKypcy «SHA-3» i3 3a3HaueHHSM OCHOBHUX aTpHOyTiB rem-QyHKIiH 1 3HAWIEHUX aTak
[30].

VY Tabn. 1 3acTocoByroThCs Taki mo3HaueHHs [30]:

— FN (anrn. A Feistel network) — mepexa ®eticrens;

— WP (anrmn. Wide Pipe design) — meton moOynoBu kpunrorpadiqHux rem-QyHKIH, CX0KUH
Ha cTpyKTypy Mepkie — Jlamropa;

— KEY (anmn. Key schedule) — anropurt™m, sikuii ofepKye KIFOUi AJIsE KOXKHOTO payHIy Telry-
BaHHS;

— MDS (anrm. MDS Matrix) — po3mip MDS-marpuiii;

— OUT (anmi. Output Transformation) — kpunrorpadiyHa omepaiis, sfka 3A1HCHIOETbCS B
OCTaHHIM BUXITHHUH iTeparii;

— SBOX (anmt. S-box) — S-6510ku;

— FSR (anrn. Feedback Shift Register) — pericTp 3cyBy 3 JiHIHHUM 3BOPOTHUM 3B’ SI3KOM;

— ARX (aam. Addition Rotation XOR) — cknananss, nukmiganii 3cyB 1 XOR;

— BOOL (anrn. Boolean operations) — OyneBa anreopa;

— COL (anrn. Collision Attack) — nHaiikpaiia 3 BiIOMHX aTak Ha MOMIYK KOMI3id, Kpalie Hix
aTaka «IHIB HAPOIKCHH»;

— PRE (anmn. Preimage Attack) — nmpyra Haiikpamia araka Ha TOIIYK KOJIi3il, Kpale HiK aTaka
MOJIOBXKEHHSM OB1OMJICHHS.

Jlo mepeniky aJrOpUTMIB T'€lIyBaHHs CIiJ JOOaBUTH CIEIiaIbHO po3pobieHi GyHKuii remry-
BaHHS JIJIA 3aCTOCYBAaHHS B PI3HUX KPUNTOBATIOTAX Ta 1H(GOPMAIIMHUX CHCTEMaX THUITy OJIOKYEHH.
30kpemMa, y Tabja. 2 HaBeJCHO HEMOBHHUH IMEpeiK KPUOTOBATIOT 13 3a3HAUEHHSIM POKY BBEICHHS,
CIIeLiaIbHOTO [03HAYeHHS (Tikepa') KPHIITOBAIIOTH Ta aITOPHTMY MailHiHTy .

! Tikep, Tikepna Ha3pa (auri. ticker symbol) — KOpOTKa Ha3Ba KOTHPYBAHMX IHCTPYMEHTIB (aKLiii, oGirarii, iHxeKcis)
B Oip>koBiii iHpopMarii. € yHIKaIbHAM 11eHTH(IKATOPOM B Mexkax onHiel Oipxki abo iHpopMmalliiiHoi cuctemMu. Bukopu-
CTOBYETBCS JIJIsl TOTO, 1100 MMOCTIIHO HE APYKYBATH B 3BITaX Ta HOBMHAX NMOBHE HalilMEHYBaHHs I[IHHUX MNarepiB abo iH-
MIMX 00'€KTIB TOPTIBII.

? Maiininr, Takox BHI0OYBaHHs (BiZ aHII. Mining — BUA0OYTOK KOPHCHUX KOMAIHMH) — JisSUIbHICTh 3 MiATPUMKH PO3IIO-
JieHol miatopMu i CTBOPEHHsI HOBHUX OJIOKIB 3 MOXIIMBICTIO OTPUMATH BUHAropoxy B ()opMi €MIiTOBaHOI BAIIOTH i
KOMIiCIHHHX 300piB y pi3HHX KPUNITOBAIIOTaX, 30kpema B bitkoiHax. O0unciieHHs MOTPiOHI Ui 3a0€3MeUeHHS 3aXUCTY
BiJ] IIOBTOPHOT'O BUKOPUCTAHHS OJIHUX 1 THX K€ OJIMHMIb BAIIOTH, a 3B'I30K MAHIHTY 3 €MiCI€I0 CTUMYJIIOE JIF0/IeH BH-
TpadaTH CBOI OOYMCIIOBANBHI IOTYXKHOCTI 1 MIATPAMYBATH POOOTY MEPEIK.
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Taomms 2

HenoBHwmii iepetik KPUNTOBAIIOT Ta ANTOPUTMIB IXHBOTO MalHIHTY [31]

HaiimenyBanHus Pix Tixep ANTopUTM MalHIHTY
Bitcoin 2009 | BTC SHA-256

Ethereum 2015 ETH Dagger- Hashimoto
Steemit 2016 | STEEM SHA-256

Ripple 2013 | XRP ECDSA

DigiByte 2014 | DGB SHA256

Monero 2014 | XMR CryptoNight
Siacoin 2015 | SC blake2b

Litecoin 2011 LTC Scrypt
EthereumClassic 2015 | ETC Dagger- Hashimoto
Dogecoin 2013 DOGE Scrypt

NEM 2015 | XEM blockchain

Syscoin 2014 | SYS Scrypt

Augur 2015 | REP Smart contract
Dash 2014 | DASH X11

ByteCoin 2012 | BCN CryptoNight
BelaCoin 2014 | BELA Scrypt

lIbryCoin 2016 | LBC LBRY

Radium 2015 | RADS Smartchain

Decred 2015 | DCR Blake256
Einsteinium 2014 | EMC2 Scrypt

Gridcoin 2013 | GRC Scrypt

Primecoin 2013 | XPM 1CC/2CC/TWN
NEO 2014 | NEO SHA-256 & RIPEMD160
MazaCoin 2014 | MZC SHA-256d

Titcoin 2014 | TIT SHA-256d

Verge 2014 | XVG Scrypt, x17, groestl, blake2s, and lyra2rev2
Stellar 2014 | XILM Stellar Consensus Protocol (SCP)
Tether 2015 | USDT Omnicore

Zcash 2016 | ZEC Equihash

Bitcoin Cash 2017 | BCH SHA-256d

EOS.IO 2017 | EOS —

VertCoin 2014 | VTC Lyra2RE

Dashcoin 2014 | DSH CryptoNight
Potcoin 2014 | POT Scrypt

Peercoin 2012 | PPC SHA-256
Namecoin 2011 NMC SHA-256

Nxt 2013 | NXT SHA-256d
Nautiluscoin 2014 | NAUT NXT

Auroracoin 2014 | AUR Scrypt

Expanse 2015 | EXP Dagger- Hashimoto
PinkCoin 2014 | PINK X11

FoldingCoin 2014 | FLDC Stanford Folding
Navcoin 2014 | NAV X13

ViaCoin 2014 | VIA Scrypt

DNotes 2014 | NOTE Scrypt

Vcash 2014 | XVC Blake256
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BucHoBku

AHaJi3 BIIOMUX PO3MOIUICHUX TEXHOJOTIH Ta OJOKYEHH-MEPEek MOKa3ye, M0 OJIHUM 13 iX ro-
JIOBHUX KpUMNTOrpadiYHUX KOMIIOHEHTIB € remryBaHHi. CaMe Ha BUKOPUCTaHHI KpUOTOTrpadiuHuX
BJIACTUBOCTEN HEOOOPOTHOCTI (DYHKIIIH remryBaHHs OyIytoThesi Oe3nepepBHI MOCIHIJOBHI JAHIIOXK-
K1 OJIOKIB (3B'SI3HI CITUCKH), SIK1 TO3BOJISIFOTH 3a0€3MeYnTH HaliiHe 30epiraHHs KPUTUIHO BasKIIHBOI
iHpopmaii. /lificHo, Ipu BUKOHaHHI MEBHUX YMOB BHECEHHS HECAHKI[IOHOBaHMX 3MIH y 3aXHILEHY
TaKUM YUHOM 1H(POPMAIIIO € TPAKTUIHO HEMOKIMBUM, 00 1€ TIOPYIIUTH OS3MEePEPBHICTD JTAHITFOXK-
Ka I'elll-3Ha4eHb 1 CTaHe HasiIBHUM JUIsI BCIX KOpPUCTYyBaviB OjokueitH-cucremu. O1xe, oOpaHHs QyH-
KIii rerryBaHHs A1 0Oy IOBH 3B’ SI3aHUX CITMCKIB, BUBYCHHS 11 BJIACTUBOCTEH Ta JOCIIKEHHS Tie-
BHUX XapaKTEPUCTHK € JIHCHO BaXIIMBOIO Ta AKTYaJIbHOI HayKOBOIO 331a4€l0.

3 ypaxyBaHHSIM MOXJIMBOTO 3actocyBaHHs ASIC-o0umcioBadiB 3amaya oOpaHHS HaIiHHOL
kpuntorpadiunoi GpyHkuii renryBanHs e OUTbII yCKIaAHIOEThCA. [{iCHO, SKIO MEBHUM TpaBIsIM
OJIOKYEHH-MEpexki 13 BU3HAYCHOIO KPUNTOTPadiuHOO (YHKIIEI BAACTCS MEPIIMMH BBECTH B IO
3HayHy KuUibKicTh ASIC-maifHepiB, TOJ1 BOHM OTPUMYIOTh IepeBary y (hopMyBaHHI HACTYIHHUX
OJIOKIB MEpeXi 1, TAKUM YHHOM, 3MOXKYTh HaB’sS3yBaTH CBOI PIllIEHHS iHIIMM YYaCHUKaM CHCTEMH.
OTxe B cydacHUX OJOKYEHH-Mepexax HEOOX1JHUM € a00 3aMiHa/MOJIepHi3allis MPOTOKOJIB KOHCE-
HCYCy 3 METOI0 3MEHIICHHS MOXJIHBOTrO BILIMBY ASIC-MaiiHepiB, a00 MOIIYyK TaKWX aJTOPUTMIB
relryBaHHs, ki 0 OyJo cknaaHo BiaTBopuTH y ASIC-0o6uncitoBauax. Came TOMy Ha ChOTOJHI CIIO-
CTEpIraeThCs CTPIMKUH 3pICT KIJIBKOCTI PI3HUX ATOPUTMIB T€ITyBaHHS, SIKi 3aCTOCOBYIOTBCS B Pi3-
HUX OJIOKYEHH-CUCTEMaX.

B po0oTi po3risiHyTO pi3HI JEleHTpaTi3oBaHi OJOKYEHH-CUCTEMH Ta MPOAHATI30BaHO 3aCTO-
COBaHl B HUX aJrOPUTMU KpunrorpadiuxHoro remryBanus. Ciij 3a3Ha4UTH, IO MEPETIK KPUIITOBA-
JIOT Ta 1HPOPMAIIHHUX CHCTEM 3a TEXHOJIOTIEI OJOKUYeHH cTpiMKO 3poctae. Hampukian, Ha cepe-
auHy 2018 p. HEMOBHMIA Mepesik KPUNTOBAIIOT MICTUB Bxke NoHaz 1500 HaliMeHyBaHb, 1 BIPOJIOBK
9acy TOCTIHHO OHOBIIOETHCS Ta PO3MIUPIOETHCS. [IpakKTHYHO HEMOKIIMBO BiJICTIIKYBAaTH BCI JIIFOYI
MIPOEKTH 3 PO3POOKH TEXHOJIOT1] OJIOKYEiiH, ane Taba. 2 MICTUTh HAMOLIBII BIJOMI Ta HaWMOMIKpe-
HiIlll KPUNITOBAJIIOTH CBITY.

[lepcneKTUBHUM HANpPSIMKOM MOAAJIBIINX JOCIIIKEHb € aHajli3 CTPYKTYpH Ta OCOOIMBOCTEH
3aCTOCYBaHHSA pPI3HUX CiMEHCTB KpuntorpadiuHux (QyHKIIH reuryBaHHS B OJOKUEHH-CHCTEMax,
MPOBEACHHS MOPIBHSUIBHUX JOCTIHKEHB 1X MIBUAKOMII Ta CTATUCTHYHOI O€3IeKH, 10 Oy1e po3ris-
HYTO Yy HaCTYITHUX POOOTax.
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JOCJIIKEHHS AJITOPUTMIB KPUIITOTI'PA®IYHOI'O IEIIIYBAHHA,
SIKI 3BACTOCOBYIOTHCS B CYUACHUX BJIOKYEMH-CUCTEMAX

Beryn

CraTTs € MpOAOBKEHHSAM IONEpeHb0I poOOTH «AJNTOPUTMHU KPUNTOTpa(iuHOrO IenryBaHHS,
SK1 3aCTOCOBYIOTBCS B CYYaCHUX OJIOKYEHH-CHCTEMAX).

B wiii poOoTi MOCHIIKYIOTBCS Cy4YacHI ajJrOpUTMHU TelIyBaHHS, SKi 3aCTOCOBYIOThCS a0o
MOXYTh 3aCTOCOBYBATHCS B PI3HHX OJIOKUYEHH-cHUCTeMaX. 30Kpema, PO3IISIAIOThCS HaWOLIBIIT
MOIIMPEH] Ta 3aCTOCOBYBaHI alrOPUTMHU KpUNTOTpadidHOrO TellyBaHHS, SKI CTaHAAPTU30BaHI Ha
MDKHApOJHOMY Ta HalllOHAJHHOMY PIBHSX, a TaKOX aJTOPUTMH, SIKI X04a 1 HE CTaHIAPTU30BaHi,
aJie 3aCTOCOBYIOTHCS Y OUIBLIOCTI Cy4acHUX JELEHTPaTi30BaHUX CHCTeMaX, N00YyJOBaHUX 32 TeX-
HOJIOTI€r0 OJIOKYEHH. 30KpeMa, TOCIIHKEHO HACTYIHI (YHKIIi KpUNTOTpadiqHOrO TeTyBaHHS:

- cimeiictBo kpuntorpagiuaux anroputMmiB ARGON (remr-ynkuiit ARGON2D ta ARGON2I);
- anroputM reuryBanis BALLOON;
- cimeiictBo kpuntorpadiunux anroputMmiB BLAKE (rem-¢ynkuii BLAKE224, BLAKE256,

BLAKE384, BLAKES12);

- cimeiictBo kpunrorpadiynux anroputmieB.  BMW (rem-dynkuii BMW224; BMW256;

BMW384; BMW512);

- cimelictBo kpunrorpadiyaux anroputMiB CUBEHASH (rem-¢ynxnii CUBEHASH?224;

CUBEHASH256; CUBEHASH384; CUBEHASHS512);

- aiuroput™ reurysanss DJB-2;
- cimeiictBo kpunrorpadivanx amroputmiB ECHO (rem-¢ynknii ECHO224; ECHO256;

ECHO384; ECHOS512);

- anroputM rearysanss ED2K;

- cimeiictBo kpunrorpadiuamnx anroputmiB EDONR (rem-dynkimii EDONR256; EDONRS512);

- amroputMm remyBanHd DAGGER-HASHIMOTO Tta #foro moganpiuii pO3BUTOK 1 BJOCKOHA-
nenns — anroputm ETHASH;

- cimeiictBo kpuntorpadpiunux anroputmiB FUGUE (rem-¢ynkuii FUGUE224; FUGUE256;

FUGUE384; FUGUES512);

- axroput™ Kpunrorpadiunoro reuryBanas GOST34.11-94-256;
- cimeiictBo kpunrorpadiunux amroputMiB  GROESTL  (rem-¢ynkmii  GROESTL224;

GROESTL256; GROESTL384; GROESTLS512);

- cimeiictBo kpunrorpadiunux amroputMmiB HAMSI (rem-¢ynkmii HAMSI224; HAMSI256;

HAMSI384; HAMSI512);

- ainroputm renryBanHs Has160;

- cimeiictBo kpuntorpadiunux anroputmis J-H (rem-¢ynkuii J-H224; J-H256; J-H384; J-H512);

- cimeiictBo  kpuntorpadiuyaux  anroputMmie KECCAK  (rem-¢pynkmii KECCAK224;
KECCAK256; KECCAK384; KECCAKS512, axi crannaptuzoBani sik SHA3);

- amroputMm remyBanHa Kupyna (remr-dynkmii Kupyna256 ta Kupyna512);

- anroputM rearyBaiis LOSELOSE;

- cimeiictBo kpuntorpadiunux anroputmiB LUFFA (rem-dynkmii LUFFA224; LUFFA256;

LUFFA384; LUFFA512);

- cimeiictBo kpunrorpadiuamnx anroputmiB LYRA (rem-dynkimii LYRA2RE; LYRA2REV?2);
- cimeiictBo kpuntorpagiuaux aaroputmis MD (rem-¢ynkuii MD4 Ta MDS5);

- axroputMm KpuntorpadigHoro reuryBanHst PANAMA256;

- airoputM reurysaiis PROGPOW;

- amroputm Kpuntorpadiunoro remryBanas RIPEMD160;
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- ainroput™m kpunrorpadiunoro reuryBanis SCRYPT;

- anroputM KpunrorpadiuHoro reuryBaHHs SHAT;

- cimeiictBo kpuntorpadivanx anroputmis SHA2 (rem-¢pynkuii SHA2-256 ta SHA2-512);

- cimelictBo kpuntorpadiunux anroputmiB SHABAL (rem-¢ynkuii SHABAL256 Ta
SHABALS12);

- cimeiictBo  kpuntorpadiunux amroputmiB  SHAVITE  (rem-dynxuii  SHAVITE224;
SHAVITE256; SHAVITE384; SHAVITES12);

- cimelictBo kpunrorpadiunux amroput™mi SIMD (rem-¢ynkuii  SIMD224; SIMD256;
SIMD384; SIMD512);

- cimelictBo kpuntorpadpiyaux anroputmiB SKEIN (rem-¢ynkuii SKEIN224; SKEIN256;
SKEIN384; SKEIN512);

- airoputM rearysanHs SNEFRU256;

- anropurM remryBanHs STREEBOG (y Bapiantax STREEBOG256 Ta STREEBOGS512);

- airoputM reurysanss TIGER;

- airopurM reuryBaniss WHIRLPOOL;

- aJTOPUTMH TelryBaHHs 13 ciMericTBa «X» (amroputmu X11; X12; X13; X14; X15; X17).
Po3rnstHyTI anropuTMu remnryBaHHS 1MOOYZOBAaHO 3a PI3HUMH cxeMaMH 00poOku iH(opmarriii-

HUX TOBIIOMJIEHb Ta 13 3aCTOCOBYBaHHSAM PI3HMX MaTeMaTUYHUX NEPETBOPEHb OJIOKIB JaHUX IS

oOuncieHHs Tem-KoaiB. Pi3Ha igeonoris moOyIoBH 3a3HAYCHHUX aJNTOPUTMIB OOYMOBIIEHA MIpKY-

BaHHSIMHU aBTOPIB-IOCIITHUKIB Ta iX Cy0’€KTUBHUMU YSBICHHIMH PO paIlioHaIbHy MO0YI0BY Y-

HKIII1 TeITyBaHH 32 KPUTEPISIMH CTIHKICTB/CKIIaIHICTh. Harry yBary 3ocepekeHo, Imepii 3a Bce, Ha

MO>KITUBOCT1 3aCTOCYBaHHS JOCHIDKEHUX AITOPUTMIB MpPH MOOYIOBI JELEHTPaNi30BaHUX OJIOK-

YeiH-CHCTEM, 30KpeMa, KPUITOBAIIOT, MPOEKTIB PO3MOIIIIEHNX TEXHOJOTiH, CMapT-KOHTPAKTIB,

TOLIO.

Oco0,1MBOCTI MO0OYAOBH AJTOPUTMIB ICIIYBAHHA Y CYy4aCHUX OJI0KYEHH-CHCTeMax

AaroputMm kpunrtorpadgiuynoro remyBaHHa ARGON2. Oysknis (opmyBaHHA KiIr0O4a
Argon2 Oyna po3pobieHa Anexcom biprokoBum, [lanienem Jliny i JImutpom XoBparoBuuem 3 YHi-
Bepcutety JlrokcemOypry B 2015 p. [1, 2].

Lle cyyacHuil Ta MpOCTUl ANITOPUTM, CIIPSIMOBAHUIN Ha BUCOKY IIBHJIKICTh 3alIOBHEHHS Mam'sTi
Ta e()EKTUBHE BUKOPHCTAHHS ACKIIBKOX OOYHCITIOBAIILHUX OJIOKIB. AJITOPUTM BHUITYIICHUH TIif
ninensieto Creative Commons.

VY 2013 p. 6yB oronomenuii koHkypc Password Hashing Competition ayis CTBOpeHHS HOBOI
¢yHKuii remryBaHHs napoiiB. [lo HOBOTO aJrOpuUTMY BHUCYBAJIUCS BUMOTHU IIOAO OOCSTY BHKOPHC-
TOBYBAHO1 IaM'sAT1, KUTBKOCT1 TIPOXO/IIB IO OJIOKAaX MaM'aTi 1 MO CTIHKOCTI 10 KPUNTOAHAII3Y.

VY 2015 p. Argon2 OyB OTOJIOIIEHHH MEPEMOXKIIEM KOHKYpPCY. 3 TOTO 4acy aJropHTM 3a3HaB
YOTHPHU CEpHO3HI 3MiHHM. BumpasieHi yacTMHA OMKCIB aJTOPUTMIB T€Hepallii AesIKuX OJIOKIB 1 TO-
MUJIKH, T0IaHI PEKOMEHI0OBaH1 TapaMeTpH.

IcnytroTh ABi Bepcii anroputmy:

—  Argon2d — minxomuTh U 3aXUCTy HU(POBOI BaMOTH Ta iHQOPMAIIHUX CHCTEM, L0 HE

MiIIAI0THCS aTakaM 110 CTOPOHHIM KaHaJlaM;
—  Argon2i — 3a0e3neuye BUCOKUH 3axucT Bif trade-off arak, ane mpaitoe moBiIbHINIE Bepcii
d gepes KibKa MPOXO/iB O IMaM'sITi.

Argon2 onTtuMi30BaHUH Mg X86 — apxiTeKTypy 1 Moxke OyTH peanizoBanuii Ha Linux, OS X,
Windows.

Argon2d npu3zHAaYeHUH 7Sl CUCTEM, 7€ 3JIOBMHCHUK HE OTPUMYE DPETYJSIPHOTO IOCTYITYy IO
cucTeMHOI mam'siTi abo mpornecopy. Hampukinan, mist backend-cepsepis 1 kpintomaitnepis. [Ipu Bu-
KopucTaHHi ogHoro siapa Ha 2-Ghz CPU i 250 Mb onepaTtuBHoi nam'siti 3 Argon2d (p = 2) kpinro-
MaifHiHT 3aiimae 0,1 c¢, a mpu 3acrocyBanHi 4 sjep 1 4 Gb mam'sati (p = 8) aBreHTH]IKAIS Ha
backend cepsepi npoxonuts 3a 0,5 c.
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Argon2i 6inpiie minxoauts s frontend-cepBepiB i mmppyBaHHS KOPCTKOTO TUCKY. Dopmy-
BaHHs Kitoya s mmdpysanns Ha 2-Ghz CPU, BukopucroByrouu 2 aapa i 6 Gb onepatuBHoi na-
M'siTi, 3 Argon2i (p = 4) 3aiimae 3 ¢, B TOH 4ac sk aBTeHTH}iKalis Ha frontend-cepBepi, 3amisBmu 2
aapai 1l Gb mam'ari 3 Argon2i (p = 4), 3aiimae 0,5 c.

AnroputMm ARGON2 BHUKOPUCTOBYETHCSI B JE€IKUX KPHUNTOBAJIIOTaX, HANpPUKIAA Y
MMXVI [3].

Adaroput™m kpunrtorpagiuytoro remyBaniss BALLOON. HaiiGunbmn neTanpHuiA OMUC anro-
putmy remryBanHsg BALLOON naBezneno y [4].

Anroputm Balloon 6yno po3po0ieHo uist TenryBaHHS NapoiiB, BiH MPUHMAE YOTHPU BXITHUX
napamMeTpu: Naposb, Cijib, YaCOBHI MapaMeTp 1 nmapaMeTp npocropy. BuxifaHi gaHi npencTaBisioTh
co00t0 OITOBI pAIKU BiKCOBaHOT NOBKUHM (Hampukia, 256 abo 512 6iT).

[Tapametp mpoctopy (Buer Size) Bka3sye, CKiJIbKH OJIOKIB po604Oro mpocTopy 3 (hiKCOBaHUM
po3mipoM OyJne moTpiOHO Tenr-QyHKIi mig 9ac iWoro oduuciienHs. Ha Bucokomy piBHI (QyHKITIS 3
KOPCTKMMHU BHMOTaMH JI0 MaM'siTi MOBMHHA OYTH <JIETKOIO» Ui OOYUCIIEHHS 1 NMOBUHHA OyTH
(GKOPCTKOIO» JIJIsl OOYHCIICHHS 3 Ha0araTo MEHIIIAM ITPOCTOPOM.

[TapameTp yacy (KUTbKICTh payH/iB) BU3HAYa€ KUTbKICTh "00XxomiB" oOuncneHs. Yum Oiibiie
rapameTp yacy, TUM JioBlIe Oyae oOuucienHs reury. Ha mnardgopmax, oOMexeHux nam'sTTio, cUc-
TEMHUH aJMIHICTPATOP MOKE 30UIBIINTH KUIBKICTh payH/IB I€IIyBaHHSA, 1100 301IBIINTA BapTiCTh
obuncieHHs GyHKii 6e3 30UTbIIeHHS] BUMOTH /IO TTaM'SITi allTOPUTMY.

Benukuii obcar mam’sTi, HEOOXITHUM A7 MBUAKOI poOOTH aNTOPUTMY, JA03BOJISE 3MEHIIUTU
nepeBaru Oinb mBuakux oouucnens ASIC, nopisasiao 3 CPU ta GPU.

AnroputMm Balloon BukopuctoByeThes y kpuntoamtoTi Deft.

Auroputm kpunrorpadiunoro remryBanns BLAKE. T'em-dynkuis BLAKE 3anpornonosana
Jean-Philippe Aumasson, Luca Henzen, Willi Meier, Raphael C.-W. Phan [5]. 3a3naueni rem-
¢yskmii € "HamamroBanumMu' BepcisMmu, mo monaHi Ha ¢iHan koHkypcy SHA-3. OpwurinanbHi
nonani Qyskmii Oynu Ha3zBani BLAKE2S, BLAKE-32, BLAKE-48 i BLAKE-64; nanamroBani
Bepcii — BLAKE-224, BLAKE-256, BLAKE-384 i BLAKE-512.

BLAKE — mne ciMm's 3 gotuprox rem-¢ynkmin: BLAKE-224, BLAKE-256, BLAKE-384 1
BLAKE-512. fIx i anroputm SHA-2, rem-pynkuis BLAKE mae 32-6itny Bepcito (BLAKE-256) i
64-6itny Bepcito (BLAKE-512), 3 skoi iHIII €K3eMIUIAPH BUBOISATHCS 3 BUKOPUCTAHHSAM PI3HUX
MMOYaTKOBUX 3HAYEHb, BIIMIHHOTO 3aIIOBHEHHS 1 CKOPOYCHOTO BUBOJY.

Peanizamiss BLAKE Bumarae HeBelWKHX peCcypciB 1 € MIBUJIKOIO SK B MPOTrpaMHOMY, TaK 1 B
anapatHomy cepenoBuli [5, 6]. ¥ 180um ASIC, BLAKE-256 Moxe OyTu peanizoBaHuii 3 OJU3bKO
13500 gate, 1 MmOXe qocsiratu MpomyckHOi 31aTHOCTI Oitbine 4 1'6iT/c; BLAKE-512 mosxe mocsirati
MpoIycKHOi 31aTHOCTI Ounbie 6 1'6iT/c. Ha Intel Core 2 Duo, BLAKE-256 moxe renryBatu 0Jin3b-
ko 15 nuxmi/6aiT, komu BLAKE-512 npubnusno 10 nukmis/6aiT.

Anroputm BLAKE BukopuctoByetbest B KpuntoBamtoTi Blakecoin [7]. Kpim Toro, el anro-
PUTM 3aCTOCOBYETBHCS SIK CKazoBa B anroputMmax X11, X12, X13, X14, X15 ta X17 nns MaifHiHTY
PI3HUX KPUIITOBAIIOT Ta PO3MOAIJICHUX JEIEHTPATI30BaHUX CUCTEM [8].

Aaroputm kpuntorpagiunoro remysaniss BMW. Kpunrorpadiuna rem-gynkuis BMW
(aarn. BMW — Blue Midnight Wish) po3po6msiiacst sixk HabaraTo 017 eeKTHBHA Temi-(yHKIIA,
Hi>k SHA-2, B TOi1 ke Jac 13 TakuM abo Kparum piBHeM Oe3reku [9].

Anroputm BMW mnpairioe 3 noBinomieHHsIMH, po30uBarouu ix Ha O10ku. biok, B cBoio yepry,
TITUTHCS Ha ciioBa. Po3mipu OJI0KIB 1 CJTIB 3aJI€KaTh BiJl KOHKPETHOI peaizallii ailropuTMy.

Anroputv BMW OyB mpencTraBieHUi y SKOCTI KaHIuIaTa Ha KPUNTOTrpadiuHUl KOHKYpC
SHA-3. 3a pe3ynbratamu JIOCHIDKEHb OYB BIAXMJIECHHWH KOHKYPCHOIO KOMICI€I0 HAIIOHAJIBHOTO
iHCTUTYTY cTaHaapTiB 1 TexHonorii CIIIA: «PiBeHp Oe3neku € HUKYUM 3a odikyBaHuil: BMW-256
3HIKYEThCS 10 65 61T, BMW-512 — no 128 6it. ButpaTu mam'siti, HeOOXiaH1 15 3A1HCHEHHS ITUX
aTak, € HecyrreBuMu» [10].

Ha croroani anroputm kpuntorpadiyHOro renryBaHHs 3HAWIIOB CBOE MPAKTUYHE 3aCTOCYBaH-
HS B PI3HUX JICHEHTPAII30BaHUX CUCTEMax THITy OJIOKYEHH. 30KpeMa, BiH 3aCTOCOBYETHCS SIK CKJIa-
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noBa B amroputMmax X11, X12, X13, X14, X15 ta X17 ms maitaiary kpunrtoBamot [8]: DarkCoin
(Dark); DeepOnion (ONION); Cloakcoin (CLOAK); MaruCoin (MARU); Hshare (HSR);
Stealthcoin (XST); MarteXcoin (MXT) Ta iHmI.

Aaroput™m kpuntorpagiynoro remyBanis CUBEHASH. CimelictBo kpuntorpadiyHux
remr-ynkmi CubeHashr / b. CubeHash8 / 1 6yno 3anporionoBano Jlenienom beprmreiinom [11] B
SIKOCT1 HOBOTO CTaHIApTy B KOHKypci rem-¢pyHkuii SHA-3. CniouyaTky ajroputm BUMaras OJM3bKO
200 oukiiB Ha 6aiT [12]. [Ticns meskux yrouHeHb aBTOp 3MiHHB mapamerpu Ha CubeHash16 / 32,
skuil mpubnusHo B 16 pasiB mBuame, Hixk CubeHash8 / 1 1 nerko naznoranse SHA-256 1 SHA-512
Ha pi3HuX wiardopmax [13, 14].

Tem-¢yuxiis CubeHash npoiinia o apyroro payHay koHkypcy SHA-3, ane Tak i He notpa-
nwia B m'aTipky ¢inamicris [10].

Bapto Bim3Hauuty, mo CubeHash He mocTymaeThest B IIBUAKOCTI cBOiM onioHeHTaM. CTiHKICTb
[BOTO AITOPUTMY 30UIBIIYETHCA SK MPH 3MEHIICHHI b 1o 1, Tak i mpu 30inpmenHi r. Tomy
CubeHash 8 / 1-512 minnime (6inbim 6e3neynime) Hixk CubeHash 1/ 1-512, a CubeHash 1/ 1-512
minHime Hik CubeHash 1 / 2-512. HaiicnaOmmii 3 MOXJIHBHUX BEpCiidi JaHOTO aNTOPUTMY — IIC
CubeHash 1/128-h. Onnak Oe3mneka 3aJeXuUTh BiJ 4acy, TOOTO Oinbln Oe3rneyHHil BapiaHT Oyne
JIOBILIE O0YHCIIIOBATH I'elI-3HAUYEHHS.

Tem-¢yukiis CubeHash 3acTOCOBY€TBCS SIK CKIIaI0Ba Y CKIIA/( aITOPUTMIB MaifHiHIy KPHUIITO-
BaroT X11,X12, X13, X14, X15, X17.

Aaroput™ remyBanns DJB-2. Ile nyxe npocra Ta mBHIKa rem-QyHKIid, sika Oyia 3amnpo-
noHoBaHa Jlanom bepumireiiHom Garato pokiB Tomy [15]. OmHa 3 HaliKpamux CTPOKOBHUX TIelll-
GyHKITH, TKa Mae TapHe PO3MOALUIECHHS Ta MIBUAKICTD [Tt 0e3iui HabopiB KIIOYiB Ta po3MipiB Tabd-
JWIb, B TIOPIBHAHHI 3 iHIIUMEU anroputMmamu, Hanpukiang PJW, LOSELOSE ta inmn. IcHye ixnmia
BEpCis AITOPUTMY, sIKa TaKOXK cXBasieHa bepHIITelHOM, 110 BUKOPUCTOBYE omepariito xor: hash(i) =
hash(i-1)*33"str[i]. [losicHeHHs, YOMy BHKOPUCTaHI TaKi KOHCTaHTH TpPHU OOYHCIICHHSX, HE Haja-
10ThCs. LSt pyHKILIA renryBaHHs He € KpUNTorpadivyHoo, ajne BOHa BCE K TaKH BUKOPUCTOBYETHCS Y
CKJIaJIl aNropuTMy MaifHiHTY KpunroBamoT X17 [8].

Aaroputm kpunrtorpagiunoro remyBanass ECHO. ECHO-256 € xanauaaTtom Ipyroro
Typy koHkypcy SHA-3 [10]. Le rem-¢dynkiis Ha 6a3i anroputmy AES, sika BuUKIMKana BeIUKUN
iaTepec 1 anam3. ECHO — itepatuBHa rem-¢yskiis [16], dyukmis ctucHenas ECHO onosmroe

BHYTpIIIHIN cTaH, onmucaHuil B Matpuii 16 x 16 enementiB GF( 28 ), SIKy TaKOK MOXHA pO3IJIA1aT!
ak matpuiio 4 x 4 3 16 craniB AES. IleperBopenHst Ha Takomy Benukomy 2048-0iTHOMY cTaHi
nyxe cxoxi Ha AES, OoCcHOBHa BIIMIHHICTH TOJSTa€ B €KBiBaJIeHTHOMY S-Box ming Ha3BoiO
BigSubWord, sikmit cknamaetsest 3 1Box payHaiB AES. B kinmi nepecranoBku onepariisi BigFinal
J0J]a€ MMOTOYHUI CTaH IO BHUXIAHOTO cTaHy (monxava Brepen) i, B pa3si ECHO-256, nogae yotupu
CTOBIIII pa3oM, MO0 OTpUMAaTH HOBE 3HAYCHHSA JIaHIIOXKKA. B 000X payHmax AES BuxkopucroBy-
I0ThCS JIBa KIIF0Ya — BHYTPIIIHIN JIIYWIBHUK 1 CUTH BIAMOBIIHO. BOHU BBOISATHECS B OCHOBHOMY JUIS
TOTO, 1100 3pyHHYBaTH iCHYI0ui cuMmeTpii AES-nepectanoBku 6€3 kitoua.

Tem-yuxiis ECHO 3acTOCOBY€TLCS SIK CKJIaJ0Ba IrOPUTMIB MalHIHTY KpunroBamor X11,
X12, X13, X14, X15, X17 [8].

Anroputm kpunrorpadiunoro remysanns ED2K. Tem-dynkuis ED2K 3acHoBaHa Ha ajro-
putmi MD4, ane 3amicTh HaJlaHHSI OJJHOTO Telly BChoro (hailimy, BoHa po30uBae (aiil Ha YaCTUHH
o 9500 Ko6aiit 1 cTBOpIO€E 0OCTaTOYHUH Teml-Koa Ha ocHOBI cym MD4 [17].

Temr-¢ynkiis ED2K 3uaiinuia 3acrocyBanus y (GaitsiooOMiHHEX Mepexkax Ta mporpamax oomi-
Hy (aitnamu eDonkey2000 1 Overnet [18].

Aaroput™m kpunrtorpadgiynoro remyBanuss EDONR. CimeiicTBo kpunTorpadiqHux Tem-
¢ynkuin EdonR 3anpononosano y po6oti [19]. EdonR € knacom rem-¢yHKIii 3 3MIHHUMHU J0B-
KIMHAMHU BUBOJy. BiH BU3HAUa€THCS 32 TOMIOMOTOIO KBa3irpyIl i MepeTBOPEHb PSAAKIB KBA3ITPYTIIL.

V crarTti [20] neranpHO omMcaHO 3MiHEHY Kpunrorpadiuny rem-¢yskuiro Edon-R, sky Oyino
MPEJCTAaBICHO B SKOCTI KaHAWIaTa Ha rem-koHkype SHA-3, opranizoBanuii HarjionanbHUM iHCTH-
TyTOM cTaHAapTiB 1 TexHonorii (NIST). Pi3Hulsg nonsirae B 1o1aHHI 3BOPOTHOTO 3B'A3KY /10 BUXIiJ-

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 57



Hoi QyHKIIT cTricHEeHHs R. 3BOpOTHIH 3B'sI30K mossrae B 30epekeHHi BUBeneHHs GyHKii R 3 morme-
pEeAHIM 3HaYEHHSM MOABIIHOI TpyOH 1 3HAUEHHSM MOTOYHOTO OJIOKY MOBigOMIIEHb. BBeeHI 3MiHH
pOOIIATH HENINCHUMH KPUNTOAHATITHYHI 3yCHIUIA 3 aHATi3y KBa3irpyImoBHX OINEpaiiid, BHKOPUCTO-
ByBaHuX B EDON-R, a takox ioro ¢ynkmii R.

IBuaKicTh ONTHMI30BaHOI 32-po3psAaHOI Bepcii Ha MeBHiN eTanoHHOI Tuatdopmi 3 Intel C ++
v 11.0.072 cta"oButh 6,71 1ukiiB / 0alT mig n = 224, 256 1 10,74 nukiiB / 6aiT mig n = 384, 512.
HIBuakicTh omTHMi30BaHOi 64-0iTHOI Bepcii Ha TeBHIKM eTayoHHOI miardopmi 3 Intel C ++ v
11.0.072 cranoButh 4,90 1ukiiB / 6auT muist n = 224, 256 1 2,74 nuuknis [19, 20].

Aaroput™m kpuntorpadgiunoro remyBanuss ETHASH. Kpunrorpadiuna ¢ynkmist Ethash
3aCTOCOBYETHCS JJIsl TIEPEBIPKU TMpare3gaTHOCTI B 3acHoBaHMX Ha Ethereum kpunroBamrotax [21].
Bona BukopuctoBye rem-¢pynkmito Keccak, crannapruzoBany sk SHA-3. [Tounnaroun 3 Bepcii 1.0
anroput™ Ethash 6yB po3pobnenuii Tak, mo6 0ytu criikuM 10 ASIC 3aBIsIKH KOPCTKOCTI MaM'ATi
(Baxue peamizyBaru B cnemianbHux vinax ASIC) [21-23]. Bin Tako BUKOPUCTOBY€E MOTU(IKOBaHY
Bepcito OB paHHIX remr-aaroputMiB Dagger 1 Hashimoto nisi ycyHeHHS HakjIaJaHUX BUTPAT Ha
obuucienns. L ¢ynkiis panime HazuBanacs Dagger-Hashimoto [22].

Ethash BukopucroBye Buxiguuit HaOip nanux oocsirom 1 I'b, Bimomuii sik Ethash DAG, 1 xer-
naMm'ste 00'emoMm 16 Mb s jmerkux kmieHTiB. Bonun BimHOBIIOIOTECS KOKHI 30000 O110KIB, Bigo-
MUX SIK erioxa. MaitHepu 6epyTh ¢parmentd DAG 17151 CTBOpEHHS 3MIIIAHUX Tell, BHKOPUCTOBYIO-
9H JaHi TpaH3aKIid, a TAKOXK KpHUNITOrpadivyHiA OJJHOPA30BUH HOMEp UL CTBOPEHHS TEIy HIKYE
JTUHAMIYHOI IITbOBOT CKIaaHOCTI [21 — 23].

Anroputm Dagger Hashimoto OyB momnepeIHb010 JOCTITHAIBKOIO peati3alli€ero i crenudikari-
eto anroputMmy MaitHiHTy A Ethereum 1.0. [Ti3Hime Bin OyB 3amineHuit Ha anroput™ Ethash.

AuaroputMm kpunrtorpadiunoro remmyBanuss FUGUE. AnroputMm reurysanssa Fugue OyB po3-
po6Guenuit Shai Halevi , William E. Hall 1 Charanjit S. Jutla 3 IBM ans koHKypCy rem-¢yHKIIH
Hamionansraoro IHcTUTYTY cTanmaptiB i TexHosorii y 2009 p., me mpoimoB A0 Apyroro payHIy
[10]. OgHak anropuT™M HE MPOMILIOB OO TPETHOTO PAyHAY KOHKYPCY 3a HEJOCTATHHOIO KUTBKICTIO
KpUNTOTpadiuHOro aHalli3y Ta HEBIEBHEHICTIO B KPUNITOCTIMKOCTI [24].

JIst BX1THOTO TOBIIOMJICHHS TOBXKHHOIO Big 1 110 2%_1 6ir anropuT™ renepye 224, 256, 384
ab6o 512-6iToBe rem-3HaueHHs. DyHKIIT JUIs BiAMOBIIHUX JOBXKWH BUXIIHUX JAHUX AITOPUTM
TenryBaHHS Ha3MBAaEeThCs BiAnoBigHO Fugue-224, Fugue-256, Fugue-384 1 Fugue-512 [25]. ABTopu
QITOPUTMY TaKOX OIHKCANM TMapaMeTpu3oBaHy Bepcito aiaroputmy Fugue [25]. CnabGo3zaxuiiena
Bepcist Fugue-256, mo mpairioe B ABa pa3u MBUAIIEC CTAHAAPTHOI BEPCii, TAKOXK OMUCYETHCS Yepe3
napaMeTpu30BaHy BEpCilo.

Fugue OyB cripoekToBaHW TaKUM YMHOM, 1100 3MEHIIUTH BPa3IUBICTh Mepe] aTakamu nude-
peHIianbpHOTO aHamizy [25]. Takox, 3a 3alIeBHEHHSIMH aBTOPIB aIrOPUTMY, TelI-(QDyHKIlisSI KOHKYpe-
HTOCIIPOMOXHA 32 epexkTuBHICTIO 3 SHA Tem-QyHKIisMH B IPOrpaMHOMY 1 amapaTHOMY BHTJISIII,
JOCATAI0Y MPOAYKTUBHOCTI 10 36,2 nukiiB B 6aiiT (CPB) Ha mocTomy cimeiicTsi mporiecopis Intel
Xeon 5150, 1 mo 25 nuximiB B 6aiiT (CPB) Ha nporecopi Intel Core 2 T7700. Ha 45 nanomeTpoBOMy
gini Intel Core 2 T9400 Fugue-256 nocsrae Bcboro 16 mukniB B O6aiit (CPB), BukopucroByroun
iHeTpykiii SSE 4.1. Ha mpomnecopax 3 apxitekryporo Westmere (32um), tTumy Intel Core 15, rem
st Fugue-256 po3paxoByeTbes 31 mBHAKICTIO 14 nukiiB B OaiiT (CPB).

Anroputm Fugue 3acTtocoByeThes sik ckiiamoBa B anroputmax X13, X14, X15 ta X17 ans
MalHIHTY Pi3HUX KPUIITOBAIIOT [8].

Aaroputm kpunrtorpadgiunoro remyBanHss GOST34.11-94. Jlis oOGUKCICHHS KPHUNTOTpa-
¢iunoi ¢pyHkuii remryBanas B Pocii y 1994 p. 6yno BBeaeno cranaapt [OCT P 34.11-94 [26] (sakuii
Ha IIeH Jac BKe cKacoBaHO) [27]. 3romom 1ieid cranaapT Oysio MepeBHIaHO K MIKICP)KaBHUM CTaH-
napt CHJI I'OCT 34.311-95 [28]. Mo 2013 p LIb P® Bumaras BukopucroByBatu I'OCT P 34.11-94
Just GOpMYBaHHS Ta IEPEBIPKU eNeKTpoHHOTO Tianucy. 3 1 ciuas 2013 p. 6y 3aminennii Ha 'OCT
P 34.11-2012 «Ctpubor» [27].

Pospoonrukom crangapry [OCT 34.311 € ['omoue ynpasmiaas 6e3neku 3B's13ky (I'VB3) de-
JIepaIbHOTO areHTCTBa ypsijoBoro 3B's3ky Ta iHGopmanii (PAVY3I) i Beepociiicbkuii HaykoBo-
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JOCTITHUHM 1HCTHTYT cTaHmapTu3amii. Lleil crangapT € 00OB'SI3KOBUM Uil 3aCTOCYBaHHS B SIKOCTI
aITOPUTMY TeIIyBaHHS B JIEp>KaBHUX opraHizamisx PO i psai koMepLiiHuX opraHizaiii.

CranmapT BU3HAYa€ AITOPUTM 1 MpoUEAypy OOYMCIEHHS Tem-(pyHKIi A TOCIiJOBHOCTI
cumBouiB. [Ipu 06pobIIi 6110KIB BUKOPHUCTOBYIOTHCS MIEPETBOPEHHS 32 aJrOPUTMOM KpuUITorpadiu-
Horo niepetBopeHHst [[OCT 28147-89 [29]. O6pobnsieTbest OJIOK JOBXKUHOIO 256 01T, BUXiTHE 3HA-
YEeHHs TEX Ma€ JOBXKUHY 256 OiT. ANropuTM BH3HAYa€ KOHTPOJIbBHY CyMy, pO3paxoBaHy IO BCIiX
0JIOKaX BHIXITHOTO IIOBIJOMJICHHS, SIKA € YAaCTUHOKI (PIHAIBHOTO OOYHCIEHHS Telry, IO JEII0
YCKJIQJHIOE aTaK! Ha MOIIYK KOJi31i. 3aCTOCOBYIOTHCS TAKOX 3aX0U OOPOTHOM MPOTH MOILIYKY KO-
Ji3iH, 10 3aCHOBaHI HAa HEMOBHOTI OCTaHHBKOTO OJ0Ky. OOpoOKa OJOKIB BiTOYBAETHCS 3a aITOPUT-
MoM mudpyBanas ['OCT 28147-89, sxuil MicTUTh IEpETBOPEHHS HA S-0JI0KaX, 1110 ICTOTHO YCKJIa-
JTHIOE 3aCTOCYBaHHSA METOAY AU(EPEHIIATbHOTO KPUINTOAHATI3Y 10 MOUTYKY KOJi3iH.

Aaroput™ kpunrorpagiuydoro remyBaniss GROESTL. ItepatuBna kpunrorpadigyauii rem-
¢yskuiss GROESTL (npaBwibhe Hanucanas «Grostly) [30, 31] € oxniero 3 n'situ (iHANICTIB KOH-
kypcy SHA-3, opranizoBanoro NIST [10].

Cruckaroua ¢yskiis Grostl ckinamaeTscs 3 1BoX (hikCOBaHHX mepecTaHoBOK P i Q, cTpykrypa
AKkuX 3ano3udeHa y mugpy AES. 3okpema, BUKOpUCTOBY€EThCS Takuil ke S-0iok. PesynbraTt podo-
TH Tem-QyHKIIi MOXKe MaTh TOBXHUHY Bix 8 mo 512 6iT 3 kpokom 8 OiT. BapiaHT, sikuii moBeprae n
0iT, Ha3uBaeThbCs Grostl-n.

Anroputm Grestl crierianbHO po3po0IIeHHH UT yJacTi B KOHKYPCi Kpuntorpadiqaux QyHKIiH
SHA-3 xomanzoro kpuntorpagos 3 Jlancekoro TexHiuHoro yHiBepcutety [10]. Cnouatky dyHKIis
HasuBanacs Grostl-0. OgHak ans yyacti B Gpinani Oynu 30U1bIICHI CTPYKTYpPHI BIIMIHHOCTI MiX Tie-
pecraHoBkamu. bynu 3miHeni 3HaueHHs ShiftBytes B mepectanoBui Q. Takoxx 3MiHaM migganucs
paynzaoBi koHcTaHTu B P i Q. OHoBieHa rem-¢yHkiis orpuMaia Ha3By Grestl. OxHak, mokazaBuim
XOpOIIy KPUNTOCTIWKICTh, IO PsIAy MOKAa3HUKIB BOHA MOCTyMatacs 1HIIMM y4acHUKaM (DiHaJTbHOTO
payHay 1 He 3MOTJIa CTaTh TEPEMOXKIIEM.

Hasga anropurmy noxoauTs B Ha3Bu Omoaa ['péctib aBeTpiiichkoi KyXHi. 3a peLenToM BOHO
ayxe 6mu3bko 10 crpasH, sike B CHIA naszuBatots «Hash». BykBa «6» B Ha3Bi ¢yHkuii Oyna 3ami-
HeHa Ha OyKBY «@» 3 TaHCHKOTO al(aBiTy, siIka Ma€ TaKky >k BUMOBY.

3a cBoeto cTpykTyporo anroput™ Grestl € OaiiT-opieHToBaHOI0 SP-Mepexkero. 3a cBoeto Oyio-
BOIO II€H aJITOPUTM 3HAYHO BIJIPI3HIETHCS Bia anroputmiB cimeiictBa SHA (MD-moaioHux KoHC-
TpyKuiit). bararo komnonenTis rem-¢yHkiii Grostl Takox 3amo3uueni 3 mudpy AES.

s ¢yHKIIA remryBaHHS € TO0CUTh €(PEKTUBHUM Ta O€3MEYHUM KPUIITONMPUMITHBOM. 3HAMIILIA
3aCTOCYBaHHA B IEAKHX OJOKUYCHH-CHCTEMax, 30KpeMa y POeKTi KpunroBaiotu Verge [32].

Aaroputm kpuntorpadgiunoro remyBanuss HAMSI. Kpuntorpadiuna rem-dynkiis Hamsi
Oyna 3amponoHoBaHa mpu npoBeaeHHI KoHKypcy SHA-3 [10]. B i ocHOBY MOKIaIeHO aaroOpUTMU
Grindahl [33] i1 Serpent [34]. Lla rem-¢yHKIis HE 3amaTeHTOBaHa 1 € TPOMAJCHKUM HaJI0aHHSM.
[cHy10TH Ba pizHOBUAM anroputmy: Hamsi-256 1 Hamsi-512 [10].

B ocHoBi anroputMy nexatrh (QyHKIIS pO3KIaJaHHs 1 1uKIivHa TpaHchopmaris. [{ukmivna
TpaHchopMallist paIoe 3 YOTUPMA PAIKAMHU MAaTpHILll cTaHiB. YUCIO CTOBMIIB i€l MaTpuUIli AOPiB-
Hio€e 4 miis Hamsi-256, 8 nis Hamsi-512. Enementamu matpuiti € ciioBa po3mipom 32 Oira.

Tem-yuxiis Hamsi Gyna ogauM 3 y4acHUKIB y Bigkpuromy Koukypci SHA-3 HarionanbsHoro
IHCTUTYTY CTaHAApTIiB 1 TexHoyorii. OgHak Hamsi He moTpanuia B 4KCI0 5 KaHIUAATIB OCTAaHHBO-
ro Typy, orosomenux 10 rpyaus 2010 [10].

Anroputm Hamsi 3acTocoByeThes sIK CKilagoBa B anroputmax X12, X13, X14, X15 ta X17
JUIS. MAHIHTY Pi3HUX KPUIITOBATIOT [8].

Aaroputm kpunrorpadiunoro remyBannsa Has160. HAS-160 — 1ie rem-gyHKIis, sika mpu3-
HayeHa JUIsl BUKOPHUCTAHHS 3 KOPEWCHKUM CTaHAAPTOM IHM(POBOro mianmucy (SKHil MOB'S3aHUN 3
DSA, ane mae neski BiaminHocTi). Bin qyxe cxoxwuit Ha SHA-1, ane mae aesiki 3MiHH, K1, HMOBIp-
HO, 30UTBLIYIOTH CTIMKICTh anroputMmy. BiH omucaHuii B KOpEHCHKOMY CTaHAApTi MiJ] Ha3BOIO
TTAS.KO-12.0011/R1 [35], ane HEMae onuCy aHTTIHCHKOIO MOBOIO.
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3 ommsimy Ha qyke mupoke 3actocyBaHHs SHA-1 (a Takox 1 SHA-256 1 SHA-512), minkom
iiMoBipHO, 1o anroputMy HAS-160 Hikonu He Oyje NpUIUIEHO CTUIBKHM X YBaru Ipu aHamisi abo
pO3ropTaHHi, CKUTbKH BiH 3aciayroBye. HAS-160, onnak, 3Hauno mBuame, Hix SHA-1, 1 (mpuHaii-
MHIi, Ha MEPUIMHA MOIIsN) 3Aa€ThCs MPUOIU3HO TaKUM ke Oe3neyHuM. €1Ha OueBUAHA MOXKIINBA
aTaka, Ky MOXJuBO 3actocyBatu 10 HAS-160, ne nudepenuianbHa aTtaka, sika 3mamana SHA-0.
HAS-160 B 0OCHOBHOMY MOKHa pO3IJIAJATH K NMPOLYKT MEPEXOAY A0 IU3alHY, SAKHIl MOYaBcs 3
SHA-1 1 3akinuuBcs sik HAS-V. BiH BUKOPUCTOBY€ETHCS B ACSKHX KOPEUCHKUX MPOIYKTaX, a TAKOXK
B KeyTools Crypto v5.0.1 komnanii Baltimore Technologies. € kisibka 1HIIKX I'eIiB BiJ TUX ke pO-
3pOOHUKIB, sIKI CXOXIi, aje He ieHTH4Hi, BKIodaroun PMD-V, PMD-128, PMD-160, PMD-192,
PMD-224 i PMD-256 (Bci 3 sikux € pizHuMu anroputMamu). Hi y omHoro 3 HUX HeMae crienugika-
i aHTITIHCHKOI0 MOBOIO, € JyKe Mo iHpopMallii Ipo HUX. AJNTOPUTM B 3HAYHIH Mipi OMUCYETHCS
SK pi3HUI Mk HUM 1 SHA-1.

VY [36] naBeneno pearmizamiro HAS-160 B C ++ sk gactuHa kpunro-0i0moreku Botan.

VY onuci anroputmy 3 [36] HOHATTS «KPOK» BIAHOCHTHCS 1O OKPEMOI'O 3aCTOCYBaHHS MiA(yH-
kuii. Hanmpukman, SHA-1 (a takosx HAS-160) BukopuctoBye 4 paynau mo 20 KpokiB KOXKeH, BChOTO
80 KpoKiB.

AaroputM kpuntorpadgiusoro remysanus J-H. Anropurm JH — 11e ciMeicTBO 3 YOTHPHOX
kpunrorpadiunux rem-¢ynkuin: JH-224, JH-256, JH-384 1 JH-512 [37]. KoxHa 3 nux rem-
(GYHKIIHA BIAPI3HAETHCS TIIBKU 3HAYCHHSM OJHOTO BHYTPIIIHBOTO MapaMeTpa — JOBXKUHHM (B OiTax)
BUX1JTHOT'O 3HAYEHHSI.

Temi-¢ynkuis JH Bxoauts B m'satipky ¢dinamicris apyroro typy SHA-3 [10]. B nporieci 1iporo
KOHKYpCY BOHa OyJ1a OKpalleHa.

Anroput™ JH po3pobnenuil 1 npeacraBienuii Ha koHKypc SHA-3 B 2008 p. ciHramypcbkum
kpuntorpagom Wu Hongjun. Anroputm 0a3zyeTbcsi Ha KOHCTPYKILIi «kpunTorpadiuHa ryoOkay.
CTrCHEHHS BUKOHYETHCS OIEKTUBHOIO (QYHKINEr (O09HMA mudp 3 MOCTIHHUM Kirodem). [IpoTo-
TUNOM a7 anroputMy mudpysanHs craB AES. AES noGynoBanuii Ha ocHOBI SP-mepexi, BXinH1
JlaHi MPEICTaBIAIOTh cO0010 ABOBUMIpHUN MacuB. Y JH-anropuTmi BUKOPHCTOBYETHCS HOTO MOIH-
¢dikaris: AES y3araabHIOETBCS 10 BUKOPUCTAHHS 0araTOBUMIPHUX MAcCHBIB, IO JO3BOJIHIO TOOY-
JyBaTH MHUQP 3 BEIUKOIO JOBXKHHOIO OJOKY Ha OCHOBI O1IbIII MaJICHBKUX KOMIIOHEHTIB.

VY 2011 p. 3anpornoHoBaHa Moau(DIKaIlisg AITOPUTMY: KUTBKICTh payHaiB 0109HOTO mudpy 301-
apImnacsa 1o 42 Ui miABUINEHHS eEeKTUBHOCTI peajizallii Ha amapaTHUX Iuiardgopmax i Mojin-
LIEHHs XapakTepucTuk Oesnexku. He3pakaroun Ha 1ie, B IbOMY K POIll IPEJCTABIEHA aTaka Ha Ie-
PECTaHOBKY, fKa MOMIMPIOETHCS HA BCi 42 payHAM, a TAaKOXK aTaka Ha (YHKIIIO CTUCHEHHS, L0 JI0-
3BOJIMJIA OTPUMATH TICEBAOKOMI3IT axk 10 37 paynay [38]. V 2013 p. 3'sBumucs iHII BiIOMOCTI PO
psina aTak Ha rem-QyHKii, cepea skux onuHumacs i JH.

Anroputm JH 3acTtocoByeThes sik ckiaaoBa B anroputmax X11, X12, X13, X14, X15 ta X17
JUI MAHIHTY Pi3HUX KPUIITOBAIIOT [8].

Aaroputm kpunrtorpadgiunoro remyBaHHss KECCAK. Anroputm kpunrorpadigHoro
remryBanns Keccak pospoGnenuii rpynoro aTopis Ha uomi 3 Moanom JlaiiMeHOM, CITiBABTOPOM
Rijndael, aBropom mmdpis MMB, SHARK, Noekeon, SQUARE i BaseKing [39]. 2 xoBTHs
2012 p. Keccak craB nepeMosxiieM KOHKypCy kpuntorpagiqaux anropurMmis SHA-3, mo npoBoau-
Bcsi HarionanpauM 1HCTUTYTOM cTaHaapTiB 1 TexHomoriid CIIA [10]. 5 cepmasa 2015 p. anroputm
3aTBepUKEHUH 1 omyOuikoBaHmii B sikocTi ctannapty FIPS 202 [40].

Crannapt FIPS 202 Bu3Havae cimeiicTBo kpuntorpadiuyaux rem-¢ynkiiin SHA-3:

e SHA3-224 — nopxuHa rem-3HadeHas 224 0iTiB;

e SHA3-256 — noBkuHa rem-3HadyeHds 256 OiTiB;

e SHA3-384 — nopxxuHa remi-3HaucHHs 384 OiTiB;

e SHA3-512 — noBxuHa remi-3HaueHHs 512 OiTiB,
ta n8i ¢yskuii posmupenas (XOF, Extendable Output Functions) SHAKE128 i SHAKE256, s
YOro MOBiJOMIICHHSI HEOOXiHO JOMOBHIOBATH «cy(dikcom» 3 2 ab6o 4 OiT, B 3aJIeKHOCTI BiJl TUITY
GyHKIT:
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o (ynxnis posmmpenns SHAKE 128 (Secure Hash Algorithm Keccak), pesynasrar moxe O0ytu
TOBIJILHOT IOBKMHH, 3a0e31neuye piBeHb Oesnekn 128 6iTiB;

o ¢ynkuis po3mupenas SHAKE256 (Secure Hash Algorithm Keccak), pesynbratr Mmoxe Oytu
JOBUIBHOT TOBXKHUHHU, 3a0e31euye piBeHb Oe3neku 256.

VY nmporpamHiii pearizaiii aBTOpH 3asBISIIOTE po 12,5 nukiniB Ha 6alT mpu peami3zanii Ha 1K 3
nporecopom Intel Core 2. Ognak B amapatHux peanizauisx Keccak BusiBuBcs HaGarato mBuamie,
HDK Bcl iHmm ¢inamicTtu [41].

Ha cporogni anroputM SHA-3 € omHi€o 13 HaWNOMIMPEHIMMX KpUOTOrpadiuHuX Treml-
(dbyHKIIIH, SKa 3aCTOCOBYEThCS y Oaratbox KpunroBaittoTax, Hanpukiaaa y Nexus (NXS), SmartCash
(SMART), X-Cash (XCASH), MaxCoin (MAX), SecureCoin (SRC), Bitcoin File (BIFI),
CreativeCoin, Slothcoin (SLOTH), 365Coin (365), Galleon (GLN), Helix Coin (HXC), CryptoMeth
(METH), BitcointalkCoin (TALK) Ta iam. [42, 43].

AaroputMm kpunrorpadgiuyboro remysanHsas Kupyna. Hamionanehuii crangapt Ykpainu
JACTY 7564:2014 «Indopmamiiini texHonorii. Kpunrorpadiunauii 3axuct iHndopmarii. OyHKisA
remryBaHHs» (HaOpaB umHHOCTI 3 1 kBiTHA 2015 p.) ommcye iTepaTuBHY KpuUnTorpadiuHy remi-
¢byukuito «Kynunay. Lleit cranmapt mpuiiHsaTHii Haka3oM MiHEKOHOMPO3BUTKY BiA 2 TpyIHS
2014 p. Ne1431 [44]. TekcT crangapty € y BUlbHOMY Joctymi [45].

Crannapt po3po0JieHo 331 OCTYNOBOI 3aMiHU MikIepxkaBHOro cranaapty I'OCT 34.311-95
[28] Ta 3rigHO YMHHUX 3MiH 10 Haka3y Jlepxkcren3s's3ky Bix 20 cepras 2012 p. Ne1236/5/453 [46]
nicng 1 ciunst 2022 p. pazom 3 anroputMoM kpunrorpadiunoro nepersopenns ACTY 7624:2014 €
00OB'SI3KOBUM [T BUKOPUCTAHHS NIPY HAKJIAJJaHHI Ta MEePEBIpIli eNEKTPOHHOTO MH(POBOTO i IHCY
3a JICTY 4145-2002 3amicts ¢yHxii renryBanss 3a [OCT 34.311-95.

@yukiis ctucHeHHs: KynnHu ckitagaeTses 3 1BOX (iKCOBAaHUX MEPECTAHOBOK, CTPYKTYpa SIKHUX
3ano3uyeHa y mudpa Kanuna (moknagna cnernudikaiiis aHTIIHCEKOI0 MOBOIO HaBEACHA y CTATTi
[45]). 30kpeMa, BUKOPUCTOBYIOTBCS YOTHUPH TaKWX caMuX S-0yiokiB. Pesymbrar poboTu rem-
¢byHKIIT MOke MaTu AOBXKUHY Bia 8 1o 512 Git. Bapiant, sikuif moBepTae n 0iT, TO3HAYAETHCS SIK
Kynuna-n. OcHOBHUMH pexrMaMy poOOTH (YHKIIT IelTyBaHHs, 1[0 PEKOMEHIYIOThCS 0 3aCTOCY-
BaHHS, € «KynuHa-256», «Kynuna-384» 1 «Kynuna-512».

3a cBO€KO CcTpyKTYyporo QyHKIs remryBanas KynuHa € mogionoro anropurmy Groestl [30, 31].
OuikyeTbes 3aCTOCYBaHHS i€l rem-QpyHKii 1715 To0y/10BU HAIllOHATBHUX PO3MOALICHUX OJOKUYeHH
CHCTEM.

Ausroput™m remryBanuss LOSELOSE. Tem-¢yukiiis 3anpornoHoBana B kuusi bpaitana Kepwi-
rana ta Jleanica Putun «SI3p1k mporpammupoBanus Cu» (anrin. The C Programming Language. -
1978 takox BinoMa sik K&R), mpudyomy octaHHiH 3 aBTOpiB — 0/1MH 3 O€3M0Ccepe/iHIX aBTOPIB Ta po-
3poOHMKIB MOBHU TiporpamyBaHHs Ci [47].

3a ONTUMICTUYHUMH OLIHKAMHU, 1I€: ... He camuli Kpawjiti aneopumm, aie 8iH 0ydice npoCmuil.
Aneopumm mie bu dymu nabazamo Kpawum, AKwo He 0y8 dbu maxum npocmum...» [47]. bararo
nporpamictiB Ha Ci BUKOPUCTOBYIOTh 110 (PyHKLIIO, ()aKTUUYHO HE NEpEeBIpsIOYM ii, HANPHUKIAL,
nUIsIXOM copmysannsi ma nowyky Kayra. B nesxux po3poOkax 115 mpocta KOHCTPYKIIiSi BAKOPUCTO-
BY€ETHCS SIK OZJHA 3 KOMIIOHEHT B CXe€Max 3MIlIyBaHHs Ta KOJyBaHHS.

@ynkuis renryBanast LOSELOSE ne € xpunrorpadiuHoto, ajge BOHa 3aCTOCOBYETHCS Yy CKIIa i
aNrOpUTMY MalHIHTY KpunToBamoT X17 [8].

Aaroput™m kpunrtorpadgiynoro remyBannsi LUFFA. Kpunrorpagiunauii anroputm (cimeric-
TBO anropuTMiB) remyBanHs Luffa [48] 3miHHOI po3psaaHocTi, po3pobnenuii Jai Baranabe (aHrm.
Dai Watanabe), Xicaitorr Cato (anri. Hisayoshi Sato) 3 Hitachi Yokohama Research Laboratory i
Kpicropom Jle Kannbepe (Hin. Christophe De Canniére) 3 nocnigauubkoi rpynu COSIC JIboBen-
CHKOT'O KaTOJIUIILKOTO YHIBEPCUTETY JUIS y4acTi B KOHKypci HalioHanpHOTro iHCTUTYTY CTaHAAPTIB i
texnosoriii CIIIA [10]. Luffa e BapianTom ¢yHkuii ryOku, 3anpornonoBaHoi I'Bino beproni (aHrm.
Guido Bertoni) i criBaBTOpaMu, KPUITOCTIMKICTD SKOT 3aCHOBaHA TUIBKH HA BHUITAIKOBOCTI Tepec-
TaHOBKM. Ha BinmMiHy Bia opuriHanbHOi1 QyHKIT ryoku, Luffa BukoprucToBye MHOKUHY Mapalieib-
HUX NIEPECTAHOBOK 1 (DYHKIIIT IHXKEKIiT ITOBIJOMIICHb.
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B xoni npyroro typy koHkypcy SHA-3 anroputmu Luffa-224 1 Luffa-256 B nepsunHOMy Bapi-

aHT1 MOKAa3aJld HU3bKY KPUNTOCTINKICTb, JJISl YCHIIIHOI aTaku MOTPIOHO JIHIIIe 2216 nosigomnens.
[Ticns yoro, anroput™ 0yB MmoaudikoBanuii J{ai BaranaGe i orpumas Ha3By Luffa v.2. 3minu Luffa
v.2 € Takumu [10]:
—  JIOJaHUN MOPOXKHIN payHa (YHKIIT 3aBEpIICHHS I BCIX PO3MIpIB Iemry;
—  3MIHEHUH S-0JIOK;
—  30LIbIIEHO KUJIBKICTh MOBTOPEHb KPOKOBOi (hyHKIii 3 7 110 8.
Bbapr Ilpenens (Bart Preneel) nmpeacraBuB ycmimHy ataky [49] 3 nmomyky koumi3id s 4 payH-

niB kpokoBoi ¢ynkuii Luffa 3a 2% oreparliii rempoBaHus 1 222 s 5-payHI0BOI cXeMHu, MOKa-
3aBIIM TUM CAMUM TPAHUITIO CTIHKOCTI TU3aiiHy 10 TudepeHIliabHIX aTaK MOIIYKY KOJIi3ii.

V¥ 2010 p. Tomac Oumnisiepa 1 Ixyinio Jlone3 nmpoBenu ycmimHi gociikeHHs [50] MoXIMBOCTI
301TBIIEHHS TPOAYKTUBHOCTI OpUTiHANBHOT peamizanii Luffa. OnTumizoBaHa peamizaiist anropuTMy
Mae 20 % 301abIIeHHs NPOAyKTUBHOCTI obuucineHHs reury Luffa-512 npu Bukonansi B 1 moror,
st Luffa-256/384 npupict mpoayKTUBHOCTI OJHOMIOTOYHOI peaii3allii B pi3HHX TeCTaX CTAaHOBHTH
He Outbie 5 %.

Tem-dynkiis Luffa 3acTocoByeThest K CKIIaJOBa aaropuTMiB MaiHiHry Kpumnrosamor X11,
X12, X13, X14, X15, X17.

AuaroputM kpunrorpadgiuydoro remyBanusi LYRA2RE. Haiibinbm noknagHuil onuc mboro
aIrOpUTMY I'ellyBaHHs HaBeleHo y [S1].

@ynkuis Lyra2RE — me anropuTm remryBaHHS JJIsl MAiHIHTY KPHIITOBAIIOT, PO3POOICHHI
KoMaHJ1010 Vertcoin /i 3aMiHM anroputMmy Scrypt-N. Mera monsdraia B TOMy, II00 CKOPOTHTH
CTIOKMBAHHS €JIeKTpoeHeprii Ha MalHIHT TokeHOB VTC i miATpUMYBaTH MOHETY HETOCTYITHOIO ISt
ASIC-maiininry. 3MmiHy anroputMmy Oyiio aHoHcoBaHO B jumnHi 2014 p. 1 ycmimHo 37ificHEHO
po3pooHuKamu [51, 52].

Lyra2RE — anroput™m 31 3MiHHUMHU TapaMeTpam, siki OyIyTb KOPHCHI AJisl 3pUBY MairOyTHIX
3arpo3 Bix ASIC mpuctpoiB (iitepu RE B Ha3Bi € abpeBiaryporo «Reduced Efficiency» abo «3uu-
’KEeHa Tpale3/laTHICTby»). 3a pe3ysibTaTaMu TecTiB Oyno Bu3HadeHo, mo Lyra2RE cnoxwuBae Ha ~
30 % MeHIIe eHeprii B MOPIBHIHHI, HAIPHUKIIAMA, 3 anroputMoM Scrypt-N i Ha ~ 17 % MeHIIe, HiX
anroput™ X11. Lyra2RE no3Bomsie po3po6GHHKam Vertcoin caMOCTIHHO 3MiHIOBATH BUKOPUCTAHHS
mam'sTi 1 BapTicTh vacy [51, 52].

AnroputMm Lyra2RE 0yB 3miHenuii pozpobnukamu Vertcoin Ha kopucts GPU-maiinepiB uepes
onuHUYHHKA 00THET Ha 6a31 CPU, siIkuii KOHTPOIIOBAB BEJIMKY YACTHHY TIeII-TIOTY>KHOCTI Mepexi. B
pesynbrati 10 cepmus 2015 p. (6mok 347000) Vertcoin 6yB momudixoanmii Binm Lyra2RE mo
Lyra2REv2 [51, 52].

Lyra2REv2 — nie anroputwm remryBanHs st KoHceHcycy Proof-of-work, cTBopenuit komanaoro
kpuntoBamotu Vertcoin (VTC) [51, 52]. Lyra2REv2 cknanaeTbcsi 3 JIaHLIOKKA PI3HUX Iell-
¢ynkuiii — Blake, Keccak, Cubehash, Lyra2, Skein Ta BMW (Blue Midnight Wish). Lyra2REv2,
3acHOBaHWH Ha meprriit Bepcii Lyra2RE. Ileit nanmrorosuii anroputM 0e3neuHui, HaIIHHMMA 1 TPH-
3HaueHud Juia npotuctossHHs ASIC-maiininry. Pisaung mix Lyra2RE 1 Lyra2REv2 nonsrae B
Oimpmr mi3HiM Bepcii. Bynu BBeneni 2 paynau Cubehash mist 3HMKEHHST eheKTUBHOCTI mporecopa i
JUISL TOTO, 100 MOM'SKIIUTH edeKT Bia MaiHiHry 60THeTiB. Lyra2REv2 Takoxk croxuBae MeHIIIe
eHeprii, Hik norepenHs Bepcis. OCKUTPKY allTOPUTM 3aJIEKHUTh BiJl ITAM'ATI 1 4epe3 HOTo JaHIIOTOBY
cTpykTypy npoektyBaHHi ASIC Oyne nocuth ckinaanuMm. Ilicng 3amycky Lyra2REv2 B Vertcoin
(VTC) Gararo iHIIUX KPUITOBATIOT CTAJIM TAKOXK BUKOPHCTOBYBATH JaHUH aJITOPUTM JI0Ka3zy po0o-
TU. JesKi KpinTOBaMIOTHI MPOEKTH HA3UBAIOTh aNropuTM remryBanHs Lyra2REv2, inmi sk Lyra2v2,
OJTHAK II€ OMH 1 TOW K€ allTOPUTM. 3a PaxyHOK TOTO, IO TeIIyBaHHS Ma€ MPUHIUIIOBY TTOCIiOB-
HICTb, TaK SIK KO)KEH HOBUH €Tall BUKOPUCTOBY€E Pe3YyJIbTaTH MONEPEIHBOI0, IPOBOAUTH MapallesbHi
MOTOKH OOYHCIICHh CTa€ HEMOXJIMBUM. Takuii MeTO ] MOOYIOBH € JTy’Ke HaTIfHUM 3aXHUCTOM ajro-
putmy Big po3pooku ASIC. I moku 1ie BOaeThesi: Ha CbOTOAHIIIHIN EHb IHTErpaIbHOT CXEMHU CIIelli-
JIBHOTO TIpU3HAYeHHA 1151 anroputmy Lyra2REv2 He mommpeHi.
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[Tapanemnizarisi 004YNCIIEHbP HEMOXKIINBA, a 3HAYUTD, JJI1 MAHIHTY MMOTPIOHO YCTaTKyBaHHS, SKE
Kpalile 3a iHIIUX BMi€ TPOBOAUTH 0araToMiIbHOHHI OJHOTHUIIHI omeparii HIBUAKO 1 pe3yIbTaTUBHO,
SIKUMH 1 € Bifeokaptu [51, 52].

Jlo monmynsipHUX KPUNTOBAJIOT, SIKI MPAIIOIOTh HA OCHOBI anroputMmy Lyra2v2 BiIHOCSTH Ha-
crymHi [51, 52]: Vertcoin (VTC); MonaCoin (MONA); Rupee (RUP); Straks (STAK); Verge
(XVG); Shield (XSH); Galactrum (ORE).

Aaroput™m kpunrtorpagiuynoro remyBanuss MD4. Kpuntorpadiuna rem-dynkuis MD4
(Message Digest 4) 6yna po3pobiena npodecopom MaccauyceTchkoro yHiBepcurery Ponambaom
Pusectrom B 1990 p., i Bepme ommcana B RFC 1186 [53]. 1 1OBUTBHOTO BX1JTHOTO TIOB1IOMJICHHS
¢byHkiis reHepye 128-po3psiaHe rem-3HadeHHs. Llei anropuT™ BUKOPUCTOBY€ETHCS B MPOTOKOII ay-
teaTudikanii MS-CHAP, po3pobiaeHoMy kopriopariero MaiikpocodT mjiss BUKOHAHHS TPOIECAYP
MepeBipKU JOCTOBIPHOCTI BifganieHux pobounx cranuii Windows. € nonepennukom MDS5. PiBenb
Oesmeku, sKi 3akmagaroTbes B MD4, Oynm po3paxoBaHi Ha CTBOPEHHSI JIOCHTh CTIMKHX
riOpUIHUX CUCTEM ENEeKTPOHHOTO IU(POBOTO MiAMHCYy, 3acHOBaHMX Ha MD4 i kpumnrocucreM 3
BIIKpUTHUM KitoueM. Ponanba PuBect BBaxkaB, 110 anroputm reuryBanis MD4 Mo)kHa BUKOpUCTO-
BYBATH 1 JIJIsl CUCTEM, SIKi TOTPEOYIOTh CHIIBHOI KPUIITOCTOMKOCTU. AJie B TOM K€ 4ac BiH Bi/I3HAuaB,
mo MD4 cTBoproBaBcst HacamIiepes K Ty’Ke IBUIKUI aJTOpUTM TellyBaHHs, TOMY BiH MOXe OyTu
MOTaHUN B 3MICTI KPUNTOCTIMKOCTI. SIk MOKa3anu MoJanblili TOCHIIHKEHHS, BiH MaB palito, 1 s
JOJAaTKIB, Jie BaXJIMBA HAacaMIepea KPUITOCTIWKICTh, CTaB BUKOPUCTOBYBATHUCS OiIbII HaTiHHUNA
anroput™m MDS.

Aaroput™m kpuntorpagiunoro remyBanas MDS. MDS5 (anrn. Message Digest 5) e 128-
OITHMIA aIrOpUTM TellyBaHHs, po3podnenuii mpodecopom Ponampaom JI. PuBectom B 1991 p. ans
3aMiHU OibII paHHBOI Tem-QyHkuii MD4, 0yB Bu3nauennit B 1992 p. sk RFC 1321 [54].

[upoko 3acTocoBYBaBCs AJIs MEPEBIPKU LHITICHOCTI iH(poOpMalii Ta 30epiraHHs IeliB-mapoIIiB.
Ha cporonnimmHiii geHs 0e3neka Mboro auropuTMy TakoX € HeqocTaTHboro [55]. Hasite y 2019 p.
MDS5 npoaoBxye MHUPOKO BUKOPUCTOBYBATHCS, HE3BAXKAIOUM HAa JOOpPEe JOKYMEHTOBAaHI HEAOMIKH 1
BIJICYTHICTh MIATPUMKH 3 OOKY eKcHepTiB 3 Oe3neku [56].

Aaroputm kpunrtorpadgiunoro remyBaniss PANAMA256. PANAMA — e kpunrorpadiv-
HUI MOJyJIb, SIKHI MOYKHa BUKOPUCTOBYBATHU K B AKOCTI KpUnrorpadiuxoi rem-QyHkKIii, Tax i mno-
TokoBoro mudpy [57]. Bin po3pobaenuii, mod OyTu myxe eheKTUBHUM B peaiizallii mporpaMHOro
3a6e3nedeHHs Ha 32-GiTHHX apXiTekTypax. Horo ocHOBHi omepaii BUKOHYIOThCS Haj 32-GiTHUMH
CJIOBaMH.

AnroputMm «Panamay 3acHOBaHUIl Ha MalIMHI 3 KIHIEBUMH CTaHAMH, II0 CKJIAJAETHCS 3 ABOX
BeNMKUX O110KiB: 544 Oita craniB i 8192-6iToBOoro Oydepy, sIkuii mpaIroe 3a MPUHITUIIOM PETicTpa
3CyBY 31 3BOPOTHHM 3B'SI3KOM. 3BOPOTHIH 3B's130K 3a0e3nedye Te, 0 BXiJHI OITH Micis BXOAY Mpo-
XOIIATh Yepe3 JIeKIbKa iTeparliii, 1o, B CBOIO Uepry, 3adesneuye mooiToBy audysiro. Tpebda ckaza-
TH, 110 oAiOHUH Oydep 3acTocoByeThes B pyHKIIT cTucHeHHS SHA. O6'ektom poboTtn «Panamay
€ 32-61ToBe CJIOBO 1 CTaH CKJIAAAa€Thes 3 17 Takux ciiB, B TOM 4ac sik Oydep mae 32 ocepenku, B KO-
KHIN 3 TKUX JICKHUTH 10 8 TAKUX CIIiB.

Tem-¢pynkuis PANAMA miggaBanacs ycmimaum arakam asidi. Bake B 2001 p. Oyi0 mokasaHo,
10 JaHa rem-(yHKIis He € KPUIOCTIMKOI0, TaK sK Oy/TH 3Haiizeni komisii 3a 2% omepariii. Bixbur
TOr0, MO>KHA 3HAWTH KOJI3il BiKe 3a 26 oTiepalrliii, a JyIsi 3aI0BOJICHHS MapaMeTpaMu HaJlIHHOCTI He-
00xi1H0, mo0 Komi3ii nepedyBanu xo4a 0 3a 128 omepartii [58].

Aaroputm kpuntorpadgiunoro remyBanass PROGPOW. ProgPoW — 1ie anroputm nepesi-
pPKU poOOTH, MPHU3HAYCHHUN I YCYHEHHsI HEJOJIKY e(EeKTHBHOCTI, JOCTYIHOTO CIIeIiali30BaHIM
ASIC [59]. Bin BukopuctoBye npaktudHo Bci yactuHu GPU, 1 mocTaBiseTbest 3a30aIeTip Halall-
TOBAHUM JIJIs1 HARNIOLIMPEHIIOro o01aJHaHHs, 1110 BUKOPUCTOBYEThCs B Mepexi Ethereum.

3 MomenTy Buitycky nepmoro ASIC mis MaifHiHTa 61TKOTHY OYyJ10 CTBOPEHO 0araTo HOBUX ajl-
roputMmiB Proof of Work, sxi Gynu ctBopeni 3 metoro Oytu "crifikum 10 ASIC". Meta «CTiliKicTh
1o ASIC» monsirae B ToMy, o0 MPOTUCTOSATH IEHTpaTi3allii MoTy>KHOCTYH MaiHIHTY POW Takum
YUHOM, 100 IMMU MOHETaMHU HE MOTJIM TaK JIETKO MaHIMyJIIOBATH KiJTbKa TPaBIIiB.

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 63



Juzaitnepceka meta ProgPoW momsrae B Tomy, mj00 BUMOTH ajITOPUTMY BiJIOBiTAIA TOMY,
10 JIOCTYITHO Ha rpadidHUX Ipolecopax: sKIIO alrOPUTM MOBUHEH OyTH peasli3oBaHU Ha crieria-
apHIH ASIC, TO Mae OyTH Majo MOKITUBOCTEH ISl T ABUINECHHS €()eKTHBHOCTI TTOPIBHSHO 3 paHiIIe
3acrocoBanumu GPU.

Hosuit anroputm ProgPoW (Programmatic Proof-of-Work) noBunen cratu crnagkoemiiem aji-
roputmy Ethash 3 mocunenum 3axuctom Bia Bukopuctanus ASIC-Maitnep. OnHa 3 HaiOuIbII 1TO-
nyJsipHAX KpinToBamoT — Ethereum — manye nepeiitu 3 anroputmy Ethash va ProgPoW, a ne mo-
&Ke BKe He3a0apoM IPU3BECTH 0 MOSIBU HOBUX MOHET Ha AaHOMY aiaroputmi. [lepioro kpunrosa-
nroToro Ha anroputmi ProgPoW crana Bitcoin Interest (BCI) [60].

Aaroput™m kpuntorpagiynoro remyBanass EQUIHASH. Lleit anroputm HaiOu1b11 TOBHO
onucaHuil y pobori [61].

@Oyukuis reuryBands Equihash — 11e BumornuBmii 10 mam’sti anropuTM 10Kasy poOOTH, 3arpo-
MOHOBaHMK MIiXrany3eBUM IIEHTPOM Oe3mneku, HaaidHocTi Ta noBipu JliokcemOypry (SnT) y
2016 p. Ha cumnosiymi Network and Distributed System Security. Anaroputm 6a3yeTbcst Ha y3a-
raJlbHeHHI mpoOiemMu «/[Hs Hapo/HKSHHs», sKa TOJSATaeE y 3HAXO/KEHHI KoJuTi3ii remriB. Bin mae
Cepio3HI YacOBO-NIPOCTOPOBI KOMIIPOMICH, aje ypa3iMBUH 10 HemependadeHuX MapajelbHuX
onTUMi3amiil. AITOpuTM po3poOJICHUH TaKUM YHHOM, 00 MapayeibHi peainizamii oOMexyBamucs
IIMPUHOIO MPOIYCKHOT 3/1aTHOCTI MaM'siTi, HAMararuuch 30UIBIIUTH BUTPATH Ha PO3pOOKY crerria-
apauX peanmizaniid ASIC. Omip ASIC B Equihash 6a3yeTscst Ha mpuiymeHHi, o0 KOMepIiiHuiA amna-
pat BXK€ Ma€ JI0CUTh BUCOKY MPOITyCKHY 3/IaTHICTh MaM'siTi, TOMY BJIOCKOHAJIEHHsI, 3p0o0JeHe 3a J10-
ITOMOTOFO CIIeIiaJIbHOTO 00JIaJHAHHS, MOKE HE KOIITYBATH BAPTOCTI PO3POOKH.

Anroputm Equihash € gyxe mommpenuM, Horo BUKOPUCTOBYIOTh TakKi KpUITOBANMOTU: Zcash
(ZEC); ZenCash (ZEN); ZClassic (ZCL); Bitcoin Gold BTG); Bitcoin Private (BTCP); MinexCoin
(MNX); BitcoinZ (BTCZ); Komodo (KMD); Hush (HUSH).

Aaroput™m kpuntorpagiynoro remyBanis RANDOMX. RandomX — mie anroputm nepesi-
pku npaueszgatocti (PoW), ontumizoBaHuit Ui poLecopiB 3arajgbHoro npusHadeHHs. RandomX
BUKOPHUCTOBY€E BHIIAQJKOBE BUKOHAHHS KOAY (3BiACH 1 Ha3Ba) pa3oM 3 KUIbKOMa METOJaMHu, sKi 3a-
WMaroTh Oarato mam'sri, oo MiHIMI3yBaTH nepeBary e(eKTHBHOCTI CIEIiaTi30BaHOTO 00IaTHAHHS
[62].

RandomX moBoauThCs sSIK KiIFOYOBaA Temi-(QyHKINSA: BiH NMPUHAMAaE K04 1 JOBUTHHUHN BX1J 1 BH-
nae 256-0itHuil pe3ynbraT. Y cTpykTypi RandomX BHKOpPHCTOBYETHCS BipTyaslbHa MAaIlIMHA, SIKa
BHKOHYE MPOTpamMu B CHEIliaJbHOMY Ha0Opi KOMaH/, KU CKJIQJa€ThCs 3 KOMOIHAIlT MaTeMaTUKH
LUTMX YKCell, MaTEeMaTHKH 3 IJIaBalo4oi0 KOMOIo 1 ritok. i mporpamu MoxyTh OyTH IIEpETBOPEHI B
MaIlIMHHUAN KOJI TIporiecopa «Ha JboTy». [Ipukitamom nmporpamu RandomX, nepekinaneHoi Ha 30ipKy
x86-64, € program.asm [62].

RandomX e mokazom po6otu (PoW) anroputmy, sikuii 6yB po3poOieHui, o0 3aKpUTH PO3-
PHUB MiX IPOIIECOPAaMU 3arajbHOIO NMPU3HAUEHHS Ta CIeLiali30BaHUM 00JajHaHHIM. SapoMm anro-
PUTMY € IMITaIlisl BIpTyaJIbHOTO MPOIECopa.

RandomX OyB cniouatky po3pobaenuit sik anroputm PoW aist mpoekty Monero, ajne Ha cboro-
JTH1 3aCTOCOBYETHCS 1 B IHIITUX PO3IMOAUICHHX CHCTEMAX.

Aaroput™m kpuntorpagiunoro remyBanHs RIPEMD160. Kpunrorpadiuna reni-yHKIris
RIPEMD-160 (Bix anrn. RACE Integrity Primitives Evaluation Message Digest) O6ymna po3po0ieHa
B Karonunpekomy yHiBepcuteti JIyBena Xancom /lo66eprinom (Hans Dobbertin), AuTonom bocce-
napcoM (Antoon Bosselaers) 1 baprom IIpenenom (Bart Preneel) [63]. Jlns m0BUIBHOTO BXigHOTO
noBitomsieHHs QyHKIis reHepye 160-po3psiiHe rem-3HaueHHsl.

RIPEMD-160 € nmokpamienoro Bepcieto RIPEMD, sika, B cBoto uepry, BUKOPUCTOBYBaJIa TIPHUH-
unu MD4 1 3a mpoyKTUBHICTIO IOPiBHSHHA 3 Ok nomyisipHoto SHA-1.

Takox icHytoTh 128, 256 1 320-61TOB1 Bepcii IIbOTO aITOPUTMY, SIKi, BiMOBIIHO, HA3UBAIOTHCS
RIPEMD-128, RIPEMD-256 i RIPEMD-320. 128-6iTHa Bepcis sBisie co000 JHIIE 3aMiHy OPHUTi-
HanpHOi RIPEMD, sika Takoxx Oyna 128-0iTHOr0 1 B sikiii Oynm 3HaiAEHI Bpa3iMBOCTI [64].
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256 1 320-6iToBi Bepcii Biapi3HIIOTHCS MOJBOECHOIO TOBKUHOIO JaWKECTy, IO 3MEHIIY€E HMOBIp-
HICTB KOJIi3iH, ane npu 1boMy (YHKIIT He € OUIBIIT KPUITOCTIHKI.

RIPEMD-160 6yna po3po0ieHa B BiIKpHUTii akaJeMidyHii CIJIBHOTI, Ha BinaMmiHy Bigx SHA-1 i
SHA-2, axi Oynu ctBopeni NSA. 3 inmoro 6oky, RIPEMD-160 Ha npakTuili BAKOPUCTOBYETbCS HE
Tak gacto, Hixk SHA-1. Bukopucranas RIPEMD-160 ve oOMexene Oyb-IKMMHU TTaTEHTaMH.

RIPEMD-160 — 1ie itepaTuBHa rem-QpyHKIIis, 10 mpaioe Haa 32-6iTHuMH coBamu. PayHmoBa
GyHKIIS TpUiiMae Ha BXiX S-CIiBHY 3B’s3yBajbHY 3MiHHY Ta 16-CiliBHHI OJIOK TIOBIJOMJICHHS Ta
MIEPEBO/IUTH 1I€ B HOBY 3B’s3yBallbHy 3MiHHY. YcCi omnepaiii BU3Ha4eHO HaJ 32-0ITHUMHU CIIOBaMH.
3anoBHEHHS Take came, sik y MD4 [53, 54].

bitoBuii po3mip pe3ynbraty reuryBaHHs Ta 3B’s3yBaibHOI 3MiHHOT 7151 RIPEMD-160 36inb1e-
HO 110 160 6iTiB (I’s1Th 32-0ITHUX CIIiB), KIJIBKICTh PayHIIiB 30UIBIIEHO 3 TPHOX JI0 1’ATH, MK JIBO-
Ma psiIKamMH 3po0JieHo Oinblie BiAMIHHOCTEH (3MIHEHO HE TUIBKH CTajll BEIMYHHH, ajle TAaKOX Oy-
neBl QYHKIIT Ta MOPSAIOK CJIIB MTOBIJOMJICHHS).

RIPEMD-128 1 RIPEMD-160 y>xe maroTh Ba mapaieibHi PSAKU, TOMY PO3LUIMPEHHS 3 MO-
JBIHHOIO TOBXXKHHOIO (110 256 Ta 320 OITIB BiAMOBITHO) MOXIIMBO MOOYyBaTH 0€3 MOTPEOH B TBOX
napajegbHUX €K3eMIUIIpax: AOCTATHhO BIAKMHYTH MO€IHAHHS ABOX PAIKIB HANPHKIHII KOKHOTO
3acToCyBaHHS (DYHKII CTUCHEHHS.

Anroputm RIPEMD e onniero 13 HaltmomupeHimux GyHKIIN TenryBaHHs, SKUil 3aCTOCOBY€ETh-
csly 6aratboX CyyacHUX KpUITOBaOTax [65].

Aaroput™m kpunrtorpagiutoro remyBaniss SCRYPT. Haii0Oinbm noapoOHo 1eit anroputm
onucaHuit y po0doti [66].

Scrypt (unTaerscs ec-kpunt [66]) — ananTuBHa KpunTorpadiyia GyHKIs GOpMyBaHHS KiIrouya
Ha OCHOBI mapouis, ctBopeHa odimepom Oe3neku FreeBSD Kominom IlepcuBaiieM st cuctemu
30epiranHs pe3epBHUX komii Tarsnap. @yHKIS CTBOpEHA TaKUM YMHOM, 100 YCKJIAJHUTU aTaKy
niepedopom 3a moromororo [IJIIC. Jlns ii oGurcneHHs moTpiOeH 3HAYHUN OOCST IMaM'sATi 3 BUTIAIKO-
BUM jaoctynoM. 17 Bepecus 2012 p. anroputm scrypt 6ys omyOmikoBanuii IETF y Burmsni Internet
Draft nns nonansioro BHeceHHs B RFC. BUKOpUCTOBY€EThCS, HAIPUKIIA, B IKOCTI JOKa3y BUKOHA-
HO1 poOOTH B KpunToBatioTi Litecoin.

Scrypt BUKOPUCTOBYETHCSI B 0araTb0X KPHITOBAIIOTAX AK aJTOPUTM HEpeBipKH poOOTH. Anro-
pUTM BIiepiie peanizoBaHuid st Tenebrix (Bumymenuit y BepecHi 2011 p.) 1 ctaB OCHOBOIO st
Litecoin i Dogecoin. Takox anroputm scrypt BUKopuctoBytoTh ProsperCoin, CashCoin, MonaCoin,
Mooncoin Ta 6araTo HIIUX.

Scrypt Bakko peanizyBaTH Ha creuianizoBaHoMy amnapaTHomy mnpuctpoi (ASIC), tomy s
MaifHiHTa 3a3Bu4ail BUKOpucToBYt0oTh CPU Ta GPU 3 mporpamMHor0 peasizalii€io aaropuTmy.

Aaroput™m kpunrtorpadgiunoro remyBannss SHA1. Secure Hash Algorithm 1 (SHAT1) a6o
AITOPUTM OE3MEeYHOTO TelTyBaHHS | — aarOpuTM KpUNTOTpadiqHOrO TeIIyBaHHS, SKHA OITyOIiKO-
BaHo B RFC 3174 [67]. JloBxk1Ha BXiTHUX MOBIAOMJICHH J03BOJICHA MAKCUMyM 2% 1 6it (o mpu-
0J3HO JOpiBHIOE 2 ek3abaiita). Anroputm redepye 160-6itae (20 6aiiT) rem-3HadeHHs, M0 Ha3H-
BA€THCS TAKOXK JAUIKECTOM TOBIIOMJICHD, 1 sIKE 3a3BHYall BiJOOPAKAETHCS SIK IMIECTHAAISTHPITHE
YUCII0, TOBXHUHOIO B 40 1tudp.

Lleit anropuT™M BHUKOPHUCTOBYETHCA y OaraTbOX KpUNTOTpadiuHUX AOAATKAX 1 MPOTOKOJAX.
Takox Oro peKOMEHI0BAHO B OCHOBHOMY il fiepkaBHUX ycTaHOB B CIIA. [Ipunnunu, 3akiasne-
Hi B ocHOBY SHA-1, aHanoriudi TuM, siKi BAKOPUCTOBYBaucs Ponanbnom PuBecToM mpu npoekry-
BanHi MD4 [53].

bproc [lInaitep 1oxoauTh Takoro BUCHOBKY: «SHA-1 — ie MD4 3 nogaBaHHSAM pO3LIMPIOBAIb-
HOTO TIEPETBOPEHHSI, IOAATKOBOTO €TaIy 1 MOJIMIICHUM JJaBUHHUM eexTom» [68].

Ausroputm kpunrorpadiunoro remysannss SHA2. Tem-dynkuis SHA-2 po3pobiena Are-
HTcTBOM HarioHanbHOT O0e3neku (AHB) CIIA 1 omy6nikoBana HarioHalbHUM 1IHCTUTYTOM CTaH[Ia-
PTIB 1 TexHOJIOTIH Yy (enepanbHOMYy cTaHaapti oOpooku iHdopmanii FIPS PUB 180-2 B cepnHi
2002 p. [69]. B me#t cranmapt Takoxx yBidmia rem-yskiis SHA-1, pospobrmena B 1995 p.
VY motomy 2004 p. B FIPS PUB 180-2 6yna nogana SHA-224 [70]. Y xoBtHi 2008 p. Buiiiia HOBa
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penakuis crangapty — FIPS PUB 180-3 [71]. ¥ Oepesni 2012 p. Buiinuia ocTaHHS HA JTaHHMA
momeHT penakuist FIPS PUB 180-4, B saxiit Oynu nonani gyskmii SHA-512/256 1 SHA-512/224,
3acHoBaHi Ha SHA-512 (ockinbku Ha 64-0iTHHX apxiTekTyp SHA-512 npaioe mBuame, ik SHA-
256) [72].

Taxum unHOM, SHA-2 (anrin. Secure Hash Algorithm Version 2 — Ge3ne4Hunii alroputM remry-
BaHHS, Bepcid 2) € ciMeCTBOM KpHUNTOTpadidyHUX aJITOPUTMIB — OJHOCTIPSIMOBAHUX TeI-(DYyHKIIIMH,
o BKItouyae B cebe anropurmu SHA-224, SHA-256, SHA-384, SHA-512, SHA -512/256 1 SHA-
512/224.

Tem-dynkii cimeiictBa SHA-2 noOynoBani Ha ocHOBI cTpykTypu Mepkie — lamrapaa. [Tosi-
JOMJICHHS TiCIIsl JOTIOBHEHHSI pO30MBAa€ThCsA Ha OJOKH, KOXKEH OJIOK MICTUTh Ha 8 CIiB. ANTOPUTM
MPOITyCKa€e KOXKEH OJIOK MOBIAOMIICHHS Yepe3 MUK 3 64-ma abo 80-ma iteparismu (paynaamu). Ha
KOXHiH iTeparllii 2 coBa 3 BOCbMH MEPETBOPIOIOTHCS, (PYHKIIIIO MEPETBOPEHHS 3aJaI0Th 1HIII CIIOBA.
PesynbraTit 00pOOKH KOKHOTO OJIOKY CKIIAJAI0ThCs, CyMa € 3HAYCHHSM Tenl-(pyHKITi1.

Anroputmu reuryBanHs SHA-224, SHA-256, SHA-384 1 SHA-512 ypsapom CIIA nomycka-
IOTBCSl 10 BUKOPHCTAHHS B JCSKUX YPSJIOBUX HpPOTpaMax, BKIIOYAIOUM BHUKOPHCTAHHS B paMKax
IHIINX KpUnTorpadiyHUX ajJrOPUTMIB 1 MPOTOKOIMIB, I 3aXUCTY 1H(pOpMaIlii, 110 He MalOTh TPUPY
cekpeTHOocTl. CTaHIapT TakoxX Jomnyckae BukopuctanHs SHA-2 npuBaTHUMU 1 KOMEPIITHUMH Op-
radizauisMu. Omxe anroputmu cimeiictBa SHA-2 € uyn He HalnmomMpeHIUMU (YHKLISIMHU Telry-
BaHHS, SIKi 3aCTOCOBYIOTBCS Y TOMY YHCII B PO3IMOJUICHUX JEHEHTPATi30BaHUX CHCTEMaxX THUILY
OJIOKYEIH Ta BEIMUE3HO1 KUTBKOCTI KPUMTOBATIOT [73].

Aaroput™m kpuntorpadgiynoro remyBaniss SHABAL. Anroputm kpunrorpadiqHoro remnry-
BaHHs SHABAL mnpencrasnenuii y podotax [74, 75]. By oaHum 3 ydacHHKiB KOHKYpcy SHA-3,
K ipoBouBCs HarionansHuM iHCTUTYTOM cTaHmapTiB 1 Texnousoriid (NIST) B 2012 p., He 3Mir
BUUTH y Apyruii payHna. Bin OyB ouiHeHui sk HaWmBuama QyHkuis B koHKypci. Lleit anroputm
Mo>ke OyTH IIBHIKUM, ajie HOMY HE BUCTadae Oe3MeKH.

byB mpencraBieHuil Ha KOHKYpC IOCHIAHULBKUAM NMpoeKToM «Camdip», CIIOHCOPOM SIKOTO €
@paniy3bke gocmigauibke areHTcTBO (ANR), a ronoBHoro opranizanieto — France Telecom.

Astopu anroputmy: EMmanyens bpeccon, Auna KanreoyT, benoit llleBanbe-Mamec, Kpictod
Knaswepe, Tomac ®yxp, Amina Ioymxer, Tomac Ixapr, XKen-®Opancya Micapcki, Mapis Has-
[Tnacenkis, ITackans Ilaitnep, Tomac Ilopnini, XXan-Pene Peiinxapa, Cenina Trromaset, MapioH
Bineay.

Oxkpemi Bapianii anmroputmy SHABAL HasuBatorbcsi SHABAL-512, SHABAL-384,
SHABAL-256, SHABAL-224, SHABAL-192 B 3a1eHOCTI BiJl JOBXHHHU OJICP’KyBaHOTO Tella, Bi-
IoBiHO piBHOTO 512, 384, 256, 224, 192 061T.

[Ticna Toro sk Ha BXiJ] alTOPUTMY NMPHUXOJIUTH OITOBA MOCIHIJOBHICTh, BOHA PO30MBAETHCS HA
6sokm o 512 61T He3anexHo Bia BukopucToByBaHoi Bapiarii SHABAL (SHABAL-512, SHABAL-
384 1 1.1.). Po3amip 6moky kpatuuit 32. Jlo ocTaHHBOTO OJIOKY, SIKIIO HOro 0iTOBa TOBXKHHA HE TOPi-
BHIOE 512 OiTam, IPUMHUCYETHCS OJTHA OITOBA OJAMHMILA 1 HEOOX1THE YMCIIO HYJIB JJISl JOCSITHEHHS
3aJJaHOTO po3Mipy OJIOKY.

Anroputm SHABAL € unmoch cepenHiM Mk cxeMoro Mepkite — Jlamraapaa i pyHkiiero ryo-
ku (sponge function). J{s cTIHIKOCTI X cXeM HEOOXiHA KPUIITOCTONKOCTh epeTBopeHHs P. Po3-
poornkn SHABAL nparnymm o 1iei metu. Ha >xans P BusBHIIOCS HECTIHKHM, ajie KpUNTOAHAIIN-
TUKH MPUHIUTA 10 BUCHOBKY, 110 6e3meka SHABAL Bix 11b0ro He mocTpaxkaana.

Tem-(yHKIS 3aCTOCOBYETHCS SK CKJIaloBa alrOPUTMIB MalHiHry kpunrosamor X14, X15,
X17.

Aaroputm kpuntorpadgiunoro remyBanHss SHAVITE. Kpuntorpadiuna remr-dyHkiis
SHAVvite po3pobinena i3painscbkumu kpuntorpadamu Eni bixamom (anra. Eli Biham) i Opowm [lyH-
kenbmaHoM (aHria. Orr Dunkelman) [76]. OnHa 3 4OTHpHAALATH YYaCHHUKIB IPYTrOTO pPayHIy KOH-
kypcy SHA-3, opranizoBanoro NIST [10].
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SHAVvite-3 3acHoBaHa Ha moegHanHi komrnoHeHTiB AES ¢ ¢peiimBopkom HAIFA. [lana rem-
(GyHKIliST BUKOPUCTOBY€E Taki KpumnrTorpadiuHi OpUMITHBH, SIK Mepexa dDeicTens i KOHCTPYKILis
Jerica-Meiiepa.

CimeiictBo rem-dynkuiii SHAvite-3 Bkmouae B cebe aBa amroputmy — SHAvite-256 i1
SHAVvite-512 [76].

@yHKuig Aifinuia 10 Apyroro payHay KOHKypcey kpunrorpadiunux ¢ynkuiii SHA, ane no
¢dinany He Oyrna AOIyIIeHA 3a HEAOCTATHIO 3aXHUIICHICTH iHimiami3amii S-0J0KiB, IO JieXkKaTh B
OCHOBI Oj0yHOTO MHK(DpPY, M0 TPU3BOAUIIO 10 BITHOCHO HU3BKOTO piBHS Oe3neku 512-po3psaHoi
Bepcii [10].

SHAvite-3 noOpe migxoAuTh A pisHUX muatdopM 1 mamuH, sk 1 AES. 3aBnsku 6ailT opieH-
TOBaHIl CcTpykTypi i OynmiBenmbHuUM Onokam AES, SHAvite-3 crae «HatuBHHMY» IS 8-OITHUX,
32-6iToBuX, 64-01THMX MalIMH 1 PaKTUYHO AJi OyIb-SKOT MAIIMHU, KA BXKE MocTayae abo BUKOPHU-
ctoBye AES.

Anroputm SHAVITE 3actocoByeThes sik cknanosa B anroputmax X11, X12, X13, X14, X15
ta X17 115 MalHIHTY pI3HUX KPUOTOBAIIOT [8].

Aaroput™M kpunrorpagiudoro remysanHss SIMD. ItepatuBHa KpunrorpagiuHa rem-
¢ynkuis SIMD Oyna pospobiiena Gaétan Leurent, Charles Bouillaguet, Pierre-Alain Fouque. byna
BUCYHYTa SIK KAaHIUAAT HAa KOHKYypc cTtannapty SHA-3, ne npoiinuia 1o apyroro payszaa [10].

IcaytoTs nmBa BapianTu rem-¢gyHkmii: SIMD-256 1 SIMD-512, mio nmepeTBOpIOIOTh MOBIIOM-
JIEHHS NOBIJIBHOI JOBXKHHU B 256 a00 512-0iTOBE rem-3HavyeHHs, 3BaHEe TaKOX JalIKEeCTOM IIOBi-
nomieHHs. KpiM Toro MoxiuBo BuzHaunTH Tem-QyHkuii SIMD-n sk yciuenns ¢pynkuii SIMD-256
1 SIMD-512 nns n <256 1256 <n <512 Bignosigxo [10].

SIK CTBEPDKYIOTH PO3POOHHMKH alNTOPUTMY, TOJOBHOIO OCOOJMBICTIO Teml-(hyHKINi € 3HadHe
PO3LIUPEHHS MOBIIOMJICHHS, SIKE J03BOJIAE€ 3aXUCTUTHUCS BiJ AM(EpeHLIaIbHOIO KPHUITOAHATI3Y
[10].

CimeiictBo rem-gynkuiit SIMD 3acHoBaHe Ha qBoX QyHKUiAX SIMD-256 1 SIMD-512. Kpim
toro cnenudikamis BusHayae SIMD-n 37 <256 sk yciuenns SIMD-256 i SIMD-n 3
256 <n <512 sx yciuenns SIMD-512.

Koxxna ¢ynkuis SIMD-n npuiimae, ik BXiJHe, IIOBIJOMIJICHHS IOBUIBHOTO PO3MIipy, 1 BUBOJUTD
nanpKecT (rem-Kom) 3 n O1TiB.

Tem-¢yuxiis SIMD 6yna BiniOpana B skocTi ¢pinamicra koukypcy SHA-3. Exkcrieptu KOHKYp-
Cy BIJ3HAUYWIIH, 1110, X04a Tem-pynkiris SIMD 6arato B 4oMy MOBTOPIOE aJlrTOpUTMH cimeicTB MD /
SHA, ane nmomninmieHHs, 3po6JeHi aBTopaMu, 1iHCHO A03BouiH 3axuctTutu SIMD Bin 6aratbox Tu-
B aTak (HaNpUKJIa, KOmi3iiHa araka). KpiM Toro, 3MiHH, MPOBEEH] ISl APYTOro payHAy, 3MOTIH
3axucTUTH Tem-¢pyHkuiro SIMD Bix araku Ha ocHOBI AudepeHuianbHoro kpunroanamnizy [10]. Ox-
Hak BUCOKI BUMOTH 10 RAM 1 HasBHOCTI SIMD iHCTpYKIIiH /U1si TapHOi MPOAYKTUBHOCTI POOIISITH
rem-pyHKIi0 moranuM KauauaatoM ais peanizamii Ha FPGA [10]. 'onoBHuM ynHOM 3 Mi€i mpH-
yuHu rem-QyHkiis SIMD He noTpanwia y ¢iHaabHy CTaail0 KOHKYPCY.

AnroputMm SIMD 3acTtocoByeTbhes sk ckianosa B anroputMax X11, X12, X13, X14, X15 Ta
X17 nnst MalHIHTY Pi3HUX KPUNTOBATIOT [8].

Aaroput™m kpunrtorpadgiuynoro remyBanHa SKEIN. Anroputm remryBanus Skein (aHri.
Skein) 3MiHHOT pO3psAIHOCTI OyJ10 po3p00IEHO IPYIIO0 aBTOPiB Ha 4ol 3 bprocom [Inaiiepom [77].

Tem-¢yuxiis Skein Gyna creopena B 2008 p. i yBiiiuuia 10 n'satipku (iHamicTiB KOHKYpCY
SHA-3, onnak B 2012 p. y dinani nepeMoxiieM 0yB oopanuii anroputMm Keccak, HalO11b11 TIPOTY-
KTUBHMI 1 HeuyTnuBUd 10 BpasnuBocteir SHA-2 [78]. Haszsa rem-dyskmii Skein o3Hagae
«MOTOK TIPSIK1».

Tem-yukiis Skein BUKOHaHAa SK yHiBepCaabHHN KpUNTOrpadiuHWii NPUMITHB, Ha OCHOBI
osounoro muppy Threefish, mo mparroe B pexxumi UBI-renryBants. OCHOBHOIO KOHIIEMIIIEIO PO3-
poOku Oyia onTuMizalis i MiHIMalbHEe BUKOPUCTAHHS MaM'sITi, KpunTorpagiuHo Oe3rnevHe remry-
BaHHS HEBEJIMKUX TOBIJOMJICHb, CTIMKICTh J0 BCiX BIJIOMUX aTak Ha rem-QyHKIIii, ONTUMI3aIlis i
64-po3psaHi MPOLECOPH i aKTUBHE BUKOPUCTAHHS 3BEPHEHB J10 Ta0JINIIb.
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Skein miaTpuMye po3mipu BHYTPIIIHBOTO cTaHy 256, 512 i 1024 6it i po3Mip BUXiTHOTO OJIOKY
1o 2 64 —1 6it. ABTOpH 3asABIAIOTH PO 6.1 TakT Ha OalT It OyAB-SIKOTO PO3MIpPYy BUXITHOTO OJI0-
ky Ha [1K 3 nponiecopom Intel Core 2 Duo. 3 uncna kanauaaris Ha SHA-3 Skein BXxoauTs B m'sTip-
Ky HaWIIBUALIMX, IPOTE € J1AEPOM JInIIe B 64-po3psJHOMY BapiaHTi, IKUH MepeBepuIye 3a MBUAKI-
CHHMH XapaKTEPUCTHKAMH 32-pO3pSIHUHA y OUTBII HiIXK 4OTHPH pa3u. Lle MosSCHIOEThCS THM, IO aB-
TOpH CHIOYATKy OPIEHTYBAIMCS HA ONMTUMI3AIIIIO Tia 64-po3psaaHi nponecopu [77].

Skein-512 moxe OyTH peanizoBaHuil 3 BUKOpHCTaHHAM Bchoro 200 GaiiT mam'sTi, a cripomieHa
Bepcia Skein-256 — 13 BukopuctanHusaM 100 Oaiit, 1m0 onTuMalbHO AJIs anapaTHoi peajizalii anro-
puTMYy B cMapT-KapTax [78].

SIK 3asBIAIOTH aBTOPH, reni-QyHKIis Skein Ha NOMIMPEHUX Mpoliecopax MPalloe B CEPEHBOMY
nBa pazu meuame SHA-512, Threefish B 1Ba pa3u mBumme AES.

Skein 3axurieHa BiJ HOBHX BHJIIB aTaK Ha rem-QyHKIii — mig0opy MOJOBXKEHUX MOBIIOMICHb
1 TICEBIOKOMI31H.

Threefish, mo nexuts B ocHOBI Skein Mae qyxe MpocTy CTPYKTypy 1 MOxke OyTH BUKOpHUCTa-
HUH U1 3aMIHH aldTOPUTMIB OJ0YHOTO mU(pyBaHHs, Oy IyYd MBUAKUM i THYYKUM IUGPOM, IO
IpaLioe B A0BUIbHOMY pexkuMmi mudpyBanHs. Cam Threefish He BukopucToBye S-010KH, HATOMICTh
MOKJIalaeThesl Ha KoMOiHawii 1HCTpyKUid XOR, ckinafgaHHs 1 TUKITYHOTO 3CYBY.

Ob6nactp 3actocyBaHHs Skein JOCHTh HIMpOKa. BUKOPHCTOBYIOUM MOBIJOMJIEHHS 1 KIIOY B
SIKOCTI BIJIOBITHUX BXOJiB, MokHa o0umcnuTi KAIL. 3a gomomororo aprymenty Nonce BHKOpHC-
TOBYBaTH Skein B pexuMi MOTOKOBOro mmdpy. Takox MOXKIIMBE 3aCTOCYBAaHHS B SIKOCTI FeHEpaTo-
pa TICEBIOBWITAIKOBUX YHCEJ, Hanmpukian B anroputMmax Fortuna i Yarrow, sk Key Derivation
Function 1 Password-Based Key Derivation Function (BukopuctoBytoun aprymentu Key i Key
Derivation Identifer), B sskocTi rem-¢yHKIii 1yt 00YHCICHHS €IEKTPOHHOTO MiANUCY (Ma€eThCs Ha
yBa3i BUKopucTaHHs aprymeHTy Public Key).

Tem-dyukiis Skein 3acTOCOBY€ETHCS SIK CKJIAIOBA Yy CKJIaji aJTOPUTMIB MalHIHIY KPHUIITOBA-
ot X11, X12, X13, X14, X15, X17. Oxna 3 BiIOMUX KPUIITOBAIIOT, sIKa BU00YBAETHCS HA aJro-
putMmi Skein uepe3 maiiHiHr, € DigiByte (DGB).

Aaroputm kpunrtorpagiunoro remyBanHsi SNEFRU. Kpunrorpadiuna rem-dyHkiis
Snefru Gyna 3anpononoBana Panspom Mepkie (cama Ha3Ba Snefru, mpoaoBxKyroun Tpaauiii 0710-
koBux mmdpiB Khufu i Khafre, Takox po3pobnennx Panshom Mepkiie, siBisie co000 iM'sl €rUIIET-
cekoro (apaona) [79, 80]. Dynkitis Snefru mepeTBOprOE MOBIIOMIICHHS TOBITFHOL TOBXKUHU B Te€IIl
JTOBXUHU M (3a3Bu4ait m = 128 a6o m = 256).

Snefru — 1e iTepaTuBHa rem-(QyHKIis, SKa CIUpacThes Ha OynoBy Mepkia — Jlamrapa. i 6yio
CIIPOCKTOBAHO SIK TaKy, sIKa TEIIy€ MOBIJOMJICHHsS JTOBUIbHOI JOBXHMHH B 128-0iTOBI 3HAYCHHS
(Takoxx OyB mpencTaBicHH 256-0iTHUI BapiaHT 3a Ti€ caMoro Oya0BOI0). Snefru BUKOPHCTOBYE
CXEMy 3allOBHEHHS, SIKa 3aBXKJU JOJA€ J0AATKOBUM OJIOK 3aIIOBHEHHS 3 JOBKUHOIO MOBIJOMJICHHS
(Ha BiOMiHY BiJl KOMIAKTHINIOI cxeMu 3armoBHeHHS MD4 | sxa noaae 1mie oauH OJI0K TiJIbKU 32 TOT-
peom).

BukopucroBytoun 3acobu audepenuiHoro ananizy, Emi bixam 1 Axi Hlamip mokazanu, 1o
nBomnpoxiaHi GyHKIisA Snefru He € CcTiiKor0 A0 Koi3ii 1-ro poay i 2-ro poxy [81].

Aaroput™ kpunrtorpagiynoro remyBania STREEBOG. UnnHuii pociicbKuii KpUIITOrpa-
¢iunnii craamapt [OCT P 34.11-2012 «Muadopmanmronnas texnonorusi. Kpunrorpaduieckas 3a-
murta uHpopmanun. OyHKIUS TEIIMPOBAHUS» BU3HAYAE AITOPUTM 1 MPOLEAYPY OOUMCIICHHS Tell-
¢byukmii CTPUBOI. Anroputm 0ynio po3pobiseno LlenTpoMm 3axucty iHbOpMaIlii Ta cremiaibHOro
3B's13Ky @CB Pocii 3a yuactio BAT «InpoTeKC» [82] 1 BBenenwuii B aito 1 ciuns 2013 p. [83].

CraHmapT BU3HAYA€ aNTOPUTM 1 MPOIEAYPY OOYHMCICHHS Teml-PyHKIT JUIsi TOCIiTOBHOCTI
cumBoaiB. Lleit ctanmapt po3poOsieHuii 1 BBEJEHMH B SKOCTI 3aMiHM 3acTapijioro CTaHAApTY
I'OCT P 34.11-94.

OCHOBHUMH ITapaMeTpaMH alrOpPUTMY €: po3Mmip remry — 256 a6o 512 6it; po3mip 060Ky BXif-
HUX Ha"Hux — 512 Oir.
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Ha xondepeniii Crypto-2015 Anekc biprokos, Jleo Ileppin i Onekciit Y 10BEHKO MpeACTaBIIIN
JIOTOB1/lb, B SIKifl TOBOPUTHCS MPO T€, IO 3HAYEHHA S-O0J0KYy OJOKOBOIO CUMETPHUYHOIrO IMHUDPY
Ky3neuuk i remr-¢ynkitii Ctpubor He € (IICeBI0) BUIMAIKOBUMH YHCIAMH, a 3TCHEPOBaHI HA OCHOBI
NPUXOBAHOTO aJTOPUTMY, SKHH JOMOBiZayaM BJIAIOCS BiTHOBUTH METOJaMHU 3BOPOTHOTO MPOEKTY-
BaHHA [84]. 29 ciuna 2019 p. Oyno omyGmikoBaHO mocmimkeHHs «Partitions in the S-Box of
Streebog and Kuznyechik» [85], sike cipocToBye 3asBy aBTOpPiB PO BUMAIKOBUI BUOOPI Mapamer-
piB a0k 3amiH B anropurmax Ctpudor i Kysneuuk [86].

[Tnardopma Omok4eiiHa 1zZZ.10 3 BIAKPUTHUM BUXIIHUM KOJOM 1 IHTEIEKTyalbHUMHU KOHTpAaK-
TaMH 3 3aCTOCOBY€ Kpuntorpadiuni 6i6miorexn i3 peanizoBanum anroputMom STREEBOG. Lo
mwiargopmy 3actocoBytoTh kommanii BigNet, BitCoen, Buzcoin, Baikalika, NWP Solution, SBS
Platform, NS Platform [87].

Aaroput™m kpunrtorpadgiunoro remyBanis TIGER. Kpunrorpadiuna rem-gynkuis Tiger
Oyna po3poosiena Pocom Annepconom 1 Eni bixamom B 1995 p. [88].

Tiger OyB npu3HaYeHUH I OCOOIMBO MIBHKOTO BUKOHAHHS Ha 64-pO3psIHUX KOMITIOTepax
[89]. Tiger He Mae maTeHTHUX 0OMEXEHb, MOKE BUKOPHUCTOBYBATHCS BIJIHHO SIK 3 €TAJIOHHOIO pealri-
3al1i€ro, Tak 1 3 ii Moaudikaismu.

Po3wmip 3navenns remry — 192 6ira (Tiger / 192), xoda € Takox OiLIbII KOPOTKI BEpCii Ist CyMmi-
cHocti 3 SHA-1 (Tiger / 160) i 3 MD4, MDS5, RIPEMD, Snefru (Tiger / 128). llIBunkicts poboTH —
132 M6irt / ¢ (mepeBipeHo Ha ogHOMY Tiporiecopi Alpha 7000, moxens 660). Ha cygacHux mporeco-
pax 3HauHO MBUAMLIE (HaBiTh Ipu TecTi Ha 32-6iTHoMy AMD Sempron 3000+ mBHAKICTE OIM3bKO
225 Moit / ¢) [90].

Tiger2 — Bepcis Tiger, sika Bigpi3HAETHCS BiJ] OCHOBHOI TUIBKH 1HIIUM aNTOPUTMOM JOJJaBaHHS
0itiB, moaiOuum 3 MD5 / SHA-1.

Tiger BukopuctoByeThcsi B TexHonorii TTH, ae rem oGuuchioeTscsi B AepeBOBUAHIN (hopmi.
TTH, B cBOIO Uepry, 3aCTOCOBYETHCS B IMPOTOKONIAX (aitnmoBoro oominy Gnutella, Gnutella2, Direct
Connect, a Takox B Qaitnooominnukax Phex, BearShare, LimeWire, Shareaza, DC ++ 1 Valknut.

Aaroput™ kpunrtorpadgiunoro remysanuss WHIRLPOOL. Kpuntorpagiuna renr-¢yHkIis
Whirlpool 6yna po3po6iena Bincenrom Petimenowm i [1ayno bappero [91]. Ony6iikoBaHa B TUCTO-
nani 2000 p. Temye BXinHe MOBIZOMIEHHS 3 JOBKHHOIO [0 2%°% Girip. BuxinHe 3HaueHHS Tell-
¢byukmii Whirlpool cranoButs 512 6iTiB.

Tem-¢yuxiis Whirlpool na3sana B yects I'anakruku Bup (M51) B cy3ip'i Tonui [Tcu — nepuroi
BIIKPUTOI TAJTAKTUKH 3 CIIPATBHOIO CTPYKTYPOIO.

3 momenTy ctBopeHHs B 2000 p. Whirlpool aBiui mogudikysanacs.

[Tepma Bepciss Whirlpool-0 Oyma npencrasnena sik kanauaat B npoekti NESSIE (anrm. New
European Schemes for Signatures, Integrity and Encryption, Hosi €Bponeticeki [Ipoextu 3 Lludpo-
Boro [ligmmucy, imicaocti Ta llludpyBanus).

Monudikarmis Whirlpool-0, nazsana Whirlpool-T, B 2003 p. monana 10 mepeniky peKOMEHII0-
BaHUX 110 BUKOpucTaHHs kpunrorpadiuanx yskmii NESSIE. 3minu crocyBanmcs 670Ky miacTa-
HOBKH (S-box) Whirlpool: B mepuriit Bepcii cTpykrypa S-box Oyna omnmcana, i BiH reHepyBaBcs J10-
BUIBHO, IO CTBOPIOBAJO TMEBHI MpobOisemMu mnpu amapatHid peanizamii Whirlpool. ¥V Bepcii
Whirlpool-T S-box «mpua6aB» 4iTKy CTPyKTYpY.

Hedexr B audysnux matpuisx Whirlpool-T, Bussnenuit Taitnzo Cipano 1 Kénzi CiOyraHi,
3roJI0OM BHIIPABIICHUH, 1 KiHIIEBa (TpeTs) Bepcisd, Ha3BaHa st ctuciocTi mpocto Whirlpool, npuiin-
ata ISO B cranmapri ISO / IEC 10118-3 : 2004 y 2004 p.

Tem-¢yuxiis WHIRLPOOL 3acTOCOBYEThCS K CKJIa0Ba aJrOPMTMIB MalHIHI'Y KPHIITOBA-
mot X14, X15, X17.

AaroputMu KpunrorpagiyHoro remyBaHHsi cimeiictBa «X». Y 2014 p. OyB mpencrasiie-
HUW HOBUHM THUIT KPUTITOTPa(igHOTO METOMY TellyBaHHA — anroput™ X11, a Tpoxu mi3Hime Horo
61 nockonanmi Bepceii X12, X13, X14, X15 1 X17. Ilepma kpunroBanora, 6JI0K4YEHH K01 Mo0y-
noanuit Ha X 11, 6yna DarkCoin [92].
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Yucno B Ha3Bi aNTOPUTMY MO3HAYAE KUTBKICTh payH/iB IelIyBaHHS 1 BUAIB (PYHKIIIH, SKI BUKO-
pucTtoBye nanuii anroput™m. Hampuknaz, anroputm X13 BukopuctoBye 13 rem-mukiiB 3 13 pi3Hu-
MU KpunrorpadigHuMu QyHKIISIME, II0 POOUTH HOTO OJHUM 3 HAMOLIBII HANIHHUX B Cy4aCHOMY
CBITI KpUOTOBAMIOT [8].

B Tabn. 1 HaBeeHO mepesik BUKOPUCTOBYBAHHUX (DYHKITIH B KOXKHIH alNrOPpUTMIYHOI BEpCii.

Taommms 1
[epenik QyHKIIH B KOXKHIHM Bepcii anropuTMy MaiiHiHra ciMeiicTBa «X»

X12 X13 X14 X17

<

Tew-GpyuKiis
BLAKE
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GROESTL
J-H
KECCAK
SKEIN
LUFFA
CUBEHASH
SHAVITE
SIMD
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FUGUE
SHABAL
WHIRLPOOL
LOSELOSE
DJB-2

+
+
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]
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e R e R e e P R R P
~
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[TouatkoBe 3aBmanHs X11 — 3amoGiranHs npobieM 3 1eHTpamizaiieto cuctemu Dash [93].
Hanmipaa npoctora SHA-256 Moria craTu MPUYUHOIO Pi3KOTO MIHOBOTO 00BAy KPHIITOBAIIOTH,
OCKIUJIBKM BeJMKa MMOBIPHICTh TOTO, 11O BEJIMKA YacTUHA LU(POBOI BamoTu OyJe 30cepe/pkeHa B
pyKax KUTbKOX BIJTMBOBUX ITYJIiB.

X-anroputMu OyJii CTBOpPEHI CIELialbHO s poOOTH Ha rpadiyHUX Hpolecopax, e BOHU
3a0e3MeuyroTh BUCOKY PEHTA0EIbHICT 1 HU3bKE eHeprocnoxkuBaHHs. KoxxeH pe3yabTat miadyHKIii
MOTIM MEPEAE€THCS B HACTYITHHM IMiJI-aJTOPUTM 1 Tak BigOyBaeThcst X pa3. TakuM 4MHOM, CTBOPEH-
Hs1 ASIC-o6uncioBauiB Ui TaKOro MeToAy OyJie YCKIIaJHEHe, TaK sIK anapaTHe 3a0e3leyeHHs 1o-
BHHHE OyJ/ie ONTHUMI30BaHE IiJl KOXKEH aJTOPUTM, IO CUIBLHO 30UIBIIIYE CKJIAIHICTh BUPOOHHIITBA 1
BapTICTh OOYHCIIOBAILHOTO OONagHaHHSA. MoximBo 3romoM BuUpoOHHKU ASIC-o04ucitoBadiB
3MOXYTb PO3pOOUTH MoAeNi amst anroputMmiB cepii X (Hanpuknaza, ans X11 Take oOmagHaHHS BXKe
€), ajie OIIBHICTh HOTO BUKOPUCTAHHS 3HAXOAUTHCS MM BeMUKUM nuTaHHsaM. [1[o6 3mamaru, Ha-
npuknan, X13, moTpiOHO 3HANUTH Bpa3NuBiCcTh y Beix 13 remax, mo Habarato CKJIagHIIIe, HiX Ui
OJIHOTO aJIrOPUTMY, Hanpukiaa, SHA-256.

Ha cporosaHi anroputMu remryBaHHs CiMecTBa «X» IUPOKO 3aCTOCOBYIOTHCS B CyYaCHHX
OnoKuUeiH-cucTeMax, 30kpeMa KpunroBamorax. Hanpuknaza, anroputm X11 3acTOCOBYIOTBCS ISt
MaifHiHTY HacTynmHux KpuntoBamoT: DeepOnion (ONION); Cloakcoin (CLOAK); MaruCoin
(MARU); Hshare (HSR); Stealthcoin (XST); MarteXcoin (MXT). Anroputm X16 BHKOPHCTOBY-
€TbCS SIK OCHOBHMH 3aci06 MaiiHiHry y kpunroBamorax: Stone Coin; Ravencoin; Proton Coin;
Gravium; HTHCoin; Motion. I 1ie#i mepesnik mocTiiHO 3pOCTaE, OTKE MOMUPIOETHCS TPAKTHYHE 3a-
CTOCYBAHHS aJITOPUTMIB KpUNITOTrpaiyHOTO TeITyBaHHS CIMEHUCTBA «X».

[TpoBeneHuit anai3 Mokasye, 1o pi3Hi 3a CBOEIO MOOYI0OBOIO AJITOPUTMH 3aCTOCOBYIOTH Pi-
3HI MaTeMaTH4HI MEPETBOPEHHs Ta OKpeMi (PyHKI[IOHANBbHI CXeMH. PO3IIISHYTI alrOpUTMH Telry-
BaHHsI 3aCTOCOBYIOTBCS (200 MOXYTh 3aCTOCOBYBATHUCS) SIK OCHOBHUM KpUNTOrpadiuHUM eIeMEeHT
TEXHOJIOT1] OJIOKYEIH, TOOTO BOHU 3aCTOCOBYIOThCA Yy TTOHAT 90 % iCHYIOUMX MPOEKTIB JeHEeHTpati-
30BaHUX cucteM [8, 93, 94].
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BucHoBku

B po6oTi po3risiHyTO mepeBaxHy OUTBIICTH BIIOMUX Ta HIMPOKO PO3MOBCIOHKEHUX aJro-
PUTMIB TeUIyBaHHS, SIKI 3aCTOCOBYIOTHCS 200 MOXYTh OyTH 3aCTOCOBaHI HAaHOJIKYMM 4YacoM y
IIPOTOKOJIaX KOHCEHCYCY CydacHUX OiokueilH-mepex. [IpoananizoBaHo sIK CTaHIApTU30BaHI Ha Mi-
YKHAPOJHOMY Ta HAI[IOHAIBHOMY PiBHI allTOPUTMH TeIIyBaHHA, TaK 1 rem-QyHKIii, aki Oymau mpen-
CTaBJIEHI Ha PI3HUX KpUNTOrpadidyHUX KOHKypcax Ha HAayKOBO-TIOIIYKOBHX IPOEKTaxX. 30Kpema
BCTaHOBJICHO, IO OUTBIIICTh MPOEKTIB PO3MOAUICHHX MEPEK BUKOPHCTOBYE HaJiiHI Ta TepeBipeHi
4acoM alropuTMHu KpunrorpadidHoro remryBaHHsi (Hampukiaza, amroputMu KECCAK, SHA2,
RIPEMD160, Tomo). Ane ocraHHIME pokamu It 3axXucTy Bin ASIC-maiiHepiB movaiy 3aCTOCOBY-
BaTucs 1 1HII Tem-QyHKIIi, ki Xo4a 1 MOXKyTh OyTH HaBiTh mBuAmUME 32 KECCAK, SHA2 a6o
RIPEMDI160, ane BoJOIiOTH NEBHUMHU BPA3JIUBOCTSMU CTOCOBHO BJIACTHBOCTEH HEOOOPOTHOCTI.
Sk mpukiaa Mo)KHAa HaBeCTH 3acTocyBaHHS kpuntorpadiunux anroputmie MD4, EDONR-256,
EDONR-512, ED2K (HaziifHicTh Ta 0€3NeUHICTh SKHX HA CHOTOIHIIIHIN JI€Hb € HE3aJ0BLIHHOIO),
a6o HaBiTh HaMnpocTiiimux Qynkuii DJIB-2 Ta LOSELOSE (ui anroputMmu He € KpunrtorpadiqyHu-
MU, a SBJSIFOTH CO00T0, IO CyTi, 3BHYAIHY KOHTPOJIbHY CyMy). Uepes MpoCcToTy OOYMCICHHS TEBHUX
MOKa3HUKIB HE MOYKHA HEXTYBaTH MOPYIIEHHSIM BJIaCTUBOCTEl HEOOOPOTHOCTI, OCOOJIMBO SIKIIO Ca-
M€ Ha HUX 0a3ylOThCsl OCHOBHI IlepeBaru OjokueiH-mepex. OTKe NepCIeKTUBHUM € JTOCI1HKEHHS
SK IIBUIKOMAII KpUNTOrpadiuHOTO TeuTyBaHHs, TaK 1 O€3MeKH BiAMOBIAHUX aNTOPHUTMIB, IO Oyze
PO3TIISIHYTO Y HACTYITHUX POOOTaX.
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JOCAIKEHHSA IBUAKOIII TA CTATUCTUYHOI BE3IEKH AJITOPUTMIB
KPUINITOTPA®IYHOI'O TELITYBAHHS

Beryn

CrarTs € MPOAOBKECHHSM TONEPEAHIX POOIT «AJIITOPUTMHU KPUNTOTpadiqHOTO TeIIyBaHHS, SKi
3aCTOCOBYIOTHCSl B CydacHHMX OJIOKUEHH-cucTeMax» Ta «JlociikeHHs alropuTMiB Kpunrorpadiy-
HOTO TeIIyBaHHSA, SIKi 32CTOCOBYIOThCS B Cy4aCHHUX OJOKYEHH-CHCTEMax).

B wmiif po6oTi mMpOBOASTHCS MOPIBHAIBHI JOCTIIKEHHS aJTOPUTMIB KPUOTOrpadiyHOrO Telry-
BaHHS, 5Kl 3aCTOCOBYIOTHCS (200 MOXYTh 3aCTOCOBYBATHCS) B CYYaCHHUX JICIIEHTPATI30BaHUX OJIOK-
YeiH-crucTeMax. 30KpeMa JOCTIJKYEThCS IIBUAKO/IS TellyBaHHS Ha PI3HUX JIECKTOITHUX CUCTEMaXx,
OIIHIOETHCS KUTBKICTh TaKTiB 004YMCIIIOBAIBHOT cucteMu Ha oauH 0ait (Cycles/byte), obcsr remo-
BaHOTO MOBIAOMJICHHS 3a 0o/iHY cekyHay (MB/s) Ta kinbKicTh c(hOPMOBAaHUX TEHI-KOJIB 32 CEKYHIY
(KHash/s). lonaTkoBO MpOBOAATHCS AOCIHIHKEHHS MBUAKOIT OKpeMUX KpunTorpadigHux GyHKIii
TelryBaHHs Ha rpadiyHUX oOuMciIoBayax. J{Js OI[IHKK CTaTUCTUYHOT O€3MeKH MPOBOAITHCS JOCITI-
JDKEHHSI BHUXIHUX TIOCHIJOBHOCTEH KpunTorpadidHux (yHKIH TenryBaHHS NMpH 00poOli HUMHU
HaJMIpPHUX BXITHHUX JaHUX (sIKi c)OPMOBAHO 3a AOMOMOIOI0 3BHYAWHOTO JTUMIbHHUKA). J[J1s mopiB-
HSJIBHUX JOCIIKEHb TTOKA3HHUKIB CTATUCTUYHOT Oe3meku BUKOPUCTOBYeThest MeToauka NIST STS
(Statistical Test Suite for Random and Pseudorandom Number Generators for Cryptographic
Applications), siky pekomeH10BaHO HarioHansHUM iIHCTHTYTOM cTaHAapTiB 1 TexHonoriid CIIA s
JIOCIIJKEHHSI TeHEepaTopiB BUMAIKOBUX 1 MCEBAOBUIIAJKOBUX YHUCEN JJsl KpUNTOrpadidyHuX 3acTo-
CyBaHb.

IopiBHANBHI 10C/IIKEHHS HA 00YHMCIIOBAJIBHUX J€CKTON-CUCTEMAX

Jlnist mpoBeieHHS OPIBHSUIBHUX JTOCTI/KEHb 3aCTOCOBYBAIIUCS €TaJOHHI Ta (32 HAasBHOCTI) OII-
TUM130BaH1 IPOrpaMHi peasizallii aaropuTMiB renryBanHs iHGopmaiii.

JlocnimkeHHs TPOBOAMIIUCS HA OOYHCITIOBATBHIX JECKTOI-CUCTEMAX:

- 64-po3psaHoi obOumcioBanbHOI Twiargopmu 13 3actocyBanHsM AMD Ryzen Threadripper
2970WX 24-Core Processor 3.0 GHz.;
- 64-po3psigHOi 0OunCIIOBAIBHOI M1aTdopmu 13 3actocyBadHsM Intel Core 19-7980 2.60 GHz.

JlocmiKeHHS IBUKOI1T TIPOBOAMIIUCS 32 TPbOMa KPUTEPIsIMU:

- KUIBKICTh TAaKTiB 00YMCITIOBAILHOT cucTeMU Ha oquH O0auT (Cycles/byte);
- 00csr noBiomIIeHHs 3a ceKyHay, MB/s;
- KUIBKICTh c(hOPMOBaHUX TeII-KOiB 3a cekyHy, KHash/s.

3a3HauyeHi KpUTepil XapakTepu3yIoTh K a0COMIOTHI (Ipyruid Ta TpeTiii MOKa3HUKM), TaK 1 MH-
TOMI TTOKa3HUKU MBUAKOIT (TIepmunid moka3Huk). OTpuMaHi AaHi MICTATh Pe3yibTaTH TECTYBaHHS
IIBUAKOCTI TeITYBAaHHS JUIsl PI3HUX JOBKUH BX1THUX TEKCTIB. 30KpeMa Ha BXiJ] KO)KHOTO aJITOPUTMY
MoAaBaJIKCS TIOB1JOMJICHHS (ITOCITIIOBHI 3HAYEHHS JIIYMIIbHUKA) 3aBJIOBXKKH B1JT 20 bi (o) 220 Gaiiis.

VY HacTynmHHX TaOJMISIX HABOISATHCS 3BEJCHI PE3yJIbTAaTH MOPIBHAJIBHOIO aHANi3y HIBHUAKOMIL
3a3HAaYEHUX AJITOPUTMIB 32 KOJKHOIO 13 3aCTOCOBAaHUX OOUHCITIOBAIBHHUX JIECKTOIM-CHUCTEMaX. 30Kpe-
Ma, y Ta0i. 1 HaBeoeHO 3BEJCHI Pe3yJIbTaTH MOPIBHSIBHUX JOCTIIKEHb MIBUAKOJI alrOpUTMIB
remyBaHHsS Ha 64-pospsaHoi oOuncaoBabHOI miatdopmu 13 3actocyBanHsM AMD Ryzen
Threadripper 2970WX 24-Core Processor 3.0 GHz. [Ipu 1ipboMy y sIKOCTI BXiIHUX JaHUX 110/1aBaBCs
20 = 1, 219 1a 2% Gaiir naHux. Y Tabi. 2 HaBeIEHO pe3ysIbTaTH TECTYBAHHS IIBHIKOJIT JOCIIIKY-
BaHUX AITOPUTMIB i1 64-po3psaaHoi oduncmoBansHoi iatgopmu Intel Core 19-7980 2.60 GHz (i3
noBXUHAMU BXigHuX nanux 1, 1024 ta 1048576) Gaiiris.
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AHati3 Ta JI0CIiPKEHHS MOKa3yI0Th, [0 HAWOUTBIT IIBUAKIMH € aNTrOpUTMH renryBaHas DJB-2
ta LOSELOSE. Ane, sik cnigye 13 ixupoi cnenudikamii [1, 2], e He kpunrorpadiyHi aaropuTMH.
i ¢ynkuii renryBanHs 00YHCITIOIOTH 3BHUAHY KOHTPOJIbHY CYMY 1 TOIIYK MPOoOpas3iB sl TAaKUX
NEPETBOPEHb € TPUBIAILHUM.

Jami 3a mBUAKICTIO IepeTBOpeHb WayTh anroputmu MD4, EDONR-256, EDONR-512, ED2K
Ta iHIN KpuntorpadiyHi NepeTBOPEHHs, CTIHKICT SKUX € Ha CbOTOJHIIIHINA JeHb HE € 3a/10BIILHOI0
[3-7].

binburicts kpuntorpagiuHuX (QYHKIIH MalOTh MOPIBHAHI MOKA3HUKH MIBUAKOCTI (hOpMYyBaHHS
rem-koiB [8 — 13], cepen sikux 1 anroput™ KpunrorpadivyHoro reuryBanss Kynuna (HamioHaIbHUN
CTaHJapT YKpaiHH).

HaiimoBinpHIIIMMH alTrOpUTMaMH TeITyBaHHS BUSBWIIMCS Teml-QyHKIIi ciMeiicTBa «X» Ta aji-
roputMu ARGON2D, ARGON2I ta SCRYPT [14-16].

IHopiBHANBHI J0CTIIKEeHHS] LIBUAKOIII AJITOPUTMIB IelIyBaHHA
Ha rpagiyHuX 004YNCII0OBAJIBLHUX CHCTEMAaX

Jiist mpoBeIeHHs OPIBHUTBHUX JAOCIIKEHb MIBUIKO/IT aJTOPUTMIB I'ellyBaHHS Ha rpadiqHuX
00YHCITIOBAILHUX cHcTeMax OyJio 00OpaHO HACTYIHI amapaTHi 3aco0u:
- Geforce 740M 2GB;
Geforce GTX1050ti 4GB;
Rx580 Aorus 4GB;
Rx580 Sapphire Pulse 8GB;
Sapphire Vega 56 8GB.
[TpoBoaumucs: BUOIPKOBI TOCTIHKEHHS ISl HACTYTTHUX aJITOPUTMIB:
- TOCT 34.311;
- CTPUBOI'256;
- CTPUBOI'512;
- KECCAK 256;
-  KECCAK 512;
- SHAZ2 256;
- SHA2512;
- RIPEMDI160;
- Blake2b;
- Wirlpool.

Jlns mpoBeneHHsI OCHIKeHb 3acTOCOBYBaJIocs mporpamHe 3abesmedeHHs HashCat [8].
HashCat — ytunita, sika HajJja€ MOXIIMBICTh BiIHOBJICHHS Mapois. Haif0iapln akTHBHO BOHA BHKO-
pucroByeThes i BimHoBIeHHS WPA / WPA2 mapoiB, a Takox KJIFOYIB Bij 3amudpoBaHux odic-
HUX JTOKyMeHTIB. 3 2015 p. HOMMPIOETHCS 3 BIAKPUTHM BUXITHUM KOAOM Mif jinensiero MIT. YTu-
JIiTa J03BOJISIE BUKOPUCTOBYBATH OYyAb-sIKI IPUCTPOI, 10 peani3yioTs ctanaapt OpenCL (OpenCL
3a0e3mnedye napajenizM Ha piBHI IHCTPYKIiH 1 Ha piBHI JaHuX i € 3aiiicHeHHsaM TexHiku GPGPU.
OpenCL € MOBHICTIO BIAKPUTUM CTaHIAPTOM, HOTO BUKOPHCTAHHS HE OOKIIAAETHCS JIIEH31HHUMH
BiJIpaxyBaHHSIMH).

Otpumani pe3ysabTaTH TECTYBaHHS HaBeJeHO y Tabu. 3 Ta 4.

B Tabn. 3 HaBeneHo pesynpratu beHuMapKy, TOOTO OLIHKU IMIBUAKOCTI IelIyBaHHS (KiJIbKICTH
c(hopMOBaHUX TEII-KOIB 32 CEKYH/IY) IIUIIXOM TIOCIITOBHOTO TeITyBaHHSI HAOOPY JTaHUX.

B Tabn. 4 HaBeqeHO MUTOMI MOKa3HUKHU CKJIAHOCTI, a caMe MIBUAKICTh TelTyBaHHs (KiTbKIiCTh
chopMOBaHUX TENI-KOJIIB 32 CEKYHAY), SKa MPUXOAUTHCSA Ha ojHe oOumcimoBanbHE sapo OpenCL
3aCTOCOBAHOTO rpadiyHOro 00UKCITIOBaYA.
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Ta0murs 3
Pesynbrar beHumapka Ha rpadiuHIX OOYUCITIOBATEHUX CHCTEMAX 13 3aCTOCYBaHHSIM
nporpamHoro 3abesneuenHs HashCat, Kinoremy/c

Geforce 740M | Geforce Rx580 Aorus |Rx580 Sapphire  [Sapphire Vega 56

2GB GTX1050ti 4GB |4GB Pulse 8GB 8GB
I'OCT 34.311 |10442,9 65337,9 89450 91932,3 233100
CTPUBOI'256(3512.6 13613,5 56751,7 55162,9 99485
CTPUBOI'512(3518,4 13569,5 55207,8 56635,9 99641,5
KECCAK 256 (38149,7 260400 320400 327800 529600
KECCAK 51238285 262400 326400 334400 538700
SHAZ2 256 133400 889600 1700900 1755900 3088100
SHA2 512 38794,4 297300 405600 421600 710100
RIPEMD160 [177000 1383100 2356200 2437700 4129100
Blake2b 96515,9 585100 1103300 1132800 1738000
Wirlpool 12516,8 64773,3 324500 333200 591400

Ha puc. 1 ns Hao4HOCTI HABEJEHO Jiarpamy IMIBUAKOCTEH renryBanng i3 Tabma. 10. Sk 6aunmo,
HaiimBuamuM € anroput™m RIPEMD160, nani ciainye anroputm SHA?2, Blake2b Ta ixmi.
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Puc. 1. IlopiBHAHHS IIBUAKOAIT AITOPUTMIB TelIyBaHHS Ha TpaiuHIX 00YUCITIOBaYaX

Ha puc. 2 HaBeneHO aiarpaMu MATOMOI IBHIKOCTI, TOOTO MIBUAKOIiS TeUTYBAHHS, 1110 MTPHXO-
JTUTHCS Ha OJHE OOYHCIIIOBaIBHE SApO TpadigHoro odumcmoBava. Sk 6aummo, paHKyBaHHS ajro-
puTMiB 3a mBHIKOIEr0 Maiixke Take came (RIPEMD160, SHA?2, Blake2b Ta inm.), ane BiacHi 3Ha-
YEHHS MBHUJKOCTI 3MiHWINCS. TOOTO KOKeH TpadiuHmil IPUCTPii Ma€ pi3HY KUIBKICTh 0OYHCITIOBA-
JBHUX Sep 1 HAHOUIBII MIBUAKAUMHE 32 KPUTEPIEM MUTOMOI IIBUIKOMAII BUTISAIAIOTH 0OYUCITIOBAYI
Geforce.
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Taomus 4

[IBuaKicTs rellyBaHHs (KUIBKICTh COPMOBAHHX ['€II-KOAIB 33 CEKYHAY ), SIKA MPUXOJUTHCS
Ha ogHe obumncmoBanbsHe sa1po OpenCL 3actocoBanoro rpadiunoro odumncmoBaya, Kinoremy/c

Geforce Geforce Rx580 Aorus |Rx580 Sapphire |Sapphire Vega
740M 2GB GTX1050t1 4GB |4GB Pulse 8GB 56 8GB
T'OCT 34.311 |5221,45 10889,65 24847 2553,6 4162,5
CTPUBOI'256(2706.3 2268,9 1576,4 1532,3 1776,5
CTPUBOI'512(1759,2 2261,5 1533,5 1573,2 1779,3
KECCAK 25619074,8 43400 8900 9105,5 9457,1
KECCAK 512(19142,5 43733,3 9066,6 9288,8 9619,6
SHA2 256 66700 148266,6 472472 48775 55144,6
SHA2 512 19397,2 49550 11266,6 11711,1 12680,3
RIPEMD160 |88500 230516,6 65450 67713,8 73733,9
Blake2b 48257,9 97516,6 30647,2 31466,6 31035,7
Wirlpool 6258.4 10795,5 9013,888889 9255,5 10560,7
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, = Jﬁkgx,a JEXEZEE L IENEZET .. IIENEZEF .. lIENEZE
Geforce 740M 2GB Geforce GTX1050ti 4GB Rx580 Aorus 4GB Rx580 Sapphire Pulse 8GB Sapphire Vega 56 8GB
®IOCT34311 #CTPMBOI256 % CTPMBOIS12 1IKECCAK 256 BKECCAK 512 NSHA2256 =SHA2512 “RIPEMDI60 =Blake2b 1 Wirlpool

Puc. 2. IlopiBHAHHS IBUIKO/IT AITOPUTMIB IelIyBaHHS Ha TpaiuHIX 00YUCITIOBAYaX

TakuM yuHOM, TIPOBEACHI JOCITIIKEHHS MOKa3yI0Th, IO Pi3HI 32 CBOEIO CTPYKTYPOIO Ta MaTe-
MaTUYHHUMH TEPETBOPEHHSAMH KpunTorpadiuHi (GyHKIIT TenryBaHHs Jal0Th pi3HE MPUCKOPEHHS Ha
obuncoBaIbHUX cucteMax. HaiiOinpm npuBabauBuMu € rpadiuni abo crerianizoBaHi 004nCIIIO-

BaJIbHI MPUCTPOI.

MeToauka Ta pe3yJabTaTH J0CHIIKEHb CTATUCTUYHOI 0e3nmeKun

Jlns mpoBeACHHS JOCIIDKEHb PI3HUX QJITOPUTMIB TEUTyBaHHS 3a KPHUTEPISIMH CTATUCTUIHOL
6e3mneku OyJo 3acTocoBaHO MakeT cratuctuuHoro tectyBaHHs NIST STS, skuii pekomeHnoBaHUN
HamionaneauMm iHCTHTYTOM cTaHaaptiB 1 TexHonorid CIIIA [18, 19]. Meroauky CTaTUCTUYHOTO

TECTYBaHHSI Ta aJITOPUTM 0OpOOKM OTpUMaHUX Pe3yibTaTiB HaBeleHO y poboTax [20, 21].
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[Taker cratuctuunoro tectyBanHsa NIST STS OyB po3pobisieHuil B X011 IPOBENEHHS KOHKYPCY
AES nns mocnixkeHHsS TeHepaTopiB BUMAJKOBUX 200 MCEBIOBUIIAIKOBUX YHUCEI 1 € HAHOUIBIN Mo-
MIUPEHUM THCTPYMEHTOM OIIIHKM CTATHCTUYHOI Oe3MeKr KpunTorpadiyHux MpUMiTHBIB. Bukopuc-
TaHHS JIaHOTO TAKETy J03BOJISIE OLIIHUTH, HACKUJIBKU OJIM3BbKO JOCITIJKYBaHI KPUITOAITOPUTMH all-
POKCHMYIOTh T€HEPATOPU «BHITAIKOBHX) IMOCIITOBHOCTEH, TOOTO 3 BUCOKOIO HWMOBIPHICTIO CTBEp-
JDKYyBaTH YU € T€HEepOBaHa IMOCIIJOBHICTh CTATUCTHUHO Oe3nevHoro. Ilopsiok TecTyBaHHS OKpeMoi
NBIHKOBOT TIOCIIIOBHOCTI S Ma€ HACTYITHHIA BH]T

BUCYBA€ThCS Hy/IbOBA rinore3a /[, — NpUIyIIEHHS PO Te, L0 JaHa JBifiKoBa MOCIHiJOB-
HICTB S € BHIIaJKOBOIO;

3a MOCTIJOBHICTIO S pO3paXxOBY€ThCS CTATUCTUKA TECTY C(S);

3 BHKOPHCTaHHAM CHeNialbHOT (YHKII Ta CTaTUCTUKHA TECTY PO3PaXOBYETHCS 3HAUCHHS
fiMoBipHOCTI P = f(c(S));

3HA4YCHHs UMOBIPHOCTI P MOPIBHIOETHCS 3 MoporoBuM 3HaueHHsM « €[0,96;0,99]. Axmo
P>a, 1o rinoreza H, npuiimMaeThcs. B iHIIOMy BUNaaky NpuUiMAaeThCsl albTEpPHATUBHA

rirmoresa.

[TakeT MicTUTh 15 CTaTUCTUYHUX TECTIB, ajie, PAKTUYHO, B 3aJICKHOCTI Bij BXITHUX TMapaMeT-
piB oOumciroroThest 188 3HaueHbp WMOBIpHOCTI P, SIKI MOXHA PO3IJISIIATH SIK Pe3yibTaT pPoOOTH
OKpPEMUX TECTIB.

1)

2)

3)

4)

5)

6)

7)

Yacmomuuu nobimoeuii mecm. CIpsIMOBaHO Ha BU3HAUEHHS CIIBBIJHOIICHHS MK HYJISIMU
Ta OJIMHUIISIMHU Y JBIMKOBIN MOCIIJOBHOCTI MEBHOI AOBXHUHM. J[JI1 A1fiCHO BUIAaIKOBOI OiHa-
PHOI OCHITIOBHOCTI KUIBKICTh HYJIIB Ta OJIMHUIL MalXKe OJHAKOBa. TeCT OI[IHIOE, HACKIIBKH
0IU3BKOIO0 € 10JIg oauHuIb 10 0,5.

Yacmomnuu 610kosuti mecm. CyTh TECTy NOJISATA€E y BU3HAUCHHI JIOJI1 OJAMHUIL BCEpEeIUHI
0JIOKY JOBXHHOIO m OiTiB, TOOTO HEOOXITHO 3’SCyBaTH, YM MIMCHO YaCTOTAa MOBTOPEHHS
OJIMHUIIL B OJIOII JOBKUHOIO m OITIB TPUOIU3HO € PIBHOIO m/ 2, sk MOHA OyI10 6 mpumyc-

TUTH Y BUIAJKY BUIIAIKOBOI MOCIIOBHOCTI.

Tecm na nocniooguicms 00HaKosux 6imis. Y bOMY TECTI BiIOYBA€ETHCS TMOIIYK PSAAKIB, TOO-
TO HEMEePEepPBHUX IMOCIITOBHOCTEN oAHAaKOBHX OiTiB. Psij (cepis) moBxkuHOMW k OITiB CKiIaaa-
€TbCS 3 kK aOCONIOTHO 1IGHTUYHUX OiTiB, TOYMHAETHCS Ta 3aKIHUYETHCS 3 OITY, SIKUM MICTUTh
MPOTUIIE)KHE 3HaYeHHs. B maHomy TecTi HEOOXiIHO 3’SICyBaTH, Y JIHCHO KUTBKICTh TaKUX
PAIKIB BIAMOBIIA€ X KUTBKOCTI y BUIIQJKOBIH TOCTITOBHOCTI. 30KpeMa, BU3HAYAETHCS IIIBU-
JIKO YM MOBUIBHO YePIyIOTHCS OJIMHULI Ta HyJ1 y MOYaTKOBiH MOCIiA0BHOCTI.

Tecm Ha natidosuty nociioogHicms 00uHuYb 6 baoyi. B JaHOMY TeCTi BUSHAYAETHCS HAMI0-
BIIUH PSIIOK OJUHUIIL BCEperHl 010Ky TOBXHHOI m OiTiB. HeobxigHo 3’scyBaru, uu Jiii-
CHO JIOBXKMHA TaKOTO PsAKAa BIAMOBIA€ OYIKyBAaHHSIM JIOBXKHHH HAWOBIIOTO PSIKY OIH-
HUIb Y BUMAJIKY aOCONIOTHO BUMIAJAKOBOI MOCIIJOBHOCTI.

Tecm paneis dinaprux mampuys. TyT 3MIHCHIOETECS PO3PAXyHOK PAHTIB HEMIEPSTHHHUX TTi]
MaTpHllb, TOOYIOBAaHUX 3 TOYATKOBOI JBIHKOBOI MOCHIIOBHOCTI. METOIO IILOTO TECTY € Tie-
peBipKa Ha JHIIHY 3aJeKHICTh MiIPSIKIB (IKCOBAHOI TOBXHUHH, 110 CKJIAJAIOTh IIOYATKOBY
MOCITiTOBHICTb.

Cnexmpanvruii mecm. CyThb TE€CTy TOJISITA€ B OIIHII BUCOTH IIKIB JUCKPETHOTO MEPETBO-
penHs Oyp’e MOYATKOBOI MOCIITOBHOCTI. METO0 € BUSIBICHHS MEPIOANYHUX BIACTUBOCTEH
BXIJTHOI ITOCITITOBHOCTI, HAMPUKJIIA, OJM3bKO PO3TAllIOBAHUX OJUH JIO OJTHOTO TTOBTOPIOBA-
HUX AUISHOK. [7es monsrae B Tomy, 100 YMCIIO MiKiB, 0 MEPEBUIIYIOTh TOPOTOBE 3HAUECH-
HA Y 95 % 3a ammutiTy 1010, OyJ10 3HAYHO OLIBIIINM 32 5 %0.

Tecm Ha cniénadinusa wabioHie, wo He nepekpusaomovcs. B 1anomy TecTi MiApaxOBYETHCS
KIIBKICTh 3a3JalIeTigh BU3HAYEHMX MIA0JIOHIB, Kl 3HAWIEHl B IOYATKOBINA IMOCIIIZOBHOCTI.
HeoOxigHO BHUSIBUTH T'€HEpaTOPH BUIIAKOBUX ab0 MCEBIOBHUMAIKOBUX YHCElN, 10 GopMy-
I0Th 3aHAATO YacTO 3ajaHi HenepioAudHi madonu. Sk i B Tecti Ne § Ha crmiBmamiHHA 11a0-
JOHIB, IO TMEPEeKPUBAIOTHCS, I MOIIYKY KOHKPETHHMX IIa0JOHIB JIOBXHUHOIO m OITIB
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8)

9)

10)

11)

12)

13)

14)

BUKOPUCTOBYETHCS BIKHO TaKOXK JIOBXXHHOIO 71 OiTiB. SIKIIO IIAa0IOH HE 3HAWICHO, BIKHO
3CyBa€ThCS Ha OAMH OIT. SIKIIo K 1Ma0ioH 3HAWAEHO, TOIl BIKHO MepecyBaeThcs Ha OiT,
SKHI € HACTYITHUM 32 3HalJCHUM IIa0JIOHOM, Ta MOIIYK MPOJIOBKYETHCS Jali.

Tecm na cnienadinns wabnonie, wo nepexpusaromvcsa. CyTb JaHOTO TECTY HOJIATa€E B Mif-
pPaxyHKy KUTBKOCTI 3a3/1ajeriib BU3HAYCHHUX INAOJIOHIB, sIKI 3HAWJEHI B MOYATKOBIH MOCITI-
noBHOCTI. SIk 1 B TecTi Ne 7 Ha cniBnajiHHA Ma0I0HIB, 110 HE NEPEKPUBAIOTHCS, AJIS MOLIY-
Ky KOHKPETHHX IIa0JIOHIB JIOBKHHOIO 7 OITIB BUKOPHCTOBYETHCS BIKHO TAKOX JOBXHHOIO
m 0OitiB. CaM MONIYK MPOBOJUTHCS AHAJOTIYHUM CHOCOOOM. SIKIIO 1mabioH He 3HaiIeHo,
BIKHO 3CYBa€ThCsS Ha OIHMH OiT. Pi3HMIM MK MM TecToM Ta TecToM Ne 7 mossirae jume B
TOMY, 1110 KOJIM I1a0JIOH 3Hai/IeHO, BIKHO ME€PeCcyBa€eThCs TUIBKY HAa OAMH OIT BIEpes, Micis
YOro TMOMIYK IPOJIOBXKYETHCS JTali.

Vuisepcanonuii cmamucmuunuii mecm Maypepa. TyT BU3Ha4a€eTbCs YUCIO OITIB MK OJHA-
KOBHMH IIIa0JIOHAMU B TIOYATKOBIH ITOCITIIOBHOCTI (Mipa, o Mae Oe3rmocepeHe BiJHOIICH-
HS IO IOBXKHHU CTUCHYTOI MOCIiOBHOCTI). HeoOXiaHo 3’sicyBaTh, Y1 MOXKeE JaHa MOCIiT0B-
HICTh OyTH 3HaYHO CTHCHYTa 0e3 BTpat iHdopMariii. Y pasi, SKIIO 1[e MOXKIUBO 3pOOUTH, TO
BOHA HE € ICTUHHO BUTIAJKOBOIO.

Tecm na ninitiny ckiadnicms. B OCHOBI TeCTy JICKUTH MPUHIIAIT POOOTH JTIHIHHOTO pericTpa
3CyBY 31 3BOPOTHHUM 3B’s3KOM. HeoOximHO 3’sicyBaTH, YU € BXiJIHA MOCIIIOBHICTh TOCHUTH
CKJIaJHOIO IJISI TOTrO0, 100 BBa)KaTHCSA aOCOMIOTHO BUIIAJKOBOIO. AOCOJIIOTHO BHIAIKOBI I10-
CJIITOBHOCTI XapaKTEPU3YIOThCS JOBIMMHU JIHIHHUMH pericTpaMd 3CyBY 31 3BOPOTHUM
3B’SI3KOM. SIKIIO K TakUi PETiCTp 3aHAATO KOPOTKUHM, TO nepeadadaerbes, 110 MOCIHII0B-
HICTb HE € B TIOBHI{ Mipi BUIIAIKOBOIO.

Tecm na nepioouynicme. JlaHW TECT MOJSATAE B MIAPAXYHKY YACTOTH BCIX MOXKIIUBHUX TIepe-
KpUBaHb MA0JIOHIB JOBXHHHA m OITiB MPOTATOM MOYATKOBOI MOCIIAOBHOCTI 0iTiB. MeTOI0 €
BHU3HAYCHHS, UM JIIHCHO KUTBKICTh TIOSIB 2m TIaOJIOHIB, IO MEPEKPUBAIOTHCS, JTOBKHHOIO 71
01TiB, € MPUOIU3HO TAKUM SIK 1 y BUIAJIKy aOCOIIOTHO BUIAJKOBOIO BX1JHOI MOCIiTOBHOCTI
0iTiB. OcTaHHs, SIK B1ZIOMO, BOJIOJII€ OJJHOMAHITHICTIO, TOOTO KOXCH IIa0JIOH JTOBKUHOIO 71
01T 3’SBJISETHCS B MOCIIJOBHOCTI 3 OJHAKOBOIO WMOBIpHiCcTIO. BapTo Big3HauuTH, 110 HpU
m =1 TecT Ha MepPiOUYHICTh NEPEXOIUThH B YaCTOTHUI 1oOiTOBHU TecT (Ne 1).

Tecm npubausznoi enmponii. SIk 1 B TECTI Ha MEPiIOAMYHICTh, B JAHOMY TECTi aKIICHT pOOUTH-
Csl Ha MiIPaxyHKY YaCTOTH BCIX MOXKIIMBUX MEPEKPUBaHb IAOJIOHIB TOBKWHHU /1 OITIB MpO-
TATOM IMOYATKOBOT MOCTIAOBHOCTI 0iTiB. HE0OX11HO MOPIBHATH YaCTOTH MEPEKPUBAHHS IBOX
MOCIITJOBHUX OJIOKIB MOYATKOBOI MOCIIIOBHOCTI 3 JOBXKHHAMU m Ta m+1 3 yacToTamu Ime-
PEKpUBaHHS aHAJIOTIYHUX OJIOKIB B a0COIFOTHO BUIAAKOBIN MOCITIIOBHOCTI.

Tecm kymynsmugnux cym. TecT monsrae B MAaKCUMAIBHOMY BiIXHJICHHI (BiJl HYJIS) TIPH JIO-

BUTLHOMY 00XO0/1i, BU3BHAYEHOMY KyMYJISTUBHOIO CyMOIO 33JJaHUX (—1,+1) uudp B mociigo-

BHOCTI. HeoOXi/lHO BM3HAYMUTH, YU € KyMYJISITHBHA CyMa YaCTKOBHX IIOCIIOBHOCTEH, 10
BUHHMKAIOTh y BXIJTHUW TOCIIJOBHOCTI, 3aHA/ITO BEJIMKOIO a00 3aHAJATO MAJICHBKOIO Y TIOPIB-
HSIHHI 3 OYIKyBaHOIO MOBEJIIHKOIO TaKOi CyMHM JUIs a0COIOTHO BHUITaIKOBOI BX1AHOT MOCIIJI0-
BHOCTI. TakuM YMHOM, KyMYJSITHBHA CyMa MOJKE PO3TJIANATHCA SK JOBUIBHHH OO0Xij.
J1yis BUITaIKOBOT OCTIOBHOCTI BIIXUICHHS BiJ] JOBUILHOTO 00XOAY MOBUHHI OyTH OJIU3BKO
HYJISI.

Tecm na 0osinvhi gioxunents. CyTb NaHOTO TECTY IMOJIATAE B MiAPAXyHKY YUCIA [UKIIB, 110
MarTh CyBOPO k BiJIBIlyBaHb IIPH JOBUIHHOMY 00XO/Il KyMYyJATUBHOI cyMH. JIOBUTBHUI 00-
X1l KyMYJISITUBHOT CyMH TTOYMHAETHCS 3 YACTKOBHUX CYM MICHsl TIOCHIJOBHOCTI (O,l), nepek-

nageHoi y BianmosiaHy nocminosuicts (—1,+1). LMK T0BiIbHOrO 06XOMY CKIANa€ThCs 3

cepii KpOKiB OAMHUYHOT JJOBKMHH, BUKOHAHUX Yy BHUIAAKOBOMY HOpsiaKy. Kpim Toro, Takuit
00XiJI TOYNHAETHCS 1 3aKIHIYEThCS Ha OJHOMY 1 TOMY K eJeMeHTi. MeTa 1aHoro TecTy To-
JSra€ y BU3HA4YEHHI TOTO, UM BiJIPI3HAETHCSA YHMCIIO BiJBiAyBaHb IEBHOIO CTaHy BCEpeAMHI
UKy BiJl aHAJIOTIYHOTO YHCIa B pasi aOCOJIOTHO BWITAJKOBOI BXIJHOI TOCIiIOBHOCTI.
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@aKkTHUYHO NaHWH TecT € HaOOpOM, IO CKIANAETHCSA 3 BOCBMH TECTIB, SIKi TIPOBOISTHCS /IS
KOXHOTO 3 BOCbMU CTaHiB IUKIY: -4, -3, -2, -1 Ta +1, +2, +3, +4.

15) [Hwuii mecm ma O0oginvHi gioxunenHs. Y 1IOMY TECTI MIAPAXOBYETHCS 3arajibHa KUIBKICTh
BiJIBilyBaHb MIEBHOTO CTaHy MPHU JOBUILHOMY 00XOA1 KyMYJISTUBHOI CyMH. MeToro € BU3Ha-
YEeHHS BIIXWICHb BiJl OYIKyBAaHOTO YMCIIA BiJBiAyBaHb Pi3HUX CTaHIB MpPU JOBIILHOMY 00-
xoxi. HacnipaBai neit tect ckinanaetbes 3 18 TecTiB, 10 NPOBOIATHCS Uil KOKHOTO CTaHY:
-9,-8,...,-1Ta +1,+2, ..., +9.

TakuM YuHOM, B pe3yNbTaTl TECTYBAaHHS JBIMKOBOI MOCTIZOBHOCTI (OPMYETHCS BEKTOP
P={P,P,..Py} 3HaucHp iiMOBipHOCTEIi. AHAJII3 CKIa/IOBHX P, 1pOr0 BEKTOPY /103BOJISIOTH BKa-

3aTH Ha KOHKPETHI Ae(EKTH BUMAAKOBOCTI MPOTECTOBAHOT MOCIIIIOBHOCTI.

[TpoxomKeHHST KOXKHOTO 3 15 CTaTUCTUYHHUX TECTIB € BAXKIIMBUM KPHUTEPIEM OIIHKU IMCEBIOBH-
MaJKOBOTO TeHepaTopy. ToMy HaBiTh HE BiAMOBIAHICT 33 OJHUM YH OLIbIIE KPUTEPIIMH O3HAYaE,
10 KJIIOYOBHH MOTIK HE MOKE Ha BHCOKOMY DIBHI NMPOTHCTOSTH KPUNTOAHANI3y. SIKINO, 3 1HIIOTO
00Ky, reHepaTop MPOXOAUTH BCI TECTH, 11€ 30BCIM HE TOBOPUTH MPO 3aXHUIIEHICTh TeHEPATOPy, OCKi-
JBKY TaKi TECTH HE BPaXOBYIOTh OCOOIMBOCTEN peabHOI KOHCTPYKIIiI reHepaTopy.

HakonmyeHnid 1OCBi MPOBEICHHS CTATHCTUYHOTO TECTYBAaHHS MOKA3ye, IO KUTBKICTh MPO¥-
JICHUX TECTIB JTOCIIKYBaHUM T'€HEPaToOpoM Oe3MocepeIHbO 3aEXKHUTh Bl BHOPaHOT BUXITHOI 1OC-
JOBHOCTI KpUMOTOANTOPUTMY. {7151 3a0e3medenHHst 3aaHoi TOCTOBIPHOCTI pe3ysIbTaTiB CTaTUCTHY-
HOTO TecTyBaHHs B poOoti [20, 21] 3ampomoOHOBAaHO OMMIHUTH MaTeMAaTHYHE CIIOMIBaHHS YHUCIIA
HOpOHJIEHNX TeCcTiB X, NOCIIIKYBaHUM TI€HEPATOPOM (KPHIITOAITOPUTMOM), PO3IJISANAIOUU IIPH

IbOMY KOXXHE i -€ TeCTyBaHHS SIK OJJHE CIIOCTEPEXKEHHS (JIOCBIT), TOOTO SIK KOHKPETHY peaizallito
NESIKO1 BUITAJIKOBOI BEJIMUYMHUA X .

[Tpu mpoBeneHHI CTATUCTHYHUX JTOCIIHKCHD 32 KOXKHUM aJlropuTMoM Oyio copmoBano 100
nociioBHOCTeit 3aB10BXKKN 10° GaiiTiB, TOGTO PO3MIp CTATHCTHYHOI BUOIPKH 32 KOXKHIM aJITOPHT-
mom csiraB 10 Gaiiris. Koxnre TecTyBanHs (3a KOxKHOIO i3 100 IOCITIOBHOCTEIT) PO3IAIATOCS SIK
He3aJIe’KHE CIIOCTEPEeKEHHs. Y TalJsl. 5 HaBelEeHO y3arajbHEHl pe3yJIbTaTH CTaTUCTUYHOIO TECTy-
BaHHS 32 KOXXHHUM JOCIIKCHUM aJITOPUTMOM.

Tabmuus 5
Pe3ysbTaTi CTaTUCTHYHOTO TECTYBAaHHS aJITOPUTMIB I'€IIyBaHHS

Hassa anroputmy | M099 | D099 | S099 | P099 | M096 | D096 | S096 | P096 | MIN
I'OCT 34.311 132.90 | 43.93 | 6.62 1 186.83 | 1.46 | 1.20 1 182
CTPUBOI256 131.92 | 55.93 | 747 1 186.70 | 1.81 1.34 1 181
CTPUBOTI'512 131.64 | 48.99 | 6.99 1 186.76 | 1.88 | 1.37 1 182
BALLOON 32 134.20 | 60.56 | 7.78 1 187.10 | 1.09 | 1.04 1 185
BALLOON 64 126.50 | 0.25 | 0.50 1 183.00 | 1.00 | 1.00 1 182
BLAKE256 133.31 | 55.13 | 7.42 1 186.75 | 1.90 | 1.38 1 183
BLAKES12 132.65 | 55.74 | 7.46 1 186.73 | 1.59 | 1.26 1 183
BMW 132.39 | 48.99 | 6.99 1 186.92 | 1.55 | 1.24 1 182
CUBEHASH 131.22 | 55.65 | 7.46 1 186.80 | 1.44 1.2 1 183
DJB-2 8.92 1.21 1.10 1 11.64 | 0.29 | 0.53 1 10

DJB-2 XOR 2.99 2.16 | 147 1 4.94 1.69 | 1.30 1 0
ECHO 131.96 | 53.85 | 7.33 1 186.51 | 2.16 | 1.47 1 182
FUGUE 224 133.07 | 45.78 | 6.76 1 186.61 | 2.11 1.45 1 180
FUGUE 256 13242 | 43.74 | 6.61 1 186.78 | 2.25 | 1.50 1 180
FUGUE 384 131.03 | 57.22 | 7.56 1 186.66 | 1.78 | 1.33 1 182
FUGUE 512 133.02 | 62.31 | 7.89 1 186.76 | 2.14 | 1.46 1 180
GROESTL 256 133.23 | 56.01 | 7.48 1 186.72 | 2.14 | 1.46 1 181
GROESTL 512 133.01 | 58.58 | 7.65 1 187.14 | 0.90 | 0.94 1 184
HAMSI 224 132.84 | 53.65 | 7.32 1 186.66 | 2.36 | 1.53 1 112
HAMSI 256 131.71 | 5142 | 7.17 1 186.87 | 1.87 | 1.36 1 181
HAMSI 384 132.86 | 51.26 | 7.15 1 187.19 | 1.21 1.10 1 182
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Hasga agroputmy | MO099 | D099 | S099 | P099 | M096 | D096 | S096 | P096 | MIN
HAMSI 512 132.17 | 51.16 | 7.15 1 186.45 | 2.68 | 1.63 1 179
J-H 131.70 | 71.63 | 8.46 1 186.69 | 2.43 | 1.56 1 180
KECCAK 256 131.27 | 58.79 | 7.66 1 186.52 | 2.70 | 1.64 1 181
KECCAK 512 132.40 | 48.12 | 6.93 1 186.78 | 1.41 1.18 1 182
LOSELOSE 16.00 | 0.00 | 0.00 1 16.00 | 0.00 | 0.00 1 16
LUFFA 133.11 | 47.07 | 6.86 1 186.71 | 1.50 | 1.22 1 183
PROGPOW 130.00 | 0.00 | 0.00 1 188.00 | 0.00 | 0.00 1 188

RANDOMX 0.00 0.00 | 0.00 1 0.00 0.00 | 0.00 1 0
RIPEMDI160 84.79 | 84.04 | 9.16 1 132.11 | 80.95 | 8.99 1 105
SCRYPT 1024 133.80 | 68.36 | 8.26 1 187.10 | 1.49 | 1.22 1 184
SCRYPT 16384 140.00 | 0.00 | 0.00 1 185.00 | 0.00 | 0.00 1 185
SHA2 256 132.70 | 57.39 | 7.57 1 186.74 | 1.67 | 1.29 1 182
SHA2 512 133.01 | 51.78 | 7.19 1 186.87 | 1.99 | 1.4l 1 182
SHABAL 224 132.76 | 50.12 | 7.08 1 186.67 | 2.52 | 1.58 1 180
SHABAL 256 133.18 | 61.72 | 7.85 1 186.61 | 239 | 1.54 1 115
SHABAL 384 131.63 | 45.61 | 6.75 1 186.54 | 2.00 | 141 1 180
SHABAL 512 132.81 | 45.41 | 6.73 1 186.87 | 1.57 | 1.25 1 182
SHAVITE 132.01 | 53.72 | 7.33 1 186.9 1.53 | 1.23 1 182
SIMD 133.09 | 39.54 | 6.28 1 186.85 | 1.58 | 1.25 1 182
SKEIN 131.90 | 46.97 | 6.85 1 186.71 | 1.26 | 1.12 1 184
WHIRLPOOL 132.29 | 47.90 | 6.92 1 186.78 | 1.59 | 1.26 1 182
X11 132.46 | 46.48 | 6.81 1 186.80 | 1.28 | 1.13 1 184

X12 133.10 | 21.29 | 4.61 1 186.20 | 2.36 | 1.53 1 183
X13 137.00 | 74.56 | 8.63 1 186.90 | 0.69 | 0.83 1 185

X14 131.40 | 24.44 | 4.94 1 186.90 | 0.69 | 0.83 1 123
X15 130.10 | 31.49 | 5.61 1 186.20 | 4.56 | 2.13 1 182

X16 0.90 0.09 | 0.30 1 1.00 0.00 | 0.00 1 1

X17 3.20 0.36 | 0.60 1 5.80 0.16 | 0.40 1 5

B ta0i1. 5 HaBeneHo Taki gaHi:

«MO096» Ta «M099» — OIIHKM MaTEeMaTHUYHOTO CHOJiBaHHS (BHOIPKOBI CepelHi) Ymcia
IIPOW/ICHNX CTATUCTHYHMX TECTIB 3a Kputepiem P, > 0,96 Ta 3a kpurepiem P, > 0,99, Bia-

MOBIIHO;

«D096» ta «D099» («S096» Ta «S099») — ouminku gucnepciii (cepeaHbOKBAAPATUIHHUX
BIJIXWJICHB) PE3yJbTATiB TECTYBAHHS YMCIIA MPOHACHUX CTATUCTUYHHUX TECTIB 3a KPUTEPis-
mu P, 20,96 ta P, 20,99, BIiJIIOBiAHO;

«P099» — 3HaueHHs AOBIpPUYOT KMOBIPHOCTI JIJIsl YMCJIa MPOUICHUX CTATUCTHYHUX TECTIB 32
kputepieM P, > 0,99 Ta npu T04HOCTI & =2
«P096» — 3HaueHHs NOBipYOi MMOBIPHOCTI JAJISl YUCIA MPOMIEHUX CTATUCTUYHUX TECTIB 32
kputepiem P, > 0,96 Ta npu To4HOCTI £ =1;

«Min096» MiHIMaNbHI 3HAYEHHS YHCIA MPONUIACHUX CTATUCTUYHUX TECTIB 32 KPHUTEPIEM
P, >0,96.

Pe3ynbraté CTaTUCTUYHUX AOCTIKEHBb (CTAaTUCTUYHI TOPTPETH) aJTOPUTMIB TEITyBaHHS Ha-
BeJIEHO Ha puc. 3 — 42, Ae 1mo mKai adCIuc BiAMIYEHUNH HOMEp CTAaTUCTUYHOTO TECTY, a 3a IKaJIOk0
OpJIMHAT — UMOBIPHICTH MPOXOKEHHS TECTY.
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OTpuMaHi pe3yJIbTaTH CTATUCTUYHHX JOCIIDKEHb CBIAYaTh, IO MEBHI MIBHUIKICHI aJTOPUTMU
HE MOKYTh OyTH 3aCTOCOBaHi y Kpuntorpadiuyaux nonarkax. Lle crocyeTscs, HapuKiai, alropur-
MmiB DJB-2, LOSELOSE Ta iHmmux, 60 i anroput™u, (akTHIHO, OOYUCITIOIOTh HE KpUNTorpadiuyHy
KOHTPOJIbHY CyMy. AJie OiIbIIICTh 3 AOCTIIKEHUX aIrOPUTMIB KPUNTOrpadiuHOTO reuryBaHHs Mo-
Ka3aJil BUCOKI CTaTUCTUYHI BIACTHBOCTI 1 32 KPUTEPIEM HEPO3PI3HIOBAHOCTI 13 BUIAAKOBOIO TOCITi-
JOBHICTIO MalOTh BHCOKI ITOKa3HUKH.

BucHoBku

OyHKIIIT TeluryBaHHS SBISIOTH COOOI0 CKIIATHUM 1 Ay»Ke Ba)XJHUBHM KpuntorpadiyHui mpumi-
THUB, SIKHH 3aCTOCOBYETHCS MPAKTHYHO B YCIX MeXaHi3MaxX Ta MPOTOKOJIAX KPUNTOrpadiyHOro 3axu-
cTy iHopmarii (popMyBaHHs HapoiB, MU(PYBaHHS, TeHEPAllis TICEBIOBUIIAAKOBUX MOCIITOBHOC-
TeH, (hOpMyBaHHS €JIEKTPOHHOTO MiAMHCY, Tomo). OCcTaHHIMU POKaMH KOJIO 3aCTOCYBAHHSI TeIIly-
BaHHs 3HAYHO PO3LIMPHIIOCS. 30KpeMa, 13 MOSIBOIO Ta CTPIMKHM PO3MOBCIOJKEHHSAM JIELIEHTPaIi30-
BaHUX PO3MOJUICHUX CHCTEM, MOOYIOBaHMX 3a TEXHOJIOTI€I0 TaK 3BAHHUX «3B’SI3aHUX CITUCKIB)»
(6mox4eiH-CUCTeMH) BUHHMKJIA TOCTpa MoTpeba y IMIBHIKHUX, O€3MEYHHX Ta HaAIMHUX (DYyHKIISIX
TelIyBaHHs, 00 camMe Ha iX BJIACTUBOCTSIX HemepeadadyBaHOCTI Ta HEOOOPOTHOCTI OyMyIOThCS 3a-
XMILIEH] OJIOKYEHH-TaHIIOKKY. 3a1ada oOpaHHs reul-(QyHKIIT 3HAYHO YCKJIaIHAEThCS Yepe3 MOLIu-
PEHHS CIEIialli3oBaHUX OOYMCIIOBAYiB, SIKI PO3POOJSIOTHCS Ta MPAKTUYHO 3aCTOCOBYIOTHCS IS
MOLIYKy NpooOpa3iB Hanepea cpopmoBaHuX reni-3HadeHb (ASIC-maiininr). [HBecTyroun B npua-
6annst ASIC-00umcmoBa4iB OKpeMi IpaBlli MOXYTh OyTH TOCTaBJICHI y CBIJOMO OuIbII BHTiIHE
CTAHOBHILE MTOPIBHAHO 3 IHIIMMHU KOPHCTyBauaMH OJIOKYEHH-CUCTEMH 1, OT)KE, MOXKYTh CTaTH MPHU-
YUHOK HEJOBIPH Ta KOMIIPOMETAIii JETICHTPATI30BAHUX TEXHOJIOTIH (HAMPUKIIAL, PI3HUX KPHIITO-
BAJIIOT, PO3MOJAIJICHUX CXOBHIL, CMapT-KOHTPAKTIB, TOLO0). OTXKe AOCHIHKEHHS BIAaCTUBOCTEH Cy-
YaCHUX QJITOPUTMIB T€UIyBaHHS Ta OOTPYHTYBaHHS PEKOMEHAALIN 100 1X 3aCTOCYBaHHS ISl pO3-
OyZ0BU HaLlIOHAJBHOI'O CEIMEHTY OJIOKYEHH-TEXHOJIOTIH € 6€3yMOBHO Ba)KJIMBHM Ta HaJA3BHUYANHO
aKTyaJbHUM HayKOBUM 3aBJIaHHSIM.

B miit 3aBepmianeHiit ctaTTi (i3 cepii poOiT, MPUCBIYEHUX AITOPUTMAM TellyBaHHS y Cy4yacHUX
OJIOKUEHH-CUCTEMAaX) MPOBEJCHO MOPIBHSUIBbHI JTOCTIKEHHS SIK CTAHIAPTU30BaHUX Ha MDKHApO-
HOMY Ta HaIllOHAJTFHOMY PIBHI aITOPUTMIB T€ITyBaHHs, TaK 1 Tem-QyHKIIIN, 0 OyIu MPeICTaBICH]
Ha PI3HUX KPUNTOrpadiuHMX KOHKypcaxX Ha HAyKOBO-IIOIITYKOBUX MpOEKTax. 3okpema B Tabm. 1 — 5
Ta Ha puc. 1 — 42 HaBeIEeHO OTpPUMaHl PE3yJbTaTH 3 JOCHIKEHHS Takux anroputmiB: ['OCT
34.311, CTPUBOI"256, CTPUBOI'512, BALLOON 32, BALLOON 64, BLAKE256, BLAKES12,
BMW, CUBEHASH, DJB-2, DJB-2 XOR, ECHO, FUGUE 224, FUGUE 256, FUGUE 384,
FUGUE 512, GROESTL 256, GROESTL 512, HAMSI 224, HAMSI 256, HAMSI 384, HAMSI
512, J-H, KECCAK 256, KECCAK 512, LOSELOSE, LUFFA, PROGPOW, RANDOMX,
RIPEMD160, SCRYPT 1024, SCRYPT 16384, SHA2 256, SHA2 512, SHABAL 224, SHABAL
256, SHABAL 384, SHABAL 512, SHAVITE, SIMD, SKEIN, WHIRLPOOL, X11.

Jiist BCIX pO3IIISIHYTHX QITrOPUTMIB OyJIU MPOBEICH] MOPIBHAIBHI JOCIIIKEHHS IBUIAKOIT Ha
PI3HUX OOYHCIIOBAIBHUX TUIaT(GopMax Ta 13 Pi3HUMH BXIIHUMHU napameTpamu. OTpumaHi pe3ylib-
TaTH YaCTKOBO HaBeJleHO y Taliu. 1 — 4. 3okpema BCTaHOBIIEHO, IO OUIBIIICTh MPOEKTIB PO3MOIije-
HUX MEpEeX BUKOPUCTOBYE HAMIMHI Ta TIEPEBIPEHI YaCOM aJITOPUTMHU KPUMTOTPAPiIHOTO TeITyBaHHSI
(mampuknan, anroputmu KECCAK, SHA2, RIPEMD160, To1o), siKki BOJOIIOTh BITHOCHO BHUCO-
KUMU MIBUIKICHUMH TTOKa3HUKaMH. AJleé OCTaHHIMHU poKaMHu ijist 3axucty Bin ASIC-maiiHepiB mo-
Yajgy 3aCTOCOBYBaTHCS 1 1HIN rem-QpyHKIil, sSKi Xo4ya 1 MOXYTb OyTH HaBITh IIBHIIIMMHU 32
KECCAK, SHA2 a6o RIPEMD160, aie BoioAit0Th IEBHUMHU BPA3IUBOCTSIMU CTOCOBHO BJIACTHUBO-
cTeil He0OOPOTHOCTI. SIK MPUKIIaJ MOXHA HaBeCTH 3acTocyBaHHs anroputmiB MD4, EDONR-256,
EDONR-512, ED2K, a6o naBith HaunpocTtimmx ¢yskmiin DIB-2 ta LOSELOSE. Yepes npoctoty
00YMCIICHHS MIEBHUX MOKA3HUKIB HE MOYKHA HEXTYBATH MOPYIIEHHSIM BJIACTUBOCTEH HEOOOPOTHOC-
Ti, OCOOJIMBO SIKIIO CaM€ Ha HHUX Oa3yrThCA OCHOBHI TepeBaru OjokdeitH-mepex. OTpumani
pe3yJIbTaT MOPIBHSUIBHOTO aHai3y JAlTh MOXIIMBICTH OOMpaTH KpunrTorpadiyHi GyHKLii remry-
BaHHS 32 KPUTEPISIMHU MBUAKOAIT HA PI3HUX MPHUCTPOSX Ta OOrapTOBYBATH iX MPAKTHYHE 3aCTOCY-
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BaHHS IS TOOYI0BU JICIIEHTPATI30BAaHUX CHCTEM THITY OloKuYeiH. [{e Takoxk CTOoCyeThes 1 pe3yiib-
TaTiB MOPIBHSUIBHOTO aHaNI3y MIBUAKOIT Ha rpagiuHUX 0OUYUCITIOBAYiB, 0COOIUBO 3 MPUBOAY MOXK-
JHMBO1 p0o30yA0BY HALlIOHATILHOTO CETMEHTY OJIOKYEHH-MEpEX.

OTtpumani pe3ynbTaTH CTATUCTUYHOI Oe3neku (quB. Tabm. 5 ta puc. 3 — 42) cBiguaTh, 110 Oi-
JBIICTh (YHKINH TEeNTyBaHHS 3aJI0BOJBHAIOTH BCTAHOBIEHUM KpHUTepisM (3a Metoaukoro NIST
STS), To6TO 3a pi3HUMHU MMOKA3HUKAMH BUXI1JIHI MOCIIJOBHOCTI (TelI-3HaYEHHs) HE BIAPI3ZHIIOTHCS
(Y cTaTUCTHYHOMY CEHCI) BiJl peai3allii BUMaIKOBOro mporiecy. Lle cTocyroThes, mepeBaxkHO, BiJ0-
MUX Ta CTAaHIAPTU30BAHUX AJITOPUTMIB, SIKI 3aCTOCYIOTHCS B PI3HUX KPUNTOrpadiyHUX AOAATKAX Ta
BXKE OyJIM CyTTEBO JOCIHIPKEHI Ta BUBYEHI MPU MOIMEPEIHIX BUMPOOYBaHHAX. AJie cepes alropuT-
MiB 13 Ta01. 5 € 1 Taki, HOKa3HUKU CTATHUCTUYHOI O€3IIEKH AKHUX € He3aI0BIILHMMHU, a00 30BCIM He-
npuiinaTHIMA. Hanpuknan, Binomuii anroput™ remryBanast RIPEMD160, sikuii cranzapTu30BaHo B
ISO/IEC 10118-3:2018 Ta mpuiiHsaTO 10 3acTocyBaHHs B €BporneiicbkoMy Coto3i, MoKa3aB HEBUCOKI
3HA4YCHHsI CTATHCTUYHOI Oe3MeKu (CepeHe YMCIIO0 MPOMIEHUX CTATUCTHYHUX TECTIB 3a KPUTEpieM
P; 20,96 ne mepeumtye 85). Tobro, sikino Ha Bxix anropurmy RIPEMDI160 nogaeTsest HaamipHa

MOCIIIOBHICTH (B HAIIMX JOCIHIKEHHSIX BX1JHA MOCTIAOBHICTh (popMyBanacs 3BUYAWHUM JIUMITb-
HUKOM), (POPMOBaHi T'eII-KOJIM 32 OKPEMUMH TECTaMH BiJIPi3HAIOTHCS BiJl BUMIAJKOBOI MOCIIIJOBHOC-
Ti, TOOTO MalOTh MEBHUM AeTepMiHI3M. | X0ua HaMu He 3HaWIEHO KOHKPETHUX J1e(heKTIiB allrOPUTMY
RIPEMD160, otpuMani pe3yabTaTi CBiq4aTh MPO MEBHI Baau (POPMOBAHUX TEII-KOJIB 3 TOUKH 30-
py iX BUIAAKOBOCTI Ta HemependadyBaHOCTi. OKpeMo CIiJl BIAMITUTH HE3aJ0BLIbHI MOKa3HUKH
CTaTUCTHYHOI Oe3mneku anroputMis reuryBanis DJB-2, DJB-2 XOR ta LOSELOSE. Lli anroputmu
MMOKa3aJI¥ HAWBUII MOKa3HUKHU IBUAKOMII (IuB. Tabm. 1, 2), ajme 3a MOKa3HUKAMH CTaTHCTUYHOT
0€3MeKr BOHU € HEMPUUHATHUMH /0 MPAKTHYHOTO 3aCTOCYBAaHHS y KpUNTOTrpadiuHUX T0JaTKaX.
Ieit BuCHOBOK € nependauyBanum, 6o anropurmu DJB-2, DJB-2 XOR ta LOSELOSE no cyTi He €
KpunrorpagpiuHuMu, 0OYHCICHHS TeII-KO/IiB B HUX € MOAIOHMM 0 3BHYAIHOT KOHTPOJIBHOI CYyMH.
Ane, Ik TOKa3yl0Th OTPUMaHI1 pe3yJbTaTh, HaBITh Y pPa3l BUKOPUCTAHHS CTaTUCTUYHO-HEOE3MEeUHUX
QITOPUTMIB y CKJIaJi KAaCKaJHUX CXEM MaWHIHTY (HalpHUKIaJa, y CKJIAAl aJTOpPUTMIB TellyBaHHS
cimeiictBa «X»), (popMoBaHi remr-3Ha4eHHs TAKOXX HE 3aJJOBOJIBHAIOTh MOKAa3HMKaM CTaTUCTUYHOT
Oe3mneku (UB. OCTaHHI JBI CTPOKHU TabIuII 5).

TakuM 4MHOM, BUOIp aNrOpUTMY TeUIyBaHHS JUIsl MOOYJOBH €JIEMEHTIB ONOKYEHH-CUCTEM €
Ha/I3BUYAHO BaXIJIMBUM 1 KPOIITKUM. 3 OISy HAa OTPHMaHI pe3yIbTaTH OKPIiM NMOKA3HUKIB IIBU/I-
KOJi1 HEOOX1/THO TaKOX BPAaXOBYBATH HAIIMHICTh Ta Oe3MeKy KPHUMNTONEPETBOPEHb. BaxkiuBum €
TaKOXX HasBHICTH crienianizoBanux oouncimoBadiB (ASIC), 3acTocyBaHHS SIKHX 3HAYHO MPUCKOPIOE
MalHIHT y NEBHUX MPOTOKOJaX KOHCeHcycy. OTxe 1l 00IpyHTYBaHHsS BUOOpPY aIrOpUTMIB Iely-
BaHHs HEOOXiHO BPaxOBYBaTH Pi3HI (PaKTOPH Ta MOKA3HUKU €(EKTUBHOCTI, B TOMY YHCIi 0COOIH-
BOCT1 OOYTI0BU KOHKPETHOI OJIOKUYEHH-CUCTEMHU, MPOTOKOJIIB KOHCEHCYCY, allTOPUTMIB 00pOOKH Ta
00MiHY TOBiTOMJICHHSIMH, TOIIIO.
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ESTABLISHING TRUST PROTOCOLS IN MUTUAL DISTRUST NETWORK
BY CONSENSUS FORMATION

Introduction

TRUST formation in computer networks by means of verification protocols has become an im-
portant subject in computer science and impacts the architecture and design of networked applica-
tions in a wide range. This issue is particularly relevant in the face of future increasing threats from
quantum computing, when it will become impossible to rely only on the cryptographic strength of
key system parameters.

In this paper, we draw attention to the analogy between consensus formation in social networks
and trust formation in verification computer protocols. In both application domains, trust could be
built within different possible topological architectures. It is interesting that consensus formation, in
both disciplines, could be reached, among other topologies, both for a hierarchical and for a distrib-
uted architecture. However, the computational efficiency, in this context quantified by the time to
consensus, can be quite different and depends both on the number of nodes and on the network to-
pology.

The paper is organized as follows. In section 2 we introduce the paradigmatic voter model and
present the results of simulation with two types of different architectures. In section 3 we generalize
the main principles of the most widespread infrastructure and describe how it could be implemented
with different architectures. Finally, in section 4 we compare and discuss the results of consensus
formation time simulations, and discuss practical implications.

1. Consensus formation in social networks

1.1. The paradigmatic voter model

In this work, we are primarily concerned with the consensus formation in hierarchical versus
distributed consensus protocols, highlighting the network topology dependence of the system size
scaling. In complementing perspective, topology-dependence of consensus formation has been ex-
tensively studied in the context of consensus or political opinion formation both in homogeneous
populations [1, 2] and in social networks [3]. Besides the formal mathematical analogy, we intend
to convey the transdisciplinary viewpoint, to view (a) the protocol handshake between two comput-
er nodes as an interaction between agents within an (artificial) society, and (b) social individuals
within a population, when exchanging and agreeing on opinions, implicitely perform a formal pro-
tocol that is (observing some transmission uncertainties frameable in an information- theoretical
treatment) prescribed by a logical set of social rules.

To arrive at a mathematically or computationally tractable model, it appears necessary to razor
down the model to the bare necessities of the mechanism. The voter model [4] casts opinion trans-
mission from one agent to annother into only one possible elementary interaction: in each time step,
one agent is selected at random, and thereafter persuades annother agent, that is randomly chosen
among the next neighbours. We observe that the interaction topology, defined by a graph adjacency
matrix, will influence the dynamics of the opinion formation process.

Although it has been prominetly questioned whether the voter model itself serves as a precise
model for voters [5] it is acknowledged that statistical scaling features of opinion formation pro-
cesses are covered even from this simplified model.

1.2. Definition of the Voter Model

The voter model mathematically is defined as a discrete stochastic process [4]. In its standard
version, the system is comprised of N nodes forming a connected graph with adjacency matrix (aj),
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and the system state is defined by the state of all nodes, which can assume the values 0 or 1, respec-
tively. These binary states can reflect opinions, an activated gene, an infection status in a contagion
system, or the certification status of a node in a computer network. In the case of all nodes being in
a homogeneous initial condition, i.e., all 0 or all 1, due to the absence of mutations or spontaneous
opinion changes, no further change takes place, hence these states are absorbing states of the dy-
namics. In each step in discrete time, the following dynamics (algorithm) is executed:

1) One node is chosen at random.

2)  One of the nodes j is connected to i (i.e., @; = chosen at random.

3) Node j assumes the state (opinion) of node i.

The last step can be interpreted in the way that node i convinces node j. If all nodes reach the
same state, all 0, or all 1, consensus is reached, and the number of iterations is called time to con-
sensus. It is common to perform Monte-Carlo simulations averaging over a sufficiently large num-
ber of initial conditions, to obtain reliable estimates for the expected average time to consensus. As
the average time to consensus is largest when the number of 0 states and 1 states in the initial con-
figuration equals N/2|, welhave chosen such a symmetric configuration of maximal dissensus as ini-
tial configuration for all our simulations of the voter model.

1.3. Consensus Formation in the Voter Model in Different Topologies

To address systematically the average time to consensus, we have performed extensive Monte
Carlo simulations of the voter models on different network architectures. These include an all-to-all
coupled network (also known as complete graph in graph theory), a ring network as a one-
dimensional structure with periodic boundary conditions, and specific hierarchical tree structures
that resemble hierarchical both social and computer architectures.

Fig. 1 displays the average time to consensus depending on the total number of nodes N , in
double logarithmic plot, for the different architectures.

2. Trust formation in computer networks

The concept of consensus formation takes place not only in the context of social networks, but
also in the context of computer protocols. For almost 20 years, the society has been introducing
electronic technologies into its life.
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Fig. 1. Simulation results for the voter model on different network topologies. Distribution of different opin-

ions on initial stage is 50/50. Probability of acceptance neighbor’s opinion is equal to 0.5.
(Results are averaged over 100 experiments)

Building trust in the online environment is a key to economic and social development. Lack of
trust makes stakeholders hesitate to carry out transactions electronically and to adopt new services.
The critical issue is to ensure trust in an environment of mutual distrust: a network where none of
the participants trust the other. Let us mention that not only people can act as participants in the
network, but also artificial intelligence agents. For instance, when building a network using the In-
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ternet of Things. As we can see, successful implementation of modern technologies of electronic
management, electronic trusted services are not possible without the creation of an appropriate in-
frastructure. The infrastructure for implementing the above mentioned technologies is the public
key infrastructure (PKI).

PKI is a set of tools (technical, material, human, etc.), distributed services and components,
which are collectively used to support crypto tasks based on private and public keys [8]. It does not
matter whether it is a national PKI to support electronic signature tasks or a private PKI for an indi-
vidual organization to support employee authentication processes, or PKI deployed on a smart home
base, the principles for ensuring security remain unchanged.

In fact, PKI are based on several basic principles:

1. Private Key is known only to its owner.

2. Certification Authority (CA) creates an electronic document — a public key certificate, thus
certifying the fact that the private key is known exclusively to the owner of the certificate, the pub-
lic key is freely transferred in the certificate.

3. Nobody trusts each other, but everyone trusts to CA.

4. CA confirms or refutes the belonging of the public key to the given person who owns the
corresponding private key.

As we can see CA acts the role of security guarantor. Although, the presence of the guarantor
itself cannot ensure the security of iterations between network users. Additionally, to ensure the
trust between participants reliable implementation of actual trust model should be done.

According to [7] there are verities of possible trust models:

CA
| I—

N o] E
L

| userl || user2 || user3 || user4 || user5 || user6 ” user? ” userg ” user9 |

Fig. 2. Strict hierarchy of CA

= strict hierarchy of CA;

= not a strict hierarchy of CA;

= policy based hierarchy;

= distributed trust model;

= quadrilateral trust model;

= trust model around the user;

= web trust model.

In current paper we will consider two of them (a) Strict hierarchy of CA and (b) Trust model

around the user, since the first one is the most widespread nowadays and the second is very con-
venient for developing distributed PKI.

2.1. Hierarchical PKI developing principles

The hierarchical structure is easy to imagine as a tree with a root at the top and leaves at the
bottom (as shown in Fig. 2). The end point of trust is the root of the tree. The number of intermedi-
ate levels can be different, including zero. Classically, in a hierarchical architecture, security is en-
sured by the trust of all participants to a third trusted party, certification authorities, based on the
fact that they are subject to a certification procedure.

A user requiring knowledge of a public key generally needs to obtain and validate a certificate
containing the required public key. If the public key user does not already hold an assured copy of
the public key of the CA that signed the certificate, the CA’s name, and related information (such as
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the validity period or name constraints), then it might need an additional certificate to obtain that
public key. Certification paths start with a public key of a CA in a user’s own domain, or with the
public key of the top of a hierarchy. In both cases, it is impossible to verify the validity of the user’s
public key certificate without building a complete certificates chain. Such a chain links current user
and a tree top. This structure allows reliably implement iterations between users, since CA is con-
sidered as trust anchor. On the other hand, that means that in the network there are a number of crit-
ical and potentially vulnerable points. Usually, these points should be subject to regular audit and
strict control. In order to reduce the risk of data loss, it is necessary to store a large amount of back-
ups, which significantly increases the cost of maintaining the system.
We can conclude that such structure has a number of other drawbacks [11], [12]:
= security of the hole system depends on CA root certificate. In case of its compromise, all
certificates in the system are compromised;
= users do not actually dispose of their identity. If necessary, make any adjustments user need
to contact CA;
= lack of interoperability, since certificates issued by different CA not always could be used in
one system;
= there is no one-to-one correspondence between the user and the certificate, by how many
certificates can be issued for one user.

Fig. 3. Example of distributed PKI

2.2. Decentralized PKI developing principles

Another way for developing PKI without building tree structure was proposed by authors in
paper [11]. The main idea was to exclude the central point of trust and ensure security using
blockchain technology.

The blockchain technology [9] was introduced in 2008, its first implementation, i.e. Bitcoin,
was introduced a year later, in 2009, published in the paper ”Bircoin: a Peer-to-Peer Electronic
Cash System” under alias Satoshi Nakamoto [10]. Since then, this technology has only gained its
spread, cryptocurrencies and e-commerce market remain the main areas of application [15 — 17].
However, besides its use in electronic commerce, the blockchain technology can be implemented in
other aspects. In particular, in order to avoid the disadvantages associated with the construction of a
hierarchical structure. The main idea of using blockchain technology for building a decentralized
PKI is that we place the register of the public key certificate status into blocks, thus, ensuring its
safe storage. At the same time, the special structure of the distributed database allows users to relia-
bly verify the certificate of the public key of another user with- out referring to a third trusted party.
The main difference from the hierarchical structure is that users independently store their key pair,
so that a user’s public key certificate can be obtained only from himself. Special procedure was in-
troduced only for the new user primary identification process. For this purpose, trusted nodes (ana-
logs of CA) still exist, but their functions are sharply reduced compared with the hierarchical struc-
ture. After a new user goes through the primary identification procedure at a trusted site, he will no
longer be contacted.
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Such a structure can be a variation of distributed graphs (in this paper we will consider only a
fully connected graph) as shown in Fig. 3.
According to [12] the main advantages of such propose are:

3.

considerable reduction in the cost of maintaining a cumbersome hierarchical structure of
CA;

users are able independently control their identification data and is able to immediately re-
port about the need for their correction (compromise);

leveling ”man in the middle” threat. The intruder will need to attack the entire system;

the directed attack target disappeared. In contrast to hierarchical structure, when the main
targets for the attackers were CA, in this case there is no clear target for the attack, because
the information is stored in a distributed manner and in fact the attacker is forced to attack
the whole network but not a specific node;

the proposed system coulb be used not only for the electronic signature service, but also for
ensuring the electronic identification;

collapse of one or more nodes does not result in system shutdown;

no need to make and store backups;

system interoperability relies on the fact that certificates issued by various CA can easily be
used in a single system;

easy scalability, because adding a new user (a new node) occurs without changing the basic
principles of the architecture.

The analogy between opinion formation in social network and trust formation in PKI

By consensus in PKI, we mean the state of the network, in which each node is confident in the
legitimacy of all other participants. This is possible after the “network authorization” procedure.
The essence of which is to initiate the interaction of each user with all others according to the laws
of the certification chain in a hierarchical structure and according to the blockchain laws in a dis-
tributed one.

In this section, we present the results of simulations that were carried out using the developed
software. Note that we did not integrate the digital signature algorithms directly. For the comparison
procedure, it is sufficient for us to state that a uniform digital signature algorithm is applicable in all
topologies.

To perform simulations regarding “network authorization” procedure on different topologies,
the following initial conditions should be specified:

1.
2.
3.

9

6.

7.

The network is given by a graph (fully connected or hierarchical one).

Nodes store the field “opinion” (boolean values 1 — user is legitimate, 0 — intruder).
Participants do not know in advance which of the nodes are controlled by intruders. They
can figure it out only in process of pairwise interaction. That means (a) passing through the
certification path in the hierarchical architecture or (b) by interacting with each other partic-
ipant in a distributed one.

. We assume that at the initial stage, 50 percent of the nodes are controlled by attackers.
. If an intruder is detected, he (and the nodes that depend on him in the tree) should be ex-

cluded from the network and consensus formation should be completed without it. In this
way a network of legitimate participants will be formed and they will be able to interact
seamlessly and securely.

Nodes that have been excluded from the network have to be regenerated (again with a prob-
ability of 50 percent) and added to the network.

By consensus time, we will mean the time spent on the full authorization of the network (in-
cluding the time for regeneration and re-connection of nodes)

The following assumptions are necessary to describe the “network authorization” procedure:
= the considered topologies are in a closed / protected space (thus, we consider a private PKI

100

or a private blockchain);
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= the time of mutual/cross verification (verification of the public key certificate) takes one it-
eration;

= the node regeneration time takes two iterations (since it is necessary to regenerate the private
key and create a new public key certificate).

3.1. Hierarchical network protocol

For the correct work of the protocol, prerequisite is to follow the requirements that are en-
shrined in X.509 [7]. Current paper considers only the protocol for a strict hierarchical structure,
which means the need to build a certification path up to the root node when initializing the interac-
tion of any two users.

”Network authorization” procedure for hierarchical net- work topology should consist of fol-
lowing.

1. The interaction begins with the leaves of the tree and has a direction to the root.

2. The route is determined by the rules of the certification path in accordance with X.509 [7].

3. When an intruder node is detected, it and all of its child nodes must be excluded and sub-
jected to a regenerating procedure.

4. The interaction procedure should continue for all legitimate sites.

5. After all the legitimate nodes have interacted; the procedure for regenerating the offending
nodes should be be started.

Moreover,

= if the node-intruder had no children (acted as an end user), during the procedure of its re-

plenishment there is a probability (we will set it equal to 50 percent) that it will again appear
to be intruder.

= if not (acted as a certificate authority), then it should be directly regenerated with the value

“1-legitimate”, and all its child nodes, with a probability of 50 percent can again become in-
truders.

Corresponding simulations were performed for two hierarchical topologies types : for (a.1) tree
where every node has a degree of three (Fig. 4 ) and (a.2) tree with five hubs (Fig. 5).

The tree with every node degree is three is a classic symmetrical PKI, which is well suited for
structuring an indepth organizational structure. The limited number of child nodes does not allow
the system to expand rapidly in the horizontal direction. An example of the use of such a PKI can be
the union of small but clearly structured units.

From the opposite side, it is worth noting that tree with five hubs looks typical for a “wide”
company PKI organization. With this topology, we have several (in this case, five) large subtrees
(divisions) within which a large number of equal users can interact.

Fig. 4. Tree where every node has a degree of three

Fig. 5. Five-hubs Tree
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Fig. 6. Simulation results for different topology types. Distribution of legit users/intruders on initial stage is
50/50. Probability of regeneration for node is equal to 0.5. Results are averaged over 100 experiments

3.2. Distributed network protocol

”Network authorization” procedure for hierarchical net- work topology should consist of fol-
lowing.
1. Interaction could be started from any node in the network.
2. It is required to perform pairwise certification (ex- change key certificates) between every
nodes
3. When an intruder node is detected, it must be excluded and subjected to a regenerating pro-
cedure.
4. The interaction procedure should continue for all legitimate sites.
. After all the legitimate nodes have interacted, the procedure for regenerating the offending
nodes must be launched (taking into account the probability of regeneration equal to 50 per-
cent)

The protocol continues its operation until all nodes are legitimate and do not interrelate with
each other.

9

3.3. Simulation results

Fig. 6 presents results of simulations.
We can conclude that for smaller networks distributed networks shows much better time to
consensus and with an increasing number of nodes the advantage ceases to be so noticeable.

6 T T

S5-hub Trees —=
1-3-2-2...Trees

.
51 _-' N

In(number of legit nodes which were excluded)
w
T

In(N)

Fig. 7. Simulation results for Tree topologies. Dependence of the number of legitimate nodes that have been
excluded from the size of the network. Distribution of legit users/intruders on initial stage is 50/50.
Probability of regeneration for node is equal to 0.5
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This tendency can be explained by the fact that to establish all links to a node in a distributed
structure, it is necessary to perform a greater number of “handshakes” (cross-certification proce-
dures) with a larger system size. At the same time for tree structures, this number grows at a slower
rate.

However, another parameter should be taken into ac- count too. The number of legit users,
which were excluded from the network. Obviously, such a situation is possible only in tree struc-
tures (Fig. 7), and for a distributed net- work, this value will be zero for any size of the network.

Based on the plot it is clear that with the growth of the network, the number of legitimate users
who have been excluded and regenerated is growing and can reach 50 percent (and in some cases
100 percent) of the number of all users on the network. This is easy to imagine if the root node of
the tree system is compromised. This situation causes network redundancy and leads to inefficient
use of resources.

Discussion and conclusions

Nowadays progress in the field of electronic technologies allows providing more efficient elec-
tronic trusted services. Building trust is an important task for the reliable critical infrastructures
functioning at any level. Moreover, to conduct completely secure interactions, not only the trust
among the users (human or artificial intelligence) is required, but also confidence in the technology
itself. Distributed trust models and public key infrastructures will become information technologies
of increasing importance, especially in the context of information security when quantum compu-
ting technologies become available. Industries, trafic and trade networks as well as the public ser-
vices sector are increasingly relying on secure networks [13], [14], which often operate internation-
ally and on scales of large number of nodes. This imposes challenges on the architecture of the veri-
fication protocols, such that these can be managed with computational and network resources scal-
ing with system size in a feasible way. Besides optimizing the protocols themselves, the network
topology of each verification concept will have a significant impact on its efficiency. PKI looks like
a very promising instrument to ensure trust in a mutual distrust network, however, zero-day threats,
such as the active development of quantum computing, should be taken into account. And if we do
so, then it should be understood that the security of the whole system cannot rely only on the key
parameters cryptographic security, but additional measures are also required to ensure the resilience
of the system. Such measures can be distributed technologies, in particular, those based on the
blockchain technology. Here, we have investigated distributed PKI in comparison with hierarchical
CA architecture. The time (in units of protocol verification steps) for verification of all nodes in the
whole network has, as we argue, an important analogy to the time to consensus formation in a social
network. Consequently, we investigate this time to consensus on different topologies, both for com-
puter verification protocols, and for consensus formation in social networks as described by the
well-established voter model. We have performed Monte-Carlo simulations for all-to-all coupled
networks, or complete graphs, resembling a fully distributed PKI, or a maximally connected social
network in which information may reach out to any node. This is not unrealistic in some social
subnetworks, like a school class, or the scientific com- munity where all university lecturers and ac-
tive researchers can be reached electronically through their departmental email documented in the
web. For representative hierarchical architectures, we have focused on a tree where all top and mid-
dle layer nodes have a node degree of three, and a hub-tree akin of a company with 5 departments
and flat hierarchy therein. These two trees represent a many- layer structure and a few-layer struc-
ture, respectively. We find that, in the social opinion formation by the voter model, the distributed
network, by large margin, provides fastest consensus. This result holds over the whole range of in-
vestigated network sizes. While both tree architectures perform similarly on small networks, for
large networks the 5-hub trees converge slower, even with a different scaling, to consensus. For
medium-size networks, the results for the verification protocols are similar, although the 5-hub trees
outperform the many-layer trees for medium and large net- works. Counterintuitively, the largest
networks investigated (around N = 200) show a decaying performance for the distributed networks.
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This may be related to our assumption, originally motivated from the opinion formation analogy, of
50 of 100 nodes being not trusted, which puts the system in a dynamical regime where recovery to a
fully certified net- work may take long. Further, our investigation confirms our hypothesis that the
network topology has a significant role in the time to consensus. However, the network architecture
which is optimal may still depend on the type of protocol (where we made some generic assump-
tions), and on the system size. This aspect, together with addressing resilience to targetet attacks,
should be subject of further investigation.
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METHOD OF PROOF OF WORK CONSENSUS ALGORITHMS COMPARISON
Introduction

After the breakthrough paper proposed by Satoshi Nakamoto, blockchain systems have re-
ceived wide distribution. The blockchain technology allows to record and secure store big amount
of various transactions. The most popular usage the technology received in digital currencies. Also
it is used in the areas of government, agriculture, environment, healthcare, education, and much
more. Moreover it is being implemented in telecommunications area for dealing with fraud, quickly
resolving disputes over roaming agreements, verification of billing and user identification (e.g.
ENCRY [1)).

The decentralization has shown the new concept of trust — without any third party. So there is
no central authority that can set the rules and there is no single point of failure.

There can be two types of blockchain consensus protocols — permissioned [2] and
permissionless [3]. The permissioned one requires permission to read the information stored in the
blockchain. The system based on permissionless protocol is publicly available, so everyone can join
and participate in consensus.

The consensus algorithm is the most important part of the blockchain system. It is responsible
for the way how users will come to the consensus among all honest participants. Firstly, they are
used in fault tolerance real-time systems, i.e. nuclear power stations, space systems, aviation sys-
tems, and other critical systems. Secondly, they are used in fault tolerance counting systems, like
clusters and database controllers. Thirdly, consensus algorithms are used in digital currencies to
form the transactions base. The last one can be used either in cryptocurrencies (Bitcoin [4], Cardano
[5], Ethereum [6], etc.) or in centralized currencies (e.g. Ripple [7]).

For today there are three widely spread variants of reaching consensus, i.e. Proof of Work [8],
Proof of Stake [9] and Byzantine Fault Tolerance [10]. There are also a lot of algorithms derived
from them, so the amount of consensus algorithms is big enough to think about “How to choose the
most suitable for defined criteria algorithm among all existing?”’

In that case, the comparison of algorithms should be conducted. There are publications with
analysis of typical consensus algorithms and some of their contemporaries. Du Mingxiao,
Ma Xiaofeng, Zhang Zhe in the paper “A review on consensus algorithm of blockchain™ [11] have
performed a deep analysis of consensus algorithms, their benefits and disadvantages. Zibin Zheng,
Shaoan Xie and Hongning Dai have researched the scalability and security problems [12].
L.M. Bach, B. Mihaljevic and M. Zagar perform a comparative analysis of typical consensus algo-
rithms and some of their contemporaries that are currently in use in modern blockchains [13]. They
perform the overview of algorithms and their analysis focuses on the algorithmic steps taken by
each consensus algorithm, the scalability of the algorithm, the method the algorithm rewards valida-
tors for their time spent verifying blocks, and the security risks present within the algorithm.

This articles provides an overview of advantages and disadvantages of consensus algorithms
and then one can choose the optimal solution for their system to be developed using the proposed
method to make a decision on the most suitable algorithm for given system requirements.

The method proposed in this article allows making a decision on which of algorithms will
match better with known conditions and requirements to the system. This method is proposed for
PoW consensus, but can be also used for other types of consensus algorithms. The method uses the
weight or, in another words, the priority of algorithms properties, so the party decides which of
properties have the highest priority for their system. Thus, the proposed method can be used to
choose among the variety of consensus algorithms the best one, based on the priority of algorithm’s
properties.
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1. Main features of consensus algorithm

The consensus algorithm has the following main properties. First of all it is the type of consen-
sus mechanism. It can be Proof of Work, Proof of Stake, delegated Proof of Stake, Practical Byzan-
tine Fault Tolerance, etc. Among all algorithms were chosen the most popular for permissionless
systems Proof of Work algorithm and its variants of improvement. In this article there are compared
the next algorithms: Proof of Work, delayed Proof of Work, Proof of Activity, Proof of Burn and
Proof of Capacity.

The Proof of Work involves scanning for a value that when hashed the hash begins with a
number of zero bits [8]. They are used to provide security to an entire network and ensure that all
transactions will be processed in a timely manner [14].

Delayed Proof of Work leverages the hashrate of the Proof of Work network to protect its net-
work [15]. Because of this process, which is called notarization, delayed Proof of Work provides
the higher level of security.

Proof of Activity is a hybrid of Proof of Work and Proof of Stake. This feature provides high
level of scalability [16].

Proof of Burn is a consensus algorithm, where users send their money to one defined address,
or in other words burn their coins [17]. This algorithm is more environment-friendly and do not
need any additional tools to increase the mining power.

Proof of Capacity is very similar to the Proof of Burn, but instead of using counting power, it
uses memory [18]. That’s why users do not need to have additional tools, and after they stop min-
ing, they can use their memory for themselves.

The second feature is the transaction confirmation latency (i.e. number of blocks needed to
secure accept the transaction). In other words, it is the minimum amount of blocks that are needed
to ensure security against double-spending attack.

The third feature is the attack prevention mechanism. This feature responds for the way how
algorithm prevents the system from the double-spending attack. It can be based on the hashrate of
the system — the bigger the system is, the harder to perform the attack. Also it can be some addi-
tional features in the algorithm (e.g. PirlGuard System [19] and ChainLock Mechanism [20]).

The next feature of consensus algorithms is their scalability — the way how an algorithm works
in case of increasing number of users reaching consensus. By this feature the algorithms can be di-
vided to easy scalable, scalable with additional conditions and not scalable. This feature is im-
portant especially for digital currencies, as the number of its users can increase very fast.

The last feature considered is the level of decentralization. Algorithms can be fully decentral-
ized, partially decentralized and centralized.

2. The decision-making method in uncertainty conditions

Decision making [21] can be described as the process of reducing uncertainty about solution
options by gaining sufficient knowledge of the options to allow a reasonable selection from among
them. In this context certainty does not mean an exact knowledge of every detail relevant to the
problem under consideration, but it does mean that there is a reasonably good idea of the value of
all relevant factors.

To choose the most suitable consensus algorithm for the system there is applied a number of
criteria, so the multi criteria decision making methods (MCDM) should be used. There can be Mul-
ti-Attribute Utility Theory (MAUT), Analytic Hierarchy Process (AHP), Case-Based Reasoning
(CBR), Data Envelopment Analysis (DEA), Fuzzy Set Theory, Simple Multi-Attribute Rating
Technique (SMART), Goal Programming (GP), ELECTRE, PROMETHEE and etc. The AHP
method is easy to use and scalable. Also its area of application is performance-type problems, strat-
egy development and planning [22].

Among all MCDMs it was chosen the method based on AHP proposed by Thomas L. Saaty
[23]. The AHP helps the parties find one decision that best matches their goal and their understand-
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ing of the problem. This process provides a holistic, rational and comprehensive decision for repre-
senting the problem, its elements and evaluating alternative solutions.

To use the AHP, the party represents their problem in the hierarchy, where the top reflects to
the goal, the interim levels reflects to the technical-economic parameters, and the bottom level re-
flects to the set of alternatives.

The AHP hierarchy is a structured representation of the decision. The technical-economic pa-
rameter, or criteria, can be divided into the subcriteria, sub-subcriteria in as many levels as the prob-
lem requires. Also the type of the hierarchy depends on the knowledge, opinions, values and needs
of the parties.

After representing the problem into the hierarchy, the properties priority is set and each alterna-
tive is estimated with each property. In the AHP the elements are pairwise compared in relation to
their impact to their common property. This system of pairwise comparison can be represented into
the inversely symmetric matrix. The element a(i,j) of the matrix relates to the intensity of occur-
rence of element i regarding the element of hierarchy j. This intensity is evaluated from 1 to 9,
where:

1 — the equal importance

3 — the medium leverage

5 — the supreme leverage

7 — the significant leverage

9 — the large leverage

2,4, 6, 8 — the relative interim value

The comparisons and evaluation relies on the judgements made by experts and represent how
much more, one element dominates another with respect to a given attribute.

3. The method of consensus algorithms comparison

First of all, to use these comparison methods the criteria should be defined. The set of criteria
may be different for each distributed system. The following criteria help estimate and chose the
consensus algorithm that will fully match the existing requirements. All requirements can be divid-
ed into required, desired and additional. The algorithm matches better, when it meets the required
requirements, despite the number of desired requirements met.

In this article the requirement to the distributed system is to perform the most securely and ful-
ly decentralized system. To perform the holistic assessment of each consensus algorithm the follow-
ing criteria are proposed.

e Amount of blocks for transaction confirmation — this criterion performs the amount of
blocks that must be created after the block in which transaction is included, for its confirming.

e Difficulty of attack performing — this criterion performs the hashpower (or another parame-
ter depends on the algorithm) needed for malicious user to get the control on the system.

e Scalability — this criterion shows the work principles in increasing amount of users.

e Decentralization degree — this criterion performs how much decentralized is an algorithm.

e Smart-contracts support — this criterion performs the ability of smart-contract creation and
the simplicity of its usage for this consensus algorithm.

After the criteria are set, their priorities should be defined. To assess the priority of each crite-
rion the matrix with pairwise comparison should be created. This matrix represents the result of
each comparison. As mentioned above, the estimations are based on experts’ decisions. In this arti-
cle all estimations were made by experts from Information Systems and Technologies Security de-
partment at V.N. Karazin Kharkiv National University [24] and from the Distributed Lab Company
[25].

After comparing all criteria the normalized value for each criterion should be computed. This
value describes the priority weight for each criterion. In the table 1 it is given the representation of
the pairwise comparison of aforementioned criteria.
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The numeric estimations of pairwise comparisons

Table 1

v =
< 3 8 = " 3
o . = < R 5 =
Pairwise comparison of | = & o b= S _;
consensus protocol e o > & 2 ‘% § > g
roperties 2 g.9 =S E = & ? S =
prop SEE| 25| E |58l tE| E :
EZE| £S5 | 5 |82 EE 5 S
< L g ey 19%) Ao | xn o ) p
Amount of blocks for 1 1/5 13 | 177 2 3.67619 | 0.08813
transaction confirmation
Difficulty of attack 5 1 > |z | 2 10.33333 | 0.24775
performing
Scalability 3 1/2 1 1/5 2 6.7 0.16063
Decentralization degree 7 3 5 1 2 18 0.43156
Smart-contracts support 1/2 172 1/2 1/2 3 0.07193
Summary - 41.70952 1

The next step is the pairwise comparison of defined algorithms. The comparison should be per-

Below are presented the tables 2 - 6 with pairwise comparison of consensus algorithms.

formed with each criterion, i.e. the number of matrices with algorithms comparison is the same as
the number of criteria. Also the normalized value should be counted for each algorithm.

Table 2
The pairwise comparison of consensus algorithms with criteria “Amount of blocks for transaction
confirmation”
o ks
Consensus g g %
protocol S = £ 2
c £ 3 3 2 2 S 2
Z o ~ ~ ~ A z >
Nakamoto 1 1/9 1/7 1/9 1/7 0.50794 0.01006
dPoW 9 1 2 1 2 15 0.29698
PoA 7 172 1 12 1 10 0.19799
PoB 9 1 2 1 12 13.5 0.26728
PoC 7 172 1 2 1 11.5 0.22768
Summary - 50.50794 1
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Table 3

The pairwise comparison of consensus algorithms with criteria “Difficulty of attack performing”

o B
Consensus g g :C_E
protocol % E g m Q g g .qE)
Z o ~ ~ ~ 2] zZ S
Nakamoto 1 1/3 1/5 1 1 3.53333 0.09037
dPoW 3 1 1/2 3 3 10.5 0.26854
PoA 5 2 1 5 5 18 0.46036
PoB 1 1/3 1/5 1 1 3.53333 0.09037
PoC 1 1/3 1/5 1 1 3.53333 0.09037
Summary - 39.09999 1
Table 4
The pairwise comparison of consensus algorithms with criteria “Scalability”
o 3
Consensus g g %
protocol %s E < o Q £ g E
Z o ~ ~ ~ n z £
Nakamoto 1 1/9 1/5 1/5 1 251111 0.0504
dPoW 9 1 2 2 9 23 0.46164
PoA 5 1/2 1 1 5 12.5 0.25089
PoB 5 172 1 1 1 8.5 0.1706
PoC 1 1/9 1/5 1 1 3.31111 0.06646
Summary - 49.82222 1
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Table 5

The pairwise comparison of consensus algorithms with criteria “Decentralization degree”

)
Q Q
Consensus g g %
protocol % E < = Q : g E
Z o ~ ~ ~ ) zZ S
Nakamoto 1 1/9 1/5 1/5 1 2.51111 0.04736
dPoW 9 1 2 2 9 23 0.43378
PoA 5 172 1 1 5 12.5 0.23575
PoB 5 172 1 1 5 12.5 0.23575
PoC 1 1/9 1/5 1/5 1 2.51111 0.04736
Summary - 53.02222 1
Table 6
The pairwise comparison of consensus algorithms with criteria “Smart-contracts support”
o k>
Consensus g g %
protocol %s E < o Q £ g E
Z o ~ ~ ~ n z £
Nakamoto 1 1/3 1/5 1 1 3.53333 0.09037
dPoW 3 1 172 3 3 10.5 0.26854
PoA 5 2 1 5 5 18 0.46036
PoB 1 1/3 1/5 1 1 3.53333 0.09037
PoC 1 1/3 1/5 1 1 3.53333 0.09037
Summary - 39.09999 1

The last step of the method is making the decision. For this, the final value should be counted
including all normalized values received from pairwise algorithms comparisons and the priority
weight for each criterion. The table 7 represents the results of this summarizing.
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Table 7

The results of calculations

5 0 8 £
Protocol . o) e e
. o « o an o,
properties < = R 8 =
~ = g [ -
= = k) a
— O dar} Q
28 | < : g
5 z z = g o
5 = X s 5 7 &
=R = = g £ <)
o » = =~ 8 S
£ £ < 5 g £ 5
< B s n a n )
Consensus
protocols Weight of criteria
0.08813 0.24775 0.16063 0.43156 0.07193 1
Nakamoto 0.01006 0.09037 0.0504 0.04736 0.09037 0.05831
dPoW 0.29698 0.26854 0.46164 0.43378 0.26854 0.37338
PoA 0.19799 0.46036 0.25089 0.23575 0.46036 0.30666
PoB 0.26728 0.09037 0.1706 0.23575 0.09037 0.18159
PoC 0.22768 0.09037 0.06646 0.04736 0.09037 0.08006

The results of method usage shows that among defined consensus algorithms and defined re-
quirements for the system the delayed Proof of Work algorithm is the most suitable that is indicated
by its value 0,37338 that is the highest among all other.

Conclusions

In blockchain-system development the key role belongs to a consensus algorithm. It is a huge
variety of consensus algorithms proposed in the literature for solving various amount of different
tasks, but there is no algorithm how to compare them and choose the one for very this system.

For making a decision in uncertainty conditions with multi criteria there exist methods like
Multi-Attribute Utility Theory (MAUT), Analytic Hierarchy Process (AHP), Case-Based Reasoning
(CBR), Data Envelopment Analysis (DEA), Fuzzy Set Theory, Simple Multi-Attribute Rating
Technique (SMART), Goal Programming (GP), ELECTRE, PROMETHEE and etc. It was decided
to use the method by T. Saati because it is oriented to strategy and planning and it is scalable.

In this method the analytic hierarchy process is used. It represents the problem in the hierarchy,
where the top reflects to the goal, the interim levels reflect to the technical-economic parameters,
and the bottom level reflects to the set of alternatives.

Basing on the Saati’s method, the method of consensus algorithms comparison was proposed.
There were defined 5 criteria: the amount of blocks for secure transaction confirmation, difficulty of
attack performing, scalability, decentralization degree and the possibility of smart-contracts. The
priority of each criterion was calculated via pairwise comparison. After performing the pairwise
comparison of consensus algorithms it was defined that the algorithm delayed Proof of Work gets
higher value and has best correspondence to given criteria than the other consensus algorithms re-
searched in this article.
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SOME APPROACH TO DATA MASKING AS MEANS TO COUNTER
THE INFERENCE THREAT

Introduction

Information in the modern world has become one of the most important resources of society,
and information systems (IS) whose main functional components are databases (DB) have become a
necessary tool in almost all spheres of human activity providing him reliable information for mak-
ing optimal decision. That in turn was reflected in the reverse side of this process. Namely, interest
in the information circulating inside the IS has increased not only from legitimate users and owners,
but also from attackers. The database, as the most important corporate information resource, is one
of the most vulnerable and attractive elements of IS for attackers. Attackers are interested in many
things: internal operational information of the organization, enterprise, company, personal data of
employees, financial information, information about customers, intellectual property products, mar-
ket research results, etc. The main threats to database security today are [1-5]:

— excessive and unused privileges;

— legitimate privilege abuse;

— input injection;

— malware;

— weak audit trail;

— storage media exposure;

— exploitation of vulnerable databases;

— unmanaged sensitive data;

— inference;

— denial of service;

— limited security expertise and education (the human factor);

— database communication protocol vulnerabilities and some others.

Attacks on data warehouses (DW) and databases are one of the most dangerous for various en-
terprises and organizations, practically any branch, be it banks and finance, medicine, trade, high
technology, industry, transport, government agencies and law enforcement agencies, education,
municipal institutions, etc.

According to statistics, in recent years the number of breaches and the amount of compromised
data in the world has been steadily increasing. Thus, according to the estimates of the InfoWatch
analytical center over the past 12 years (2007 — 2019), more than 30 billion personal data records
have been compromised in the world, including over 20 billion in the last two years [6, 7]. And this
is despite the fact that various security experts around the world are constantly doing a great job of
researching, creating and developing principles and systems for protecting information.

Among the threats that are difficult to control within the framework of the database manage-
ment systems (DBMS) and data warehous, a special place is occupied by the threat associated with
the ability of attackers to make conclusions based on various algebraic calculations, comparisons,
filtering the data to which they are admitted, without the need for direct access to the protected ob-
ject itself [8]. This so-called threat of inference. Inference is a way to infer or derive sensitive data
from nonsensitive data [1, 2, 8], which is closely related to two other ways of obtaining confidential
information — aggregation and association of data [1]. The problem of aggregation and association
occurs whenever a set of aggregating or associated data forms more important information than the
importance of the individual data based on which this information is obtained. So information about
the activities of one department or branch of the corporation have a certain weight. The data for the
entire corporation are already much more significance. Or another example: a list consisting of the
names of all employees and a list containing the salaries of employees are open on their own, and
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the combined list with the names of employees and their salaries is already confidential infor-
mation.

The usage of complex as well as a sequence of simple logically related queries allows an at-
tacker to obtain data that is not directly accessible to him. Such a possibility is available, first of all,
in databases that allow to obtain statistical data [9, 10]. Big Data is also subject to the same threat
[8]. In the era of Big Data, the problem of protecting sensitive data is further exacerbated, as tech-
nical methods of protecting privacy are losing ground [11]. In this regard, for example, Google
when implementing the Google’s Street View (for this, photos of roads and houses in many coun-
tries of the world were collected) in Germany faced widespread public and media protests. People
feared that photos of their houses and gardens could aid gangs of robbers to choose profitable tar-
gets [11].

To date, there are no perfect solutions to the inference, aggregation and association problems
[8]. As a rule, countering to similar threats is carried out by such methods as [1, 2, 8, 10]:

— blocking the response with the wrong number of queries;

— control of incoming queries;

— distortion of the response by deliberate correcting the data: limited response suppression;
combined results; random data perturbation; swapping; concealment;

— random sample;

— context-oriented protection;

— polyinstantiation;

— auditing and some others.

At the same time, it is important to understand that, by limiting the attacker's ability to make
inferences based on the information obtained using such methods, we automatically limits queries
from users who do not intend to implement unauthorized access to data. Moreover, attempts to
check requested accesses for possible unacceptable inferences may actually degrade the perfor-
mance of the DBMS [8].

Much of the research on inference based on data obtained in various ways from databases, data
warehouses was done in the early 1980s. However, and today, aspects related to the compromise of
data confidentiality obtained through inference remain largely unresolved [8].

The following is an approach to hiding data, making it difficult for an attacker to implement
the inference threat. It is based on the principles of random permutation of elements (bytes, charac-
ters) of a specific field of the corresponding column (attribute) of a row (tuple) of data and dynamic
data masking (DDM), defined by Gartner as an emerging technology that aims at real-time data
masking of production data [12]. At that, a feature of the proposed approach is that a preliminary
physical change of sensitive data is made in the production database, and it is possible, if necessary
(if masking is no longer required), to lead all changes made during the masking to the initial state
(without data masking) by the user who has the corresponding rights to it. This profitably distin-
guishes the proposed mechanism from most of the typical commercial tools for masking sensitive
data. The legitimate user in the proposed approach gets access to sensitive data due to the ability to
transform (rewrite) the query “on the fly”, and the attacker can only read the previously modified
data that is stored in the database. This approach can also be used in non-production databases, ex-
panding the possibilities of the so-called static data masking.

1. Preliminaries. Data masking method based on the calculation of modulo operations

Today, various masking methods are known (in various sources one can also find the following
terms related to information hiding, such as data anonymization, data de-identification, data scram-
bling, data scrubbing , data obfuscation), which are widely used in certain classes of tasks, namely
[2, 13— 15]:

— substitution. This technique consists in randomly replacing the contents of a data column by
information that looks similar but completely unrelated to the real data (for example, real customer
last names in the database can be replaced with last names taken from a large random list). Substitu-
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tion is very effective in terms of preserving the appearance of existing data. The disadvantage is that
for each column to be replaced, a large amount of replaceable information must be available;

— shuffling is a technique of random shuffling the existing field values in a table column (for
example, data of a table column containing medical records about the patients' health status are ran-
domly shuffled);

— random data deviation (random decimal numbers, random dates, random digits, random
strings) is number and date variance technique. The existing value is replaced with a random one in
a certain range. This technique can prevent attempts to discover true records using known date data
or the exposure of sensitive numeric or date data;

— encryption. The format preserving encryption (FPE) method is used, since ordinary encryp-
tion, as rule, changes the format of the original data and may increase the data dimension, which is
not always desirable;

— nulling out or deletion is simple deletion of column data by replacing it with NULL;

— masking out. This technique is a special case of the substitution technique, when all masked
characters are replaced with the same symbol, for example, “X” (in this case, the credit card number
would be 4343 XXXX XXXX 7357);

— technique of masking numerical data using modulo operations (MOBAT — Modulus Based
Technique);

— compound masking is the technique of masking related columns as a group, ensuring that
masked data across the related columns retains the same relationship. For example, consider mask-
ing address fields, such as city, state (region), and postal codes. These values must be consistent af-
ter masking;

— tokenization. In this technique, data elements are replaced with random tokens — values that
should not be associated with the replaced sensitive data either mathematically or in any other way.
The token does not carry any confidential information, it is only logically associated with real data
that is stored in a well-protected database
and some others.

However, most of the masking techniques described above, except for the encryption, tokeni-
zation and MOBAT techniques are used for static masking of non-production databases and, after
their application, do not allow canceling operations in order to return to the original data, that is not
always acceptable. This is especially important for production databases if it is supposed that this
mechanism will be used to counter the inference threat.

At that, the encryption method is quite resource-intensive, and MOBAT is specifically de-
signed to mask only numerical values [15]. But, quite often there is a need for masking not only
numerical values. For example, in databases built on the basis of the schema with the universal ba-
sis of relations [16, 17], that can be used, including as data warehouse of various subject domains,
the attributes (columns) of relations (tables) containing sensitive data are defined on the domain of
character strings.

Therefore, the need arose to find some new solution that would be no worse than the existing
ones and would allow, to a certain extent, to reduce the probability of the inference threat.

After analyzing the capabilities of the above techniques, as well as the best practices of hiding
information from leading vendors in the masking market [18], first an attempt was made to use
mathematical transformations based on calculating modulo operations not only for numerical, but
also for data types such as a character string, converted to a numerical value.

So, for example, the characters of the string 'Abc123-F0", first converted into a hexadecimal
string 4162633132332DDOAE (similar character conversion is done in the encryption method with
preservation of the format [19]), is converted to a numerical value in the decimal number system —
1206127929121208914094, over which the transformation is then performed similar to the
MOBAT technique:
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Rf; = Ry —((Kjmod K{*)mod K ) + K7, 1

This is a direct transformation, which is necessary to mask a specific value of the field R; of

the i tuple of specified attribute ; of the certain table (relation) R, where lej is the masked value

of the field; KIR is a 128-bit random generated value (private key) that is constant for the table R ;
K{ is a 128-bit random generated value (private key) that is constant for the attribute j of the table

R; Ké is a public key, each value of which is determined by the value of the i -th row field, one of

the selected column (attribute) of the table. For this purpose, it is recommended to use a long inte-
ger typed column. Namely, as a public key, it is best to use the value of the integer identifier (ID)
column of the primary key of the table R .

The inverse transformation is performed to unmask a specific value of the tuple field of the
specified attribute of the certain table R :

Rl.j:R&+((K§m0dKfe)m0ng)—Kj, 2)

To perform mathematical transformations (1), (2) over the obtained long integers, algorithms
and programs for their implementation were developed. The algorithms associated with the imple-
mentation of computational operations on converting long integers into different number systems,
without which in practical implementation it was impossible to do, are based on the Horner's rule,
which allows reducing computation and memory.

However, after calculating modulo operations over converted characters, in general, the result
contained not only normal (print), but also control characters, which made it difficult to represent
them in a readable form. Therefore, the result was represented in the form of a hexadecimal string,
which is convenient to store and process in the table field with the type of a character string, or con-
vert to decimal form, which is convenient for numerical processing. However, such a representation
could not always be suitable for various kinds of applications. In addition, when using long charac-
ter strings, the implementation time was not only increased, but the high bytes were practically not
transformed due to insufficient key length, except for converting string type values to numerical
type. This is shown in example 2 below.

Example 1. Let in some sequence of rows of one of the table columns, whose data should be
masked, the string of Cyrillic characters 'TPC-56' is stored.

For a better representation and understanding of the corresponding data transformation, let it be
sequential rows (table rows with sequentially increasing numbering (increment on ID)).

The result of applying the formula (1) to the values (TPC-56') of the column (we define it as
DATA_X) the corresponding rows of some table is represented below:

ID DATA X
19746 E144A5509211952AEBE3C470A25F8CO
19747 CF518B3AC5B88CB41835AE555349764
19748 8BDCODS5DE66F27BEF9280344028AB827
19749 8F48799ABEC3709CE2D45656532205E
19750 506741F22A4834CDEA6DEE65EACD651
19751 ES5CBFC700E29E9374A81A902FF7BDIF
19752 C70DA272B74C3303321CA6E4FCF0A20
19753 1600D8CE183AEE9AEO073EAT796A06275D
19754 1649CD15E479D33CADD0193E19894C1D
19755 14D66A41674FFD516D9CC884BD8A6530
19756 C39366DA0CO9E841C5A7516A42A41EDF
19757 FF1CS5FA372FBA9337CE685174794AC7
19758 S0A9BDB60B7BEFDD79602050C8E8B1E9
19759 11DA56F36CB5A2611031BAD1IBE2CCIOT7F
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Where ID column values are the public keys Ké for the i-th row of the table. In considered
case these values are in the range [19746, 19759] (K e [19746, 19759]).

Example 2. Let the Cyrillic character string '®ocbopurnent pynumk' is stored in some rows of
the same column DATA X.
Applying formula (1) to the corresponding data column leads to the following result (represen-

tation of the transformed character string in different table rows):
ID DATA MASKING

20659 DOA4DOBED181D184D0OBED180D0OB8D182DOBDD1ISECS501E1077C3320E176F0F1B28A3505
20660 DOA4DOBED181D184DOBED180D0B8D182D0OBDD193555D8DA87CF439DBA3A015BOACC2CT
20661 DOA4DOBED181D184DOBED180D0OB8D182DOBDD196A3BCDB859EAOED94B53DB4421A399B
20662 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD1957238A723EF5F6E3989C1D314106159
20663 DOA4DOBED181D184DOBED180D0OB8D182D0BDD1913798672CA2D33A572138BA761E3594
20664 DOA4DOBED181D184DOBED180D0B8D182D0OBDD193224CFBAOEO590C3D70A2EACD6F05BE
20665 DOA4DOBED181D184DOBED180DOB8D182D0OBDD1A1F3333683E2691BA17399ECT724353CD
20666 DOA4DOBED181D184DOBED180D0OB8D182DOBDD193A795A0B46246692D738F4A63F4B648
20667 DOA4DOBED181D184DOBED180DOB8D182D0OBDD19F44BF9C5416208F6C5E33D44F9B811C
20668 DOA4DOBED181D184DOBED180D0OB8D182DOBDD190AEES542469687FCE3FF8DD1IC18DEATC
20669 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD19D68DAD6COBAATFC24FAE62B2526F3D1
20670 DOA4DOBED181D184DOBED180D0OB8D182DOBDD19BF2CB316D1D2908F7FDC4F142E73CD0
20671 DOA4DOBED181D184DOBED180D0OB8D182D0OBDD196FACEL18263F66DA86C3793598F6B2FD
20672 DOA4DOBED181D184DOBED180D0OB8D182DOBDD1A0892F4B6BES30B3E3DOD7CFFEE311CA
20673 DOA4DOBED181D184DOBED180DOB8D182D0OBDD19EBEF7F8AACS53585510F40366E236CF5A
20674 DOA4DOBED181D184DOBED180D0OB8D182DOBDD19C1A189D7A0A289CB6F5AC214962308A

As you can see from the last example, the part of the transformed data (highlighted in color) for
the same original row is the same.

To eliminate this shortcoming, it became necessary to mix them. As one of the expedient op-
tions, an obvious solution was seen, the essence of which lies in the random permutation of the cor-
responding bytes of the received row code with the possibility of their inverse recovery.

As is known, most of the cryptographic algorithms are still combining substitutions and permu-
tations (transposition) [20, 21], what else C. Shannon noticed in his work [22], summarizing the ex-
perience gained before him in developing ciphers. As it turned out, even in complex ciphers, simple
ciphers, such as substitution, permutation, or a combination of them, can be distinguished as its typ-
ical components. “Substitution and transposition are still the most important kernel techniques in
the construction of modern symmetric encryption algorithms™ [21]. Well-known computer security
experts, cryptography N. Ferguson, B. Schneier in the monograph [23], talking about what would
the ideal block cipher look like, note that this should be a random permutation. Specifying at the
same time that for each key value the block cipher must be a random permutation of the plaintext
variants and the different permutations for the different key values should be chosen independently.

The proposed solution led further to a new method.

Thus, the initial approach led to a new more efficient and less computationally expensive
method — the method of random permutation of the data elements of the row field. Although in
some cases, for example, when small length of rows or increasing the key length and parallelizing
the computation processes, and the initial approach can be used.

2. Hiding sensitive data of row field by method of random permutation of its elements

As it is known, a permutation of n objects is an arrangement of » distinct objects in a row [24].
If we number the places of these objects from left to right (1,2,...,n), then we can formulate the fol-
lowing definition: the one-to-one mapping p:A4—> A of a finite ordered 4={ay,a,,...,a,} set

from n elements onto itself is called a permutation of elements of the A4 set. In the general case, for

n-element set 4 with a fixed order of a;,a,,...,a, elements the permutation is an arbitrary se-

quence of length n from different elements of the set 4. Permutations of n elements of the set 4
differ from each other only in the order of their elements.
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Permutation p can be written as a matrix of two rows. For example, the permutation
n:A—> A of the set 4={a,b,c,d,e} such that n(a)=e, n(b)=d, n(c)=a, n(d)=>b, n(e)=c
can be written as follows:

_[abcde
JT_(ea’abc)' 3)

Usually the nature of the elements of the set 4 are inessential, so without loss of generality,
we can be considered that 4=1{1,2,....n} (otherwise you must go to the element numbers (g;,

where i € {l,...,n})). Then each permutation m of these elements can be written as a matrix of the

n:( 123..n )’ @)

ap ar 613 an

following two rows:

where {ay, ay, a3, ..., a,} ={1,2,3,...,n}, n(i)=a;, forall ie{l,...,n}.

The number of all permutations © from » different elements is equal to «,, = n!

For each permutation r, there is a inverse permutation 7! that undoes the effect of . The

product non ) equals the identity permutation 7, = nen L.

The inverse permutation aj, a5, a3, ..., a,, is obtained, if in (4) swap the rows of the matrix,
and then arrange the columns in ascending order by the upper elements:

aqayay..a,\_(123.n (5)
123 ..n ) \aayas..a,)

Let us apply the above theoretical information from combinatorics to the solution of our task of
masking the specific value of R;; field of I tuple of the specified attribute ;j of the specific table

R , through the random permutation of the sensitive data elements of the row field. Randomness in
this case means the equiprobability of obtaining any of »n! possible permutations from the set 4.

The proposed method of random permutation of elements (bytes, characters) of data of a spe-
cific field of a different type (numeric, character strings, Binary Large Objects (BLOBs), Character
Large Objects (CLOBs)) of table row is based a modern version of the Fisher-Yates shuffle algo-
rithm [25], presented by R. Durstenfeld in [26]. This algorithm (called “Algorithm FY”) in
pseudocode is presented below.

Algorithm FY

Input: A is an array with n22 elements (n is permutation length)
Output: random permutation on A
for i = n downto 1

j = random(l..i) /* a random number is generated in the range [1,1i] */
swap (A[1], A[Jj]) /* exchange */
end for

The main reasons for choosing the Fisher-Yates shuffling algorithm were its following ad-
vantages:

— a small number of steps performed operations. The asymptotic computational complexity of
the modern version of the algorithm is O(n), where n is the number of elements of the set (in this
case, this is the number of elements (characters, bytes) of the data of specific field);

— when using a high quality unbiased random number generator, the algorithm guarantees an
unbiased result;

— its efficiency and simplicity have so far stood the test of time [27].
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The Fisher-Yates algorithm uses a sample of uniformly distributed random numbers from dif-
ferent ranges. Therefore, it is important that one could take advantages of this algorithm, it is neces-
sary to use pseudorandom number generators (PRNGs), which form random numbers that exactly
are unbiased in some part of the interval. On the other hand, as noted in [28], the Fisher-Yates algo-
rithm is not able to generate more than m different permutations, that is, it cannot create more per-
mutations than the number of internal generator states. And even when the number of possible gen-
erator states exceeds the number of permutations, some of them may appear more often than others.
In order to avoid the appearance of distribution unevenness, it is usually recommended that the
number of internal states of a random number generator exceed the number of permutations by sev-
eral orders of magnitude, if this is actually possible. Although in most cases, there is actually no
need to receive all permutations [28].

Therefore, based on the foregoing, the proposed method provides for the possibility of using,
depending on the situation (this is mainly due to the need to perform the procedure of permutation
of the data elements of various type fields with minimal time costs), different PRNGs that satisfy
the above requirements (cryptographically strong PRNG in this case is not required). We need to
perform such transformations — permutations in advance so that an attacker cannot, using complex
as well as sequences of simple logically related queries, obtain data that is not directly accessible to
him, based on inference (that is realize the inference threat) for an acceptable time for him. At that,
a legitimate user could get the required sensitive data quickly enough and simply.

In the proposed implementation of the method were used:

1) linear congruential random number generator, popularized in [29]:

X =(aX; +c)modm (6)
with constants (multiplier a =1664525 and increment ¢ =1013904223) chosen by D. E. Knuth and
H. W. Lewis, where m=2"%;

2) random number generator of built-in DBMS RANDOM package for Oracle DBMS, namely
DBMS RANDOM.VALUE, which generates floating-point numbers with 38 digits to the right of
the decimal (38-digit precision), with the possibility of setting them various range;

3) G. Marsaglia pseudo-random number generator (Xorshift) [30] with a period of 2'**-1:

unsigned long xor128 ()

{static unsigned long x=123456789, y=362436069, z=521288629, w=88675123;
unsigned long t;

t=(x" (x<<11)); x=y; y=2z; zZ=W;

return (w=(w” (w>>19)) " (t~ (t>>8))) ;

}

In the Xorshift generator, some initial sequence is specified, to which the operations of the ex-
clusive OR (XOR) and logical shift are applied. This PRNG was selected based on the recommen-
dations given in [31]. In principle, based on these recommendations, you can choose any other
PRNG, including those given in the same work [31].

All the generators in the software implementation were checked the correspondence of the out-
put random numbers in the given range to the uniform distribution law.

Masking algorithm
Preliminary remarks. The proposed solution uses a universal scheme for hiding data of various

type fields of a tuple row of some database table, based on the use of public and private keys KIR ,
Kg , Ké. KlR is a unique 128-bit random value (private key) generated by a cryptographically

strong PRNG for each table R (it is constant for all values that will be masked in this table). K 5 is

a unique 128-bit random value (private key) generated by a cryptographically strong PRNG for
each attribute j of the table R (it is constant for all values that need to be masked in this column).
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Ké is a public key based on the value of the integer identifier of the primary key of the 7 -th row of

the table R (it is constant for all values in the columns that will be masked in this row).
An authorized user, with appropriate privileges, which will provide the correct key in an open

session to decrypt the row of the special table (R%“"*") encrypted with the AES-256 algorithm
(keys and some other information, such as table and column names, are stored in the rows of this

table), has the mediate access (through the corresponding middleware) to the private keys KIR,

K{ . All other users, even privileged, without knowing this key, will not be able to extract the pri-

vate keys from the table R**“"“' | and, therefore, will not be able to perform neither data masking

operations nor reverse operations (unmasking or inverse masking).
Algorithm operations

1. The initial value ( X 2_' ) of PRNG is generated.
1]

For each row i of the corresponding column ; of the selected table R, this value is different:

Xgl_j = hash(K{* + K§ — K3)mod(Nppay ) » (7)

where hash() is one of the cryptographic hash functions (such as: MD4, MD5, SHA-1, SHA-256,

SHA-384, SHA-512, SHA-3). The purpose of using a hash function is mixing (non-injectively
transform) private and public keys to make it impossible to recover them from the final result and

getting significantly different from each other formed initial values X 2 for PRNG, even if at least
i

one of these keys changes by one character (one). N,,,, 1s the maximum allowable integer in the
corresponding implementation. Modulo operation N, is also non-injective.

2. Actions are performed in accordance with the Fisher-Yates algorithm:

— a random integer is generated (using one of the selected PRNG, to the input of which the

generated initial value X 2” is supplied);
y

— the permutation procedure of elements (bytes, characters) of the source string A of length n
is performed.
As a result, we have the transformed (masked) field value ( 4) of each row i of the column ; of

the corresponding type for the selected table R .
The general scheme of the masking algorithm (MA-1) is represented below in pseudocode.

Masking algorithm 1 (MA-1)

Input: name table, name column, Ki, A, N

max

Output: masked value of the data string - A

Decrypt (R**°**‘[name _table, name column]) — (K., K., PRNG, hash)
0 _ R 7 i
Xp, = hash(K; + K; — K;) mod (N, _.)
switch(PRNG)

{case 1: linear congruential generator (LCG)
case 2: built-in random number generator (package DBMS RANDOM)
case 3: pseudo-random number generator Xorshift

for i = n c}lownto 1

j=random PRNG(l..i) /*a random number is generated in the range [1,i]%*/
swap (A[1], A[J]) /*exchange*/

end for
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Without knowing the initial value X O” , it is rather difficult, and with long data strings (large
1]

dimensions A (large n)) it is almost impossible to determine the sequence of random numbers gen-
erated for the permutation (the number of which is equal n!). This means that it will be difficult for
an attacker to determine the source strings after their corresponding transformation. Thus, we re-
strict an attacker to use a various set of queries for inference, for example, by presenting the same
data stored in the database in a different form. As a result, misleading the attacker, we counteract
the inference threat.

Example 3. Let the following string of Cyrillik characters 'kpri-17' (4={K,P,I1,—,1,7}) be
stored in some row of one of the table columns whose data should be masked.

Applying the MA-1 algorithm (Masking algorithm 1), and getting, for example, one of the ran-
dom permutations:
_ (1 2345 6)
“l653412)
we have the transformed (masked) value, namely, the string of characters '7P — K1I1', as a result of
the mapping: 'KPII-17'—'71[1-KP', that is =n(K"='7", =n(P")='l", =n(Il")='Il",
n(-")="-", n('1)="'K", n('7")="'P"', where a; are the numbers of the i-th element (i e {l,...,6})
of the source character string to be masked, each which should be placed in the appropriate position
after transformation. So ¢ indicates to the sixth character ('7') of the string 'KPII—-17" that

= 123456
\ay ay a3 a4 as ag

should be placed in the first position of the transformed string; a, indicates to the fifth character
('1") of the string ' KPIT—17" that should be placed in the second position of the transformed string,
etc. for as, ay, as, ag.
Algorithm inverse to masking algorithm
Preliminary remarks. The proposed solution for recovering the masked data of the row field
uses an inverse permutation algorithm, similar to that described in [24], with the peculiarity that it
does not limit the permuted elements to only numbers {1, 2, 3, ..., n}, but can use any characters of

national alphabets, numbers represented in hexadecimal or other number system. Namely, having
an initial permutation:

n=(n(1),n(2),...,m(n)) (8)
and the result of its application:
(V1532500 V) = (1) X (2) 5+ X () ) 5 )
the inverse permutation can be obtained using the formula [21, 24]:
n (n(i) =i, (10)
as:
(01525 X) = (V1 s Yo oo Yl ) (11)
or in matrix form, as:
X[r()]=Y(@). (12)

xl X2 X3 Xn

If through 7, we denote the permutation =, =( Y Vy V3 e Y

j , where y;=n(x;),

123..n

) the corresponding permutation for it, as a map-
aap az ...ay

ie{l,..,n}, and through w,,,, =(

ping of the numbering onto the corresponding elements of the set, where
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{a1, ay, a3, ..., a,} =1{1,2,3,...,n}, then the formula (12) for the inverse permutation can be written
as follows:

Tah (R (D) = T (7). (13)

However, first you need to get the initial permutation before finding the inverse for it. There-
fore, the sequence of actions will be as follows.

1. The initial value ( X 1(-()»._ ) of PRNG is generated.
1]

It is necessary to choose exactly the PRNG which was used during the initial permutation. For
each row i of the corresponding column ; of the selected table R, the initial value is determined

in accordance with formula (7).
It should be noted that an attacker to obtain an initial value (to form an initial permutation
equivalent to that formed in the MA-1 algorithm) needs to know at least the values of two private

keys (KIR , K{ ), as well as the type of cryptographic hash function used and PRNG used. In addi-

tion, the number of permutations (how many times has a set of operations been performed to per-
mute row characters) for each specific row of the protected table can be different. Brute force of on-
ly two 128-bit random numbers generated by cryptographically strong PRNG is a very resource-
intensive task in order to realize it in a reasonable time. The number of combinations (excluding the
definition of the hash function used, PRNG and the number of times performed operations when
permutation of row characters) that need to be checked for the columns j of the R table is at least

%_j.2128_2128 _
chance).

2. The initial permutation is determined.

Thanks to the possibility of repeating a sequence of numbers formed by the PRNG from the
same initial value, performing actions in accordance with the Fisher-Yates algorithm, we obtain the
initial permutation (similar to that obtained when the implementation of the MA-1 algorithm):

123..n
aap az ...ay,

Jj 2235 5 5.8. j-lO76 (half of the total amount of possible brute force tests; 50%

n=(n(1),n(2),...,m(n)) or in other notation mw,,,, :( ), as mapping the numbering

onto the corresponding elements of a set.

3. The inverse to masking transformation is performed.

Having gotten the initial permutation nt = (n(1), n(2),...,m(n)), and, having the input string of
the masked data Y(i), in accordance with expression (14) you can determine the original (not
masked) value of the row field X (i), where i € {l,...,n}.

The general scheme of the inverse masking algorithm (IMA-1) is represented below in
pseudocode.

Inverse masking algorithm 1 (IMA-1)

Input: name table, name column, Ké, Y, Nmax
Output: inverse of masked value - X
Decrypt (R**°**‘[name _table, name _column]) — (Ki, K, PRNG, hash)

0

X, = hash(k] + K] - K;) mod(N,,)
for i =1 ton
T, L1 = 1 /*array preparation*/
end for
switch(PRNG)

case 1: linear congruential generator (LCG)
case 2: built-in random number generator (package DBMS_ RANDOM)
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case 3: pseudo-random number generator Xorshift

P

for i = n downto 1 /*getting initial permutation*/
j=random PRNG(1l..1i)

swap (®,, [1], ®  [J])

end for

for i = 1 ton /*inverse of a permutation*/
Xn, 111 = Y()

end for

Example 4. Let the character string '7P— K1I1' is stored in some field of the tuple i of the at-
tribute j of table R as a result of masking (see Example 3). It is required to transform it to its orig-

inal (before masking) state.

1. On the basis of the read values of the keys (two private and one public), knowledge of the
hash function used and the PRNG, in accordance with the formula (7), the initial value for PRNG is
formed. This step, naturally, is available only to an authorized user with the appropriate privileges
Rsecret )

and knowledge of the access key to the table
2. Determination of the initial permutation ( x,,,,,, ) of the numbers of the elements for the char-

acter data string. After the corresponding initialization of the PRNG, which was used during the
masking, actions are performed in accordance with the Fisher-Yates algorithm.

In this example, the initial permutation has the form (see Example 3):

. (123456 ):(123456)
hum ap ap daz a4 as dg 653412

3. Inverse to masking transformation.

In accordance with the formula (12) we have: X[6]=Y(1)='7"; X[5]=Y(2)="1";
XB1=YR)="11"; X[4]=Y4)="-"; X[1]=Y(5)="K"; X[2]=Y(6)="P".

Having ordered the indexes in ascending order, we get the string: 'KPII-17"'. The resulting
value is equivalent to the masked value (see Example 3). That confirms the correctness of the algo-
rithm IMA-1 (Inverse masking algorithm 1).

3. Comparative analysis of the quantitative and qualitative characteristics
of the proposed algorithm and an encryption algorithm

Comparative analysis of quality characteristics

For a better representation and understanding of the corresponding data transformation (quali-
ty characteristics), Table 1 below shows the masking results of the character string 'KPI1-17"' using
the proposed algorithm using various PRNGs and the ordinary encryption algorithm AES-128. The
following PRNGs were used: 1 — linear congruential generator (expression (6)); 2 — random number
generator of built-in DBMS RANDOM package for Oracle DBMS; 3 — pseudorandom number
generator Xorshift with the (2'%*-1) period. For clarity, the adjacent rows were selected (rows of the
table with sequentially increasing numbering).

When encrypting character strings using the AES algorithm, the same mechanism for extract-

ing and applying keys from the table R**“"® was used as in the above proposed masking algorithm.

Herewith the result of the formula (7) was used to determine the initialization vector in the encryp-
tion algorithm.

As we can see from Table 1, all the resulting strings are different from the original string. And
this is important! But at that, the converted strings using the proposed approach retain the format
and do not increase the dimension of the string, as in the case with the encryption algorithm. That in
certain applications is critical and unacceptable. In this respect, the ordinary encryption algorithm
concedes the proposed method. To eliminate this shortcoming, you can use encryption algorithms
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with format preservation (format-preserving encryption — FPE), but their implementation, for ex-
ample, in Oracle, as noted in [14], involves significant processing.

Table 1
Character string masking results
ID |DATA MASKING 1| DATA MASKING 2 | DATA MASKING 3 DATA_ENCRYPT

18136 [I-P7K1 P1KII7- -71IPK FO3EOODBD4D478A1D331F6CFAEC6A3DFE
18137 1I7-KP 71PK- K1P7-1I| 689783C6F95F526126C48FEGF11BEF13
18138 -7KP1 PIIL7-K KI1P7-| C5B6BAFB17C10C528A7490B66E19A2B0
18139 N1K-P7 P-K7I1 -1K7IP| E908DB627314C84B572486457ED0670A
18140 P17II-K KII7P-1 P7KII-1 4766A178B39586108DDB57F8ADBESASA
18141 171PK- 71-KPII KI17P-| 6ECF167783564759E8D31753D59A53E3
18142 -KP7I1 1K-PII7 KP-II71| OFO0D486A4F9CB189FA7092CB2CA4DATE
18143 1MIP7K~- 71KII-P -PKII71 315690B8B84DA3460A4F4933DCAT7648F
18144 P7-K1II KIIP1-7 PK-71I| 59DAA907A9CC38FF1A52C8ABICDIDCCS
18145 7-PK1II K7-1PII 1KP7II-| 58F46C87949558D2C02CCBE3F368D09F
18146 KII7P1- -17KP P1N7-K| DD3F2CC50EBD51FE991B8334EB50C347
18147 P1I7-K K-71P1 KP17-II| CD50A2ECA5D987419BB8C6794BDCBETL
18148 -K70P1 K71P- K-7IP1| 6549D15CC334245CDF7182CC2983C3C4
18149 -1PII7K PK1-7II 7-PK1II B37403B75997F2A535FA002239EDDEFS5
18150 71PK- -II1KP7 K7I0-1P| DOC9509DDBD4ED6952E4434EASFC13C2
18151 K71-1P ~K7P1II -P7N1K| 975AE4AEFS567EDEECOE40ECTF48A75D9
18152 P170-K 7-K1IP 71M-KP| 82084A1E15F818543D0845A535810F7D
18153 1K-7P P-K7I1 K1-P7| O9E7F647331CAF130D02CICBCBB53968A
18154 -P17K -K71IP P-KI71| 2C85EDFE7307EAF7EF11B7766B7416DF
18155 P7IIK-1 K7-T1P NP-71K| 8FECDE765DE3773788C79040118B9A6B
18156 7-1KPII KII17-P K-TI11P7 25F2F78484CD4872FC8FEGEOA3SAB22F
18157 I1KP7- Kp-7II1 P7-1IIK CD62C80ES53122CCA4AAEF2472734EC138
18158 P-T7KII1 K7-II11P IIK-P17 2DF64FC7780264AEF4E7D3BF49214ACF

Analyzing the results of Table 1, it can conclude that an attacker has little chance to determine
from the available information that all these values are associated with the same character string
'"KPII-17"' (with the same real object). Although the number of permutations is not so large 6!=720,
but in this particular case even statistical cryptanalysis is difficult, since, in fact, after the corre-
sponding transformations, it may turn out that completely other and different objects of the modeled
subject domain will be associated with the obtained transformed names. This significantly makes
difficult the implementation of inference threat for an attacker. And, therefore, the proposed ap-
proach to hiding will not allow an attacker to obtain data in a reasonable time for him, access to
which is directly closed to him.

Sometimes it is necessary to mask part of the field value of a table row, for example, for mask-
ing phone numbers, discount cards, bank cards, serial numbers of equipment and devices, car num-
bers, etc. In this case, the ordinary encryption method is not acceptable. The proposed approach, on
the contrary, is suitable for solving this problem; for this, only some modification of the MA-1 al-
gorithms (Masking algorithm 1) and IMA-1 (Inverse masking algorithm I) represented above is
necessary.

Schemes of the modified algorithms MA-2 and IMA-2 (differences from MA-1 and IMA-1 are
highlighted in color) are represented below.

Masking algorithm (MA-2)

Input: name table, name column, Ki, A, N i end, i beg

max

Output: masked value of the data string - A
Decrypt (R**°**‘[name _table, name column]) — (K., K., PRNG, hash)
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X) = hash(Kf + K] — K!) mod (N
switch(PRNG)
{

case 1: linear congruential generator (LCG)
case 2: built-in random number generator (package DBMS RANDOM)
case 3: pseudo-random number generator Xorshift

max )

i..

for i = n-i end downto i beg
j=random PRNG (i beg..i) /*a random number is generated in the range [i_beg,i]*/
swap (A[1], A[7]) /*exchange*/

end for

Inverse masking algorithm (IMA-2)

Input: name table, name column, Ké,Y,N i end, i beg

max !

Output: inverse of masked value - X
Decrypt (R**°**‘[name __table, name column]) — (K, K2j, PRNG, hash)
0 _ R 5 i
Xr, = hash(K; + K; — K;) mod (N, _.)
for i =1 ton
T, 1] = 1 /*array preparation*/
end for
switch(PRNG)

{

case 1: linear congruential generator (LCG)
case 2: built-in random number generator (package DBMS RANDOM)
case 3: pseudo-random number generator Xorshift

}
for i = n-i end downto i beg /*getting initial permutation*/
j=random PRNG (i beg..1i)

swap (7, . [1], ® . [3])

end for

for i =1 ton /*inverse of a permutation*/
xin,, [i]] = ¥()

end for

Where the parameters i beg, i end define the boundaries of the transformation interval,
namely: i beg — from which position from the beginning of the string the permutation should be
performed; i end — up to which position from the end of the string permutation should be per-
formed.

In addition, to mask, for example, bank cards after the corresponding permutation procedure
(see algorithms MA-2, IMA-2), it is also necessary to calculate the last check digit using the Luhn
algorithm [32], in accordance with the ISO/IEC 7812 standard.

Tables 2, 3, 4 show the masking results using the proposed algorithm (with different PRNG: 1
— LCG — the result in the DATA MASKING 1 column; 2 — built-in PRNG — result in the
DATA MASKING 2 column; 3 — PRNG Xorshift — result in the DATA MASKING 3 column) of data
on card numbers stored in the corresponding sequences of adjacent rows of some table, namely, on
Visa bank card — number '4454102135347018', Master Card bank card — number
'5167135104128196"', American  Express  payment system card —  number
'378282246310005", with preservation of the card type.
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If you need to mask some table fields that store, for example, important text documents (data in
one of the text formats: both in TXT format itself and in other, for example, such specialized for-
mats as INI, HTML, XML, TeX, JSON, LOG, source texts of programming languages and others
for which it serves as the basis), which are significantly larger in volume (length) the character
strings discussed above, then this task can also be effectively solved using the proposed method.

Table 2
The masking results of Visa bank card number
iD DATA MASKING 1 | DATA MASKING 2 | DATA MASKING 3
35359 |4411443305170521|4401235043741510(4400451172135348
35360 |4413021740415533|4437312451510402|4413535021740418
35361 |4434230511514078|4451124347013504|4433412071450155
35362 |4441031715425306|4454317254110308(4445701534021132
35363 |4410203415715438[4401473215035144(4401112347355406
35364 |4471310435041525|4431424310075158(4403441103715257
35365 |4442031413755102(4453113442705013|4450104341275318
35366 |4434032105174511(|4470310431215454|4432740405113516
35367 |4442714501531309|4413274510410354(4401351344017250
35368 |4411233574040152|4401354023541715(4470315450124131
Table 3
Masking results the number of Master Card bank card
ID DATA MASKING 1 | DATA MASKING 2 | DATA MASKING 3
35369 |5174311028615912|5121381165147098|5173192416150188
35370 |5193751482161100|5116471112850931(5111091716482355
35371 |5193711261150849|5173051612198419(5131072681541199
35372 |5174513918161028|5124311678019515|5171350492111688
35373 |5110341258911670(5176018951231413|5162081179141356
35374 |5111501217936485|5114811259061374(5193110548211674
35375 |5105311179468123|5168143975012118{5143196250811174
35376 |5113517462018918|5129713164051180(5171591241013689
35377 |5101512147198361|5164113082517196|5192304161118750
35378 |5141351291186076|5118107163219455|5171084112195363
Table 4
Masking results the card number
of the American Express payment system
ID DATA MASKING 1 | DATA_MASKING 2 | DATA MASKING 3
35379 |372800263182043|370020288642317| 371288240036022
35380 |378022631084025|370816438022205| 372206321048087
35381 [372006822180433|370010822348265| 372142063008825
35382 [373206140282809|372382004682011| 376482020308215
35383 |372860104823205|371242806280300| 372200346821081
35384 |370280463102285|376182320802400| 372302880420161
35385 |372843260180024|376048820221039| 372042318028604
35386 [378231264800025|376082412008322| 371862302802040
35387 |372012648080237|370102628084325| 373802460082124
35388 [372020023868415|378023801262045| 372822460183004

The proposed method, as it was noted above, can be applied to the masking of the fields of ta-
bles that store data not only of the character string type (character, character varying) and numeric
types (integer, number), but also data of the BLOB, CLOB type that allow you to store in the data-
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base, for example, documents of such formats as: DOC, DOCX, RTF, XLS, XLSX, XPS, PDF,
PPT, BMP, GIF, TIF, MP3, AVI, etc. But this important question, which has interesting features of
practical implementation, in this paper, in view of its limited scope, will not be considered. This is
the subject of a separate article.

Quantitative characteristics of comparative analysis

The results below were obtained with the appropriate data transformations of the database ta-
bles. The database was implemented on the Oracle 12.2 ¢ DBMS platform installed on the Win-
dows 10 (x64) operating system on various computers.

Option A. Computer with Intel (R) Core (TM) 2 Duo CPU 2.16 GHz, RAM 4 GB, HDD 320
GB was used.

Option B. Computer with Intel(R) Core (TM) i3-7100 CPU 3.90 GHz, RAM 4 GB, HDD 500
GB was used.

About 18,000 data rows of some varchar2(255) column of a table of real database were sub-
jected to transformation (masking, encryption) with recording to the database. Fig. 1, 2 shows the
results of the average times (in seconds) of masking and unmasking, encrypting and decrypting
character strings with writing to the database all 18,000 data rows using the proposed permutation
algorithm (were used linear congruential PRNG (PRNG-1) and pseudo-random number generator
Xorshift (PRNN-3)) and the ordinary AES-128 encryption algorithm for options A and B respec-
tively.

Option A

[ Average time to implement masking (encryption) in seconds

B Average time to implement unmasking (decryption) in seconds

10.500
9.000
7.500
6.000
4.500
3.000
1.500
0.000

Seconds

AES128

@ Average time to implement

masking (encryption) in seconds 8.250 375 239

Average time to implement

unmasking (decryption) in seconds 8.39 10.02 935

PRNGs, encryption algorithm

Fig. 1. Average time to transform character strings (option A)

OptionB
[ Average time to implement masking {encryption) in seconds

M Average time to implement unmasking (decryption) in seconds

~
o

Seconds
0000 pPpREE NN
ON AR NAETOONMN &

[ Average time to implement
masking (encryption) in seconds

Average time to implement
unmasking (decryption) in seconds

213 2.55 251

PRNGs, encryption algorithm

Fig. 2. Average time to transform character strings (option B)
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As follows from the conducted research, the usage of the ordinary encryption algorithm loses
to the proposed method not only in qualitative characteristics, namely, changes in the presentation
format, but also quantitative due to the increase in the length of the stored data and the transfor-
mation time for hiding data. If, when using Xorshift PRNG, the compared times of corresponding
transformations for both methods are almost the same, then already compared to the permutation
algorithm, when using the linear congruential PRNG, the implementation of the encryption algo-
rithm loses to it (11-12)% for option A and (15-17)% for option B, respectively. (Note. The current
implementation of Xorshift PRNG in PL/SQL is currently not an optimized implementation due to
this language does not support hardware implementation of logical shifts, XOR operations, and
therefore these ones are solved algebraically).

4. Usage restrictions of the proposed method and features of its implementation

When the length of the string is less than three characters or, if all the characters are the same,
masking using the proposed method is inexpedient. In this case, it is advisable to use:

— or a substitution method with elements of the proposed approach, namely, by creating a
mapping table with a random selection from it of characters or their combinations, using the availa-
ble PRNGs and the shuffling mechanism of the proposed permutation method for this purpose (with
the ability to subsequently restore the sequence, required for the inverse transformation, of the gen-
erated numbers from the initial value X 2 );

i

— or a method of masking data based on the calculation of operations modulo, by transfor-
mation of a short string to a numerical form, if it includes letter characters, special characters and
digits, or by simply converting a string of digits to a number using standard conversion functions
(for example, for Oracle, this is the TO NUMBER function).

The privacy of the masking keys depends on where the keys are stored and who has access to

them. The proposed solution uses three keys (KIR, K{ , K_é:): two are private (generated crypto-
graphically strong PRNG) and one is public. All private keys are encrypted using the AES-256 al-

gorithm and stored in a special database table R*““"“’ . The values of these keys are never shown
and not known either to the database administrator (if he does not combine the functions of the se-
curity administrator), or to any other user. An authorized user, with appropriate privileges, which
will provide the correct key in an open session to decrypt the row of the special table, has the medi-

ate access through the corresponding middleware to the private keys KIR , K 5 . At that, the value of

this key is not shown anywhere in the clear, it cannot be traced even through the available means of
documenting executed queries (a historical command log). It is extracted in a certain way by the
special software of the DBMS server from the key container file, which an authenticated user with
the appropriate privileges must provide during the session opening.

Actions in case of encryption key compromise of the table R*“"

If the key with which the data (the private KIR , K 5 keys and some other information) of the
R*¢°™" table is encrypted, is compromised, it can be replaced with a new generated one using spe-
cially developed software (cryptographically strong PRNG is used for this). After that, the data of
the entire table R**’ is encrypted with the new key. At that, the private K{%, Kg keys are not
shown anywhere explicitly. Then, using special software, for legitimate users key container files for

R secret

decrypting the data of the table are formed.

Actions in case of compromise of separate private KlR , K g keys

When the compromise of separate private keys from sets of KIR, Kg they can also be generat-

ed using cryptographically strong PRNG and special developed software similarly the decryption
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key of the R table. After that, it remains only to replace the compromised private keys with
new ones, pre-encrypting them with an AES-256 algorithm. At that, the newly generated private
keys are also not shown anywhere explicitly.

Conclusions

1. Analyzing the best practices of hiding information from leading vendors, a new approach to
data hiding was proposed, making it difficult for an attacker to implement the inference threat. This
approach was based on the principles of random permutation of the elements of a specific field of
the corresponding column (attribute) of the row (tuple) of the production database table data and
dynamic masking. It differs from the existing ones in that a preliminary physical change of sensitive
data is made in the production database, and a user who has the appropriate rights can cancel these
changes if it is necessary. That is, the corresponding user can restore all data changes made during
the masking procedure to their original state.

2. The authenticated user in the proposed solution gets access to sensitive data due to the abil-
ity to transform (rewrite) the query “on the fly”, and an attacker, even using complex as well as se-
quences of simple logically related queries, is limited in implementing the threat of inference during
an acceptable time for him (due to the fact that only the masked data is available to him).

3. It is possible to mask both an entire value of the field of the table row and its part using the
proposed solution. This is relevant on the one hand for masking such data as phone numbers, dis-
count cards, bank cards, serial numbers of equipments and devices, car numbers, etc. and on the
other hand, it allows reducing the number of operations for transformation large binary objects, and,
consequently, the implementation time, without losing the effectiveness of the masking procedure.

4. Studies have shown that the use of the ordinary encryption algorithm loses to the proposed
method not only by qualitative characteristics (primarily due to a change in the data representation
format and the inability to transform part of the row field value), but also by quantitative character-
istics (due to an increase in the length of the stored data and the transformation time for hiding data
(by about (10-17)%)).

5. A distinctive feature of the proposed solution is the approach to the process of data shuf-
fling, namely, shuffling data value elements within the demanded row field. At that, the basic op-
erations of the proposed method can also be used for vertical shuffling — permutation of values
within the column of the selected table.

6. The proposed approach to data masking can be used in both production and non-production
databases, expanding the possibilities of so-called static data masking.
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CYYACHI TPOBJIEMH HEHTPAJI3OBAHUX TEXHOJIOT'TA
TUITY «KJIEHT — CEPBEP» TA MOXKJIUBOCTI iX YAOCKOHAJIEHHA
HA OCHOBI JEHEHTPAJII3AILII

Beryn

HuHni crioctepiraroThCsi IHTEHCHBHI MPOLIECH PO3POOIECHHS Ta BIPOBAKEHHS y Pi3HOMaHITHI
iH(popmaiiiai TexHosorii (IT) mpuamumiB generTpamizanii. OCHOBHI 3 HUX 3aKJIaJIcHI B TEXHOJIOTI1
omokueitH [1 — 5, 9]. [IpakTHuHO HMIMpPOKE BIpoBaIKeHHs TexHonorii 6nokdeitn (ThY) 3pobaeHo B
SKOCTI KPUNTOBATIOTH. AJle, HE3BaXKAIOUX Ha TOSBY Ta BIPOBaKeHHS Ha ocHOBI THY mepcrexTu-
BHUX IIUPOKOMACIITAOHUX PO3POOOK, MPOJOBKYIOTh ICHYBAaTH MEBHI CyMHIBU BITHOCHO TEpCIEK-
TUB 3acTocyBaHHs ThY. BoHm, sik 1 OibIIiCTh HOBUX 1H(POPMAIIHHIX TEXHOJOTIH, MOXYTh OyTH
00OMeXEHHMH B 3aCTOCYBaHHI, a TO 1 HenoTpiouumu [1 — 6].

HuHi mmpoke po3moBCIOKEHHS Ta 3aCTOCYBaHHs 3HAUILH [T, 110 TPyHTYIOTHCS HAa TEXHOJIO-
rii Tuny «Knient — cepsep» [7, 8 ]. Texnonorii «Kiient — cepsep» (anria. Client-server) € o6uuc-
JTIOBATBHUMH 200 MEPEKEBUMH apXiTEKTYpaMH, y SIKUX 3aBJaHHS a00 MEpexeBl HABaHTAXKEHHS Po-
3MOAUICHI MK MOCTadyalbHUKAMU MOCHIYT, SKMX Ha3UBalOTh CEpBEpaMH, Ta 3aMOBHMKAMHU IMOCIYT,
SKHX Ha3uBaloTh KiieHTamu. [1o cyTi, TexHomnorii «KiieHT i cepBep» € pi3HOi CKIIAJHOCTI MPOrpam-
HUM 3a0€3IeUeHHsIM, 110 PO3TAIOBYEThCS HA PI3HUX OOYMCIIOBAJIBHUX MAIIMHAX 1 B3a€EMOJIIOTh
MiX 0000 uepe3 00UMCITIOBAIEHY MEPEXKyY 3a JOMTOMOTOI0 MEPEXKEBHX MPOTOKOIIB. BOHH MOXYTh
OyTH po3TallloBaHl TaKOX 1 Ha oAHIH MamuHi. CepBepH OYIKYIOTh Bijl KIIEHTCHKUX MPOrpaM IeBH1
3alUTH 1 HAAAIOTh IM CBOI pEeCypCH y BUIJISIII TaHUX, CEpBICHUX (QyHKHiA. OCKIIBKU OJTHA Mporpa-
Ma-CepBep MOKE BUKOHYBATH 3alUTH BiJl O€37114i MPOrpaM-KIi€HTiB, il pO3MIIIyIOTh Ha CIeliadbHO
BHJIUUICHIM OOYHCIIOBANIbHIA MammuHI a00 MaIllWHAX, HAJAIlITOBAHUX OCOOJMBHUM YWHOM, HAIPH-
KJIa/l, CIUIBHO 3 IHIIMMHU IIporpamMaMu-cepepaMu. Tomy, IPOJyKTHBHICTh Ta 3aXHUILEHICTh TOILO,
TaKoi «MaIlIMHU — CepBepay MOBUHHI OyTH BHCOKMMH. BpaxoByroun 0coOIUBY poJb TaKOi MAIIMHU
B Mepexi, cierudiku ii 00J1alHaHHS Ta TPOTPAMHOTO 3a0e3MEeUeHHs], 11 TAKOX HAa3MBAIOTh CEpBE-
pOM, a MalIMHHU, SIKI BUKOHYIOTH KJIIEHTCHKI HpPOTpaMHM, BIAMOBIAHO, Kii€eHTamMH. TexHojorii
«KiieHT — cepBep» MarOTh Psijl epeBar, aje B OCTaHHI POKU MPOSIBUIIUCEH 1 PSIT iX HEJOJIKIB.

Jlo ocCHOBHHX TiepeBar MOXxHa BigHecTH |7, 8]:

- BIJCYTHICTh HEOOX1HOCTI AyOJIFOBaHHS ITPOTrPaMHOTO 3a0€3MeUCHHS cepBepa KIEHTaMU;

- BHMOTH JIO KOMITIOTEPiB, Ha SIKHX BCTAHOBIICHO KIEHT, 3HUXKYIOThCS, TaK K yci o0umc-
JIEHHS1 BUKOHYIOTBCSI Ha CEpBepi;

- yci naHi 30epiraioTbCsi Ha cepBepi, KU, K MPaBWIIO, 3aXUIICHUH Habarato Kpamie Hix
KJIIEHT;

- Ha cepBepi MpOCTillle OpraHi3yBaTH KOHTPOJIb IIOBHOBAXEHb, 1100 BHPIIIyBaTH JOCTYH 10
JAHUX TUTBKW KJIIEHTaM 3 BiJMOBITHUMH IIpaBaMu JOCTYITY TOIIIO.

AJie, B OCTaHHI POKH IIOJI0 TEXHOJIOTIH KIIEHT — CepBep BUABJICHO 1 Pl HeOoMdiKiB [7, 8], 1o
SIKUX HEOOXI1THO BIJHECTH:

- BTparta mpare31aTHOCTI cepBepa MPUBOIUTH A0 HEMPALEe3aTHOCTI KIIIEHTIB a00 HESKiCHO-
ro iX (YHKIIOHYBaHHS (HEMpaIe31aTHUM CEPBEPOM CJIiJT BBAXKATH CEPBEP, MPOTYKTHBHOC-
Ti SIKOTO HE BUCTa4ya€ Ha 0OCIyroByBaHHS BCiX KIIIEHTIB, a TAKOX CEpPBEP, L0 3HAXOTUTHCS
Ha PEMOHTI, MPOQ1IaKTHUIII TOIIIO);

- TIpU 3HWKEHHI 3aXMIICHOCTI cepBepa MOSABISAETHCS MOXIMBOCTI HECAHKIIOHOBAHOTO J10C-
TyIy J0 JaHHX, [0 PO3MIIICH]I Ha KIIEHTI Ta KOMIIPOMETAIlil IaHUX, KJIFOYiB Ta KIIFOUOBUX
JTAHUX TOIIIO;

- BIJHOBJIEHHS SIKICHOTO HaJjaHHS OCHOBHHUX MOCIYI O€3[1eKH BUMarae CyTTEBHX YacCOBUX Ta
MarepiabHO — TEXHIYHUX PECYPCIB ;
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- miaTpuMKa poOoTH mpare3naTHOCTI Ta Oe3neku naHux [T TexHomoril KIieHT — cepBep BH-
Marae BUKOPHUCTaHHSI OKpeMHX (paxiBIiB — CHCTEMHOTO aJIMiHICTparopa Ta aaMiHicTparopa
0Oe3MeKH TOIIIO;

- BHCOKa BapTiCTh OOJIaJHAHHS Ta MPOrPaMHOTO 3a0e3MeueHHs cepBepa TOIIO.

ToMy BaXJIMBHMH € BIAIOBi/II HAa MUTAaHHS — YU MOYKHA Ta SIKUM YHHOM YJOCKOHAJIUTH CHUCTE-
MU «KIIEHT — cepBep». [Ipu 1IbOMy mepM MUTaHHAM, Ha sIKE MOTPIOHO BIAMOBICTH, 1€ SIK OI[IHH-
TH TIOKpaIeHHs. BinnmoBini Ha 1aHe MUTAaHHS MOXKYTh OyTH Il 3BUYAHUX KOPHCTYBAdiB Ta CyCIIi-
JBCTBA JOCTATHHO MPOCTUMHU — HOBI TEXHOJIOTIi MOBHHHI JaBaTH MPHUHIIMIIOBI Ta iCTOTHI MOKpa-
IICHHS, B IOPIBHSHHI 3 THMH, III0 BXKE €.

BaxuuBum € takuii haktop, sK Jrojchka 3BHuYKa. CycnigbCTBO Ta cy0 €KTH (JI0AM) Iepexo-
JSITh Ha HOBI TEXHOJIOTIi TUTBKH B pasi, SKIIO BOHU JAIOTh CYTTEBY IepeBary, HE MPOCTO Ha
5 —10 %, a mi"imy™m B 2-3 pazu. [Ipu upomy, sk TiATBEPHKEHO MPAKTHKOIO, 110 A7s HoBuX [T Han-
BAXJIMBUMHU € TaKi KpUTEPil Ta MOKa3HUKH OLIHKU Ta MOPIBHSAHHS SK BapTICTh, CKIIAJHICTh (YacoBa
Ta MPOCTOPOBA), MIBUAKICTh, MPUOYTKOBICTh, OE3MEYHICTh, aHOHIMHICTh, THYUYKICTh, JU3alHH TOIIO
[1,9-12].

Hanpuknan, B Hali01IbII MOMIMPEHiN JelleHTpani3oBaHiil TexHonorii «biTkoiH» HeoOX1THO BU-
pimmTH Mpo0IeMHy Kypcy Ta PU3UKH 11010 KPUIITOBAIIOTH, OOMiHY B 3BHYaiiHI JOJapH, JIETaJbHOC-
Ti KpunToBamtoTy Touo [1, 9]. Takox A MEeBHOT IUIBOBOT ay IUTOPiT HEOOXiAHO 11100 HOBI BIACTH-
BOCTI, 5IKi JIa€ TEXHOJIOTisl KPUNITOBATIOTH «bBiTKOIH», BiINOBIAIM HOBUM BHUMOTaM. ToMy Bke Tpu
MPOEKTYyBaHHI Ta po3po0JieHHI 1 BpoBamkeHHI HOBUX [T, B mepiry depry 1o rpyHTYIOTbCS Ha Je-
HeHTpaTi3amii, TOTPiOHI SIK TIMOOKI TEOPETHYHI JTOCIiIHKEHHS, TaK 1 MPaKTHYHI Pe3yJIbTaTH LI0J0
BKa3aHUX BUIIE XapaKTEPUCTHUK.

3a pe3ynbTaTaMu aHaNi3y CUCTEMHHUX MIIXOIB Ta AOCBiAy 3acTocyBaHHS HOBUX IT crmemiamic-
Tamu [2, 4, 12] chopMynboBaHO HACTYTMHI HEOOXi/HI, (ajle HEIOCTaTHI) YMOBU MOKJIMBOTO IIHPO-
KOTO PO3MOBCIO/DKEHHS Ta 3aCTOCYBaHHS JEICHTPATI30BAHUX TEXHOJIOTIH, B Til 4M iHIIIH Gi3Hec-
cdepi uu iHbopMariiHux cuctemax. Jlo HUX HeoOXiaHO BigHecTH Taki [9, 1 — 6].

1. 3acrocyBaHHS JeleHTpai3allii MOBUHHE MOJINIIUTHA X04a O OAWH 13 BOKJIMBUX IS I1JTHO-
BOT'O 3aCTOCYBaHHS MapaMeTpiB: BapTiCTh, CKIAAHICTh (YacoBa Ta MPOCTOPOBA), MIBUIKICTh, TPHUOY-
TKOBICTb, O€3MEYHICTh, AHOHIMHICTb, THYUYKICTb, AM3aifH Tomo. I[Ipu 11bOMy BakiIHMBO, 1100 mapa-
METp MOBUHEH OyTH BUKOPHCTAHHWK HE TOM, 110 MPOTIOHYE PO3POOHUK, a TOM, 110 MPOIIOHYE KOPHUC-
TyBay (3aMOBHUK).

2. Ilokpamiennss Mmae OyTH CYTTEBUM, ACIICHTpaJIi3allisi MOBUHHA MMOKpAITyBaTH Xo4a O OJIuH
BaXIMBUI JUIsI KOPUCTYBAUiB MapaMeTp, K MiHIMYM B JIBa pasH.

3. HoBa TexHomoris, B Hamomy Bunaaky ThY, He mOBHHHA ICTOTHO MPOTpaBaTH CTAPUM TEX-
HOJIOTisM 3a iHmMMU napameTtpamu. Hanpukmnan [9], skuo ThY mpaitoe B Tpu pasu mBUALIE, aje
SKIIO BOHA MPHU IIbOMY B J[Ba pa3u I0poxde 1 B 1,5 pa3u ckiaaHime — BOHA, CKOPIlIe BChOTO, HE
OTpHMa€ BU3HAHHS Ta 3aCTOCYBaHHA. B SIKOCTI MPUIHATHOTO MOPOTY MpPOTpalry MOXHA B3ATH O1is
30 — 50 %. Y minomy HOBa TEXHOJIOTIS MOBUHHA OyTH B YOMYCH Kpaille B 2-3 pa3u, a 3a BciMa 1H-
IIMMHU TTapaMeTpaMu MporpaBaTu He Oinbiue HiX B 1,5 pa3u. ToOTo, mOKpalieHHs] TOBUHHE JaBaTu
CYTTEBI MepeBaru, aje e 1 KOMIEHCYBaTH MO01YH1 e(peKTH 1010 MPOTpaIly 3a IHIIUMH MapameT-
pamu.

Takum urHOM, "KpamnricTs" 1 mepeBara HOBOI TEXHOJOTII — 11e Cy0'€KTHBHA pid, BOHA (Hopmy-
€TbCS KOPUCTYBayaMH, a HE po3poOHMKaMu. TiTbKK MpoAaXKi JOBOJAATH HAasBHICTH "KpamiocTi" Ta
niepeBar. BificyTHICTh TIpOJIaXiB MOKa3ye, M0 SBHOI MEepeBard IiJIbOBOIO ayIUTOPIEI0 TTOKU IIIe HE
BU3HAHO.

Takum urHOM, € TIpoOJIeMa, CYTHICTh SIKOi B TOMY, IIIO JCIEHTpaIi3allis, B TOMY YHCI Y BH-
risaal ThY, € HaueGTo mepcrneKTUBHOIO TEXHOJIOTIED, alle Jie caMe Ta sIK ii Kpalle BUKOPUCTOBYBa-
TH, JIe¢ BOHa OyJiec MaTy B TOPIBHSAHHI 3 ICHYIOUMMH TEXHOJOTIIMH « KITl€eHT — cepBep» Kparor, Ha
HAIII TOTJISAT, € HE BUPIMIECHOIO .
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Meroro crarrTi €:

- aHaJi3 OCHOBHMX MPHUHLUIIB MOOYIyBaHHS JELEHTPATI30BaHUX TEXHOJOTIH 3 BUKOpPHUCTaH-
gsM ThY Ta BUMOru 10 HUX B YaCTHUHI O€3MEKU;

- aHaJi3 0COOIMBOCTEH Ta YMOB 3aCTOCYBaHHA 3axuiieHux ThY;

- OUC Ha aHaJi3 MOTEHIINHUX aTaK, KOJH 3acTocyBaHHs BU € cyTTeBUM MeXaHI3MOM 3aXUCTY
BiJ HUX;

- CYTHICTH Ta IIPOMO3UIIi1 BIJTHOCHO MPOTH/IiIT aTaKaM CIICIiaIbHOTO BHTY.

ABTOpH PO3yMiIOTb, III0 CTATTSl HOCUTh XapaKkTep NEPBUHHOTO 3araJlbHOCUCTEMHOTO aHAJIITHY-
HOTO OTJISI/Y Ta BijoOpaskae mornsan aBTopiB Ha ThY. Mu criogiBaeMoch, 10 B MOJANBIIOMY Oyie
oIy 0JIIKOBaHO CEepil0 HayKOBO-TIPAKTUYHUX cTaTel 040 Teopii Ta npaktuku ThY.

1. OcHoBHi npuHIMnH nodynysanus ThY

3 MeTor0 peanizaiii CHCTEMHOTO MiAXOMy A0 aHali3y Ta OLIHKH 3aXHIIEHOCT] PO3TIISTHEMO BH-
3HaH1 OCHOBHI NPUHIUNIM Ta BUMOTH 110710 nooyayBanHs ThY. 3rinno [4, 9 — 12] npu noOyayBaHH1
ThY noBuHHI OyTH 3aCTOCOBaHI YM PEKOMEHAOBAH1 JO 3aCTOCYBaHHS Taki 0a30Bi MPHUHIMIHU SK :
MEpPEeXKeBOi LITICHOCTI; PO3MOIUICHHS BJIAIH; I[IHHOCTI SIK CTHMYJY JJISi KOPUCTYBadiB; 3aXHCTY
(6e3mexu) iHdopmarlii Ta pecypciB; IpUBATHOCTI iHPoOpMAIll Ta pecypciB. BaxiIMBUMU TakoxX €
MIPUHITUIHA CTBOPEHHS MTPOTPAMHOTO 3a0€3MeYCHHS; TIOCIYT TEXHOJIOT1H; Oi3HeC MOAeNel Ta pUHKIB;
oprasizanisi (pyHKIIOHYBaHHS; TPU HEOOXiTHOCTI TakoXK ymnpasninHsa bY Tomro. Bkazani npuHuumnm
B OCHOBOIIOJIOXHIHM poboti Caromi y seHOMY BUTIIsAI [9,10] HE BUAUISIUCE, ale BOHH BUKOPHUCTO-
BYIOThCSl TpakTU4yHO i ycix ruatgopm BU. Posrnsnemo 0a3oBi 3 HUX JeTanbHimie Ta OyaemMo
BpaxoBYBAaTH iX MU aHaTi31 Ta OLIHKAX B Mmojanbmomy [2, 3].

1.1. IIpunuun mepesxkeBoi HWiJicHOCTI

CyTHICTh IILOTO MPUHIUIY B TOMY, L0 JOBipa CTOCOBHO bY € BHYTpIIIHBOIO, & HE 30BHIII-
Hbo10 [3]. LimicHicTh 3a0e3meuyeThesi Ha KO)KHOMY €Tarli IpoLecy 1 € OCHOBHOIO ii LIHHICTIO. Yya-
CHHKH MOXYTh OOMIHIOBATHUCH TAKOIO LIHHICTIO, CTIOAIBAIOYNCH, 11O 1HIIA CTOPOHA JISITUME TAKOX
yecHo. OCHOBHA ii CKJlafjoBa — I[IHHICTH IUJIICHOCTI — YECHICTh y CBOiX CJIOBax i BUMHKAaX, Bpaxy-
BaHHS 1HTEPECiB 1HIIUX, BIAMOBIAAIBHICTH 32 HACTIJKMA CBOIX PIIIEHb 1 Aii, a TAaKOX MPO30PICTh Y
MPUAHATTI pillieHb Ta Ai. BoHa 3akiazeHa B mpaBax Ha PIIICHHS Ta B CTPYKTypaxX CTUMYJIIOBaHHSI.
OcHOBHaA BUMOTa TOJISITAE€ B TOMY, IO AiSITH 0€3 HUTICHOCTI HEMOXKIIMBO 200 1ie moTpedye HabaraTo
OlnbIIe yacy, rpomiei, eHeprii Ta penyrarii [2, 3, 9], AK110 BOHA HE 3a0€3MeUyEThHCH.

1.2. IlpyHIMI PO3MOAITIEHHS BJIAAU

[TpunMT po3noAiIeHHS BIaau y HacTymHOMY [2, 3, 9 — 12]. B ogHopanrosiii mepexi bY Bia-
Jla TI0 CyTi pO3MOJiIEeHa, IPUIOMY TOUYKAa KOHTPOJIO BiACYTHs. Byap — sika 31 CTOpiH HE MOXe MpH-
nuHUTH poOoTy cuctemu BY. SIKIIo meBHOMY HEHTPAIILHOMY YIPABIIHHIO BAACTHCS KOMIIPOMETY-
Batu abo Binpi3zaTu iHAMBiAyyMa abo rpymy, cucreMa bU Bce me Oyae kurre3gaTHor. SKmmo Oi-
JIBITIE TTOJIOBUHHU MEPEX1 CIpoOy€e 3HMUIIUTH BCIO MEPEXKY, TO yCi Mmodavarh, 0 AIETHCS, Ta OYIyTh
MPOTUIISATH.

1.3. IlppHIUN WiHHOCTI Yy AKOCTI CTUMYJIY /ISl KOPUCTYBaviB

[TpuHIMI WiHHOCTI MiCTUThCA y HacTynmHOMY. B TBY cTuMynu onmHaKoBi IS BCiX 3alliKaBiie-
HUX cTopid. Tak Gitcoin a®o iHIIA OJUHUIIA I[IHHOCTI € HEBIA'€MHOIO YAaCTHHOIO IIhOTO BUPIBHIO-
BaHHS Ta Kopensuii pemytauii [2, 3, 9 — 12]. Caromri po3poOHB mporpaMHe 3a0e3neueHHs] TaKUM
YUHOM, 1100 BUHATOPOJIUTH THX, XTO MPAIIOE 1 HAJIEKATh 10 HUX, OyJIU OUTBIINMH.

1.4. Ilpunuunu 3axucry (0e3nexku) ingopmauii Ta pecypcis

[Tpuntunu 3axucty (0e3neku) iHGopMmalii Ta pecypciB [2, 3, 8 — 12] moBUHHI 3aCTOCOBYBa-
TUCHh 0e3yMOBHO. OCHOBHUM NPHHLHUIIOM (MEXaHi3MOM) 3axHcTy iH(popmarii Ta pecypciB y ThY €
3aCTOCYBaHHsI KpUNITOTPa(iuHUX METOIIB — CHMETPUYHUX Ta ACUMETPUIHHUX KpUNTOrpadidyHUX Te-
PETBOPEHB Ta KPUNTONPOTOKOMIB. [IpHduoMy, OCHOBHIM NPU3HAYEHHSAM KpUOTOrpadiuHuX MeXaHi-
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3MiB € 3a0€3Me4YeHHSs IIITICHOCTI, CIPaBKHOCTI, HECIIPOCTOBHOCTI, JOCTYITHOCTI Ta, B IEBHOMY 3MiC-
Ti, KPUITOKUBYUYOCTI KJIIOUiB Ta TexHousorii bY y minomy. Yci kopucTyBaui MOBHHHI 3aCTOCOBYBa-
TH TaKi KPUTITONIEPETBOPEHHS sIK TenryBanHs, L[] Ta acumerpryne mu@pyBaHHs i MPOTOKOJIN BCTa-
HOBJICHHSI Ta YIIPABIIiHHS KIIIOYaMH.

Ha nam nornsin, BkazaHoro Mexasizmy Juid 3abesnedeHHs kibepoesneku B ThU HepocTaTHBO.
B Mozpensx mopyIiiHuKa Ta 3arpo3 HE BPaXOBYIOTHCS MOXJIMBI KaHAJIM BUTOKY Ta CHeLiaibHI aTaku
010 KpunTorpadigHux neperBopeHs Tomio [9, 17 — 20], a TakoK BEMOTH TIOJ0 0 KpurTorpadi-
YHUX NEPETBOPEHB IS TOCTKBAHTOBOIO MEpioly Ta iX CTaHAapTH3alii [ ].

[Tpobnema, Ky HEOOXiTHO BHUPIMIUTH MO0 KPUNTOrpadidyHUX MEPETBOPEHb, Y HACTYITHOMY.
370BMUCHUKHU OCOOJIMBY YBary B CBOiX 3JIOBMHCHHX JIiIX 3BEpTalOTh Ha KPaJIlkKKy OCOOMCTHX Ja-
HUX, aXpanicTBO, Kibep-3ayaKyBaHHs, (QIIIMHT, CIlaM, IIKiIJIHNBE MporpaMHe 3a0e3nedeHHs, BUMa-
TaHHs — Bce 1€ MmigpuBae 0e3neky iHdopmailii Ta 0COOMCTOCTI B CYCHIbCTBI. B ocTanHI poku HUMH
BHKOPHCTOBYIOTHCSI MOYKJIMBI KaHAJIX BUTOKY iH(popMmarlii Ta Hebe3neuHoro BruuBy [12 — 13]. He-
JIOCTaTHBO, & TO 1 MaJi0 B PAMI BUMAAKIB, TOTO, IO POOUTHCS AJIs MiJBUIICHHS O€3MeKH KIIE€HTIB,
yCTaHOB, eKkOHOMIYHO1 Oe3meku Ta IT 1 ThY.

1.5. lIpunuunu npuBaTHocTi iHpopManii Ta pecypcis

[Tpunun npuBaTHOCTI iH(pOpMarii Ta pecypciB y HactynHomy [2, 3, 8 — 10]. Ocoba nmoBuHHA
KOHTPOJIIOBAaTH CBOI BiacHi AaHi. [Ipyyomy ocoOu MOBHHHI MaTH NMpaBoO BUPILIYBaTH, 110, KOJIHU, 5K
1 CKUTBKH CTOCOBHO CBOET OCOOMCTOCTI BOHHU IMOBHHHI TOBIIOMJIATA KOMY-HeOyab iHmmomMy. [ToBara
710 IIpaBa Ha MPUBATHICTb — 1€ HE OJIHE U Te X, 1110 1moBara 7o npusatHocTi. HeoOxiaHo 3abe3neun-
TH 1 Te, 1 iHme. YcyBaroun HEOOXimHICTh AOBipsATH iHmUM, CaTomi yCyHYB HEOOXiIHICTH 3HATH
CIPaBKHICTh OCOOMCTOCTI, 100 B3a€EMOJISITH 3 HEIO.

[Tpobnema, siky HEOOXiHO BUPIIINTH y HACTYITHOMY. BU3HaHO, 1110 MPUBATHICTh — 11€ OCHOBHE
MpaBo JIOAWHU 1 (yHIAMEHT BUIBHOTO CyCHiabcTBa. HUHI icHYe mopyiieHHS KOH(]iAeHIIHHOCTI,
KOJIM CIIOYATKY 30MPArOThCS 1 BAKOPUCTOBYIOTHCS HAIIIl J1aHi 0e3 3rou abo JT03BOIY 0COOH, a IOTIM
iH(pOopMallig HAZIITHO HE 3aXUIAETHCS BT XaKepiB.

Hacnigku nns exonomiku BY kputnuni. besymoBno, mo BY Hamae MOXIMBOCTI 3yNMHUHUTH
TUCK Ta CIIOCTEPEXEHHA 3a cycnuibcTBOM. Lle, Hanpuknan, A Koprnopauiil 103BOJslE MaTH MOBHY
iHpopmatito npo ocoly. HIBuaKO 3'ABIAIOTECS OCOOMCTI JaHI PO 310pOB's Ta (iTHEC, MIOACHHI
TMO13JIKH, )KUTTS BCEpeIMHI OyIMHKIB TOIIIO.

3aBnsku TexHonorii bY Mo)kHa BOJOAITH CBOIMH OCOOMCTHUMHM IpaBaMH SIK y BipTyaJbHOMY
cBiti Second Life, ane 3 peansHuMu Hacmiakamu. BipTyaabHuit KOpUCTYyBad MOYKE 3aXUCTUTH CBOIO
ocobucTy iH(poOpMalio, po3Aaoyuu JUlle iHPOpMaLilo, HEOOXiAHY UIs OyIb-KOi COIlaIbHO-
eKoHOMI4HO1 poboTu. [lpu 1MbOMy MOXHA MEPEKOHATHCH, IO OTPUMYE OcoOa KOMIICHCAIlI0 3a
OyIp-sIKi JaHi, K1 MAIOTh 3HAYEHHS JJIs 1HIII01 CTOPOHH.

1.6. OcobauBocCTI 0/10K4YeliH, sIKi TOBMHHI OyTH BpaxoBaHi NPH aHAJI3i 3aXHIIEHOCTI

PosrnsiHemo peski ocoGmmBocti BY, 1mo moB’si3aHi 3 Horo pexiaMoro IojA0 Iepesar Mmpu 3a-
crocyBaHHi Tomo [3, 8 — 15].

BaxnBoro 0co0aMBiCTIO € HeoOTpyHTOBaHICTh 3acTocyBaHHd ThY. IcHye TeHneHis 10 Hemno-
MIpHOTO MponaryBaHHs o0 Bukopuctanus ThY, sika HuHI po3BUBaEThCS. BuKkoHaHO 3HAaYHE YHC-
JIO TIPOEKTIB, IO PEKIAMYIOThCS Ta BIPOBAIKYIOThCS [2, 3]. [HOomi € HamaranHs Bkimouatd ThY,
HaBiTh, SIKIIIO BOHA HE 30BCIM MOTpiOHA 4K HE TOTpiOHA. Bka3aHe MoB's3aHO 3 TUM, IO TEXHOJIOT1s
TBY € BiTHOCHO HOBOIO 1 HE AyXKe 3po3yMiioto. Hipkue po3ristHeMo Jesiki 00MEXeHHS 1, MOXKIIMBO,
HEOOTPYHTOBAHI MOTJISAIH, 1110 TTOB's3aH1 3 TexHoJoTiero bY.

Hesminnicts TexHomorii. binburicts mxepen, mo crocyioTbes ThY, onmucyroTs perictpu jaH-
mrora OJI0KiB K He3MiHHI. HacmpaBzi, 11e He 30BciM Tak. Bkazane MO)kHA MOSICHUTH THM, 10 BOHH
3axHILIEH] BiJl HECAHKI[IOHOBAHOT'O JOCTYITy, BHACHIIOK YOTO € JIOBipa, HANpHUKIa yepe3 (iHaHCOBI
Tpan3akilii. Aine ThY He MOXyTh BBaKAaTHUCS MMOBHICTIO HE3MIHHUMH, TOMY IO € CUTYaIlii, B SKUX
ThY moxe OyTu 3MiHeHOI0. TOMy BKakeMO Ha CIIOCOOH, 32 JIOMIOMOTOI0 SIKUX MOXE OYTH MopyIiie-
Ha KOHIICTIIIIs HE3MIHHOCTI 11010 peectpiB bY.
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1.7. Ocob1uBocTi 3a0e3ned4eHHs KidepOe3neku B 010KYCHH

Buxopuctanns texnonoriii bBU He ycyBae BnacTtuBi ans kibepbesnexku pusuku [2, 3, 8 — 11],
10 BUMAararoTh IMPOJTyMaHOTO Ta aKTUBHOTO YIpaBiliHHSA HUMH. CKopile BChOro, OUIBIIICTh 3 HUX
NOB'sI3aHi 3 MOACKKUM (pakTopoM. Tomy nmoBuHHa OyTH po3po0sieHa Ta BUKOPUCTOBYBAaTHCH Haiii-
Ha niporpama kibepOesnexu THY, 3axucTy Mepexi Ta opraHizaiiif — yyacHHUKIB Big Kibep3arpos. Lle
MOBMHHE OYyTH 3p0o0JieHe 3 ypaxyBaHHIM TOrO, 110 XaKepH OTPUMYIOTh Bce Oiblle 3HaHb po ThY
Ta IX BPa3JIUBOCTI.

Takosx iCHYIOY1 CTaHJapTH 1 KEPIBHULITBA B 0071acTi KibepOesnekH, K 1 paHille, MaloTh BEJTUKE
3HAaYeHHd [UId 3a0e3redeHHs Oe3leKy CHCTEM, IO B3a€EMOIIIOTH Ta/ab0 moxnazaroTeest Ha ThY. 3a
YMOBU NEBHUX KOPUTYBaHb, Ul PO3IIIAAY KOHKpeTHHX XxapakrepucTtuk ThY icHyroui cranmapT i
pexoMeHaiii 3a0e3meuyroTh 3HaYHy OCHOBY JUTs 3axucTy Mepek BU Big kibepaTax.

Ha nonmatok 70 3aranbHUX MPUHIUIIB 1 32C001B KOHTPOIIIO TAKOXK MPUHHATHI KOHKPETHI CTaH-
naptu KibepOesneku, 1110 MaroTh BigHomeHHs A0 ThY, ki Bke 1CHYIOTh 1 HIMPOKO BUKOPHUCTOBY-
I0ThCSl B OaraTtbox ranyssx, Hanpukiax NIST Cybersecurity Framework [9]. B Hbomy cTBepKy-
€THCS, IO HE ICHYE «EIWHOTO MMIJIX0MY A0 YCYHEHHS 3arpo3 KibepOe3mnekm», 4epes Te, 10 «OpraHi-
3amii OyayTh 1 Jami MaTH yHIKaldbHI PU3UKU: PI3HOMaHITHI 3arpo3u, BPa3iIHBOCTI, CXUJIBHOCTI 10
PU3HKIB, a BIAMOBITHO, CIIOCIO MPakTUYHOTO BHKopucTanHs ThU B pamkax cTpykrypu Oyzae pis-
HUM.

1.8. Ocob.1uBocCTI 3acTOCyBaHHS iHPPACTPYKTYPH BiIKPHUTOIO KJII04a Ta ineHTHdikanis

Sxuro TBY Brirouae iHdpacTpykTypy Biakpuroro kirouda (IBK), To aeski kopuctyBaui Biapasy
K JIyMaroTh, 1110 TPH 1 BAKOPUCTaHHI 3MIMCHIOEThCA 1 ieHTH(iKamis ocoducrocti [9, 13 — 16]. Ane
1Ie HE 30BCIM TaK, OCKUIbKH BIIHOCHUH «OJIMH HAa OJMHY» 3 BUKOPUCTAHHIM OCOOUCTHX KJIFOUiB MOXKE
i He icHyBaTH (KOpPHCTYBa4 MOXE MAaTH JCKUIbKa OCOOMCTHX KIIOUiB), TAKOX SIK 1 MOXe He OyTh
BITHOCHUH «OJMH Ha oauH» Mix aapecamu B ThY i BiakputuMu kitoyamMu (MHOXKHHHI afpecu Mo-
KYTb BUIUTUBATH 3 €IMHOTO BITKPUTOTO KITIOYA).

Yacro HII BUKOPUCTOBYIOTHCS IS MiATBEPIXKEHHS 1IEHTUYHOCTI Y U(PpOBOMY CBITI MpH 3a-
Oe3nedeHHI KibepOe3neku, M0 MOXKe MPU3BECTH 10 TUTyTAHWHU BIHOCHO MOTEHIIIIHOTO 3aCTOCY-
BanHs ThY s ynpasninasa inentudikamiero. [Iponec nepeBipku EIT Tpan3akiii B 6yi0kueliHi 110-
B'SI3y€ TPaH3aKIIl 3 BJIACHUKAMH OCOOMCTHX KIIIOUIB, ajieé HE HAJla€ MOXKIUBOCTI AJIs 3B'S3yBAaHHS
peanbHUX 1IeHTU(]IKATOPIB 3 IMUMHU BIACHUKAMH. Y JCSIKAX BUIAJKaX MOXKHA TMOB'SI3yBaTH 1JICHTHU-
¢ikaTopu peasbHOro MU(PPOBOTO CBITY 3 OCOOMCTUMH KIIIOYaMH, ajie Il 3B’ SI3KW BUKOHYIOTHCS Ye-
pe3 30BHIIIHI TIpoliecH, a He maTpuMytoThest bBY Hampsmy. Hanpuknan, mpaBoOXOpoHHI OpraHu
MOXKYTb 3aIIMTyBaTH 3alUCH 3 OipiKi, sIKi MOB'SI3yIOTh TpaH3aKLii 3 KOHKPETHUMHU ocobamu. [HImM
MPUKIIATIOM € 1HIUBITyaibHa MyOJiKalis KpUIITOBAIIOTHOI aJpecH Ha CBOEMY OCOOHMCTOMY BeO-
caifti abo CTOpIHLI, HAPUKJIAI JUIsl IOKEPTBYBAaHb B COLIANbHIA Mepexi, 10 3a0e3MeUnuTh 3B'I30K
MIXK aJpecoro Ta 1IeHTU(]PIKaTOPOM y peaibHOMY ITU(GPOBOMY CBITi.

Xoua, ThY Mo0kHa BHKOPHCTOBYBAaTH B 1H(PACTPYKTypax YHpaBIiHHA iAeHTU(IKAIIE0, A1
SKUX TIOTPIOEH PO3MOAUICHUN KOMIIOHEHT PEECTPY, BAXKIMBO PO3YMITH, IO TUTOBI peanizarii bYU
HE TPU3HAYEHI /Ul aBTOHOMHMX CHCTEM YIIpaBIiHHA i1eHTHdiKalie0. IcHye Oibie MOKIMBOCTEN
MaTH HaJilHI TU(POBI 11eHTU(IKATOPH, HIXK TTpocTO peamizyBatu ThY.

TakuMm 4MHOM, SIK TIPU aHali3i, Tak i B mpoueci cuatedy ThU BaKIMBUMHU € OCHOBOMOJIOXKHI
MPUHITUTIN, [0 BU3HAYAIOTh CYTHICTh, BUMOTH Ta MOXKIUBOCTI ThY.

2. Oco0smuBoOCTI Ta ymMoBHM 3acTtocyBanHs ThU

Sk 3a3Hauanocs Buiie, ThY MaroTh cBOi 0co0IMBOCTI Ta BpaznuBocTi. Cepen 0COOIMBOCTEMH,
o0 crocyroThest 6e3nexu ThY, cmig BigmituTw Taki [11 — 13]: cknaaHicTh cUCTEMU, PO3MIpU Mepe-
XK1, MBUAKICTh 1 €()EKTUBHICTh MEPEXi, MOJITHKA BUKOPUCTAHHS, 3JIOBMUCHI KOPHUCTYBadyi, BIJICYT-
HICTH JIOBIpH, ITHOPYBAHHS TpaH3aKLili KOHKPETHUX KOPUCTYBadyiB, By3JiB a0 HaBiTh LIIHX JAEp-
’KaB, CTBOPEHHS 3MIHEHOT'0, aJIbTEPHATUBHOIO JIAHI[IOTa 11010 TaeMHMIIL. Po3risiHemMo Ta mpoaHati-
3y€EMO iX.

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 135



Cknaouicms cucmemu. SIKIO BHPIIIEHO CTBOPUTH cucTteMy Ha ocHOBI TBY 3 Hyms, To onHa
HEBEJIMKAa TOMHUIJIKA MOXeE CTaTu (aTajibHOIO Ta 3pyHHYBaTH BCIO pO3poOKy. 3BHYANHO X, L€ HE
MO’KHa BBa)KaTH HeIOKoM camoro bY — 1me, ckopiire, CTOCyeTbesi OCOOIMBOCTEH HOTO BUKOPHC-
TaHHS. PO3poOHUK, 110 CTBOpIOE OyOKYEitH a0o 3aiiMaeTbcs HOro po3poOKOI0 Ta MiATPUMAHHAM
T€3ATHOCTI, Ma€ OyTH JAy)Ke JOCBITICHUM, OO BipOTiTHICTH TOMYCTUTH TIOMUJIKY Y TaKii CKIIQTHIH
cuctemi migBumIyeTses. lle MoxkHa mobaunTH y cdepi KpUNTOBAIIOT, JIe PEryIsIpHO BiAOyBaIOTHCS
BUKpAJCHHS KPUITOBAJIOTU Y KOPUCTYyBayiB abo0 3arajioM KOMIpOMETAIlisl yCiei Mepexi HaBiTh Y
HanOIbImuX mpoekrax [20].

Posmipu mepeaxci. Ins po6otu BY HeoOxiaH1 K MIHIMYM KIJIbKa COTEHB, a III€ Kpallle KuUTbKa
THUCSIY y3rOPKEHO Mpamtorounx By3iiB. Came yepes e ThY e Bkpaii Bpa3inMBoOIO O aTak Ha royat-
KOBUX eTamax poOortu. Hampukman, skmo skuii-HeOyab KOPHCTYBad 3MOXE OTPHUMATH KOHTPOJIb
Haja 51 % By31iB CUCTEMH, TO BiH 3MOK€ IIOBHICTIO KOHTPOJIIOBATH CTBOPEHHs OJI0KIB y Mepexi BU.
A skio B cuctemi Bcboro 20 By3iiB, TO MOAI0HUHN BapiaHT PO3BUTKY MOJIN OLIbII, HIXK MOKJIMBHIA.
[IpoTe HaBITH 111 aTaka BXKE BPaXxOBY€EThCS MPU MOOYAyBaHHI cyyacHUX Mepexx bY Ta HiBenroeTbes
3a JOMOMOT OO OLTBII JTOCKOHAIMX CHCTEM KOHCEHCYCY.

Llsuoxicmo i egpexkmuenicmo mepedxci. CTpyktypa Mepexx bU — 1e Takoxx olHa 3 MPUYUH, 3
BUKOPHCTaHHSAM SIKOT MOXKe OyTH MOpymieHO HopMaibHe (yHKIioHyBaHHS Mepexi BU. Tak, skmio
Mepexa bY oTpumae HaATO MKpPOKE MOMUPEHHs, a iHppacTpykTypa BY BUSABUTHCA HE TOTOBOIO 710
TAKOTO OOCSTY ONepaliid, TO B Pe3yJIbTaTi MOXE 3HH3UTHCS IIBUAKICTH IMPOBEICHHS TPaH3aKIIiH,
MOXYTh 3'IBUTHCS TIPOOJIeMH 31 30epiraHHsAM JaHUX, [II0 HETaTUBHO BIUIMHE HA €(EKTUBHICTH Me-
pexi BU. Takox, mo miei mpoOieMu MOXKHa BIHECTH CHTYaIlil0, KOJIU KiJIBKICTh KOPUCTYBAadiB
(TpaH3akiiiii) B cucteMi Oyze MepeBUIyBaTH TEOPETUUHY MAaKCHMAaIbHO MOXKIIUBY KiJIbKICTh TPaH-
3aKIii B Mepexi (TpaH3aKIii B CEKyHIy), IO MOXKE MPHU3BECTH JO JOBrOT0 OYiKyBaHHS MiATBEp-
JDKEHHS TpaH3aKIii.

Ionimuxa euxopucmanns. 3 orasAy Ha Te, 0 BaioTa B Mepexi bY € MixHapoaHOIO 1 JieLeH-
TpPaji30BaHOI0, 1€, 110 CYTi € 3arp03010 JUIsl KOHTPOJIbOBAHUX JiepKaBoko BaItoT. Ha naHuii MoMeHT
KEpiBHI OpraHu JEesIKUX JIep>KaB MParHyTh BBECTH OUIbII CyBOpi 0OMeXeHHs Ha BUKopHcTaHHS BY.
V pi3HUX KpaiHaX CMOMAIBAIOTHCS B3SITH CHCTEMY IiJl KOHTPOJIb 10 TOTO, SIK BOHA CTaHE CEpHO3HUM
KOHKYPEHTOM 1 IOYHE 3arpoKyBaTH iXHil eKoHOMill. HempssMUM 4MHOM Iie TaKOX € CYTTEBOIO 3a-
I'po3010 JJIs CydacHOi OaHKIBChKOI cucteMu. Hapasi 11 3arpo3a € BKpail peanbHOI0, HalpUKiIal, 3a
Heodiniinumu nannmu Kutaii koHTpostoe 6:1m3bko 60 % 00YMCTIOBATBHUX MOTYKHOCTEH OITKOIHY
Ta MOTEHIIHHO MOYKE HOTO CKOMITPOMETYBaTH [9].

3acmocysanns kniouie. B TpaH3akuigx B Mepexxi bY BUKOPUCTOBYIOThCS aCUMETPUYHI Hapu
KJIFO4iB — TyOmivHi 1 ocobucti kpuntorpadivni kmrodi. Cami mo cobi Taki K04l 31aMaTH Mahxe
HEMOXJIMBO Ha 3BUYaHOMY KOMII'IOTEpi, MPOTE 3TOBMUCHUK MOKE OTPUMATHU X OUIBII MPOCTUM 1
3BUYHUM criocoOom. Hampukiaz, Kirodi MOJKHA JIICTaTH B TOMY BHITJIKY, SKIIO BH 30epiraere ix Ha
HebOe3neyHii abo He3axuineHil miatdopmi. Bukopucranus couianbHOI iHXEHepii Ta BUKpaJCHHS
KJIFOYiB 13 MEHII 3aXMIIEHUX PECypPCiB € HAWOIBII MOMYJIIPHUM CITOCOOOM Ha ChOTOJHIMIHINA JACHB
cepesl KpUNTOBAIIOTHUX 3JIOBMUCHUKIB [1 — 6, 9, 19].

3noemucni kopucmysaui. Mepexxa BY He Moke HaB'si3yBaTH IpaBWiIa Ta 1HCTPYKIIi 3 TIPOBe-
JICHHS TpaH3aKLii, BOHa HE MOXKE JUKTYBAaTH KOPUCTyBauaM HOPMH MOBeAIHKH. Tomy 11e mpobie-
MaTU4YHO TSl permissionless mepexx bY depes Te, o KOpuUCTyBadl BUCTYIIAIOTH Ii]] ICEBJAOHIMAMHU
1 HEeMae€ BIJTOBIIHOCTI «OJHH IO OJJHOTO» MiX ieHTH(]IKaTOpaMU KOPUCTYyBaviB MEPEXki 1 IMEHaMu
KOpHUCTyBadiB cucteMu. Permissionless Mepexi 4acTo HaJalOTh BUHATOPOAY (HAMpPHKIIAA, KPUIITO-
BAJIIOTY), 100 MOTHBYBAaTH KOPHCTYBayiB MISTH CIpPaBEUIMBO; MPOTE AESIKi MOXYTb BUOMpaTH
3JIOBMHCHY TIOBEIIHKY, SIKIIO 11 JAa€ Oinblny BuHaropoay. HaitOinpima mpoOiaema ajis 3T0BMUCHUX
KOPUCTYBa4iB — OTPUMATH JOCTATHIO MOTY>KHICTh (UM TO CTaBKy B CHCTEMi, OOUUCIIIOBATILHY IOTY-
YKHICTb TOIIIO), 100 3aB/IaTH IITKOIH.

AHaJi3 mokasas, M0 SKIIO CTBOPIOETHCS TOCUTH BEJIUKE 3JIOBMUCHE CITIBTOBAPUCTBO, 3JI0YHHHI
T MOKYTh 3BOJAMTHCH 10 HACTYITHUX J1K Ta oBeAiHKH [1 — 6, 9].

lenopysanns mpan3axyiti KOHKpemuux Kopucmyeayis, By3JiB a00 HaBITh IUTHX JIEPHKaB.
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Cmeopenns 3MIiHeH020, albMepHAMUBHO20 1aHY0ed MAEMHUYI, a TIOTIM HOTO BiINpaBKa, sK
TUIBKM aJIbTepPHATUBHUH JAHLIOT JOBIIMN peasbHO MoOynoBaHoro. YecHi By3nu OyayTh epeMHKa-
THCS Ha JIAHITIOT, IKKUI Mae HalOuIbIry «poboTy» (3a mpoTtokosiom bY). Ile Moxke mopymuT ocHO-
BHUH npuHIMN Mepexi bY — mopymmTa ii mpo30picTh 10 MiAPOOKH Ta 3aXHCT BiJ HECAHKI[IOHOBA-
HOTO BUKOpUCTaHHS [3].

Biomosa nepeoasamu 6noxku Ha inwi gy3au. 1o cyTi, mopyuryodu po3noain indopmarii (e He
€ pobiemoro, Ko Mepeka bU € MocuTh meneHTpanizoBaHow). Y TOM 4ac siK 3JIOBMHCHI KOPHC-
TyBaul MOKYTb CTBOPIOBATH HEMPUEMHOCTI 1 HAHOCUTH KOPOTKOYACHY LIKOIYy, Mepexi BY MoxyTh
BUKOHYBAaTH XOPCTKI PO3rally’KeHHsS JJsi 00poThOM 3 HUMHU. Uu OyayTh BiIIIKOJOBaHI 30WTKU
(BTpaueHi rpotii), 3aMeXUTh Bl po3poOHUKIB 1 KopucTyBauiB Mepexi bY [9].

Ha oooamox 0o naseénocmi 3108MUCHUX KOPUCMY6aUie 8 Mepedicax, aaMiHicTpaTopu iHppa-
cTpykTypu bU B permissioned Mepexkax MOXKYTh TaKOX JisITH 370BMHCHO. Hanpukinaz, aqmiHicTpa-
TOp 1H(PACTPYKTypH MOKe (B 3aJIKHOCTI BiJl TOYHOT KOHQITypar(ii) MaTH MOXIIMBICTh 3aXOIHUTH
BUPOOHHUITBO OJIOKIB, BUKJIIOYATH JESKUX KOPUCTYBAdiB 3 BUKOHAHHS TpaH3aKLiH, MepenucyBaTu
icTopiro OJIOKIB, NIBiYi BHTpayaTH MOHETY, BHIAIATH PECYPCH, TEpearpecoBYBaTH YU OJIOKYBAaTH
MepeskeBi miakimoyeHHs [9, 19 ].

Biocymnicmo dosipu. IHia mommpeHa HeBipHa iHTeprpeTaris moa0 podbotn bU moxe Hagxo-
JUTH BiJ 0Ci0, sIKi 3HaI0Th, 10 B bY HeMae «TpeThoi JoBipeHoi cTOpoHn», a Mepexi bY € «ue 1oBi-
peHHMM» cepenoBuInaMu. He MUBISTYNCH Ha Te, IO TPETS JOBipeHa CTOpOHA He cepTudikye TpaH-
3aKIii B permissionless Mepexax OiokueiiH (B permissioned cuctemMax 11e¢ MEHII OMITHO, OCKUTBKH
aJIMIHICTPATOPU CUCTEMH JIIOTh, K JOBIpEHI 0COOM, HATAF0UM KOPUCTYBAadaM JIOIYCKH 1 JO3BOJIH).
s npaBunsHOTO (hyHKIIOHYBaHHSA Mepexi bY Bce )k HEoOXiAHUN TOCUTh BUCOKUH CTYMiHb JOBI-
PH BCEpeIUH1 MEPEXKi, B TOMY YHUCII KOJH [2 — 6, 9].

1) Icuye noBipa g0 kpunrorpadigyHOi TEXHOJOTI, [0 BUKOPUCTOBYETHCS, aje KpunTorpadiui
aNropuT™MU a0 IX pealtizamii MOXKyTh MaTH HEJIOJIKH.

2) Icnye moBipa a0 mpaBUIBHOI 1 Oe3mepepBHOI POOOTH CMApT-KOHTPAKTIB, AKi MOXKYTh MaTu
HEHABMUCHI JIa31BKU 1 HEJOJIKH.

3) IcHye noBipa 10 po3pOOHUKIB, SIKI BUPOOJISIOTH MPOrpaMHe 3a0€3MEUCHHs TKOMOTa OUTbII
CTaOLTEHUM.

4) IcHye BIEBHEHICTh B TOMY, IO OUTBIIICTh KOPUCTYBAYiB OJOKYCHHY HE BCTYMAIOTh Y TAEM-
Hy 3MOBY. SIKkio okpema rpymna abo ¢izuuna ocoba Moxe kepyBatu Oubii, HiX 50 % BCi€l MOTYX-
HOCTI CTBOpEHHS OJIOKIB, BUHHUKAE MOJKJIHWBICTH MiAIpBaTH permissionless Mmepexy OJOKUYEHH.
OpnHak, sIK IpaBUIIO, OTPUMaHHS HEOOX1HOT 00UNCIIIOBAIIBHOI OTYKHOCTI € HaJIMIPHO IOPOTUM.

5) Jns kopucrtyBauiB Mepexi bY , siki He MalOTh TOBHOTO BY3JIa, ICHY€ JOBipa 0 TOTO, IO
BY3JIM IPUHMAIOTH 1 00POOIISIOTH TPAaH3aKIii CIIpaBEIIUBO.

2. Omnmuc Ta aHAJI3 NOTEHUIHHNX ATAK, KOJIU 3acTocyBaHHA BY € cyTTeBUM MexaHizMOM
3aXMCTYy Bil HUX

Amnani3z nokazaB[9 — 12], mo npobiema Ge3nexu iHMopmarlii Ta 6e3neku B3aram IT, cToiTh
nepes] Cy4acHUM IU(POBUM CBITOM JOCUTH TOCTPO. 3pOCTa€e KUIbKICTh Kibep3arpos, 1o MoB's3aHi 3
KpaJIbKKOW 1neHTu(dikamiiHuX gaHuX. 3a iHpopMaliero a”amitTuadHoro areHtrcrBa Cybersecurity
Venture, mopiuHuil 30MTOK BifJ Kibep3nounHiB gocsirae A0 2021 p. mopsaKy micTh TPUIBHOHIB J10-
napiB. Y 2017 p. 30MTOK CTaHOBHUB YOTHPHU TPUILHOHU. TOMY 3pOCTa€ 1 KIIBKICTh KOIITIB, BKJIaJe-
HUX B KibepOesmneky, — 10 2021 p. BUTpaTH nepeBULIaTh OJWH TPUIbHOH nonapiB. Lle moscHIoeTbCs
taM, mo ThY mpu ix 3acTocyBaHHI Oe3nocepennpo, a Takoxk y iHmux IT 3a0e3medye 3axuct Bifg
LJIOTO CIIEKTPY Pi3HUX aTak. Po3risiHeMo Ta nmpoaHanizyemMo ocHOBHI i3 Hux [10 — 13, 21, 22].

3.1. ATaku THIY «JIIOIMHA MTOCePeIrHI»

Huni nos 3axucty 3'eqnans (Hanpukian, HTTPS 1 TLS) [23], ToGTo kaHamiB 3B’ 513Ky, BUKOPH-
croByetbes IBK, mo Bkirtodae 3acBiquyBanbHi 1ieHTpH (3C) Ta nentpu ceprudikarnii kmodiB(LICK).
KoxkeH yyacHMK Mepexi Mae mapy BiikpuTHii/ocoductuil kimod. OcoOucTuii Kiitou BiH 30epirae B
taeMHuIll. Bigkputuit kimrou 360epirae L{C. Ko kopucTyBad xo4e BCTAHOBUTH O€3MeUHE 3'€ THAHHS
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(3aifT; Ha caiiT), BiH BiAIpaBiIsi€ 3aIUT HA BIIKPUTUH KIFOY pecypcy y cepTH(]iKamiifHOTo IEeHTpy 1
mudpye gaHi nepe BiANPaBKOO, BHKOPUCTOBYIOUHU CBi 0COOMCTUIN KITIOY Ta BIAKPUTHI 13 CEPTH-
¢ikary. 11{o6 po3mmdppyBaTu gaHi, cepep (caiiT) BUKOPUCTOBYE CBiif OCOOMCTHIA KIIFOY Ta BiJKPH-
TUH BiJMpaBHUKA.

VY 11poMy BUMAKy KPHIITOCTIHKICTh (HAIIIHICTh) CHCTEMH 3QJICKHUTh BiJl TOTO, HACKUIBKH J100-
pe 3aXUIICHNH 3aCBIUyBabHUM LEHTP. SIKIO 37T0BMUCHUKY BIA€THCS KOMIIPOMETYBATH 3aCBIqUy-
BaJBHUN IIEHTP, TO BiH OTPUMAE MOXKIIMBICTh MPOBECTH ataky man-in-the-middle — MITM («wrtoau-
Ha TOCEPeaNHI»). Y IIbOMY BHIAJKy BHUKOHYETHCS PO3CHIIKA MIAPOOICHUX BIIKPUTHX KJIIOUIB, 10
SAKHX y XaKepiB € BIAMOBIAHI 0cOOHUCTI (i3 Mapy (albIIMBHX) KITFOUi. 3 IX JOIMTOMOTOI0 BUKOHYETHCS
posmmdpyBaHHs iHPOpMAaILii, 110 MepeaacThCs BiJ KIIEHTA 0 CEPBEPY UM HABIAKU.

Opmnak, TPOBEACHUI aHalli3 MOKa3aB, M0 B CHUCTEMI, 0 moOyaoBaHa Ha Ornokueitni, MITM
aTaky He MOXHa peanizyBaTu. Komu kopuctyBau my0sikye BiakpuTuil kiatrod B BY, npo ne «ai3Ha-
IOTBCS» BCl By3nH Mepexi (Hanpukian, bY Gitkoina mae 10 Trcsy akTUBHEX By3:1iB). L5t iHpopma-
11is 3aMUCY€ETHCS B OJIOK, 1 IUTICHICTh PEECTPY 3aXUINAEThesl KpunTorpadiuno. ToMmy omyOmikyBaTu
MiPOOJICH] KITFOYi 3JIOBMUCHUKH 3 BEJIMKOIO WMOBIPHICTIO HE 3MOXYTh, TaKy CIpoOy Bimpa3y po3-
Mi3HAIOTh KOPUCTYBaui Ta He MpuiMyTh By31u Mepexi bY. Ile oanak i3 ocHoBHuX nepesar ThY.

3.2. MaHiny/l0BaHHA JAaHUMU

BaxxnuBoro Bumororo 1o ganux IT € kopekTHicTh maHuX y mMepexi. Hanpuknan, skio 3aBaH-
TaxyeThcs (aiin 13 [HTepHEeTy Ta U1 TOro, MO0 MepeBIpUTH HOTO IUTICHICTh Ta aBTCHTHYHICTB, 5K
MIPaBIJIO BUKOPUCTOBYETHCS Horo rem-3HaueHHs. Tak sk B IT «ximieHT — cepBep» (aiin 1 gaHi mpo
Horo rem-3HavueHHs 30€piraloThCs Ha CepBepi LEHTPATI30BaHO, TO 3POCTAE BipOTITHICTH MiAPOOKH
uux aanux[16 — 19]. HaBiTh BUKOpPHCTAHHS MPOCTOI MEPEBIPKU TeII-3HAYEHHS, 10 MICTUTHCS Ha
odimiitHoMy pecypci mporo ¢aiiny, Hece B co0l €IeMEHT JOBipH KOPHCTyBada JIo I[bOTO PECypCy.
Hampuknan, BigoMi BUMAAKU, KOJIM MOAIOHUN odimiifHMil pecypc aTakyBalid Ta POOWIH MiAMIHY
Tell — 3HaYeHHS Ha CBOE. Y PE3yJIbTaTi KOPUCTYBad, IO XOUe€ MEPEBIPUTH Tell-3HAYCHHS (ailmy
3I0BMUCHHUKA TIOTPAlHUTh Ha CAWT, 10 3HAXOAMUTHCA MiJ KOHTPOJIEM TOTO CaMOTO 3JO0BMHCHHUKA,
MIPOKJIe MePEBIPKY Ta IHCTANIOE IKITMBE MPOTpaMHe 3a0e3meueHHS.

briokuelin y cBOIO Uepry A03BOJISE 3aMucaTh Temn-3HadeHHs y bY Ta OyTu 3 BeTUKO Biporij-
HICTIO TIEBHUM, III0 BOHO 3QJIMIIUTHCS HE3MIHHHM, a BIPOTIHICTH MiAPOOKHU HOro 3 yacom Oyxe
Maiike HyJbOBOIO, OCKUIBKH 1€ Oy/ie BUMaraTu TaKoX MiApoOKH ycix HacTymHuX OyokiB BY, 1o €
Maibke HeMOXKIIMBOIO 33J1a4el0 ISl CYYaCHUX KOMITIOTEPHUX CUCTEM.

3.3. DDoS-aTaku

3aBIaHHIM PO3IMOJIICHUX MEPEKEBUX aTaK € OOMEXEHHS MPOITyCKHOI 3AaTHOCTI MEPEKEBOTO
pecypcy, Hanpukiazn iHQpacTpyKTypH, MO MIATPUMYE CAaUT KOMIAHIT YA CUCTEMH «KJIIEHT — Cep-
Bep» [12 — 14]. Tak, BeO-cepBepH 3aBKIM MatOTh OOMEKEHHS 3a KIJIBKICTIO 3aIUTIB, 110 00po0III0-
IOTHCSI OJJTHOYACHO (MPOMYCKHA 37aTHICTH). SIKIIO YKMCIIO 3BEPHEHB JI0 CepBepa MEPEBUIILYE MOKIIH-
BOCTI OyJIb-sIKOTO KOMIIOHEHTA 1H()PaCTPYKTypH, BUHUKAIOTH MPOOJIEMH 3 piBHEM 0OCIYTOBYBaHHS.
[Tpuyomy MacmTad mux mpoOsem 3anexuTh Bix Metu DDoS-atakw.

Hanpuxnan, macoBana DDoS-araka Ha amepuxancbkoro DNS-nposaiinepa Dyn 3anummia
MUIBHOHU KOPUCTYBaviB 0e3 Takux cepriciB, Ak Twitter, PayPal, Netflix i GitHub[ ]. DDoS-araka
Ha Dyn mpoBoamiacs 3a JOIOMOTO0 TiraHTChKOro 00THEeTY Mirai, o BKIIFOUAB JECATKU MiTbHOHIB
MIPUCTPOIB: poyTepH, MpuHTEPH, [P-Kamepu 1 1HIII pucTpoi, migkIoueHi 10 [arepHeTy. Bei pazom
BOHM TPaHCIIOBAIU JlaHi Ha cepBepu Dyn 31 mBuakictio 1,2 TOiT/c. A B )KOBTHI LIOTO POKY IOYaB
normuproBaTrcs Bipyc Reaper, 1mo 3apaxae «po3yMHi1» IPUCTPOI MO BCbOMY CBITY.

Ataka Ha DNS-npoBaiinep mnokasye, HAacCKUIbBKM IIGHTPali30BaHi CHUCTEMH pOOJIATH BCIO
IHTEepHET-1HPPACTPYKTYPY Bpa3IUBOIO. BIbIn cepilo3HUM clieHapieM pO3BUTKY arak Ha DNS-
CepBepH € HOro KOMIPOMETAIIisl 3 METOIO TIEpEHAIPaBIICHH] KOPUCTYBAviB Ha CAMTH 13 ILKIJIMBUM
MpOrpaMHUM 3a0€3MEeYCHHSM.

OpHak MOXXHa BiIMOBHTHUCS Bif leHTpadbHUX DNS-cepBepiB 1 peai3yBaTH CHCTEMY, B fKii
napu «iM's — [P-ampeca» peectpyrorbess B Mepexi bY Ta po3moninsitoThest 1Mo BCix Bys3iax. Lle
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3a0e3MeYuTh MPO30PICTh MEPETBOPECHD Ta 1 3aXHINEHICTh OJHOYACHO. 3TTOBMUCHHKH HE 3MOXKYTh
3pyHHYBATHU SIKYCh OZHY NEBHY 1HQPACTPYKTYpy, aTaKyBaBLIM JIMIIE OJUH 13 KinacTepiB. Cami aaHi
OyayTh 3axuiieHi 3acobom 3acrocyBanus EIl, rerryBanHs Ta KpunrorpadigHUX MPOTOKOIIB. 3aCTO-
cyBaHHs bY TakoXk CyTT€BO 3MEHIINTh MEPEXKEBI BUTPATH, MOB's13aHi 3 yuTaHHAM DNS.

3.4. 3axucT NPUCTPOIB «IHTEPHETY pedein»

3riHo 3 pe3yibTaTaMu JociikeHHs kommnaHii F5 Networks, uncno atak Ha npucTpoi iHTep-
HeT («iHTepHeT peueity, Internet of Things) ta ix iHdpacTpykTypy 3pocio 3 mouarky 2018 p. Ha
280 % [3, 19]. 31e011bII0TO 1€ TOB'SI3aHO 3 MOIIUPEHHIM 3JIOBMUCHUKAMHU IKIAJIUBOTO MPOTpam-
HOro 3a0e3nedyeHHs. B mpoMy BHIaAKy 3IIOBMHUCHHUKH aTaKyIOTh iIHTEPHET-IIPUCTPOI Ta BUKOPHCTO-
BYIOTb iX Ju1s poBeieHHs: DDoS-artak 1 XocTUHTY 1HQpacTpyKTypH pi3HUX Bipycis [19, 22].

BBaxaetncs, mo 3actocyBanHs bY 103BONMHTE 3aXUCTUTH IHTEPHET 3 THX K€ MPHUYHH, 32 KX
BiH BUKOPUCTOBY€ETHCS B KPUNTOBAIIOTaX — BIEBHEHICTh B JIETITUMHOCTI JaHUX 1 YITKUN MpoIiec iX
miaTBepKeHHs. OqHAK HEOOXITHO BpaXxOBYBaTH, IO MPOCTOi peectpairii mpuctporo B BU — Hemo-
ctatHbo. HeoOxinHa 1ina iHpacTpyKTypa AJs YIPaBIiHHS MPUCTPOSMHU 1 KOHTPOIIO JAOCTYIY IO
naaux. [IpoBenenuii anami3 mokaszas, IO BXK€ iCHYIOTh JIEKUJIbKa PIillIeHb BiJ MyOIiYHUX MPOEKTIB,
[0 Peami3yloTh II0 CHCTEMY. HaHpI/IKJ'IaL[, OJTHUM 3 pimieHb Moke ctaTu nmpoekT ChainAnchor [9].
e ¢peliMBopk, skwii OyIyTh MiATPUMYBATH PO3POOHHMKH «PO3yMHHX MPUCTPOIB», NpoBainepu
JAHUX 1 He3aJIe)KHI pO3pOOHUKHU. [1est mosnsirae B ToMy, 1110 YJaCHUKH Mepexi, B 0OMIH Ha HiATpH-
MyBaHHs O€3MeKd, OTPUMAIOTh MOXKIIUBICTh NPOJABAaTH AHOHIMHI JaHi 3 1HTEPHET-TIPUCTPOIB.
OpeiiMBOpPK Mae MeXaHi3MH, 110 JO3BOJISIOTH OJOKYBaTH KOMIIPOMETOBAHI MPHUCTPOi, a TAKOX BiJ-
kimovaty Big BY neritumHI mpHCTpOi TpW 3MiHM BIAaCHHKA. BiH TakoX O3BOJISE TPAIIOBATH B
yMOBaX HEOOMEKEHOT0 3pOCTaHHs JaHuX [5, 9].

3.5. Ki0Oep Ta MepesxkeBi aTaku

Humni TBY [5, 9 — 12, 22, 23] pexiiaMyI0ThCs SIK 1yke OesneuHi. [le MoxHa MOSCHUTH B B CHUITY
3axXHIIEHOCTI BiJ HecaHkiioHoBaHoro aoctymy (HCJI) — sk Timpku TpaH3akiis y OoK4YeiHi 31iic-
HeHa, 11 B3arami He MO)KHa 3MiHUTH. OJHaK 1€ CIpaBeIJIMBO TIMbKU JUISl TpaH3aKIii, ski Oymu
BKJIIOYEHI B omyOiikoBanuii 6mok. Tpan3akiii, siki e He OyJM BKIIOUEHI B OIMyOJIiKOBaHUN OJIOK B
JIQHITIOTY, BPA3JIMBI JJIA JEKUIBKOX THUIIB arak. Tak y mepekax bU, siki MarwTh MITKHA Yacy Jjist
TpaH3aKLii, miapoOieHHs yacy abo 3MiHa TOAMH KOPHCTyBaya MOIJIO © MaTH HEeraTHBHHUU abo
MMO3UTUBHUH BIUIUB HA TPAH3AKIIIIO, pOOJISTYM Yac 1 OBIJOMIICHHS Yacy BEKTOPOM aTaku. BinmoBa B
00CIIyroByBaHHi, KOJM aTaka MO)ke MpoBoauTHca Ha ruiatdopmi BU abo Ha iHTENneKTyalbHOMY
KOHTpPAaKTi, peaixizoBaHOMY Ha muiatdopmi.

Mepexi BY Ta ix 3acTocyBaHHS HE 3aXUILEH] BiJl 3TOBMUCHUX YYaCHHUKIB, IKi MOXYThb IIPOBO-
JIUTH MEPEKEBE CKaHyBaHHS 1 PO3BIJIKY, 1100 BUSBIIATH 1 BHKOPUCTOBYBATH BPA3JIMBOCTI, a TAKOXK
3aIlyCKaTy aTaku HyJb0BOro aHsA. Ciyx6u, 3acHoBaH1 Ha BY, Ta po3ropHyTi B mocrixy, abo TUTbKU
3aK0J0BaH1 JOJATKH (TaKi, sIK IHTEJIEKTyadbHI KOHTPAKTH) MOXYTh MICTUTH HOBI, a TaKOX B1JOMIi
BPAa3IMBOCTI 1 cnabKocTi posropranHs. Bonu i OynyTh 3HaiiieHi 1 HOTIM aTakOBaHI 4epe3 MEpexKy,
TaK caMo, sIK aTaKyOTh CalTH 1 JOJIaTKH B TETIEPIIIIHIN Jac.

3.6. Orusa Ta kiaacudikanis aTak cneniaJabHOr0 THILY

ATtaku crienianbHorO BUAy (side-chanel attacks) MosxHa BigHECTH 10 aTak aHATITUYHOTO THITY.
Peamizamis ux atak HarpaBiieHa Ha MOUIYK BPa3JMBOCTEH y MPAaKTUYHINM peanizalii KpUITOCUCTe-
MH, B TIepIIy 4epry 3aco0y kpumnrosaxucty iHbopmarii (K3I). ¥V [23] 3anpornonoBano kiacudika-
IO CHeliaJbHUX aTaK 3a TAKUMH O3HAKAMU:

- KOHTPOJIb HaJT 00YHCITIOBATIBHUM TIPOLIECOM;

- crocib JocTymy A0 CUCTEMH YU 3aco0y;

- METOJ1 OE€3MOCEPETHHOTO 3A1MCHEHHS aTaKH.

Ha puc. 1. HaBeieHO MOJIeIb, sSIKa MOSICHIOE aTaK| clieliadbHOro BULy [23].

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 139



Knacugixayia cneyianvnux amax 3a cmenenem 6niugy Ha 0OUUCTIO8ANbHULU npoyec. AHaI3
nokasasn [23], 110 3a cTelneHeM BIUIMBY Ha OOYMCIIOBAJIbHUIN MPOLEC CIelialbHI aTaKu MOXKHA I10-
IUIUTH:

- Ha MACUBHI, KOJIM 3IOBMUCHHK OTPUMY€ HEOOXiIHYy iH(opMmaliito 6e3 TOMITHOTO BIUIMBY Ha
CHCTEMY, aJie CHCTeMa IPH bOMY TPOJIOBXKY€ (DYHKIIIOHYBATH SIK 1 paHilie;

- aKTHBHI, KOJIM 3JJOBMUCHHK peaji3ye esKUil BIUIMB Ha CUCTEMY, Y PE3YJIbTaTl SIKOTO 3MiHIO-
€TBCS TIOBEJIIHKA CUCTEMH, alle 3MIHU TaKOTO POAY MOXYTh OyTH «IIPO30OPHMI» ISl CHCTEMH, Ha
SIKy BiIOyBa€eTbCs Hamaj.

[Tpu 1bOMY 37TOBMHCHUK Y 3MO31 BU3HAYATH Ta BUKOPUCTATH iH(POpMaIito po cuctemy bY.

Knacugirayia cneyianvnux amax no cnocody docmyny 0o cucmemu. B 3amexHOCTI BiJ MOXK-
JMBOCTI JIOCTYNy O amapaTHO-TIPOrpaMHOro 4u amapatHoro 3aco0y K31 MokHa BUAIIMTH Taki
Kyacu atak [36]:

- arpecuBHi (aHTJI. invasive) — KOJIM 3iHCHIOETHCS CTIpo0a PO3KPHUTTSI CUCTEMH 3JI0BMUCHHKOM
Ta OTPUMAaHHS MPSIMOTO JIOCTYIY 10 BHYTPIIIHIX KOMIIOHEHTIB;

- HammiBarpecuBHi (aHTJ. semi-invasive) — KOJHM BIUIMB Ha BHYTPIIIHI KOMIOHEHTH 3aco0y K3I
3MIIHCHIOETHCS 0€3 MOCcepeIHbOr0 KOHTAKTY;

- HE arpecuBHi (aHIII. non-invasive) — KOJU BUKOPUCTOBYETHCS TIJIHKU 30BHILIHS iH(opMaItis —
HaNpuKJaa, yac OOYMCIIEHHsS YU CIIOKUBaHHs eHeprii. ToOTo Ge3nocepeHbOro BIUIUBY Ha CHCTe-
MY, IO JTOCIIKYETHCSI, HEMAE.

Knacugirayia cneyianvnux amax 3a memooom 30ilichennss amaxu. CnerianbHi aTaku, B 3alie-
YKHOCTI BiJl METO/IIB, IKi BUKOPUCTOBYIOTBCS JUIS aHANI3y OTpUMaHOI iH(opMaIllii, MOXKHA ITOIITUTH
[23]:

- Ha nipocTi (simple side channel attack) — konm 31IHCHIOETBCS TOCTIHKEHHS MPSMOI 3aJI€KHO-
CT1 MIXK IIpOIiecaMu B MIPUCTPOI Ta OTPUMAHOI 3JIOBMUCHUKOM 1H(OpMaIlii, a pe3yJbTaToM aTaku €
BUJIUIEHHS KOPHCHOI iH(opMaIlii, HanpuKJIaa, BiJ piBHS IIyMiB;

- mudepenuiini (differential side channel attack) — xonmu BUKOPHUCTOBYIOTHCS CTATUCTHYHI
METOIM JJOCIIJDKEHHS 3aJI€KHOCTEH MIX BX1JHUMH TaHUMH Ta 1H(OpMaIli€ro, sKa OTpUMaHa i yac
CIIOCTEPEKEHHS.

SIK mpaBuIIO, MIPU IOMY 3/AIHCHIOETHCSA BENUKA KUIBKICTh BUMIPIOBAaHb, a TAKOX CIICIiabHA
00poOKka curHayry 1 KOpekisi moMmIoK. B mporeci 3aiiicHeHHsT aTak Ha peanizamito 3aco0y K3I
MOJKe 3/IHCHIOBAaTHCh aHaJi3 yCiX 30BHILIHIX MapaMmeTpiB 3aco0y, a TaKOX yCi MOXIJIHBI METOAU
MOPYILIEHHS MOro HOPMAJIbHOIO (DYHKI[IOHYBAaHHS, aX 10 HOro pyWHYBaHHS 3 METOK OTPUMAHHS
CEKPETHOI0 KJII0Ya.

Enepro-
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Puc. 1. Kpunrorpadivuna MoJens BiTHOCHO aTak CIEiadbHOTO BUAY
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[Ipu BUKOHAHHI aTak 3a 4acoM [23] BUMIPIOETHCA YaCc BUKOHAHHS aJTOPUTMY KPHUIITONIEPETBO-
peHHd. Y peanizalisix aCUMETPUYHUX aITOPUTMIB YaC BUKOHAHHS OIepaliil TaKoX MOKe 3aJeKaTH
SK BiJ 00pOOIIOBaHMX TaHUX, Tak 1 Big kimoua kpunronepersopenus (EIT, ACII, ITIK). Ilpu Buko-
PHUCTaHHI anapaTHOTO PILIEHHS y BUIJIA/A1 aBTOMATA 3 KOPCTKOIO JIOTIKOIO HABITh Yac CKJIaJaHHS 3a
JIeSIKUM MOJTYJIEM MOYKE 3MIHIOBATHUCS Y 3AJIKHOCTI BiJl peai3aiii JaHIIoTiB epeHECEHHS.

ATaku Ha peani3alilo MOXYTb IPYHTYBaTHCh Ha aHali3l BCIX CHOXKHUBAaHUX TMOTY>KHOCTEH
cydacHUX OO4HMCIIIOBAIBHUX MPUCTPoiB K31, 0cobmmBO Takux, 1Mo moOyqoBaHi Ha BUKOPHCTaHHI
enementiB cxemorexHiku TTJI (TTL), TTJIII (TTL(S)), a Takox yactkoBo i KMOII (CMOS).
Bona Takox 3a5exuTh Big 00poOIIOBaHUX JAaHUX. TOMY Yy 3JIOBMHUCHHKA 3 SIBISIETHCS MOXKIIMBICTD
oTpuMaTH iHGOpMaIlil0 MPO BHYTPIIIHIN CTaH aBTOMAaTy, Y TOMY YHCII CEKPETHUH KIIOY, HAIPU-
KJaJ1 nuisixoM ananizy eneprocrnoxkuBanus npu ACHI uum LI1. Tak, ataka, mo onucana y [23], mo-
3BOJISIE HA OCHOBI aHAJI3y €HEProCIOKUBaHHSI 00YUCIUTH Bary XemiHra (KiUTbKiCTh OMUHUYHUX Oi-
TiB) 00poOmroBanoro 6iyoky. s iHdopmartis,, a TakoX 3HAHHS BHKJIIOYHO BIKPHUTHUX TEKCTiB (0e3
3HAaHHA MU(POTEKCTY), A€ 3TOBMUCHUKOBI MOKJIMBICTh BIATBOPUTH TAEMHHM KITIOY MIU(PYBAHHS.
Kpim Toro, SIKIII0 Y NOPYITHUKA € MOYJIMBICTh TIOPYIIYBAaTH HOPMAJIbHY poOOTY MPUCTPOIO (HATPH-
KJIaJ, BHOCUTH 3001), TO 3a IOTIOMOTOIO CTeliaJbHUX METOIB MOKHA BITHOBUTU MPAKTUYHO OYb-
SIKAJ CEKPETHUH ITapaMeTp CUCTEMH.

OcCHOBHOIO MeTOI0 (Pi3UUHOI aTakM € AOCIIPKEHHS ocobmuBocTeil peamizauii npuctporo K3I
(Mikpocxemu), 1m0 MOTPiOHO I oTpuMaHHS iH(OpMaIi BiIHOCHO OCOOMCTOTO a00 TaEMHOTO
KJIIOYiB, HANPHUKIAJ, IIJISIXOM AOCHIKeHHs 00aacTti BcepeanHi kpuctany IJIIC. Sk mpaBuio, Taki
aTaku opieHToBaHi Ha cnenudivni obnacti [IIIC, sxi B pexknMi HOPMATBHOTO (YHKIIOHYBaHHS €
HE JIOCTYITHUMH.

4. CyTHicTh T2 NPONO3HUIil BITHOCHO MPOTH/II aTaKaM CleniaJbHOr0 BUIY

Hari momepeani AOCTiIXKEHHS MTOKA3aly, 0 1CHYI0Y1 KpunTorpadiyHi MexaHi3MH, 110 3aCTO-
coByroTbes B ThY, He 3a0e3nedyioTh 3aXUCT BiJ aTak CremiaabHoro BUaY. J{s 3a0e3neueHHs 3aXu-
CTYy MOTPIOHO 3aCTOCOBYBATH, SIK MiHIMYM, IIOCTKBAaHTOBY KPUMOTOTrpadito — aCUMETPUYHI MEePETBO-
penns tuny EIl, ACII ta kpunrorpadidni NpoTOKOJIM IHKANCYJAMii Kito4iB. JleranpHime i mu-
TaHHA BUCBITIEHI B [9, 17 — 20, 23]. BigmiTuMO, 1110 B OCHOBY 3aXHCTY BiJI aTak CIHEIIaJbHOTO BUY
MOXKYTh OYyTH IMOKIAJACHUMH METOJIH, 10 PO3TIISAIAIOTHCS HIKYE.

4.1. ®ikcoBaHa KiIbKICTh 3BepPHEHD 10 Iem-(PyHKIIT

B [23] po3risiHyTO aTaky CHEliaJbHOrO BUIY 32 4aCOM, sIKa MOXE PO3KPHUTU CEKPETHUH KIHOY
NTRU. Lls araka MoxuBa 3aBAsIKA TOMY, IO Y PO3MH(PYBaHHI PI3HUX MHUGPOTEKCTIB BUKOPHUC-
TOBYETHCS pi3HA KUJIBKICTh 3BEPHEHB 10 rem-(QyHKIi. MeTo oM MpoTHii TAKUM aTakaM € BUKOPH-
CTaHHS MEXaHI3My JOMOBHEHHS. Po3Mip MONMOBHEHHS MOBWHEH BIiJMOBIIATH HEOOXITHOMY PIBHIO
KPUNTOCTIMKOCTI. B 1boMy BUIIaKy BUKOPUCTOBY€EThCs cxeMa gonoBHeHHS NAEP, a po3mip nomo-
BHEHHS JIOPIBHIOE PO3MIpY TeII-3HAYCHHS, IKE 3a/I0BOJIBLHSIE YMOBI

160 k<112
256 k>112

Hlen =
(D
ne k — piBeHb KpUIITOCTIMKOCTI.

3a ymoBU BUKOHaHHS (1) MOYKHA CIIO/IIBATUCH, IO KPUIITONICPETBOPCHHS 1, IK HACJIIIOK, KPUTI-
TOCHCTEMa, MOXe OyTH 3aXHIICHOIO BiJI aTaK 332 YacOM.

4.2. PaugoMizauis 1aHux

Meton pangomizaiii 3BOAUTHCS 0 «3aciituieHHs» qaHux [24 — 28]. 1o cyTi, BOHO 3BOJIUTHCS
710 3MiHU BXIJHHUX JAHUX B JACSIKUN HemependauyBaHUi cTaH. 3aleKHO BiJ XapaKTepUCTUK (yHKIIIT
«3aCIIIIICHHSY, BOHA MOXE BHKIIIOUHTH JIesAKi a00 BCi BUTOKHM KOpHcCHOI iH(popmarii. OCHOBHOIO
BJIACTHUBICTIO BXIJHUX JaHUX € iX mceBAoBHUMAnKoBicTh. Y kpunrocuctemi «NTRU Prime IIT
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Ukraine»[25] 3acTOCOBYEThCS 3aCIIIUTIOIOUHI TOTIHOM, IO 3armodirae BUTOKY iH(opMarii mpo cex-
PETHHM KITFOY.

4.3. He3aj1ekHicTh BiJ 3HaYeHD

S0 yci mepeTBOpeHHs 13 0COOMCTUM KJIIOYEeM Ta IMOJIIHOMOM 3aciiIUIeHHA TpU 3amudpy-
BaHHI Ta pO3MHM(pPYBaHHI HE 3aJeXKaTh BiJ 3HAYEHb 3ACIIIUTIOIOYOTrO IOJIHOMY Ta OCOOHMCTOTO
KJIF0Ya, TO PO HUX HEMOXKIIUBO MO CTOPOHHIM KaHajaM Ji3HaTHCS Oynb-siKy iHpopmarllito. Takox,
SKIIIO B orepaiii MHOKEHHSI HEe BUKOPHUCTOBYETHCS 3HAUEHHSI CEKPETHOTO KIII0YA, TO HEMOXKIIUBO
oTpuMaTH 1HPOPMAIlII0 MPO CEKPETHUH KIII0Y, aHAII3yI04YH OIEpalil0 MHOKEHHS MO CTOPOHHIM
KaHaJIaM.

4.4. BB 3axoniB crilikocTi Ha KinbKicTh Ki104iB NTRU-noaionoro anropurmy

AHaJi3 1moKasaB, 0 B OyJb-IKOMY pa3i KJIFOYi KPUIITOIEPETBOPEHHS MTOBUHHI 3a0BOJIBHSITH
BJIACTUBOCTSIM BUIAJIKOBUX IMOCIiAOBHOCTEH. JI0 TakuX BIIACTHMBOCTCH HaJEXKaTh: BHIIAIKOBICTB,
piBHOWIMOBIpHICTH Ta He3anexHicTh. B «NTRU Prime IIT Ukraine» [25 — 27] ue 3a0e3neuyeThest 3a
paxyHOK (iKCOBaHHMX 3HAUCHb KUIBKOCTEH HEHYJIbOBUX EJIEMEHTIB Y CeKpeTHHX Kirouax f ta g. Tak,
KUTBKICTH 1, -1, O IpuOIM3HO € PIBHOIO.

Y T1abn. 1 — 3 y AKOCTI MPHUKJIAAy HABEJACHO KOHKPETHI 3HAUCHHSI IMapaMeTpiB JJs TEpIIoro,
CEpeIHBOr0 Ta OCTAHHROTO HAOOPY MapaMeTpiB 3rimHo [26 — 27]. YV [25, 26] BU3HAUCHO HACTYITHE
criBBinHomeHHs (1, -1, 0) mst cekpetHux kmrouiB f ta g: nns f kinbkicTh 1 Ta -1 mo3HavyaeTbes K
df Ta mopiBHioe df=2t, ans g kinpkicte omuHHMIB opiBHIOE dgl=n/3+1, KimpkicTh -1 mOpiBHIOE
dg—1=n/3.

Ta0mumr 1
[Mpuknanu napamerpiB NTRU Prime IIT Ukraine

[Tapamerpu

n q t piBeHs criiikocTi k

439 6833 142 112 1

727 5827 121 205 2

1021 8819 183 298 3

Taomuus 2
Critikicte NTRU Prime IIT Ukraine
Yucno PiBeHns crilikocTi
HEHYJIbOBHX €JICMCHTIB 1 o) 3

df=2t 184 242 366
dgl=n/3+1 147 243 341
dg—1=n/3 146 242 340

VY 1abin. 3 HaBeJEeHO 3HAUEHHS KUTBKOCTI MOMJIMBUX KIIIOYiB, SIKI OTPHMaHI IPU 3aCTOCYBaHHI
dbopmynu (1).
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Tao0mur 3
Kinekicte kmtouieB NTRU Prime IIT Ukraine
Uucno HeHyIb0BUX | PiBeHB CTIHKOCTI
CJIICMEHTIB 1 2 3
ans £ 0,3*%10"" 0,9%10°* 0,3*10*"
s g 0,5*10%” 0,9*10°* 0,1*10*
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Sxmo Hemae 0OMEKEHHS Ha KUTbKICTh 1, -1 auis kimroviB, Hanmpukiam, sk s cxemu Crystals-
Kyber To ans nigpaxyHky TpeGa BUKOpUCTOBYBATH (hopMyIty (2) po3MillIeHHsI 3 TOBTOPEHHSIM:

A'T :nm, ()

Jie 1 — ISl KITFOYIB TI€ KUTBKICTh €JIEMEHTIB, TOOTO 3, a m — KIJIBKICTh MO3HUIIIH, TOOTO PO3Mip KITIO-
4a.

VY Tabn. 4 HaBeAEHO 3HAYCHHS KUTHKOCTI CEKPETHHX KJIIOUIB MPHU BIJCYTHOCTI OOMEXKEHb Ha
KUTBKICTh KO€(ILlI€HTIB.

Tabmuug 4

KinmbkocTi cekpeTHUX KIIr0UiB 03 00MEKEHHS Ha KUTBKICTh KOe(]ili€HTiB

PiBeHb CTIHiKOCTI
1 2 3
KiJbKiCTh CEKpETHHX KIIIOUiB 0,3*10%"° | 0,7*10*" | 0,1*10**

AHami3 mokasaB, IO MPU BBEIEHHI OOMEXEHb PO3MIp MPOCTOPY KIIOYIB 3MEHIIYETHCS.
VY Tabn. 5 HaBeNEHO 3HAYCHHS, y CKUIBKH pa3iB 3MEHINYETHCS KIIBKICTh KIFOUIB, SKIIO BBECTH
oOMexeHHs Ha Koe(illi€eHTH 3T1IHO 3 HABEJICHUM BHUIIIE.

Ta0muis 5
3MEHILIEHHS PO3Mipy KIIIOYOBOTO IPOCTOPY
Uwncno HeHyIbOBUX PiBens criiikocTi
€JICMEHTIB 1 2 3
s f 10" 0,8*10° 0,3*10°
s g 0,6*10° 0,8*10° 10°

TakuM unHOM, OOMEXEHHSI Ha KUTbKICTh HEHYJIbOBUX KOE(IlI€HTIB MPU3BOJUTH JO 3MEHIICH-
HS KUJTBKOCTI KITFOUiB Big 17-T 10 3-X JAeCATKOBHX MOpsakiB. OqHAK I Mipa € HeoOXiqHO 3a IS
3aXHCTY NMEPCIIEKTUBHUX KPUITONEPETBOPEHD MMOCTKBAHTOBOTO TIEPiOAY Bij aTak MO CTOPOHHIM Ka-
HamaM. Aste, sl peasizanii HaBeACHUX MPOIO3MIIIHA MI0JI0 3aXKUCTY Bij CIEIiaIbHUX aTaK MOTPiOHO
BUKOPHCTOBYBATH MPUHIIUIIOBO HOBI KpUNTOrpadiuyHi MEXaHi3MH, CKOpillle BCbOTO TOCTKBAHTOBOTO
nepioxay [17, 18, 26 — 28].

BucHoBku

1. BripoBa/pkeHHsI y pi3HOMaHITHI iHQOpManiiHi TEXHOIOT1l MPUHIUIIB JeUeHTpalti3amii Ma€e
cyTTeBi nepenektuBr. OCHOBHI 3 HUX 3akjajeHi B TexHonorii bBY. Ane, He3Bakalouu Ha MOSIBY Ta
BIIPOBaKEHHS HAa 0CHOBI THY mepcneKTHBHUX MIMPOKOMACIITA0OHUX PO3POOOK, MPOJOBKYIOTH iC-
HyBaTH TME€BHI CYMHIBH BITHOCHO NepcrnekTuB 3acTocyBaHHs ThU. Bonwu, sik 1 OinbIIicTh HOBHX 1H-
(dbopMariifHuX TEXHOJIOTiH, MOKYTh OyTH OOMEXEHHMH B 3aCTOCYBaHHI, a TO 1 HEMOTPIOHUMH .

2. BimnocHo 3actocyBanHs bY BakMBHUMU € BiJMOBiAlI HA MUTAHHSA — YA MOKHA Ta SKUM YH-
HOM yJIOCKOHAJIUTH CHCTEMH «KII€HT — cepBepy». [Ipu oMy mepImM NHUTaHHS, Ha SKe TOTPiOHO
BIJIMIOBICTH, 1€ SIK OI[IHUTH MOKpaIleHHs. BiAmoBiai Ha JaHe MUTaHHS MOXKYTh OyTH JIJIsl 3BUYATHIX
KOPHCTYBaJiB Ta CYCIUIBCTBA JJOCTATHLO MPOCTUMHU — HOBI TEXHOJIOT11 ITOBUHHI JaBaTH MPUHIIAITOBI
Ta ICTOTHI TIOKPAIICHHSI, B TIOPIBHSIHHI 3 TUMH, IO YK€ ICHYIOTb.

3. BaxuuBum € Takuii GpakTop, K JMochka 3BudKa. CyCHiibeTBO Ta Cy0’ €KTH) NMEPEXOISATh Ha
HOBI TEXHOJIOT1H , TUIBKM B pasl, SIKIIO BOHHM JAIOTh CYTTEBY IepeBary, He mpocto Ha 5 — 10 %, a
MiHiMyM B 2-3 pasu. [lpu npoMy, sSIK TIATBEPIKEHO MPAKTUKOIO, 0 Il HOBUX [T HagBax IMBHUMH
€ Takl KpuTepii Ta MOKa3HUKH OIIHKHK Ta MOPIBHSIHHS SK BapTICTh, CKIATHICTh (YacoBa Ta MPOCTO-
pOBa), MBUAKICTH, MPUOYTKOBICTh, O€3MEYHICTh, AHOHIMHICTh, THYUYKICTb, AM3aiH TOIIO.
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4. HoBa texHomoris, B HaumoMy Bunajaky TbY, He MOBHHHA ICTOTHO MPOTpaBaTH ICHYIOYHUM
TEXHOJIOTISIM 3a 1HImKMU napaMmerpamu. Hanpuknan, sxkmo ThY npaitoe B Tpu pasu mBuaLe, ane
SKIIIO BOHA NPH [IbOMY B JIBa pa3u Jopokye i B 1,5 pa3u ckimajHime — BOHA, CKOpillle BChOTO, HE
OTpHUMa€ BU3HAHHS Ta 3aCTOCYBaHHA. B SIKOCTI MPUIHATHOrO MOPOTY Mporpary MOXHa B3ATH O1is
30 — 50 %. ¥ minomy HOBa TEXHOJIOTIS MOBUHHA OyTH B YOMYCh Kpale B 2-3 pa3u, a 3a Bcima 1H-
IIMMHU TTapaMeTpaMu MporpaBaTy He Oinbiue HiX B 1,5 pa3u. To6To, mOKpalieHHs] IOBUHHE JaBaTu
CYTTEBI TIepeBard, ajie me i KOMIEHCYBaTH MOOI4HI eeKTH 1010 MPOTpamry 3a iHITUMH apaMeT-
pamu.

5. 3 MeTor0 pearizalii CHCTEMHOTO MiAXOMy IO aHAi3y Ta OIIHKH 3aXWIIEHOCTI PO3TIITHEMO
BH3HAHI OCHOBHI MPUHIMIH Ta BUMOTH 11040 nodyayBannas ThY. IIpu nodyaysanni ThY nmoBuHHI
OyTH 3aCTOCOBaHI YM PEKOMEH/IOBaHi JI0 3aCTOCYBaHHS TakKi 0a30Bi MPUHIIUIN SK: MEPEKEBOI I[iTi-
CHOCTI; PO3MOJNIEHHS BIaJM; LIHHOCTI SIK CTUMYJY AJIsI KOPUCTYBadiB; 3aXxucTy (Oe3neku) iHdop-
Marlii Ta pecypciB; MpUBATHOCTI iH(OpMaIii Ta pecypciB. BaxxauMBUMM TaKOX € TMPUHIMIIN CTBO-
pPEHHS MPOTPaMHOTO 3a0e3MeueHHs; MOCIyT TEXHOJIOTiH; Oi3HeC Mojenel Ta pUHKIB; OpraHizaiis
(GyHKIIIOHYBaHHS; TIPU HEOOXiMHOCTI Takox ynpasiiHas bY Toro.

6. Cepen ocobmuBoCTeH, 10 cToCyl0Thes Oe3neku ThY, cmif BiAMITUTH: CKIaJHICTh CUCTEMH,
PO3Mipu Mepexi, MBUAKICTD 1 €(EKTUBHICTh MEPEXKI, MOJIITHKA BUKOPUCTAHHS, 3IOBMHCHI KOpHC-
TyBayi, BiACYTHICTh JOBIpH, ITHOPYBaHHs TPaH3aKIii KOHKPETHUX KOPHUCTyBadiB, By3iIiB a0o Ha-
BITh ITUX JepKaB, CTBOPCHHS 3MIHEHOTO, aJIbTEPHATUBHOTO JIAHIIIOTA 1010 TAEMHHUIII.

7. Ataku cnieniansHoro Buay (side-chanel attacks) moxHa BijHECTH 10 aTak aHAIITUYHOTO TH-
my. Peamizarist ux aTak HampaBJieHa Ha TOUIYK BPA3JIMBOCTEH y MPAaKTHYHIN peaizamii KpunTocu-
CTEeMH, B IepIy yepry 3aco0y kpunrtoszaxucty iHpopmanii (K3I). ¥V [23] 3anpononoBano kinacudi-
Kallifo CeiajJbHUX aTaK 32 TAKUMH O3HAKaAMH:

- KOHTPOJIb HaJl 0OYHUCIIIOBAJILHUM IPOLIECOM;

- crocid JoCTymy 0 CUCTEMH YU 3aco0y;

- MeTo/] 0e31ocepeTHBOr0 31 CHEHHS aTaKu.

8. s 3axucty kpunrocucremMu « NTRU Prime IIT Ukraine» Bix aTak 3a 4acoMm NMPOIMOHYETHCS
i yac mudpyBaHHs 3A1HMCHIOBaTH (DIKCOBaHY KUTBKICTh 3BEPHEHB JI0 TeII-(PYHKIIIT, a TAKOXK 3iH-
CHIOBAaTH 3acIIUIEHHS AaHUX (1[0 BHOCHTbH JTOJJATKOBY BHIIAJKOBICTh). TakoX yci mepeTBOpPEHHS,
110 311HCHIOIOTBCS 3 CEKPETHUMH IapaMeTpaMy, HE MOBUHHI 3ajJeKaTH Bl KOHKPETHHUX 3HA4YEHb
[IUX ITapamMeTpiB.

9. Slkmio yci mepeTBOPEeHHs 13 OCOOMCTUM KITIOUYEM Ta TIOJIIHOMOM 3aCTIIUICHHS TP 3aiudpy-
BaHHI Ta po3mHU(PYBaHHS HE 3aleXaTh BiJ 3HAUCHb 3aCIIIUIIOIOYOTO TOJIHOMY Ta OCOOHMCTOTrO
KJIFO4a, TO TIPO HUX HEMOKJIMBO TIO CTOPOHHIM KaHaJlaM Ji3HaTucs Oynb-iKy iH(opmarlito. Takox,
SKILO B orepalii MHOKEHHSI HE BUKOPUCTOBYETHCSI 3HAUEHHS CEKPETHOTO KIIIOYa, TO HEMOXKIUBO
oTpuMaTtH 1H(OpMaIliIO PO CEKPETHUN KITI0U aHATI3yIOYH OINepallito MHOKCHHS 110 CTOPOHHIM Ka-
HaJlaM.

10. Inst 3a0e3neueHHs 3aXKUCTy MOTPIOHO 3aCTOCOBYBATH K MIHIMYM IOCTKBAaHTOBY KPHIITO-
rpagito — acumerpuuni nepersopenss tumy EIT, ACII ta kpunTorpadiuti IpOTOKOIN 1HKATICYJIs-
mii kmrouiB. JleTanapHimIe i muTaHHS BUCBITICHI B [9, 17 — 20, 23].
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MOJIEJIJUPOBAHUE ATAKH JIBOMHOM TPATBI
HA MPOTOKOJI KOHCEHCYCA «PROOF OF WORK»

1. BBegenue

Haubonee W3BECTHON aTakoil Ha MPOTOKOJIBI KOHCEHCYCa OJOKYCHH-CUCTEM SIBIIICTCS TaK Ha-
3pIBacMasl aTaka JBOWHOW TpaThl (JIBOWHOTO pacxojioBaHus, aHria. Double-spending), korga Heue-
CTHBIM yYaCTHHK JIEIIEHTPATM30BAHHON CHCTEMBI OCYIIECTBISIET MOBTOPHOE OTUYXACHHE (TIpoja-
KY) OJTHUX U TeX k€ HU(POBBIX aKTUBOB (€IUHUI] KPUITOBAIIOTHI, TOKEHOB, MOHET H TIp.), T.€. pea-
JIU3YeT HECKOJBKO HE3aKOHHBIX TIJIATEXKEH M3 OJTHOTO U TOTO ke CTapToBOro coctostHus [1, 2]. Ecamn
MEXIy 3aKIIFOUEHUEM CHIETKU U oopMIIeHHEM Mepeaadr mpaBa COOCTBEHHOCTH MPOXOAUT 3HAYH-
TEJIBHBIN MPOMEKYTOK BPEMEHH, TOT/Ia TIPOJABEI] MOKET MOMBITATHCS MPOAATh OJUH U TOT K€ TO-
Bap HECKOJIBKO pa3 pa3HbIM MOKyHaTeNsIM, Tody4yasi HECKOJIBKO pa3 OIIaTy 3a OJIMH U TOT K€ aKTHUB.
Haubonee akryanpHOM 3aavya MpeIOTBpAIICHHS IBOMHOM TpaThbl CTAHOBUTCS B CHUCTEMAax HIICK-
TpPOHHBIX MaTexxkel. L{udpoBrie aKTUBBI IETKO KOMUPYIOTCS, U HEUYECTHBIA YYaCTHUK MOKET Iepe-
JaBaTh UX KOMUU OOJIBIIOMY KOJIMYECTBY KIMEHTOB. KaXKIblif MoydaTesb MOXKET YOSAUThCS, YTO
TOJTyYEeHHBIN aKTUB MOJIHOCThIO COOTBETCTBYET 3asBICHHBIM XapaKTEPHUCTUKAaM, OJHAKO He Oyaer
YBEPEH, UTO TaKOH k€ KOMHEH He pacIIaTUINCh C IPYTUM YYACTHUKOM CHCTEMBI.

B TpamunumoHHBIX (LIEHTPAM30BaHHBIX) CHCTEMax 3ajady MpeJoTBpAIICHUs ABOMHON TpaThl
pemaT NPUMEHEHHUEM aIMUHUCTPATUBHBIX MEp, KOTrJa IEHTPAIM30BAaHHBIN (KOTOPOMY BCE TOJI-
YUHEHBI) y3eJ 00ecTieunBaeT KOHTPOIb JOMYCTUMOCTH TOW WM MHOU omepanuu. 3a mpeaoTBparie-
HHE JBOMHOMW TPAThI B JCLEHTPAIM3OBAHHOMN PACIPEACICHHON CUCTEME OTBEYAIOT IMTPOTOKOJIBI IIPH-
HATHUSL KOHCEHCYCa OTHOCUTENBHO TOTO, KaKyl0 TPaH3aKIUIO0 CUMTATh UCTUHHOHU [1 — 3]. DTOT Me-
XaHU3M TI03BOJISIET (B UACATBHOM CIIydae) UTHOPUPOBATH MOIBITKUA JIBOWHOTO PACXOJIOBAHUS OJTHUX
U TeX ke HU(PPOBBIX aKTUBOB.

[lepBpiM U Hambollee WM3YYCHHBIM MPOTOKOJIOM KOHCEHCyCa ACICHTPAIM30BAHHBIX CHCTEM
spisieTcst anroputM «Proof of work» [3, 4]. B ero ocHOBE JIeKHUT pEeIICHUE CIIOKHON BHIYUCIUTEIh-
HOW 3amaum (Kak MpaBUIIO, MOUCK MpooOpaza (YHKIUU KPUNTOTPaGUUecKOro XEHIMpOBAHHUS).
W Tonbko TOT, KTO MEPBBIM PELIMT 3Ty 3a7ady (HaiIeT moIxosimuil mpoodpas), MOIYyUYUT MPaBoO
BHECTH U3MEHEHHUE B COCTOSIHUE CUCTEMBI [4]. DAaKTHUECKU 3TO 03HAYAET BO3MOKHOCTH OCYIIIECTB-
JSTh TPAH3AKIUU C OTYYXKIEHUEM (ITpOoJIayKei, OTUIaToON U Mp.) IU(GPOBBIX aKTHUBOB. Takum oOpa-
30M, 3ajlaya MPeJOTBPAICHHs IBOMHON TpaThbl COCTOMT B MCKIIOYEHUU (WU, MO KpalHeWl Mmepe,
CHIDKEHHUU BEPOSTHOCTH) BO3MOXKHOTO (hOPMHUPOBAHMS MPooOpaza OJHUM M TEM K€ YUaCTHUKOM
cucteMbl. Ha mpakTuke 3TO 1OCTUTaeTcsl BOBJICUEHHUEM OTPOMHOTO YHCJIa YYACTHUKOB C COOTBETCT-
BYIOLIUM paclpeiesieHUeM UX BBIUYHUCIUTEIbHBIX BO3MOXKHOCTEH MO MOUCKY MPOOOpPa30B KPHUIITO-
rpaduueckoil pyHKIMHM XemupoBaHUsA. J[OMOTHUTENBFHO KaXKbIi yY4aCTHUK BIIpaBe IEpeaaBaTh
IpaBa Ha CBOM aKTHBHI TOJILKO IIOCJIE HEKOTOPOTO 4ucia cPOpMUPOBAHHBIX MPOOOPa30B, KPATHO
CHUIKAsl TEM CaMbIM BEPOSITHOCTh JIBOMHOW TPATBHI.

ITepBbie pe3ynbTaThl MO OLIEHKE BEPOSITHOCTH JBOMHOW TPATHI B ICLIEHTPAIM30BAHHON CUCTEME
butkouH ObUTH OIMyOJIMKOBAaHBI B OpUTHHANBHOW cTaThe Caromm HakamoTto [4], a Takke B padorte
Menu Pozendenpaa [5]. DTo cambie MOMyJSIpHbIE W LIUTUPyEMbIe paOOTHI B JIaHHOW OOJaCTH.
CyIiecTBYIOT TaKke Apyrue myOauKaIui, KOTOPhIC I Pa3HBIX CIy4aeB YTOUHSIOT U JOMOIHSIOT
pe3yabTathl, nonyueHHusie C. Hakamoro u M. Pozendensaom:

— pesyabtatsl Kapnoca [Tunzon u Kamuio Poua [6], cTposiiiiue Moaenu aTak ABOMHON TpaThl
Ha OCHOBE HE TOJBKO XeIIpeiTa (BBIUUCIUTEIBHBIX BO3ZMOXHOCTEHN) 3JI0YMBIIIJIEHHUKA U YECTHOM
CETH, HO YUUTHIBAIOIINE TAK)KE BIUSIHUE BPEMEHHBIX MTapaMeTPOB. Y paBHEHUS, YIIPABJISAIONINE 3TU-
MU MOJEISIMU, HCIONB3YIOT pacHpeleieHHe BEpOSTHOCTEH OpiaHra, B OTIMYHE OT pPabOTHI
C. HakamoTO, KOTOpBIM HCHOJB3YET pacnpenencHiue BeposiTHocter Ilyaccona, u paboThI
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M. Po3eHdernbaa, KOTOPBIA UCTIONB3YET OTPUIIATEIIEHOE OMHOMHUATIBLHOE PACIIPEICIICHIE BEPOSTHO-
CTeM;

— pesynbratel KoBampuyk [7], KOTOphie OOOOMIAIOT M YACTUYHO Pa3BUBAIOT HM3BECTHHIC
OIICHKH, TAK)K€ YUUTHIBAIOIINE BPEMSI TIOITBEPIKIACHUS TPAH3AKIINH;

— paboty A3301uHH [§], B KOTOPOM HCIOIB3YETCS BEPOSITHOCTHOE JIOTHYECKOE MPOTPaAMMH-
poBanue. Kak yTBep:kaaercs, JaHHbIA METO/] ITO3BOJISIET YUUTHIBATh IEPEMEHHYIO BO BPEMEHH CKO-
POCTh XEIIUPOBAHUS U TIEPEMEHHYIO CIIOKHOCTH anroputma «Proof of worky;

— pesynbratel KeBun JIs0, nmpeacrasnenHsie B pabote [9] U paccMaTpuBaroniye KUTOBYIO
aTaky, B KOTOPOU 3JIOyMBINIJIEHHUK W3 YMCJa MEHBIIMHCTBA YBEJIIMYMBAET CBOM IIIAHCHI HA YCIIEII-
HOE€ MPOBEACHUE aTakKW JBOMHOW TPAThl, CTUMYJIUPYS] MaHEPOB MOJOPBATh COTJIACOBAHHBIN IMPO-
TOKOJI ¥ BCTYIAaTh B CTOBOP MOCPEACTBOM KUTOBBIX TPaH3aKLUMA WIM TPaH3aKIHM, HECYIIHUX aHO-
MaJIbHO OO0JIBIINE COOPBHI.

Crnenyetr OTMETUTD, YTO U3BECTHBIE OLICHKHU MOJYUYEHBI B PE3YyJIbTaTe HEKOTOPBIX YIPOLIEHUHN U
JOTYIICHUH, T.€. UCIOJIb3yEeMbIe MOJIEH, KaK MPaBUIIO, JAtOT MPUOIMKEHHbIE 3HAUYEHUS, U OCHOB-
Hasi KPUTHKA 3TUX OLEHOK COCTOUT B MX HEPEATUCTUYHOCTH, OTOPBAHHOCTU OT PEalIbHbIX MPOIIEC-
COB, MPOTEKAIOIINX B JELUEHTPAIU30BAHHBIX CUCTEMAX. B 4aCTHOCTH, OCTPOBHBIMU HETOYHOCTSMHU
Y JIOXKHBIMU JomyIieHussMu B paborax C. Hakamoro u M. Po3eHdenbna sBsSIOTCS:

—  BEpOSITHOCTU c(hopMUPOBATH OJIOK YECTHOM CETHIO M 3JI0OYMBIIINICHHUKOM B CyMME JIOJDK-
HbI OBITh paBHBI eAUMHUIIBI. OJHAKO MPUBEJACHHBIE BBIpaXEHUS HE JAlOT OTBETAa, Kakoi Oynaer pe-
3yJbTaT IIPU HE3aBUCUMBIX BEJIMYMHAX ATUX BeposTHocTel [10];

— HE MPUHUMAETCS BO BHUMAaHHE SKOHOMHUYECKAsi BO3MOXKHOCTh MO (hOPMHUPOBAHUIO OJIOKOB
3JI0YMBIIIJICHHUKOM, a TaK)K€ SKOHOMHMYECKas 11eJIeCO00pa3HOCTh. Pecypchl 310yMBIIIIJIEHHUKA TTO
MOJIEP>KAHUIO0 TOHKH MEXIY 3JIOYMBIIIJICHHHKOM M Y€CTHOM CEThIO CUMTAIOTCS Oe3rpaHNUYHBIMH,
YTO HE MOXET COOTBETCTBOBATH JICMCTBUTEIBbHOCTH [11];

— TPEANoiaraeTcsi, YTO BEPOSTHOCTH ycrexa chopMupoBaTh OJIOK HE MEHSETCS BO BpeMs
SKCTIIEPUMEHTA, XOTs, B ACHCTBUTEILHOCTH, MAaltHEPHl MOTYT U3MEHUTh CBOM BEPOSITHOCTH MOUCKA
HY>KHOTO MpooOpasa u GopMUpOBaHUs OJIOKA, YBEIMUMBAs WIM YMEHbIAs CBOU BBIUHCIUTEIbHBIC
pecypesl [11];

— B pabote M. PozeHndenpaa Teopema mpo BEpOATHOCTDH ycIexa 3JI0YMBIIIJICHHUKOM MpHBe-
neHa 0e3 JoKa3aTeNbCTBa U MOJIy4YeHa ¢ JOIMYyIIEHHEM O BPEMEHU PaclpOCTpaHEHHUs OJI0OKa B CETH
PaBHBIM HYJIIO, B [12] yIIOMSIHYyTO O TOM, YTO HY>KHO YYUTBHIBATh BPEMSI CHHXPOHHU3AIUHU CETH;

— JomyuieHre o GopMHUpPOBaHUU OJIOKOB B COOTBETCTBUU CO CPEJIHUM BPEMEHEM OXKHJIaHUS
6moka, cnenannoe B pabore C. HakamoTo, omu6o4Ho [13].

K coxanenuto, cymecTByeT He Tak MHOTO paOOT, B KOTOPBIX MPOBOJMUTCS TOIBITKA SKCIIEPH-
MEHTAJIbHO MOATBEPIUTH UJIM OPOBEPTHYTH MOJyYEHHbIE TEOPETHUECKUE PACUETHI, T.€. SMIIMpUYE-
CKAM ITyTeM O0OOCHOBATh aJICKBAaTHOCTh BBHIOpAHHOW MaTeMmarwdeckoi monenu. K takum paboram
MO>KHO OoTHecTH [8, 11].

Bo Bcex ymoMsiHyThIX pa0oTax UCIOJB3YETCS MOJACIh PA30pPECHUS UTPOKa, IpoBepsieMasi METo-
namu Monte-Kapino. Ha ocHOBe qaHHON MOjenu U BBIBOAUTCS (popMyra AJisi pacuera BEepOATHOCTH
YCIEIIHOTO MPOBEAECHUS aTaKH IBOMHOM TPAThI.

Ilenp maHHOM pabOTHI — KPUTUYECKUIN aHAIU3 MU3BECTHBIX AHAIUTUYECKUX OIEHOK BEPOSTHO-
CTH YCHEITHON pealHn3aluy aTakh JBOHHON TpaThl Ha MPOTOKON KoHceHcyca «Proof of work». B
YaCTHOCTH, MBI pAacCMaTpUBAaeM «3aJadyy O Pa30pEHUU HUIPOKay, JIEkKAU[yI0 B OCHOBE MOJeEieil
C. HakamoTo u M. Po3zendennaa, u mokaspiBaem, 4To 0a30BbIC TMPEATIONIOKEHUS O BEPOITHOCTHOM
MIPOCTPAHCTBE (MHOMXECTBO 3JIEMEHTAPHBIX UCXOJO0B U BEPOSTHOCTH UX HACTYIUICHHUS) HE COOTBET-
CTBYIOT peaJIbHBIM IpOIleccaM, MPOTEKAOIINM NPpHU yCTaHOBICHUH KoHceHcyca «Proof of work» B
OsokueliH-cucteMe. Jlamee, Mg TEOPETUYECKON OIICHKH BEPOSTHOCTH YCICIIHOW aTaku JABOWHOM
TpaThl MBI MpEJIaraéM MCIOIb30BaTh MOJICIb «HE3aBUCUMBIX UTPOKOBY», KOTOpasi, Ha HaIll B3TJIS],
YCTPaHSIET OCHOBHbIE HETOYHOCTH U HECOOTBETCTBUSA. DMIUPUUECKUM IMYyTEM MbI [IOKa3bIBAEM CXO-
JTUMOCTh PE3yJIbTAaTOB TEOPETUUYECKUX PACUETOB C JAHHBIMU SKCIEPUMEHTOB M0 MMUTAIMH «TOH-
KI» MEXAY YeCTHBIMU UTPOKAMH U 3JI0yMBIIUICHHUKamMu. Hanbonee MHTepeCcHbIM, Ha HaIl B3I,
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ABJISICTCS COIMOCTABJICHUC PE3YJIBTATOB TCOPECTHUYCCKUX PpaCUYCTOB, MOTYYCHHBIX IMMPUMCHCHUCM pas-
JINYHBIX MO,Z[GJ'IGI\/’I, U OMIIMPHUYCCKUX PE3YJIbTATOB, ITOJYUYCHHBIX HUMHUTAIMEH «TOHKH).

2. «3aga4a o pa3opeHNH UIPOKa» NPHUMEHHUTEIBLHO K aTaKe IBOHHOMN TPAThI

PaccmoTpuM «3amauy o pa3opeHUH UTPOKa», a TOUHEe ee HeOOIbIIYI0 MOIU(HUKALNIO, Ha KO-
Topyto cceutaetcs C. Hakamorto, mutmpys u3BecTHbI y4deOHMk @emtepa 1968 r. [14], wm
M. Pozendenba, Moaenupys mpolecc OHKM Kak HpollecC SKBHUBAJICHTHBIN Iienouyke MapkoBa ¢
JUCKPETHBIM BPEMEHEM, TJIe KaX/IbIi 1Iar onpeaensiercs Kak Mouck 0oka keM-i1u0o.

[TpuBenem cHavana BelIEpKKY U3 pazzaena 11 pabotsl C. Hakamoto [4], B KOTOpO# u3nararoT-
Csl pacCy>kKJI€HUS! B OTHOILIEHUU MOJEIUPOBAHMSI aTaKU JBOMHOMN TpaThI:

«['OHKYy MEXJy YeCTHbIMM YYaCTHHUKAMH M HalaJarollldM MOKHO NpPEACTaBUTh KaK OMHOMHU-
IbHOE CiTy4aiiHOe Oiry>KIaHue. YCIeIHOe COOBITHE, KOT/Ia «YECTHAasD) IEMb YBEIMYMBACTCA Ha
OJIMH OJIOK, MPUBOJIUT K YBEIMYEHHUIO OTPbIBA Ha €IMHUILY, YBEJIMYMBas CBOE MPEUMYIIECTBO Ha
+1, a HeycneurHoe, Korjga o4epeHoi OJOK CO3/1aeT 3J0yMBILIUIEHHUK, — K €r0 COKpAIllEHUIO0 Ha
OJIUH OJIOK, YMeHbIlasi pa3pbiB Ha —1. BEposATHOCTH aTakyIOLIEro HABepPCTaTh Pa3HUILy B HECKOJIb-
KO OJIOKOB Takasi ’e, Kak ¥ B 33/1a4e 0 «pa3opeHuu Urpokay». IIpencraBum, 4To UTPOK UMEET HEOT-
PaHUYECHHBIN KpeaUT, HAYMHAET C HEKOTOPBIM AS(PULIUTOM U Y HEr0 ecTh OECKOHEUHO MHOTO IOTIbI-
TOK, YTOOBI OTHITPATHCS.

[anee mpuBeneM BbILACPKKY U3 pazaena 3 padotsl M. Pozendensaa [5]:

«O003HauNM uepe3 z =n—m KOJIUYECTBO OJIOKOB, B KOTOPHIX YECTHAsI CEThb MUMEET MpEeHMy-
IIECTBO Tepea aTakyrommM. Beskuii pas, korna OJI0OK HailieH, 3HaYeHHE z W3MEHSIETCS; €CIIH 3TOT
6510k ObLT OOHApPYKEH YECTHOM CeThI0, z yBeIMuMBaeTcs Ha 1, a eciau 3TOT 010K ObLT OOHApYKEH
aTakyloIIUM, z yMeHbIIaercs Ha 1. @opManbHO 3TO Lenouka MapkoBa ¢ HENPEPHIBHBIM BPEMEHEM
M CKOpPOCTbI0 p/T, JUIs TIPOIBIKCHUs BBEPX HA WIar, U CKopocTb ¢/T, Ui IBMXCHUS BHU3 Ha

1ar.

Kak BuauMm, B 3TUX paboTax UCIONB3YIOTCS MOJEIH, B KOTOPOH B KaXX/IOM HCIBITAHUH BBIWT-
PBIBaeT 370yMBIIITIEHHUK ((popMupyst ouepeTHON OJI0K) MM 3J0yMBIIIJICHHUK IPOUTPHIBAET U MPH
3TOM CYMTAETCS, YTO BBIUTPHIBAET YecTHas ceTh (popMupys ouepenHoil 010k). OgHAKO B CTaThsIX
HE TPUBOJIUTCS KaKOro-Inbo o0OCHOBaHMS BBIOpaHHOM MOJENIH. ABTOPBHI JOMYCKAIOT, YTO €CIIU
0110k HEe c(hOpMUPOBAIT 3TTOYMBIIIICHHUK, TO, B TAKOM Cly4ae, OJIOK 00s3aTelbHO (POpMUpPYET YecT-
Hasl CeTh, HUKAaK HE 00OOCHOBBIBAs 3TO JOIMYIIECHHE.

JleficTBUTENBHO, B ONpPENEICHUM 33aJa4d O Pa30pPEHHM UTPOKA HCIIOJIb3YETCS BEPOSTHOCTHOE
IIPOCTPAHCTBO C JBYMS 3JIEMEHTAPHBIMH COOBITUSMU: «BBIMIPAJ MEPBBIN UTPOK»; «BBIUTPAJl BTOPOH
urpok». [Ipu MmonennpoBanuu ataku nBoitHOH Tpathl C. Hakamoto n M. Po3endensn naTepnpern-
PYIOT 3JIEMEHTapHbIE MCXOBI 3TOM 3a/1auM Kak «OJ0K chOopMHUPOBAaH YECTHOH CeThIO» (IO Tpaau-
IIUM BEPOSTHOCTH TAKOTO MCX0Ja 0003HaUaeTcst p ) U «OJ0K ChOpMHUPOBAH aTaKyIOMIUM» (C BEpO-
ATHOCTBIO ¢q ), ipudeM p =1—¢g. OmHaKko B peasibHBIX OJIOKYEHH-CUCTEMax BEPOSTHOCTh (hOPMHPO-
BaHUs OJOoKa (HaXOXIEHUS MpooOpa3za (YHKIMH XCUTUPOBAHUS) OMPEICIISICTCS HCKIIFOUNUTEIBHO
XELIPEUTOM (BBIYHUCIUTEIBHBIMUA BO3MOXKHOCTSMHU) KaKIOr0 Y4acTHHUKA, T.€. yClIoBUe p =1—g He
00s13aHO BBINONIHATHCA. Hanpumep, npu XenpenTe y4acTHUKOB, MPEBBIILIAOLIEM CI0KHOCTh IIOUC-
Ka rmpooOpasa 3a OIpeaesieHHbI MHTEepBaJl BPEMEHH, Kbl yUYaCTHUK rapaHTUPOBAHHO HaWJET
mpoobpas, T.e. chopmupyet 010K u, B 3TOM ciydae, p=1 u g =1. B peanpbHBIX cCUCTEeMax CIIOXK-
HOCTh MOUCKa MPOoo0pa3a KOPPEKTUPYETCS UCXOAS U3 BBIYMCIMTEIbHBIX BO3MOYKHOCTEH y4acTHU-
KOB, IpUYEM TakK, 4ToObI MpooOpa3 ObUT HAWJEH 3a OINpeAeICHHbI BpEMEHHON MHTEpBaj (HaIlpH-
Mep, B KpunToBanote OuTKouH 310 10 MuH.). Ecnu npeanonoxuTs, 4To Takas KOPPEKTUPOBKA BbI-
IIOJIHSAETCS HAJl IByMSI UTPOKAMMU: «UECTHAsI CETh» U «aTaKyIOIIMi», & p U ¢ — COOTBETCTBYIOLINE
BEPOSTHOCTH (HOPMUPOBaHMS OJIOKA 3a ONpE/EICHHbI BpeMEHHOW MHTEpBall, TOTAa MPEaoiIoxKe-
Hue p=1-¢ onpaBganHo. OHaKO B PEAJBbHOM CUTYallMH 3JI0YMBIIIJIEHHUK aTaKyeT CUCTEMY, HE
orJamias CBOMX BBIYMCIMTEIbHBIX BOZMOXKHOCTEH U, BEPOSITHEE BCETO, CKPbIBas caM (hakT mpenro-
JaraeMoi ataki, T.€. IPEAIOJIOKEHUE p =1 —¢g HEe UMEET OCHOBAHUH.

148 ISSN 0485-8972 Paouomexuuxa. 2019. Buin. 198



Ecnu octaBuTh BBEICHHBIE 0003HAUCHUS (BEPOSTHOCTH p U ¢ ) M OTKa3aThCs OT 00s3aTeNb-
HOTO BBIMIOJIHEHUS YCIIOBUSL p =1—¢, TOrAa B pe3ynbTare Kax a0 MOMbITKY (UM CEpUU MOMBITOK B
TE€YEHUE 3aJ]aHHOTO MHTEPBaja BPEMEHH) MPOCTPAHCTBO AIEMEHTAPHBIX UCXOJOB COJACPIKHUT TaKHE
AIIEMEHTapHbBIE COOBITUSA:

- «0JI0K c(hOpMHUPOBAH YECTHON CETHIO U aTAKYIOIIUN HE CHOPMUPOBAI OJIOK» C BEPOSITHOCTHIO
pd-q);

- «0JIOK HEe COPMUPOBAH YECTHOM CETHIO M aTaKYIOIIUH CHOPMUPOBAI OJIOK» C BEPOSITHOCTHIO
(-p)g;

- «0110K He c(HOPMHUPOBAH YECTHOM CETHIO M aTAKYIOIIUNA HE CHOPMHUPOBAIT OJIIOK» C BEPOSTHO-
cteio (1-p)(1-¢);

- «O61oK chOpMHUPOBAH YECTHOM CETHIO U aTaKyIOMIHMK chopMupoBai OJI0K» pq .

MHOKeCTBO BCEX 3JIEMEHTAPHBIX UCXOO0B COCTABIIAET MOJHYIO TPYIITY COOBITHI:

p(l=q)+(1-p)g+1-p)l-q)+pg=1.

OTa MOJENb C YeThIPbMs 3JEMEHTapHbIMU HMcxoJaMmu (OyJeM Ha3blBaTh €€ B JajbHEHIIeM
«MOJIeTIb C HE3aBHCHMBIMU HTPOKAMH») ONKCHIBACT PEATbHBIM BEPOSTHOCTHBIN IMpoIecc B OJIOK-
YelH-crcTeMe NP yCTaHOBJIEHUHM KOHCEHCYca Ha ocHOBe anroputma «Proof of work».

3. CpaBHeHHE BEPOSITHOCTHBIX COOBITHI B ABYX HCCJIEAYyEeMbIX MOAEIAX

B Mozpenu He3aBHCHMBIX UTPOKOB (DOPMHUPOBAHHE OYEPEAHOrO OJIOKA Y 3J0YMBILUICHHUKA U
YECTHOM CETH MPOMCXOJIUT HE3aBUCUMO JAPYr OT JIpyra, BEPOATHOCTH IOHUCKa IpooOpaza Xel-
bynkuuu (st popmupoBaHus 0J0Ka) OMPENENAIOTCS WX XempeHTamMu (BBIYUCIUTENbHBIMA BO3-
MOXKHOCTSIMH). [l cpaBHEHUs € pe3ysbTaTaMu, Noidy4yeHHbIMU B padorax C. Hakamorto u M. Po-
3eH(penbIoM (7151 MOZIETIH Pa30PEHUs UTPOKa), OyJIeM UCIIOIb30BaTh OOIIETIPUHATHIE YIIPOLICHHUS:

— BpeMs pacnpoCTpaHEeHHUsi OJOKa MO CEeTH MPEeHeOpekUMO Majo, T.e. 0OOMEeH MH(pOopMaLuei
MEXy Y3JIaMU IPOUCXOIUT MPAKTUUECKU MTHOBEHHO (BpEMsI CHHXPOHHU3ALlMU PaBHO HYIIIO);

— XEUIPEUT 3J0yMBIIUIEHHUKA, XEIIPEHUT YECTHON CETH U CJIIOKHOCTh MAalHUHIAa HE MEHSIIOTCS
CO BPEMEHEM Ha MPOTSHKEHUU BCEN TOHKU;

— BO3MOXXHOCTHU 3JIOyMBILUIEHHUKA 10 MOAJEPKAHUIO COCTOSHUS TOHKH JIOCTAaTOYHO BEJIMKH,
HO HEe OECKOHEYHBEI;

— KpOME€ 3JI0yMBIIIIJIEHHUKA BCE OCTAJIbHBIE MTOJIb30BATENIN CETH JAEHCTBYIOT CTPOrO B COOTBET-
CTBHH C MPaBUJIAMU NPOTOKOJIAa OIOKYECHH-CETH;

— 1o0esoi 370yMBIIIJIEHHUKA OyJIeM cuuTaTh (OpMUpPOBAHUE HEOOXOAMMOIO KoJIruecTBa 0i1o-
KOB TOJATBEP)KACHUS paHbLIE WM OJHOBPEMEHHO (CUMTACTCS, YTO OJUH OJOK 3JI0yMBIIIJICHHUK
chopMHpOBaJ 3apaHee) WIKM B IPOTHBHOM CITydae — MOCIEAYIOmero ((OpMHUpOBaHHUS LIETIOYKH OJ10-
KOB PaBHOH JUIMHBI C YECTHOU CETHIO.

B 3amade qBOWHOMN TpaThl 37I0YMBIIIICHHUK BRIUTPBIBAET, €CIIA CHOPMUPYET PABHOE C YECTHOM
CEThIO KOJIMUECTBO OJIOKOB, P yCIIOBUH, YTO YECTHAS CETh yke chopmupoBasia N OJIOKOB. 31ech
UCTONb3YEM Ty k€ (GOpMYJIUPOBKY, 4TO U B pabote M. Posendenbaa [5], mpeanonaras, 4To OAUH
0J10K ObUI MpeBAaPUTEIHHO JAOOBIT aTaKyIOLIUM JI0 Hayajla aTaky U, CJIeI0BaTeNIbHO, o0LIas JUIMHA
c(OPMHPOBAHHON 370YMBIIIJICHHUKOM LIEMIOYKU Oy/AeT Ha eAWHUILy OOoJIblIe, 4TO SBISETCA AOCTa-
TOUYHBIM YCJIOBUEM JJIsl IPUHATHUS €€ YECTHOM CEThI0 KaK OCHOBHOM OJIOKYEHH.

Ecnu mpennonaraTh, 4To pecypchbl y 370yMBIIIJIEHHUKAa KOHEYHBI WM BBIUIPBILI 3JI0YMBILI-
JICHHUKOM HE TIOKPOET €ro ()MHAHCOBBIX 3aTpaT Ha MOJIepiKaHue JaJbHEWIIeH TOHKH, TO JOTHYHO
MPENOI0KUTE 00 OrpaHUYEHUH Ha (POPMUPOBAHUE MAKCHUMAJIBHOIO KOJMUYECTBA OJIOKOB B COCTSI-
3anuu [11]. Ilpennonoxxum, 4To 370yMBILIIEHHUK OTKa3bIBa€TCs OT NPOAOKEHUS TOHKH B CiIydae,
€clii uecTHast ceTb copmupoBana N +n,_  0510K0B. Bce cocTosiHUS, B KOTOPBIX 3J10yMBIIUIEHHUK

He BBIUTpal, OyIyT /Ui HETO MPOUTPHIIIHBIMH.
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Heo6xonumo oOpaTtuTh BHUMaHUE, Ha JIBA MOMEHTA B MOJIEIIU PAa30PEHUS HTPOKa!

1) 37I0YMBIIIUIEHHUK HE MOKET BBIMTPATh TOHKY paHbIe, 4eM 3a 2- N TOMBITOK (HE00X0AUMO
He MeHee N TomnbITOK A popmupoBaHusi N OJIOKOB YECTHOM CEThIO U CTOJIBKO K€ MOMBITOK IS
dhopmupoBanusi N OJIOKOB 3JI0yMBIIIJICHHUKOM);

2) 37I0YMBIIUIEHHUK MOKET BBIMTPATh NMPU HEYETHOM KOJHYECTBE IOMBITOK, TOJBKO €CIIH OH
OTIepe/IU YECTHYIO CETh JI0 TOTO, KaKk oHa cpopmupoBasia N OJIOKOB (BEpPOATHOCTH YErO 3HAYH-
TEJIbHO MEHbIIIE MIPU MEHBIINX MOIIHOCTSAX MafHUHTA 3JI0YMBIIUICHHUKOM).

B otnuuue ot Mozenu pa3opeHus Urpoka, B MOJENN HE3aBUCHUMBIX UTPOKOB 3JI0YMBIIIICHHUK
MOXET BBIUTPATh, HAUMHASA ¢ N TOMBITOK U TaK Kak COOBITHs (OpMHPOBaHUS OJJOKOB 0OOUMH yUa-
CTHUKAMHU HE3aBUCHMBI U HET 3aBHCUMOCTH BEPOSTHOCTH BBIUTPHIIIA OT YETHOCTH MM HEYETHOCTH
TEKYIIEH MOMBITKH.

PaccmoTpuMm mpuMep pacyera BEpOSTHOCTH HACTYIUIEHUS KAaKOTro-JIMOO COOBITHSA ISl ABYX
paccMOTpeHHbIX Mojeneil. Jlyig onpeneneHHOCTH IMOJO0XUM BEpPOSITHOCTh (opMHUpoBaHuUs OJjoka
3MOYMBIIIJICHHUKOM 32 KaXXAyto mombITKy ¢ =0,3 (BeposSTHOCTH HE chOopMUpOBaTH OIOK Oyaer
(1-¢g)=0,7). ns cornacoBaHusi ¢ MOJIETBIO PA30PEHUSI UTPOKA MOJOKUM p =0,7 (BEPOATHOCTH
He chopmupoBarth 070K yecTHOH ceThio Oyaer (1— p)=0,3). Heo6xonumoe KOIMUECTBO MOATBEP-
xneauit N =1. Orpanndenue Ha (GopMUpOBaHHE MAaKCHMAIBHOTO KOJMYECTBA OJIOKOB B COCTSI3a-
Huu N +n_ =2 INONBITKY.

[Tpoananu3upyem BEpOSTHOCTH PA3IUYHBIX HCXOOB AJIS PA3IUYHBIX MOJIEIICH.

PaccmoTpuM Mozens pa3opeHust UTpoKa:

1) mepBas mombITKa (JIBa BOZMOXKHBIX UCXO/A):

— (QopmupoBanue O10Ka YECTHOW CETHIO, 3JIOYMBIIUICHHUK OTCTAaeT Ha OAWH OJOK, TOHKa
MPOAOIIKAETCS, BEPOSITHOCTh HACTYIUIEHUSI TAaKOro coObITHsl paBHa p =0,7 ;

— (QopmupoBaHue 010Ka 3I0yMBIIUICHHUKOM, YECTHAs! CETh OTCTAaeT Ha OIWH ONOK, modena
370y MbIIIICHHNKA' , BEPOSTHOCTH HACTYILICHHS cOOBITHS paBHa ¢ = 0,3 ;

2) BTOpast MOMbITKA (YEThIPe BO3MOXHBIX MCXOJa, PACCMATPUBAEM TOJIBKO ciiyyail popMHpOBa-
HUs OJI0Ka YECTHOM CEThIO B TIEPBOM MOMBITKE, T.€. KOI/Ia TOHKA MPOIOJIKAETCS):

— ¥ B IIEPBOii, ¥ BO BTOPOH MONBITKE CHOPMUPOBAH OJIOK YECTHOU CETHIO, 3TTOYMBIIIICHHUK
MIPOUTpajl B TOHKE, TOHKA 3aBEPILIECHA, BEPOSTHOCTh HACTYILIEHUsI cOObITUS p - p = 0,49

— B IEpBOM MOMNBITKE CPOPMHUPOBAH OJNOK YECTHOW CEThIO, HO BO BTOPOHM MOMBITKE OJIOK
c(hOpMHPOBaH 3JI0YMBIIIUIEHHIKOM, 3JI0YMBIIUIEHHUK BBIMTPaJjl, TOHKA 3aBEPIICHA, BEPOSTHOCTH Ha-
cTymieHus coowitus p-p =0,21.

Taxum 00pazoM, B MOJEIH pa30peHHs UTPOKa 3JIOYMBIIIICHHUKY yIacTcs MOOEAUTh C BEPOSIT-
HocThiO 0,3+0,21=0,51.

J151st MOJienT He3aBUCUMBIX HTPOKOB:

1) mnepBas mombITKa (YETHIPE BOBMOXKHBIX UCXOMA):

— 010k c(hopMHUPOBAH YECTHOW CETHIO U aTaKyIOIUil He chopMUpOBaI OJIOK, 370YMBIIICH-
HUK OTCTaeT Ha OAMH OJIOK, TOHKa IIPOAOJDKAETCS, BEPOSTHOCTh HACTYIUICHHUS COOBITHS
p-(1-9)=049;

— Onok He c(hOpPMHUPOBAH YECTHOW CETHIO M aTaKyIOUMH copMupoBai OJ0K, modeaa 3710-
YMBIIIICHHHKA' , BEPOSATHOCTb HACTyIIeH)s cobbitus (1— p)-¢ =0,09;

— Onox He chOpMHUPOBAH YECTHOM CETHIO M aTaKyIUid He chopMHupoBal OJOK, TOHKA MPO-
JOJbKaeTcs, BEPOSTHOCTh HacTyIieHus coobitust (1—-p)-(1—¢)=0,21;

— OJIoK copMHpPOBaH YECTHOM CEThIO U aTaKyIOUIMH cpopmMupoBai 00K, modeaa 3710yMblI-
JICHHUKA, TOHKA 3aBEepIICHa, BEPOATHOCTh HACTYIICHHUS COOBITUS p-q =0,21;

' B aToM ciyuae nobena Gy/eT 3acuntana Tonbko nocie popmuposanus N = 1 Groxa yecTHOI ceThio
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2) BTOpast mombITKa (II€CTHAJaTh BO3MOXKHBIX MCXO/IOB, pacCMaTpuUBaeM TOJIBKO T€ Cilydaw,
KOTJ1a TIOCJIe IEPBOM MOMBITKU UCXO/ TOHKH HE ONPE/IETICH)
— (B mepBo# MOIBITKE OJI0K CHOPMUPOBAH YECTHOMN CETHIO M aTaKYIOIIMI He CPOpMHUPOBAIT OIOK):

O  BO BTOPOU TIOMBITKE OJIOK CPOPMUPOBAH YECTHOW CETHIO M aTaKyIONIMA He cPOopMHU-
poBan OJOK, 3JIOyMBILIUICHHUK MPOUTpall B TOHKE, TOHKA 3aBeplIeHa, BEPOATHOCTh
HactymeHus coositust p-(1-¢q)-p-(1-¢q)=0,2401;

O  BO BTOPOU MOMBITKE OJIOK HE CHOPMUPOBAH YECTHON CETHIO U aTaKylolui cPhopmMu-
poBai 010K, mo0ena 370yMBINUICHHUKA, TOHKA 3aBEepIICHA, BEPOSITHOCTh HACTYILIC-
Hus coowitusa p-(1-¢q)-(1-p)-g=0,0441;

O  BO BTOPOH MOIBITKE OJIOK HE CPOPMUPOBAH YECTHOM CETHIO M aTaKyIOUIMHA HE cop-
MupoBand OJOK, TOHKAa MPONOJKACTCS, BEPOATHOCTh HACTYIUIGHUS COOBITHS
p-(1-¢)-(1-p)-(1-¢)=0,1029;

O  BO BTOPO MOMBITKE ONIOK CHOPMUPOBAH YECTHOM CETHIO M aTaKyIOMIHi cPopMHpo-
BaJI OJIOK, 3JI0yMBIIUICHHUK NPOUTPall B TOHKE, TOHKA 3aBEpIIeHa, BEPOSITHOCTh Ha-
crymiennst coositust p-(1-¢g)-p-q=0,1029;

— (B mepBoii MombITKE OJ0K HEe CHOPMUPOBAH YECTHON CETHIO M aTaKyIOMIHA HE CHOPMUPO-
BaJj OJI0K):

O  BO BTOPOH MOMBITKE OJOK C(HOPMUPOBAH YECTHOW CETHIO M aTaKyIOUIMHA HE CHOPMHU-
poBanl  ONOK, TOHKAa MPOJAOKAETCS, BEPOATHOCTh HACTYIUIGHHUS  COOBITHS
(1-p)-(=¢)-p-(1-¢)=0,1029;

O BO BTOPOM MOMBITKE OJIOK HE C(HOPMHUPOBAH YECTHOM CEThIO M aTaKyOImuid chopmu-
poBan OnoK, mobeda 3JIOYMBIIUICHHHKA , BEPOSTHOCTh HACTYIUICHHUS COOBITHS
(I-p)-(-¢)-(1-p)-¢=0,0189;

O  BO BTOPOH MOMBITKE OJIOK HE CPOPMUPOBAH YECTHOM CETHIO M aTaKyIOUIMHA HE cop-
MupoBajd OJOK, TOHKa NPONOJIKACTCS, BEPOATHOCTh HACTYIUIEHUS COOBITHS
(1=p)-(1=¢)-(1-p)-(1-¢) =0,0441;

O BO BTOpOH MOMBITKE OJOK CHOPMHPOBAH YECTHOM CETHIO M aTaKyIOHIH CHOpPMHUPO-
BaJ OJIOK, 1mo0Oea 30yMBIIUIEHHUKA, TOHKA 3aBEpPIICHA, BEPOSITHOCTh HACTYIUICHUS
coowitust (1-p)-(1-q)- p-q=0,0441.

Takum 00pa3oM, B MOJIEJIM HE3aBHCHUMBIX UIPOKOB 3J0YMBIIIJICHHUKY YAAcTCsl MOOEAUTH 3a
JBE MOMBITKU ¢ BepoaTHocThi0 0,09+0,21+0,0441+0,0189+0,0441=0,4071, uro oTIinyaeTcs OT
BEPOSATHOCTH, PACCUYMTAHHOM JIJIsl MOJIETH PA30PEHUS UTPOKA.

C nomol1pi0 MOJEIUPOBAHUS MPOBEAEM BBIUYUCIUTEIBHBINA SKCIIEPUMEHT U SMIIMPUUECKH Olie-
HUM BEPOSTHOCTH BBIUTPHIIIA 3JI0YMBIIUIEHHUKA Yy YECTHOM CETH NMPH Pa3IUYHBIX MOJENAX (op-
MHPOBAHHUS LIETIOYKH OJIOKOB.

4. MoaeJupoBaHHue BbIYUCIUTEIbHOI0 IKCIIEPUMEHTA

Ha nepBom 3Tamne npoTtectupyeMm BeposITHOCTH (popmupoBaHusi N OJIOKOB POBHO 3a / TIOIbI-
TOK ¥ BEpOSTHOCTh (hopMupoBanust N OJIOKOB MPU MPOBEICHUH { MCTIBITAHHIA.

4.1. BeposiTHOCTH (h)OPMHPOBAHUS ENMOYKH OJIOKOB 3aJaHHO TJTUHBI

Ha nepBoM 3Tane nporecTupyem BEpOsITHOCTh (hopMUpOBaHHS OJIOKAa POBHO 3a ¢ MOIBITOK.

B xauecTBe BXOIHBIX TApaMeTPOB OYZEM HCIIOIb30BATh:

¢ — BEPOSITHOCTB YCIEIIHO c(hOPMHPOBATH OJOK 3JI0YMBIIUIEHHHKOM HPH KaXKIOM HCIIbITa-
HUH. BEposATHOCTH 3aBUCHT OT MMEIOIIMXCS Y 37TOYMBIIIJICHHUKA BBIYUCINTEIBHBIX BO3MOKHOCTEH
(T.e. MPOMOPIIMOHANIbHA XEIIPEUTY 3JI0YMBILIUICHHHUKA);

P — BEPOSTHOCTPH YCHENHO C(hOPMHUPOBATH OJIOK YECTHBIMU YYACTHUKAMU TPU KaXJIOM HCITBI-

TaHUU (IPOTMOPLUOHATIBLHO XEUIpelTy decTHOU cetH). [Ipu MonmenupoBanuu OyaeM mojaraTh, 4TO

? B ToM ciyuae noGesa Oy1eT 3acuntasa Tonbko nocie popmuposanus N =1 G1oka yecTHOI ceThio
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p =1—¢g, Tak KaKk Takas B3aMMOCBSI3b JICXKHUT B OCHOBE MOJIEJIH Pa30pEHHs Urpoka. B obmem ciy-
yae JIJIsl MOJIeJIM HE3aBUCHUMBIX UTPOKOB YCJIOBHE p =1—¢ MOXET HE BBIIIOJIHATHCS;

N — konu4ecTBO OJIOKOB B CETH, MOCJE KOTOPBIX CAEIKA CYUTAETCS MOITBEPKICHHOIH;

{ — HOMEp TEKyLIECH MOIBITKH.

B mporpamMmMHoOii cpeie co3gaauM MpoIecc, UTEPATUBHO MbITAOMIHICS chopMHUpPOBATH OJTOKH.
Kaxxnoe ncnplTanne npoucXoamT IO CIAEAYIOLEMY ITpaBUILy:

— TEHEPHUPYEM ICEBAOCIyYaiiHOE YMCI0 (MCIONBb3yeM peanu3aliiio Ha ocHoBe Buxpsi Mep-
cenna) B untepnaiue [0,1] (B mporpaMMHOI peanu3alny UCIOIB3YEeTCSI MUHUMAJIBHBIN 1Iar TeHepa-
min 5.4-107°, uto mo3Bonser TectupoBath ¢ >107"7);

— CpaBHMBAEM CT€HEPUPOBAHHOE CIy4yallHOE YUCIIO CO 3HAUYECHUEM ¢ ;

— €CJIM CTeHepUPOBAaHHOE YUCIIO0 < ¢, TO CUUTAEM, UTO reHepalus OJI0Ka MpoIlia yCIeuHON 1
YBSJIIMYUBAEM CUCTYHK C(HOPMUPOBAHHBIX MOTOKOM OJIOKOB (k 6Onox1) Ha empmnmiy. [Ipoepsem
k _6noxl= N, ecnmu chopmMupoBanu HEOOXOJUMO KOJIUYECTBO OJOKOB, TO yBEIUYMBAEM MAacCCHB
Mass1[t] Ha enuHMILY, 9TO COOTBETCTBYET YJa4YHOHN MOIBITKE CPOPMUPOBATH LEMOYKY OJIOKOB HYX-
HOM IJIWHEI Ha ! - OIIBITKE;

Jns nocTrkeHus: 3alaHHOM TOYHOCTH HMCHBITAHUSA TPOBOAUM NV,

test

pa3 (BbIOOp N,

est

OINHCaH
Hwke). I1o OKOHYaHHWU BCeX MCIBITAaHUM HOpMUpYyeETcs pe3ynbTar (MaccuB Massl[¢]) mo obmemy
KOJINYECTBY UCHBITAHUN M TaKMM 00Pa30M IOJIyyaeM SMIMPHUECKOE pactpesiesieHue BEpOSITHOCTH
dopmupoBanuss N GJIOKOB OT KOJIMYECTBA MIPOBEICHHBIX MONBITOK P . CyMMUpYsl BCE MOTyUEHHBIE
BEPOSTHOCTH OT 1 710 3aJaHHOTO ¢ IMOJy4yaeM 3MIIUPUYECKYIO (DYHKIUIO pacipeesieHUs BEpOSITHO-
ctu popMupoBanus Onoka P,.

Pe3ynbTarhl ucnbiTaHuil npuBeieHbl HAa puc. 1 (Toukn). CrIoUIHbIE TMHUHM COOTBETCTBYIOT OT-
pHULIATEIbHOMY OMHOMMAJIBHOMY PACIPENCIICHUIO U €ro (PYHKIMU PacIpeesIeHus sl TeX JKe Be-
POSITHOCTEM.

7 8 9 10 11 12 13 14 15 16 17 18 19 [

a o
Puc. 1. ®ynHxims BeposiTHOCTH (@) ¥ QyHKIUS pacTpeeieH s BeposSTHOCTH (6) hopMHUpOBaHUs 0JIOKA MTPH
Ka)IIOM UCTIBITAaHUH (IMHUAMH OTOOpa’KE€HBI pacueTHbIE 3HAUEHHsI, COOTBETCTBYIOIINE OTPULIATEIIEHOMY
OMHOMUAJIBHOMY PACIpPEICICHUI0, TOUKU — SKCIIEPUMEHTAIbHbIE JaHHBIC)

[Toctpoum BeposiTHOCTH (hopmupoBaHus 1enoyku u3 N OiokoB. Ha puc. 2 mpencraBieHsl mo-
JTy4YEHHbIE aHAJIOTUYHBIE BEPOATHOCTH, HO JUIsl PUKCUPOBAHHOTO 3HAUEHUS ¢ U pa3HOro uucia N .
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0,20
0,18
0,16

0,14

0,08
0,06
0,04

0,02

0,00 3 — X
16 11 16 21 26 31 36 41 46 51 56 61 66 71 76 f 1 6 11 16 21 26 31 36 41 46 51 56 61 66 71 76 f

a o
Puc. 2. ®yuknus BeposTHOCTH (@) 1 GYHKINS pacnpeneeHIs BEPOITHOCTH (6) GOpMUPOBAHUS ICTIOUKH
u3 N 6nokoB nmpu g = 0,2 (auHUAME OTOOPAKEHBI PACUSTHBIC 3HAYCHHS, TOYKH COOTBETCTBYIOT

9KCIIEPUMEHTABHBIM JJAHHBIM )

Kak BuanM, 3HaYCHHS, TMOIyYEHHBIE BBIYACIUTEIBHBIM MOJCIMPOBAHHEM, XOPOILIO COTJacy-
IOTCSI C OTPUIATENILHBIM OMHOMHAIBHBIM PaclpeIe/ICHUEM.

Ha Bropom stane OyzaeM MoJIenupoBaTh IByX KOHKYPHPYIOIIUX YYaCTHUKOB.

Bynem nccnenoBath 1BE MOJENIN COPEBHOBaHMS (TOHKHM) 3J0YMBIIUICHHUKA C YECTHOH CETHIO
1o (HOpPMUPOBAHHIO LIETTOYKH OJIOKOB!

— MOJIEJIb PA30PEHUS HTPOKA;

— MOJIeJIb HE3aBUCHMBIX HI'POKOB.

4.2. MoaeJb pa3opeHusi UTPOKa

B mporpammHoO#l cpene cozmamuM mporiece (COOTBETCTBYIOIMIUN 3JI0YMBIITUICHHHUKY), UTEpa-
TUBHO TbITaOLMiica chopmupoBath O5oku. Kaxknoe HcmbITaHHE MPOMCXOIUT IO CIEAYIOLIEMY
MPaBUITY:

— TeHepHupyeM citydaiiHoe yucio B uHrepsaie [0,1];

— CpaBHHMBAEM IOJIYYEHHOE YHUCIIO C ¢ ;

— €CJIM CTeHEPUPOBAHHOE YHCIO < ¢, TO CUUTAEM, YTO TeHEpaLs OJI0Ka MMPOILIA YCIEeITHON 1
YBEJIMYHMBAEM CUETUUK C(HOPMHUPOBAHHBIX 3JI0YMBIIUIEHHUKOM 0JI0OKOB (K 6710k1) Ha equHULLY;

— €CII CTeHEPUPOBAHHOE YUCIIO > ¢, TO CUUTAEM, UYTO OJIOK CreHEpUPOBAH YECTHOW CETHIO U
YBEIMYMBAEM CUETYHK C(OPMHUpPOBAHHBIX €10 OJI0KOB (k 6n0k2) Ha emunHuiy. I[IpoBepsem
k 6nox2> N, eciu aa, To ipoBepsieM: CHOPMHUPOBAT JIK 3JI0YMBINIUICHHUK HEOOXOIUMOU JITHHBI

LENOYKY:
O €CIIM 3JIOYMBIIUICHHUKY TaKXe YAaloch CPOPMHUPOBATH HEOOXOAMMOE KOJIUYECTBO
6mokoB (T.e. kK _0Onokl >k 6n0k2) To yBenuuuBaeM Massl[t] Ha equHUILY, 4TO CO-
OTBETCTBYET YJaUHOW MOIBITKE 3JI0YMBIIUICHHHKA c(HOPMUPOBATH LEMOYKY OJIOKOB
HY)KHOW JUTUHBI 32 ¢ TOTBITOK (3J0yMBINIJICHHUK BBIUTPAJT TOHKY). 3aBepIaeM Hc-
MBITAHUE;
O €CIIM 3JIOYMBINUJICHHUK elle He cHOpMHUPOBAT HEOOXOAMMOE KOJIWYECTBO OJIOKOB
(t.e. k_6noxl <k _610k2), TO MIPOIOIIKAEM UCIILITAHKE;

—ecmu k_6nok2=N+n 3aKaHYMBAEeM MCIIbITaHUE, TMpUCBauBas MoOE1y YECTHOW CeTH

max ?
(yBenmnuuBaem maccuB Mass2[t] Ha eqUHUILY).
B BblYMCIIEHHBIX 3KCHEpUMEHTax MonaoxuM 7 =1000 (4TO COOTBETCTBYET MPAKTHYECKU

HEOIPaHWYEHHBIM pecypcaM 3J10yMblIIIeHHNKA). [Ipu BeIOOpe 7, MBI ynoMsHem paboty [11],
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B KOTOPOH yTBepskaaercs, 4ro 1 g < 0.45 BpIOOp 3HaueHue 1, =35 MpaKTUYECKU HE BIHMAET Ha

pe3ynbTaT, KpoMe TOro, JaHHBII BOMPOC OyIeT paCCMOTPEH HIKE.
4.3. Moaesb He3aBUCHMBIX HTPOKOB

B mporpamMHOi#i cpenie co3manuM 1Ba HE3aBUCHMBIX Tporecca (NEpBhIi MpoIecc, COOTBETCT-
BYIOIIMI 3JI0yMBIIIIEHHUKY, BTOPOM — 4YECTHBIM IOJb30BATENSIM), MTEPATUBHO IBITAIOIIUXCS
chopmupoBats 610ku. Kaxkoe ncnpITaHne IPOUCXOIHUT O CIEAYIONIEMY TPaBUITY:

— TEeHepHupyeM cilydaiiHoe uucio B uarepsaie [0,1];

— CpaBHHMBAeM IOJYYEHHOE YHUCIIO C ¢ ;

— €CIIM CTeHEPHPOBAHHOE YHCIIO < ¢, TO CYMTAEM, YTO TeHepalus 0J0Ka MpoIia yCIeITHON 1
YBEJIMYUBAEM CUETUYHK C(HOPMUPOBAHHBIX MEPBBIM MOTOKOM OJIOKOB (k _ 6710k1) Ha eAMHULLY;

— TeHepupyeM ciryyaiiHoe uncio B uHTeppaie [0,1];

— CpaBHHMBAeM IOJYYEHHOE YHCIIO C P ;

— €CIIM CT€HEPUPOBAHHOE YUCIO < p , TO CUYMTAEM, UTO TeHepalus OJIoKa MpoIyia yCIeIIHO’
Y YBEIUYMBAEM CUETYMK C(HOPMUPOBAHHBIX BTOPHIM MOTOKOM OJIOKOB (k 6.10k2) HAa €IUHUILY.
[IpoBepsieM k 6nox2> N, ecnu aa, To mposepsieM: cOpMHUPOBaI JIM MEPBbI MOTOK HEOOXOIU-

MOH JUIMHBI LEIOYKY:
O €CIIU ¥ 3JI0yMBIIUICHHUKY TaKKe yIaloch CPOPMHUPOBATH HEOOXOIMMOE KOJIUIECTBO
0510k0B (T.€. kK Onoxl >k 6n0k2) To yBenuuuBaeM Massl[t] Ha equHUILY, YTO CO-

OTBETCTBYET YAAa4HOH IOMBITKE CHOPMHUPOBATH IIETIOUKY OJOKOB HY)KHOW JITHHBI
3JI0YMBIIIJIEHHUKOM 3a / MOMbBITOK (3JI0yMBIIJIEHHUK BBIMTPal FOHKY). 3aBepliacM
HUCIIBITAHUC,
O €CJIM 3JIOYMBIIIUICHHHK e111e He chopMUpOBaT HEOOXOAMMOE KOJIUIECTBO OJIOKOB, TO
mpoaoJKaCM UCIBITAHUC,
— ecnmu k_6nok2=N+n__ 3aKkaHYMBAaeM HCIBITAHWE IMPHCBaWBas MoOENy YECTHOW CETH

max

(yBenuuuBaem maccuB Mass2[t] Ha eqUHUILY).

4.4. O0ecnieyeHre TOYHOCTH M JOCTOBEPHOCTH Pe3yJIbTATOB MOJACTHPOBAHUA

C nomo1pl0 UMUTALIMOHHOTO MOJIETIMPOBAHUS TOYHOE 3HAaYeHUE CIy4yaiHOl BeauuuHbl (000-
3HauuM ee ©) ompenenauTh HENb3s, TaK KaK YUCIO peaau3aluil Mojenu orpanudeHo. llpu koneu-
HOM 4YMCJIe peaju3alui MOJeNn OnpeenseTcs: NpuoIN3UTeNbHOE 3HaUeHNE 3a/1aHHON XapaKTepH-

* )
ctuku. O603HauuM 310 npubimxkenne O . [lpubausnTenpHOE 3HaAUCHUE HA3bIBAIOT OLIEHKOM COOT-
BETCTBYIOLIEH XapakTepucTuku [15, 16].

*
TOYHOCTBIO OLIEHKU XapAaKTEPUCTUKU ® HAa3bIBAIOT BEIMYMHY & OTHOCHUTEIBHO

@ -M[0]<e,
roe M [@] — MaTEeMaTUYEeCKOEe 0’KMJIaHUE CITydyailHOU Benu4uHbl [ 15, 16].

Benuunna & npenctasniser co0o0il aOCOMOTHOE 3HAUYCHUE OIMOKYU B OINpeIeTICHUH 3HAUCHUS
HACKOMOMW XapaKTEPUCTUKH.

JIOCTOBEPHOCTBIO OLIEHKH XapaKTEPUCTHKH @ Ha3bIBAIOT BEPOSATHOCTh @ TOTO, YTO 3aJaHHAS
TOYHOCTH gocturaercd [15, 16]:

:
P(l@° -M[0]<&)=a.
JIOCTOBEpPHOCTE XapaKTEPU3YET IMOBTOPSEMOCTb, YCTOMYMBOCTb DKCIEPUMEHTA U TPAKTYETCS

*
TaK: €CJIM U1 OLleHKU M [@] WCIIONIh30BaTh BeUunuHy ® |, TO B cpeaHeM Ha Kaxbie 1000 ucmos-

o *
30BaHMi fgaHHoro npasuia B 1000-a cinyuyaeB BenuunHa © Oyner orauuaThest oT M [@] Ha Be-

JINYUHY MCHbBLIC & .
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B psine cinyuaes nenecoo0pa3Ho UCIOJIB30BaTh OTHOCUTEIBHYIO TOUHOCTh
d=¢/M[0].
B sTom CJIydac JOCTOBCPHOCTh OLICHKU UMCCT BU

© -M|[0]

" ve]

<d|=«.

Ecnu npuHATh NpeanonokeHue OTHOCUTEIBHO HOPMAIBHOTO PACHPEACIICHUS CIy4aiHON
BCHI/I‘-II/IHLI3, TOTAa (I)YHKLII/IOHaJIBHaH CBA3b MCIKIY OTHOCHUTEIBbHOM TOYHOCTBHIO B AOCTOBCPHOCTBHIO
C KOJIMYECTBOM peanm3auui N, uMeer Bun [15]:

_t,(1-P)

N s ==

L[« .
rae t, — aprymeHT ¢yHkuuun Jlammaca ¢, =@, ek uHTerpan Jlammaca TaOynMpOBaHHBIMH,

CJICAO0BATCIIbHO, 3a/1aBasACh 3HAYCHUECM JOCTOBCPHOCTHU & , MOKEM OIIPCACIINTD ta .

W3 nocneaneit GopMyiiel cienyer, YTO MPHU ONPEJENICHMH OLEHOK MajlblX BEPOSITHOCTEH ¢
PUEMIIEMON TOYHOCTHIO HEOOXOAWMO BBITIOJHHUTH OUYEHBb OOJIBIIOE YHCIO peaH3aluid MOJEIH.
IIpu oTCyTCTBUM BBICOKOIIPOU3BOAMUTEIBHOIO KOMIIBIOTEpAa NPUMEHEHUS CTATUCTHYECKOTO
MO/IETTUPOBAHUS CTAHOBUTCS IPOOJIEMaTUUHBIM.

Jlnis mpoBenieHNsT SKCIIEPUMEHTABHBIX UcclenoBaHmii Obtn BbIOpanbl @ =0.99 u d =0.01,

3HaueHue N, , PacCUUTHIBAJIOCH 110 IPUBEAECHHOM BhIlIe (hopMyIe.

5. Pe3yiibTaThl BHIYMCJIEHU

C ucnonp30BaHHEM PACCMOTPEHHBIX MoOjeNell ObUIM MOyYeHbl SMIIUPUYECKHE OLEHKU BEpO-
SATHOCTH yJIAQYHOTO (POPMHPOBAHUS 3JIOYMBIIIICHHUKOM LENOYKH OJIOKOB MPH PA3HBIX 3HAYCHUSAX
g u N . Ha puc. 3 — 8 npuBe/ieHbl MIOJy4YE€HHBIE PE3YJIbTAaThl B 3aBUCUMOCTH OT HOMEpA MOMNBITKU

JUISL KQXJIOTO HCIBITAHUSA, a TAaKKE MPEJCTABICHBI COOTBETCTBYIOIINE (DYHKIMH pacrpeeicHUs
BEPOSITHOCTH B 3aBUCUMOCTH OT KOJIMYECTBA MOMBITOK JJISI KQKJOTO UCIIBITAHUA.

P PJl,O
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Puc. 3. Oynknust BeposTHOCTH (@) M pyHKIHSA pacnpenereHus: BepoaTHOCTH (6) GopMUpoBaHus HEMOYKU
st N =1 noarBepkaeHHH 30yMBIIUICHHUKOM IIPU YYacTHH JIBYX KOHKYPHPYIOLINX CyOBbeKTax
(Mozens pa3opeHHs UTPOKa)

? B cuily LeHTpanbHO Hpeie/IbHOM TeopeMbl JUTs GOIBIIOro YHCIa HCIBITAHUI GHHOMHANBHOE Pacipe/IeeHue X0po-
TII0 anMpOKCUMHUPYETCs HOPMAaIBHBIM pactipeneneHueM [15, 16]
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a o
Puc. 4. ®yukuus BeposTHOCTH (@) 1 GYHKIHS pacnpeneecHus BEPOITHOCTH (6) GOpMUPOBAHUS IICTIOYKH
st N =1 noarBepikaeHuiA 37I0YMBIIUICHHUKOM TIPH YYaCTHH IBYX KOHKYPHPYIOIINX CYOBheKTax

(MOens He3aBUCHMBIX UTPOKOB)
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Puc. 5. ®ynknus BeposTHOCTH (@) ¥ pyHKIMA pacnpeaeieHus: BepoaTHOCTH (6) popMUpoBaHuUs LHEMOYKU
st N =3 moarBep K IeHui 30YMBIIUICHHHKOM MPU YYaCTHH JBYX KOHKYPHPYIOLINX CyObeKTax
(Mozenp pa3opeHHs UTPOKa)
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P, P,
0.14 09
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Puc. 6. ®ynknust BeposSTHOCTH (@) M pyHKIHS pacnpenereHus: BepoaTHOCTH (6) GopMUpoBaHuUs HEMOYKU
st N =3 nonTBepkIeHHH 30YMBIIUICHHUKOM IIPU YYacTHH JIBYX KOHKYPHPYIOLINX CyObeKTax
(MoIeTh HE3aBUCHMBIX HTPOKOB)
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Puc. 7. ®ynkius BeposATHOCTH (@) U QYHKIHUS pacIpelelieHns: BEPOATHOCTH (6) GOpMUPOBaHUS IIETIOYKH
st N =5 noATBepKACHHIA 3TT0YMBIIUICHHUKOM MPH YYaCTHHU JBYX KOHKYPHPYIOIIUX CyObeKTax (MOIEb
Pa3opeHHs HTPOKa)
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Puc. 8. ®ynknus BeposTHOCTH (@) U GYHKIHS pacnpeneeHus BEPOITHOCTH (6) GOpMUPOBAHUS IICTIOUKH
it N =5 noATBep:KACHU# 3MOYMBIIIIICHHUKOM TIPU YYaCTHU JIBYX KOHKYPUPYIOIIUX CyObekTax (MOCb
HE3aBUCUMBIX UTPOKOB)

0,1

B &

[IpocyMMupoBaB OIMCAHHBIE BEPOSITHOCTH MO BCEM BO3MOJKHBIM HCIIBITAHHSAM, TO €CTh IS
Bcex f=1,2,3,..., MOTy4YUM UHTETPAIbHYIO (WK OOIYI0) BEPOSTHOCTH YCHEIIHOTO (POPMUPOBAHUS

a7bTEepHATHBHOM IETIOYKH OIOKOB i N MOATBEPKICHUH 370yMbInnenHuKoM (Pl ).

i puBEEHHBIX NMPUMEPOB HHTETpalIbHAs BEPOSTHOCTHh YCHEIIHOTO (OpPMHUPOBAaHUS 3710-
YMBIIIJICHHUKOM IIETIOYKH Ui N TOATBEp)KICHH MpuBeaeHa Ha puc. 9. J{ns ynoOcTBa aHanmza
MOJTYYCHHBIX JAHHBIX OJMH U TOT K€ Pe3yJIbTaT MPHUBEJCH B OOBIYHON LIKaNe (XOPOIIO WILIIOCTPH-
pyerT moBeneHne KpuBbIX Npu ¢ > 0,2) u B norapupmMudeckom Macirade (111 HIUTIOCTPALUuN KpH-
BeIX IipH ¢ < 0,2). B aTux 1 nocneayronmx rpadgukax u3MeHeHHE 3HAUCHUSI ¢ TPOBOJUIOCH C IIa-

rom 0,02.
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Puc. 9. MnTerpanbHas BEpOsSTHOCT YCIEITHOTO (POPMUPOBAHUS 3TOYMBINUICHHUKOM [ETIOYKH OJIOKOB JUISI
N ToATBep ACHUI MPU YYACTHH ABYX KOHKYPHPYIONIUX CyOBhEKTaxX (IKCIIEPUMEHTABHBIC TaHHbIC).
CrioniHast TMHHS. — MOJIEITh Pa30PEHUS UTPOKA, MyHKTHPOM — MOJICITh HE3aBUCHMBIX UTPOKOB.

a — oOBIYHasI IIKaJIa, 6 — JTorapudMUUIecKas IIKaja

Kak BuauM, pe3ysbTarhbl pa3iMuHbIX MOJEJIEH 3HAYUTENIBHO OTIMYarTCa Apyr OT Apyra. Pac-
CMOTPUM OTHOCHUTEIILHYIO OIIUOKY MOJIETHPOBaHUS (711 IBYX PACCMOTPEHHBIX MOJIEINei), orpeie-
JSEMYIO Kak

IPIW u - lP]WHH
%.100% ,

1
Mpu

rae ‘P]Mpu — UHTErpajibHasi BEPOSITHOCTb, pACCUUTAHHAs HAa OCHOBE MOJENIH Pa30pEHUs] UTPOKa;

lP] — UHTCrpajibHAA BEPOATHOCTD, paCCUUTAHHAA HA OCHOBC MOJCJIN HE3aBUCUMBIX UT'PDOKOB,

MHU

[Tpu BeneHHOM 00O3HAYCHUHU 3HAYCHHS OTHOCUTEIILHOW ONIMOKH MOJICTHPOBAHUS TIPUBEICHBI
B Tabum. 1.

Tabmumna 1
3HaueHHe OTHOCUTEIHFHON OIMOKH B pe3ysibTaTe MPUMEHEHUS pPa3IUdHbIX MOJeIen
(Ha OCHOBE Pa30PEHUS UTPOKA U HE3aBUCUMBIX HTPOKOB)

q=0,01 q=0,2 qg=0,4
N=1 48 % 29 % 8 %
N=3 94 % 68 % 20 %
N=5 99 % 85 % 28 %

Kak BuanMm u3 Tabnuirsl, 1Be pacCMOTPEHHBIE MOJICITN aTaku ABOMHOM TpaThl (MOAEH pa3ope-
HUS UTPOKOB U MOJICJIb HEC3aBUCUMBIX I/II‘pOKOB) AAOT PA3JIMYHBIC OLICHKH BECPOATHOCTU BLIUTPHIIIA
TOHKH 3JIOYMBILIUIEHHUKOM (ycriexa aTtaku). [lo mepe yBenuyeHus IIMHBI HEMO4YKH 0JI0KoB N pac-
XO0XKJIEHUE YBEIMUYMBaeTCs (OTHOCUTENIbHAs ommOKka moaenupoBaHus nocturaer 100 %). Oto Ha-
OmroaeTcs IUIs pa3IMYHbIX BEPOSTHOCTEH ¢ (T.€. IUISl pasIMUHBIX COOTHOIICHUH XEMIPEHTOB 3I10-
YMBIIUICHHUKA ¥ YECTHOM CeTH).

Cnemyer OTMETUTb, YTO PE3YJIbTAThl, IOITyUYCHHbIE HA OCHOBE MOJIENIN Pa30PEHHs UTPOKa, CO-
OTBETCTBYIOT (B Ipe/eiax 3alaHHOM JOCTOBEPHOCTH U BHIOPAHHOW OTHOCUTEIBHOW TOYHOCTH) aHa-
JUTUYECKUM pe3yJibTaTaM, MOJTy4eHHBIM Ha ocHOBe ¢opmya M. Poszendenbaa (cM. Beipaxkenue 1 u
puc. 4 u3 [5]. Otnuune HaOMIOMAETCS TONBKO B Touke ¢ = 0,5, Tie OTHOCUTENbHAs OIIMOKA MEXTY
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9KCIIEPUMEHTAIBHBIMY U aHAJTUTUYECKUMHU pe3ynbratamu coctasuna 1,7 % nig N =3 u 2,2 % nna
N =5, 4T0 CcBA3aHHO Cc orpanuueHueM B n_ =1000 On0KOB.

Kak 6bu10 nmokaszano B pabote [11], pe3yapTaT MMeeT OTIAMYMSA NPU Pa3HBIX 3HAYCHUSAX 71 .
[Ipoananmu3upyem IaHHBIN BOIIPOC MOAPOOHEE.

6. Biusinne 7 HA BEPOATHOCTH M00€bI 3710YMbIIIJICHHHKA

X

YuuTteiBas, 4TO MOAJAEPKKA TOHKH 3J0YMBIIUICHHUKOM IOCTOSSHHO TpeOyeT OIpenelIeHHBIX
(bMHAHCOBBIX 3aTpPaT OT 3J0YMBIIUIEHHUKA, TO TOHKA TOJBKO TEOPETHUYECKHU MOKET MPOJ0IIKATHCS
OeckoHeuHO. B peanbHBIX 00CTOSATENBCTBAX 3JOYMBIINIJICHHUKY OyJeT HEBBITOJHO MPOJOIIKATH
TOHKY M 3aTpayuBaTh Ha €€ MojjepxaHue O0Jblle peCypcoB, YeEM OH CMOXET cebe BEpHYTh, y1ad-
HO TIPOBEJIS aTaKy JABOMHOM TpaThl, WJIA MUMEET B CBOEM pACHOPsKEHUU. lpyroi BapuaHT, €Clid
3JI0YMBIIIJIEHHUK B COCTOSIHUU (DOPMUPOBATH OMPEEICHHOE KOJIUYECTBO OJIOKOB Ha MPOTSKEHUU
OOJIBIIIOTO MPOMEKYTKA BPEMEHHU, TO €My MOXET OBbITh IKOHOMHUYECKHU BBITOJHEH UX MyOINKOBAThH
[0 TpaBUJIaM CETH, MOJy4as 3a 3TO HArpaiy, YeM IbITaThCS U3BJIEYb BHITOAY M3 HEUYECTHOrO (HE
COOTBETCTBYIOIIETO MpaBUjaM CETH) MoBeAeHUsA. Ecau 310yMBIIIUIEHHUK OTCTal B TOHKE C YECTHOM
CEThIO0 Ha 3HAYUTEIBHOE KOJUYECTBO OJIOKOB, TO, KaK IMOKa3aHO BBIIIE, €T0 HIAHCHl MOOEAUTh 3HA-
YUTENFHO CHUKAIOTCS, M €My YK€ HET CMBICIIA TPOIOJIKATE TOMBITKU 10 OECKOHEYHOCTH.

ITpu Bcex pacCMOTPEHHBIX BapUMaHTax 3HAYEHUE 71, €CTh YMCIIO KOoHeuHoe. PaccmoTpuM ero

X
BJIMAHUC HA BEPOATHOCTD HO6€ILI)I 3JIOYyMbBIIIJICHHUKA.

B kadectBe wimtocTparu Ha puc. 10 mpuBeneHbl rpaduKy dKCIIEPUMEHTAIBHBIX 3HAYCHUH,
IIOJIyYEHHBIX B COOTBETCTBUHU C MOJENBIO pasopeHus urpoka, aus n, =10, 35,100, 1000 u pas-

HeIX N =1 ¥ 5, a Takke MPOBOJUTCS CPABHEHUE C TEOPETUUCCKUMHU Pe3yJIbTaTaMu, NOJTYYCHHBIMU
M. Pozendenpaom.
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Puc. 10. UnTerpaibHas BEpOSITHOCTD YCIENIHOTO (OPMHUPOBAHUS 3JI0YMBIIUICHHHKOM [ETTOYKH OJIOKOB IS
N =1 (a)u N =5 (6) noxrBep>IeHWii IPH YIACTHH ABYX KOHKYPHUPYIOIIHX CyOBEKTOB (IIyHKTHp — dKCITE-
pHUMEHTANIbHbIE IaHHBIE). MOIeNb pa3opeHus UTPOKa

Kax BHUJIHO U3 NPUBCIACHHBIX PE3YyJIbTATOB, YBCINYCHUC 71 HpI/I6J'II/I)I(aeT MOJIYYCHHBIC DMIIN-

x
pUUECKUe TaHHbIE K aHATUTHYECKUM pe3yibratam M. Poszendenpaa [5]. C ymeHblIeHHEM BeposT-
HOCTU TEOPETHUYECKUE PE3YJIbTATHI, MOTy4eHHbIe M. Po3eHdenbaom, XOpolo annpoKCUMHUPYIOTCS
npu HEOONbIINX 1 .

OtHOcHUTENbHAS OHIMOKAa MEXIy TEOPETUYECKMMHU U SKCIIEPUMEHTAIbHBIMU pPE3yJbTaTaMU
6mu3ka k 3HayeHuto g = 0,5 u cocrasnset 6omnee 0,1 % B creayromux AMana3oHax:

s N =1:

— o1 0,28<¢<0,72 mpu n_, =10;
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— o1 0,4<¢<0,6 mpu n_, =35;

— o1 0,44<¢<0,56 npu n___ =100;
- q=0,5npu n__=1000;

g N=5:

— o1 0,26<¢<0,70 mpu n_, =10;
— or 0,38<¢<0,62 mpu n_, =35;
— or 0,42<¢<0,54 mpu n_, =100;
— ot 0,48<¢<0,5 mpu n_, =1000;

CX0ouMOCTh Pe3yJbTaTOB YKCIIEPHUMEHTOB C TCOPETUUCSCKHMH PACUETaMHU 10 M3BECTHBIM aHa-
JUTHYECKUM BBIPRKECHUSAM MOJATBEPKIACT aIeKBATHOCTh U 0OOCHOBAaHHOCTh PE3YJIBTATOB HUCCIIEO-
BaHUM.

Ha puc. 11 npuBeaeHsl SKCiepUMEHTANbHBIE PE3YIbTAaThl, TOJyYEHHbIE B COOTBETCTBUU C MO-
JeJIbI0 HE3aBUCUMBIX UTPOKOB IpU TeX ke mapamerpax (n,, =10, 35,100,1000; N =1,5). na

max

HarJIsiTHOCTH OCTaBJIEH TEOPETUUYECKUM pe3ybTaT, noayuyeHHbld M. Po3endenbaom.
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Puc. 11. HTerpanbHyto BEpOSTHOCT YCHEUIHOTO ()OPMHUPOBAHHS 310y MBIIUICHHHKOM IIEIIOUKH OJIOKOB IS
N =1 (e¢)u N =35 (6) noaTBepIeHU MPU YIaCTUH ABYX KOHKYPHUPYIOIIHX CyObeKTax (IyHKTHUP — dKCIIe-
pUMEHTaNIbHBIE JaHHbIe). Mo/eNb He3aBUCUMBIX UTPOKOB.

Kak BuayM, Xxapakrep BAMAHHSA 7, Ha IOJyYEHHBIH PE3YJILTAT COXPAHAECTCA U I MOJAEIH

X
HE3aBHCUMBIX UI'POKOB. O)IHaKO COIIOCTABJICHHUC ITOJIYUYCHHBIX PE3YyJIbTAaTOB JId Pa3IMYHBIX MOJC-
JIeW TIOATBEPKIAET TE3UC O PACXOKICHUHN OLICHOK BEPOSITHOCTEH YCIIEITHOW aTaKu IBOMHOW TPaTHl.

7. BLIBoabI

IIpoBeneH KpUTHYECKHM aHAIN3 M3BECTHBIX PAa0OT IO OIEHKE BEPOSTHOCTEH IBOMHOM TpaThl
B npoTokoyie koHceHcyca «Proof of worky». IlokazaHo Hannmyne HETOYHOCTEH M HEOOOCHOBAHHBIX
JONYyIIEeHUH B n3BecTHRIX padorax C. Hakamoro [4] u M. Po3endensaa [5]. B wactHOoCTH, ITOKa3a-
HO, 4TO 0a30BBIE IMPEIIOIOKEHUSI O BEPOSTHOCTHOM IIPOCTPAHCTBE (MHOKECTBO DJIEMEHTAPHBIX
HCXOJ0B U BEPOSTHOCTU MX HACTYILJICHHS) B MCIOJIB3YEMOUW MOJECIU Pa30PCHUS UTPOKOB (C ABYyMS
AJIEMEHTAPHBIMU HUCXOJaMHU) HE COOTBETCTBYIOT PEajbHBIM MpOIleccaM, MPOTEKAOIIMM TPU yCTa-
HOBJIeHHH KoHceHcyca «Proof of worky.

JUIst TeopeTHUecKoil OIICGHKH BEPOSTHOCTH YCIICHIHON aTaKW JBOMHOHM TpaThl IIPEIIOKEHO
HCIIOJIB30BaTh MOJIE/Ih HE3aBHCHUMBIX HUIPOKOB C YETHIPbMS DJIEMEHTApPHBIMU HCXOAaMHU. DTa MO-
JIeJIb OIKMCHIBACT PEabHbI BEPOATHOCTHBIM MIPOILECC B OJOKUYEHH-CHCTEME IPH YCTAaHOBJICHUH
KOHCEHCyca Ha ocHOBe anroputma «Proof of worky», korma kakaplii y4acTHUK (3JI0YMBIIUICHHUK H
YeCTHAsl CeTh) HE3aBHUCHUMO (OPMUPYIOT OJIOKU C BEPOATHOCTSIMH, MPOMOPIUOHATBEHBIMA CBOEMY
XEHIPEUTy (CBOMM BBIYUCIUTEIHLHBIM BO3MOYKHOCTSIM).
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[IpoBeaeHO cpaBHEHUE PE3YJIHTATOB, MOJYYEHHBIX C MOMOMIBIO BEIYUCIUTENBHOIO MOICIHUPO-
BaHMsI aTaKH JBOMHOM TpaThl HA OCHOBE MOJCIIH Pa30PCHUS UTPOKA U MOJIEITH HE3aBUCHUMBIX UTPO-
koB. CpaBHEHHE MPOBECHO JJIS Pa3HBIX BO3MOKHOCTEH 3JI0YMBINIJICHHUKA (BEPOSATHOCTH C(HOPMHU-
poBaTh OJIOK), Pa3JIMYHOIO KOJIMYECTBA C(hOPMHPOBAHHLIX OJIOKOB, MOCJE KOTOPBIX CIEJIKAa CUMTa-
€TCs TIOATBEPKACHHON, PA3IMYHOMN MTPOIOJDKUTEIEHOCTH TOHKU (KOJIMYECTBA OJIOKOB, HA MPOTSIKE-
HUU KOTOPBIX 3JI0YMBIIUICHHUK MPOJIOJDKAET MOMBITKH JIOTHATH YECTHYIO ceTh). [lokazano 3Ha4m-
TEIbHOC OTJIMUKE (OTHOCHUTEIIbHAS OIIMOKA MoJeau 10 99 %) pe3ynbTaToB, NOJYYCHHBIX B BHIYHUC-
JUTETFHOM MOJICTHPOBAHUH TIPU HCIIOIH30BAaHUH MOJIETH HE3aBUCUMBIX UTPOKOB OT MOJENHU Pa3o-
pEeHUs Urpoka.

Bce smmnupudeckue ONEHKH TOMYYEHBI I BBICOKOH TOYHOCTH (OTHOCHTENIbHAs OIIMOKa HE
oonee 1 %) u gocToBepHOCTH (JIOBEPUTEIIbHAS BEPOATHOCTE HE MeHee 99 %).

JIist IOATBEPKIEHUST a[IeKBATHOCTH TIOJMYUYEHHBIX PE3yJIbTATOB MPHUBEJACHO CPaBHEHHE AMITH-
PUYECKUX PE3YJIbTATOB C TCOPETUUCCKUMH PacyeTaMHU IO M3BECTHBIM aHAJTMTHYECKUM COOTHOIIIE-
HusM. [lokazaHo, 4TO pe3yJIbTaThl BHIYUCIMTEIBHOTO YKCIIEPUMEHTA JIJIT MOJICIIA Pa30pEHUs UTPo-
Ka TIOJIHOCTBHIO COBMAIAIOT (B Mpejenax 3aJaHHOW JTOCTOBEPHOCTH M OTHOCHUTEIHLHOM TOYHOCTH) C
AHAIUTUYECKUM Pe3yIbTaTOM, IPUBEACHHBIM B pabote M. Pozendenbaa [5].

Ha ocHOBe MOJy4YeHHBIX PE3yJIbTATOB MOXHO YTBEPXKIATh 00 OMIMOOYHOCTH MCIOIB30BAHUS
MOJIEJIM Pa30pPEHUS UTPOKA Ul OLIEHKU BEPOSTHOCTH YCIICIIHOM aTaky JBOMHOW TpaThkl HA IIPOTO-
koJ koHceHcyca «Proof of worky.
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INPUHIUIIN TIOBY1YBAHHS TA AHAJII3Y IHOPACTPYKTYP _
BIZIKPUTOI'O KJIIOYA HA OCHOBI 3ACTOCYBAHHSA TEXHOJIOI'TI BJIOKYEUH

Beryn

Pe3ynbpTaty TEOpETHMUHUX Ta MPAKTUYHMUX JIOCHIKEHb aCUCTEMHMX MIJIXOJIB Ta JOCBINY 3a-
cTocyBaHHS HOBUX iH(opmatiitHux TexHomnorii (IT), uo HaBeaeni y [1 — 9] no3BonsA0Th 3podUTH
BHCHOBKH TIPO MOYJIMBOCTI IHTEHCUBHOTO PO3pOOJICHHS, aKTUBHOTO PO3MOBCIO/DKEHHS Ta 3aCTOCY-
BaHHS JCIEHTPaNII30BaHUX 1HPOPMAIIHHUX TeXHOJIOTiH. [[1s ToCsITHEeHHs BKa3aHOTO B Til UM 1HIIIN
Mipi HEOOX1/ITHO BUKOHATH HacTymH1 Bumoru [10, 1 —9].

1. 3actocyBaHHs NMPUHIMITY AelieHTpanizamii icHytounx [T moBuHHE MOMIMIIUTH Xo4ya O OJUH
13 BOKJIMBHUX IS [IJTHOBOTO 3aCTOCYBAaHHS MapaMeTp: BapTiCTh, CKIAIHICT (4acoBa Ta MPOCTOPO-
Ba), MIBHUJIKICTh, MPUOYTKOBICTh, Oe3Meka (3araibHa Ta iHGopMalliiiHa), aHOHIMHICTh, TPO30PICTh,
THYYKICTB TOmIO. [IpndyomMy Ba)kKiIHMBO, MIOOW HITLOBHU MapaMmeTp, 3a SKUM 3IIHCHIOETHCS OIlIHKA,
IIPONOHYBABCSI CAMUM 3aMOBHUKOM (KOPUCTyBadyaMHu).

2. lokpamenns IT, mo nocsraeTses, Mae OyTH CYyTTEBUM, IPUUOMY JETICHTpai3allisl TOBUHHA
MOKpAIlyBaTH Xxo4a 0 OMH BaXXJIUBUI U1 KOPUCTYBAYiB MapaMeTp, K MiHIMYM B 2-3 pasH.

3. HoBa, B nanomy Bunazaky texHoszoris 6gokdeitn (TbY), He moBMHHA 1CTOTHO MPOrpaBatu ic-
nytounMm [T 3a iHmmmu BakauBumu napamerpamu. Hampukman [10], skmo ThY npaiitoe B Tpu pasu
MIBHIIIE, aJie, SIKIIIO BOHA MPH IbOMY B JIBa pa3u J0pokye i B 1,5 pasu ckiaaHime — BOHA, CKOpiIIe
3a Bce, He OyJe 3aCTOCOBYBaTHCh. BBakaeTbcs, mo y oMy HoBa IT moBuHHa OyTH B 4OMYCh
Kpaine B 2-3 pasw, a 3a BciMa iHIIMMU ITapaMeTpaMu IporpaBatu He Oubine, HiX y 1,5 pasu. TooTo,
MOKpAIlleHHs! TOBUHHE HE TUTBKU JJaBaTH CYTTEBI MepeBary, ajie e i KOMIeHCyBaTu 1mobiuHi edek-
TH TIPOTPAITy.

TakuM 4nHOM, «KpallicTey 1 nepeBara HoBoi IT HocUTh cyO'eKTUBHMIA XapakTep, BOHU MOBUH-
Hi (hOpMYBaTUCH CKOpillleé BCHOTO KOPUCTyBauaMH, 1 B MEHIIIH Mipi po3poOHHKaMU. Y OLIBIIOCTI
BHIAJIKIB KPAIiCTh MOKE BU3HAYATUCh piBHEM Ipojax Takux IT. BincyTHICTh MEBHUX MPOaaX IO-
Ka3ye, 10 SIBHOI IepeBaru IiIbOBOIO ayIUTOPIii BIIHOCHO HOBOI 4K yaockoHaneHoi I'T He BU3HAHO.

AHaii3 nokasas, 110 cepe/l HOBUX TE€XHOJIOT1H CyTTE€BUH PO3BUTOK Ta «KPALIICTb» JOCATAIOTh
IT, 1o po3pobISIOTECS UM yIOCKOHAIIOIOTHCS Ha OCHOBI BUKopuctanHs ThY, mo rpyHTyeThCs Ha
nenenTpamasanii. TakuMm 4uHOM, icHY€ mpobJieMa, CYTHICTh SIKOi B TOMY, IO JCIECHTpaji3allis, B
toMy uncii y Burisiai ThY, € «Haue0To» nmepcneKTUBHOI0 iHPOPMaLIHHOIO TeXHOJIOTiE. B TOl ke
yac, Jie caMme Ta Sk i1 Kpalie BUKOPUCTOBYBATH, ¢ BOHA Oy/ie, B TOPIBHSAHHI 3 ICHYIOUMMHU TEXHOJIO-
rissmu Tuny «KiieHT—cepBepy», Kpaloro, Ha Halll OIS, € HE BUPIIICHUM ITUTAHHSM.

OmuuM 13 BaxJIMBUX Ta HeoOXimHux noaatkiB ThY €, mo cyTi, yaockoHalleHHs 1HQPaCTPYyKTy-
pu Bigkpuroro kitoua (IBK) Ha ocHOBI BUKOpHCTaHHS IpH 11 M0OyI0BH NPUHIMIIIB JCLEHTpati3a-
i Ta TPO30pOoCTi TOIIO. Y SIBHOMY BHIJISAI TpoOiemMa BXXe BHKJIaJeHA Ta 0OTOBOPIOETHCS B 3HAY-
HOMY uucii pobir [1 — 15].

Mera crarTi:

- OOTpYHTYBaHHS MOXKJIMBOCTEH Ta HeoOxigHOoCcTi cTBopeHHs IBK Ha ocHoBi ThY;

- po3pobka ctpykrypu IBK Ha ocHoBi B Ta oriHKa cki1aqHOCTI BOPOBAIKEHHS,

- aHauti3 ypockonanenoi mozeni IBK 3 mpo3zopictio ceptudikatiB Ha ocHoBi bY;

- aHaJII3 OCHOBHMX Mpo0aeMHUX nuTaHb nepcrnektuBHuX IBK Ha 6a3i bY;

- 3araibHa oriaka criiikocti IBK Ha ocrosi BY 10 BioMHUX arax.

ABTOpH pO3yMIIOTb, 1110 CTATTS HOCUTh XapaKTep NEPBUHHOIO 3arajlbHOCUCTEMHOIO aHATITHY-
HOTO OTJISY Ta BijoOpaskae MOTJISAM aBTOPIB HA MOMIJIMBOCTI Ta HeoOXinHICTh cTBopeHHs IBK 3
BukopuctanasM ThY. 1ls Hamra BIeBHEHICTh TPYHTYEThCS Ha ToMy, 110 fAitoua IBK Vkpainu pos-
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poliieHa B CYTTEBIH Mipi 3a ydacTi aBTOpIB M€l CTAaTTi, B TOMY YHCIi MPAaKTUYHO peaji3oBaHa Ta
MiATPUMYEThCS MPH eKcIutyaTarii [16 — 18].

3araJjbHi M0JI0KeHHA 010 Mo0ynyBanHs Ta aHaJai3y IBK Ha ocHoBi 3acTocyBannsa b4

Oco0OJIMBICTIO AaCUMETPUYHUX KPHUNTOrpaiuHUX MEpPEeTBOPEHb € Te, L0 MpU iX BUKOHAHHI
BUKOPHUCTOBYETHCSI OflHA a00 JeKiIbKa acuMeTpuyHuX nap kimtoui. Hanpuxian, mis EIT ta ACIH
BUKOPHCTOBYIOTHCS JIBl Pi3HI acCHMETpHUYH1 KIto4oBi nmapu [16 — 19]. Hanpuknaa, ais kpuntorpa-
(GIYHUX TIepEeTBOPEHb y TPYI TOYOK eNinTHYHOi KpuBoi [16, 23] KOXKHAa acMMeTpUYHA KITFOYOBa
napa (d4, Q4), e 1<d, <n € BUNAAKOBE YUCIIO — OCOOUCTHUII (3aKpUTHil) KoY, a O4 — TOUKA Ha

SMNTUYHINA KPUBIM — BIAKPUTHNA KIIOY, 110 OOYUCIIOETHCS CIIOCOOOM BHKOPUCTAHHS CKaJSPHOTO
MHOKCHHS:

0,=d,-G(modgq),

ne G — 6a30Ba TOYKa Ha eJIINTUYHIN KpUBIH HOPSIIKY 7, ¢ — MOJYJIb IEPETBOPEHHS.

3rifHO 3 BUMOTaMH JI0 TaKUX AaCHMETPUYHHUX KPHUIITOCHCTEM IIOJ0 3aCTOCYBaHHS OCOOMCTHX
KJIFOUiB MMOBUHHI 0€3yMOBHO OyTH BUKOHaHWMHU BUMOTH 3a0€3MeueHHs iX KOH(IAEHIIIHOCTI, Iiiic-
HOCTI, CIIPaBKHOCTI, TOCTYITHOCTI Ta HECIIPOCTOBHOCTI. Bka3aHi BUMOTH MOXKYTh OyTH 3a0e3meue-
HUMU KOKHHUM 13 KOPUCTYBAUiB, OCKIIBKHA OCOOMCTUIN KITIOY TOCTYIHUHN TUIBKH HOTO BIACHUKY 1 BiH
MTOBHHEH 1 MOXe 30epiratu Horo B Ta€MHHIIL. B Toii e Jac BIKPUTHI KITFOY TOBHHEH OYTH JIOCTY-
MHUM, SK MIHIMYM, yCiM KOpUCTyBauaM JJOMEHY, a TO 1 ychoMy ItudpoBomy cBiTy. [Ipu 3actocy-
BaHHI BIIKPUTHUX KITIOYIB 3 BUCOKHM PiBHEM rapaHTiii MOBUHHI OyTH 3a0€3Me4eHuMH 1010 HUX I10-
CJIYTH IIUTICHOCTI, CIIPABXKHOCTI, TOCTYITHOCTI Ta HECIIPOCTOBHOCTI, HE3aJIEKHO BiJl MATEMAaTUYHOTO
METOJIY, 110 BUKOPHCTOBYETHCS ISl TOOYIOBH (T€HEpYBaHHS ) aCHMETpU4IHOi mapu. Bka3zani acume-
TPHUYHI TIApU KIIIOUIB 3aCTOCOBYIOThCS Uil enekTpoHHoro mianucy (EIT), acumerpuunoro mudpy-
BaHHA (ACII) Ta p13aux kpunrorpadiynux nporokoiis (KPII).

B cucremax BY EIl € ocHOBHMM MexaHI3MOM 3a0e3MEYeHHS LITICHOCTI, CHPaBXXHOCTI Ta
HECIPOCTOBHOCTI TpaH3akmii. ¥ [16 — 23] HaBeIleHO OCHOBHI METOJH aCHMETPUYHUX KPUTITOIIEPE-
TBOpEHb, cTaHAapTU30BaHUX 1070 EIl, siki Ha HUHIMIHIN Yac 3HANIIIM IIUPOKE 3aCTOCYBaHHS, B
TOMY YHCIi Ui 3aXuCTy Tpan3akmiil. [lpmdyomy Biakputi kmoui nepesipku EIl moBuuHI OyTH
JOCTYITHUMH BCIM KOpHCTyBauyaM, 1[0 BUKOHYIOTb, HAlPUKIA[, MEPEBIPKY MiANUCAHUX E€JIEKTPOH-
HUX JOKYMEHTIB, JaHUX TOIIO. 32 TAKMX YMOB HEOOXiTHO 3a0€3MeUnTH iX IUTICHICTh, CIIPaBXHICTh
1 JOCTYIHICTh Ta iX HECMPOCTOBHICTH JIJIsl HAJaHHS KOPHCTYBadyaM €JIECKTPOHHHUX JOBIPUYHMX MOCITYT
[19, 22].

daxkTH Ta NPUKJIAIN 31ilCHeHHs aTaK Ha icHyw4i IBK

Huni IBK € TpeTboio 10OBIpEHOIO0 CTOPOHOIO, sSIKa HAJa€, B TOMY YMCI, IOCIYTH aBTeHTH(]iKa-
uii Ta imeHTHdiKarii ocodrucrocTeit B [HTepHETI Ta 1HIUX Mepexkax. Y 3araabHoMmy Bumnanaky IBK
BU3HAYa€ MOJIITUKY Ta MPOLEAYPH, 110 HEOOXiNHI JUIs BUAAYl, YIPABIiHHA, NMEPEBIPKUA Ta PO3IO-
BCIO/DKEHHS 1TU(poBUX cepTudikari 1t 6e3neynoro sBukopuctanus mianucy (EIT), acumerpuyano-
ro mmdppysanns (ACII) ta pisaux kpunrorpadiuaux mnpotokonis (KPIT) [22, 24]. 3a3Buuaii
ynpasmiaas IBK rpyatyerses Ha ctanmapti ceprudikara [24] JICTY ITU-TRec.X.509]ISO/IEC
9594-8:2006 (2015), saxwuii 3a0e3meuye nepeBipKy npaBa BIACHOCTI HA OCOOUCTUHN KITIOY JIESIKUM 30-
BHiIHIM 00'ekToM. Ceptrdikar X.509 BU3HAUAE CTPYKTYPY JaHUX, sIKA MOB'SI3y€ 3HAYEHHS BIAKPH-
TOTO KJIt04a 3 Cy0'eKTaMu (HANpHUKIaJ, TOMEHHUMH iMeHaMu) To1o. [IpruoMy npuB's3ka KOPUCTY-
BauiB 3aTBEP/KYEThCs 1eHTpoM ceptudikamii kmrodiB (LICK), ski 3 BUKOpHCTaHHSIM OCOOMCTOTO
KJIF0Ya MiAMUCYIOTh KOXEH BIAKPUTHIA KIIFOY, BUTOTOBIISIIOYM TaKHM YMHOM CepTU(IKAT BiAMOBII-
HOTO BIJIKPUTOTO KJTIOYA.

Y mporeci mmpokoro 3acrocyBanns IBK BusiBieHo CyTTeBUIl HEMOMIK, IO OB’ SI3aHUH 3 MOXK-
JIMBOIO KOMITPOMETAIIEI0 0cOONCTHX KiItouiB ur ocoducroro kmoda [{CK. V nmromy Bumanky 1ICK
€ Toukamu BiiMOBH B IBK, oCKiNbKH 116 MPUBOIUTH 10 KOMIIPOMETAIli{ KIIIOUiB YCiX KOPHCTYBauiB,
o oocayroBytotbes UM LICK [36 — 39]. Huxde HaBOASATHCSA MPUKIAINA TaKUX KOMIIPOMETAITIH.
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IX kpuTHYHICTH B TOMY, 110 KOMIpoMeTais ocoductoro kmouda [ICK npuBoauTh 10 KOMIpOMeETa-
1ii ycix kopuctyBadiB. ToMy moTpiOHO MPOBECTH MOBHE BIAHOBJICHHS 3aCO00M OJOKYBaHHS KOMII-
pomeToBanux ocobuctux kmouiB sk [[CK, Tak 1 KopucTyBadiB, 10 € HAJACKIAJAHOIO MPOOIEMOIO
[16 —18].

VY psnil mxepen HaBeACHO MPUKIIAINA TaKMX KOMIIPOMETalliil, B Tomy uncii [25]. Tak psan Takux
Be0-/10/1aTKiB, SIK IHTEPHET-0aHKIHT, PO3CUJIKA TIOB1IOMJIEHb, €JIEKTPOHHA TOPTIBJIA TOIIO CTAIH HE-
BiJI'€MHOIO YaCTHHOIO HUHINIHBOTO KUTTSA. Y CBITI K CTaHAAPT Je-PaKTo, A 3a0e3MeUCHHSI TOC-
JYT aBTEHTUYHOCTI, IUTICHOCTI Ta KOH(INIEHUIHHOCTI y BKa3aHHX [0JAaTKaX BHKOPUCTOBYIOTHCS
ceprudikat SSL/TLS. 11i ceprudikatn Bumarothcst L{CK, ki BBaKatOThCS TPETIMU JOBIPEHUMU
oprasizamisMu. 3okpema, ouikyerbes, o LICK niroTh 3riiHO 3 AeIKUMH MpaBUiIaMH, IKi TO3HAUEH1
K JOKyMeHTH mpo ceptudikaniiiny nomituky (Certificate Policy — CP) ta 3asBu mpo mpakTHKH
ceprudikatiB (Cate Practice Statement — CPS). V rakiii mozeni noBipu LICK maroTh aGcomtoTHY
BIJIMOBIAAJTEHICTE 33 BUJAYy JIMCHHUX cepTU(iIKaTiB KOXKHOMY cy0'ekTy (kopuctyBauy). [Ipote IICK
MOXYTh OyTH CKOMIIPOMETOBAHI Ta MiApOOIeH], IPUYOMY YHHHI cepTU(IKaTH MOXKYTh OyTH BUAaHI
4yepe3 HeHAIKHY MpakTHKy Oe3rneku abo HeiamoBigaicte CP ta CPS. IlpoTsrom octaHHBOTO Je-
CATWIITTA BiIOYJUCS CEpHO3HI IHIUACHTH Yepe3 BUIE3TraJaHl MPUYNHH, SKi KOPOTKO HABOISATHCS
HK4Ye [25, 26].

1) HlkinnuBe mporpamuHe 3a0e3meueHHs Stuxnet MIANHCAHO OCOOMCTUMHU KJIIOYaMH JBOX
ckomrpoMeToBaHux TaiBaHChkuX [[CK, Mera SKMX KOHTpOJIOBATH CIEHU(IYHYy NPOMHUCIOBY
CUCTeMY, sIKa, IMOBipHO, € B [paHi, HAPUKJIa/, Ta30MPOBiA a00 eIEKTPOCTAHIIIS.

2) Comodo CA (IICK), mo mae Benuky 4yacTky Ha puHKY SSL, 3mamano B 6epesni 2011 p.
[53]. Onun 3 uentpiB peectpanii (LIP) miggascs arami, mo6 Buaatu 9 ceptudikaris, A€ 3JI0BMHUC-
HUK NIPOCTEXKYEThCS Ha3an A0 Ipany.

3) lNomnanncekuit CA DigiNotar 3anmouatkoBano B aumnHi 2011 p., 6yno Bugano 531 31m0BMuc-
HUH ceprudikaT s I[IHHUX JOMEHIB, Takux sk *.google.com, *windowsupdate.com Ta
* mozilla.com. Ili ceptudikatu MOXyTh OyTH JIETKO BUKOPHUCTaHI JUIS MOIIUPEHHS 3JIOBMHCHUX
onoByieHb Windows abo mariniB Firefox 6e3 npuBepuenns ysaru. ll{onaiimenme 300000 yHikanb-
Hux [P-anpec BusiBieHo 3a nonomororo ciryx0 Google yepes 1i ceprudikaru, 99 % tpadiky sKux
HAAXOOuUTh 3 Ipany.

4) Kommnanist Trustwave Center Authority mponana ceprudikar mis migneraoro CA. Le# min-
CA BumnycTuB 3710BMUCHI cepTudikati TLS, SKUMH BOHH KOPHCTYBAJIUCS y BHYTPIIIHBOMY Tpadi-
ky TLS.

5) Typeupbka xommnaniss CA Turktrust momunkoBo Bunana ceprudikaru LCK 3amicTs ceptudi-
katiB TLS y rpyani 2012 p. 1li cepTudikaTd BUKOPHUCTOBYBAIMCH Ui CTBOPEHHS cepTh(]iKaTiB
TLS muis Buytpimnboro tpadiky. Google BuzHaumB 3moBmucHUil ceptudikar Google yepes
Chrome.

6) I[Tin-1ICK kwuraiicbkoi kommanii CNNIC, m1o 3HaXoAuThCs B €THITI, BUJATa 3JIOBMUCHI CEp-
tudikatu TLS ms iHcnekii nopoxxHboro pyxy B 6epesni 2015 p. [Tizuime BuzHaveHo, mo CNNIC
eKcIuTyatyeThesi 6e3 qokymenroBanoro CPS.

7) Lenovo Superfish po3ropuys micuesi L{C y cBoix nmpoaykrax y 2015 p. Lle#t ceptudikar Bu-
KOPUCTOBYETHCS JUII BCTaBKH pekjaM y BeO-caldTH, siki 3axumieHi TLS. OCKiIbKH 3aKpUTI KITIOUi
C 3HaxomaThCs B ONEpPATUBHIN MaM'siTi KOMIT'IOTEpa, BOHU MOXKYTh OyTH JIETKO BUKOPUCTaHI s
BHYTPIIIHBOTO TpagiKy.

8) V BepecHi 2015 p. kommanis Symantec Buaga HeaBTOpHU30BaH1 cepTHQIKATH 71T TOMEHIB
Google. Ili3nime Symantec cTBEpIKyBaB, IO IIi cepTU(IKATH BUTOTOBISIOTHCS 3 METOIO TECTY-
BaHHS.

9) Symantec npunoas Blue Coat y TpaBHi 2016 p. Blue Coat mae nmpuctpoi 11 nepexorieHHs
sammdpoBanoro [arepuer-tpadiky. Blue Coat ctaB mia-1{C mpu Symantec. Lls ynidikaris mocu-
JUJIa CKETITUIN3M.

10) Mamnainsivicekuii [ICK DigiCert Sdn. Bhd. momunkoBo BumyctuB 22 cmabki SSL-
cepTudikaTH, Ki MO>KHA OyJI0 BUKOPUCTOBYBATHU JJIsi BUAABAHHS BEO-CAMTIB 1 MiMMCAHHS IIKIJTH-
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BOTO MPOTPaMHOTO 3a0e3neueHHs. Y pe3ysbTaTi, OCHOBHUM Opay3epaM JO0BEIOCS BiIKIMKATH CBOIO
JIOBIpY A0 BCix ceptudikatis, Buganux DigiCert Sdn. Bhd.

IcayBanm Takox mpoOsieMu 3 mopymeHHsIMH cepTudikaty TrustWave, BeIMKHUM aMepUKaHCh-
KUM LIeHTpoM cepTudikanii. TrustWave Bu3HaB, 1110 BiH BUJaB MiANOPSAIKOBaHI KOPEHEBI cepTH]i-
KaTu OJHOMY 3 KJTI€HTIB, a KIIIEHT 3MIr KOHTPOIOBAaTH Tpadik Ha iX BHYTpPIIIHINA Mepexi. 3arposa
L[OTO B TOMY, 1110 MIANOPAIKOBaHI KOpEHEB1 cepTU(IKAaTH JO3BOJIAIOTH IX BIACHUKAM CTBOPIOBATH
SSL-ceprudikatu s maibke Oyap-sikoro nomeny B [arepreri. Xoua TrustWave ckacyBaB ceptu-
¢ikar 1 3a9BUB, 10 BiH Oijblne He OyJe BUIaBAaTH MIAMOPSIKOBAaHI KOPEHEBI cepTU(dIKaTH KITi€H-
TaMm, BiH 1oka3ye, HacKiunbka Jierko LICK Moske poOuTH OMMIIKH 1 HACKUTBKY CEPHO3HIUMHU MOXKYTh
OyTH HACHIIKU [IUX TOMUIIOK.

HaBeneni ¢aranpHi BUMAAKH MPHU3BOASTH JO TOTO, IO 0araTo JOCIIKEHB PO3MOIIISIOTH
abcomoTHy noBipy 110 LIC Ha nekinbpka opraHiB. J{is BUSBIEHHS NiApoOIeHUX, ane JiHCHUX CepTH-
¢ikariB TLS [25, 26], 3acTOCOBY€ThCS 3aKPIIICHHSI KJIFOYa, KpayICOPCUHTY Ta JIOBEACHHS 10 Opay-
3epiB iH(opMaIlii Mpo BIAKIMKAHHS TOIIO. Bka3aHi Mo4aTKoBI pillieHHS, SKI YaCTKOBO pealli30BaHi,
Ha KaJb 3a3HaJM HeBJadl yepe3 MpoOieMu MacITadyBaHHS.

OcCHOBHI miAX01M KJIacCU4YHOr0 BUpimeHHs npodjemu 3axucty IBK

Y mporeci gociipkeHs Ta yaockonanenHs IBK Oyiio 3anmponoHoBaHO Ba MiAX0AH KIACHYHO-
ro BupimenHs npobiaemu IBK SSL/TLS. e ynockonanenns icHytouoi IBK Ha ocHOBI cucteMHOro
XKypHaiy [26] Ta 3acTOCYBaHHS JELIEHTPATI30BaHOT MEPEK1 OJJHOPAHTOBOI cepTU(ikalii, ska OTpH-
Mana Ha3By Mepexi noBipu (Web of Trust, WoT) [26].

ITioxio wooo IBK, 3acnosanuil na sxcypranax (no2) [26]. Takuii migxix OyB 3alpoOIIOHOBAHHNA B
SIKOCTI HOBOTO BUpillIeHHS mpobiemu ynockoHaneHHs Tpaauniiinux IBK — iioro LICK. [xes migxo-
Iy TIOJIATa€ y BUKOPUCTAHHI 3arajbHOJIOCTYITHAX CEPBEPIB KYpHAJiB, SKi KOHTPOJIOIOTH Ta Imy0i-
KyloTh ceptudikaty, mo Buaani LICK. Taki 3araqpHOJOCTYIHI XKypHaJau 3a0e3NedyloTh Mpo30-
piCTh, TapaHTYIOUH, IO JIMIIE 3araJIbHOJIOCTYIIHI cepTH(]IKaTH MPUIHMAIOTHCS Ta TOBIPSIOTHCS KiH-
ueBuM kiieHTaM. O1xe, Oyb-sKka HenpaBuibHa nosesiHka [{CK Oyne BusiBieHa KopucTyBauaMu Ta
cepBepamu. [Ipukianom peamnizanii Takoro miaxoxay € ceprudikaru Google Transparency [26], 1o €
Haio1eI nommpenimoro IBK Ha ocHOBI xypHamy. 3apa3 Takui Mmiaxia JOCTYIHHUH SK y CHCTEMax
Chrome, Tak i y Firefox. Takox BijoM0 6araTo mporo3uiiiii, 1o J103BOJISIOTh PO3MIUPUTH MOKIH-
BocTi ynockoHaneHux IBK Ha ocHOBI xypHaiy, B OCHOBHOMY 11€ MOXK€ OyTH JOCATHYTO 32 PaxXyHOK
MIATPUMKH BIIKIHKAHHS Ta OOPOOKM MOMUIIOK. AJie, Ha yaJib, HE3Ba)KAI0UX Ha I1i IepeBaru Takoro
IBK, BoHUM BCe 11e MarOTh KijlbKa MpoOJIeM, 10 MOB'sI3aHl, HAMPHUKIAA, 3 BIAKIUKaHHIM cepTudika-
TiB, SIK TIOSICHEHO Y [25, 26].

1Tioxio wooo IBK na ocrosi mepedici 0ogipu (Web of Trust — WoT). Ilinxin 3acHOBaHH# Ha OC-
HOBI JIeLIeHTpai3alii, Mpu HOro BUKOPUCTAHHI KOPUCTYBayi MOXKYTh BM3HABAaTH K HaJIMHMUX iH-
IUX MMAMACYBaYiB, MAMUCYIOYHA Y HUX CepTU(DIKATH BIIKPUTHUX KITIOUIB. Y JTAaHOMY BUIAIKY KOKEH
KOPUCTYBa4 Ma€ cepTudikar, 10 MiCTUTh HOTO BIAKPUTHH KIIIOY 1 €IeKTPOHHI (1u(poBi) Mignucu
Bi 0Ci0, SIKi BBa)KalOTh MOTO TaKUM, IO 3aciayroBye Ha AoBipy. Ilotim ceprudikar 3aBipseThcs
TPETHOIO JTOBIPEHOI0 cTOpoHOI0, Hanpukia LICK, SKIo MOKIMBO NMEPEBIPUTH, IO CepTUPIKAT Mi-
CTUTH MAMKC TOTO, KOMY € foBipa. Takuii miaxiax mMae mepeBary Haj pO3MOAUICHHM XapaKTEpPOM
JIOBIpH, OCKUIBKH B I[bOMY BHUIIAJIKy YCYBa€ThCs Oyab-sika neHTpanbHa Touka BigmoBu LICK (komn-
pomerTariii H1oro ocoOMUCTOro Kiroua). Ajie TaKuil MiaXig Ma€e HEOJIK, IO MOB'SI3aHUM 3 YCKIIaTHEH-
HSIM TpUETHAHHS HOBHUX a00 BiIalICHUX KOPUCTYBauiB 70 Mepexi. CKopile BChOro 1€ MOB’A3aHe 3
THM, 110 AesiKi icHytoul wienn WoT 3a3Buuaii TOBUHHI OCOOMCTO 3YCTPITUCSA 3 HOBUM KOPHUCTYBa-
4yeM, 100 BIepIle MiATBEPIUTH CBOIO OCOOUCTICTD 1 MiANMHCATH BiAKpUTHHA Kitod. KpiM Toro, Ha Bi-
IMiHY Bin migxonay, 3acHoBaHoro Ha LICK, mpu 3actocyBanni WoT BuHUKaOTh IpoOIEMH 3 BiJIK-
JMKaHHAM KOMIPOMETOBAHOT0O Kito4a. ToOTO KOpUCTYyBay, sIKUIl 0OMeKeHH BHOOPOM KOpPHUCTYBa-
4a, Ha JIOBIPY SKOTO BiH CIIUPAETHCS, HE MOXKE BIAKIMKATH OCOOMCTHH KIIIOY B pa3i MOro BTpaTH
abo xommpomerarii. [IpakTHUHI MOXIJIMBOCTI TAaKOTO MiIXOAY 3ajJeXaTh BiJ MOXKIUBOCTEH mepio-

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 165



JTMYHOI BiATIpaBKH y Opay3epH CIUCKIB BiIKIUKAaHUX cepTudikatiB. B Takomy pa3i BUHUKaE J0Bipa
710 He1CHOTO (KOMIIPOMETOBAHOTO) cepTudikarty [24 — 26].

Hinxin 10 nodynosu IBK, 3acHoBanoro na b4

AHazi3 nokasas, 1o 3actocyBanHsi TbUY nns ctBopenns 3axumenux IBK Hanuxayno 6aratbox
JOCITITHUKIB, BHACIIIOK TOSBUJIOCH 3HAYHE YHCIIO poOiT, B epury yepry [26 — 28]. OcHoBHHUH ap-
TYMEHT MpH OOIpyHTYBaHHI 3acTocyBaHHs bU monsirae B ToMy, mo pimeHHs, 3acHoBaHi Ha ThY,
MOXyTb 00'erHaTH niepeBaru IBK 3acHoBaHi Ha xypHanax, Ta miaxoai WoT, a Takox BUPIIIUTH Jie-
sKi mpo0OsieMu 31 3BuyaitHoro cucreMoro IBK. Tak, 3 oqnoro 6oky, BY ycyBae moTeHiiiiHi TOUYKH Bi-
JIMOBH TIixoay 3acHoBanoro Ha IBK Ha oCHOBI ypHay 1 IpoOJieMH pO3ropTaHHsI, SKi PO3TIISTHE-
MO HKX4e. 3 1HIIoro 60Ky, Miaxif, o 3acHoBaHui Ha bY, noM'skurye norpe6bu WoT y HOBuX Bia-
CHHKax cepTHu(ikari, mo0 TOBECTH JOCTOBIPHICTh ICHYIOUMX WICHIB MEPEXi, a TAKOK MOM'SKIIY€E
BuMoru WoT A HOBUX BIACHHUKIB cepTH(IKaTIB, 00 JOBECTH JOCTOBIPHICTh ICHYIOUHX YJICHIB
Mepexi.

3rigHo 3 [25 — 28] ynockoHaneHHs Moke 3acHoByBatuch Ha ThY 1 iHppactpykTypi IBK mis
ynpaeiinas ceptudikaramu X.509. Bkazane Moxe I0CSITaTUCh HAa PO3MIUPEHHI opMaTy CTaHIap-
THOTO cepTudikara X.509, tak mobu BiH OyB cymicHuid 3 migxogom IBK Ha ocnoBi ThY. Lle, no
CYTI, IOCSATAETHCS 3aBISAKH MOJIAM po3iupeHHs X.509, ki BUKOPUCTOBYIOThCS /1711 BOYJOBYBaHHS
Metaganux ThY. Takox IBK Ha ocHoBi BY 3a6e3neuye HagiliHe kepyBaHHS HU(PPOBUME cepTHi-
KaTamH.

VY nepury yepry npu yaockoHaieHHi IBK Ha ocHoBi BY HeoOXigHO 0OrpyHTyBaTH JIaHIIOT J10-
BIpH.

Sk yxe posrisnanocs [24, 16], knacuuni cucremu IBK rpynTyrorses Ha ocHoBi LICK, siki Bu-
TOTOBJISIIOTH Ta OOCIYTOBYIOTH cepTU(IKaTH, 10 BiAmoBizawoTs ctannapry X.509. Koxen ceprudi-
KaT 3acBiJuye MPaBO BJIACHOCTI Ha BIAKPUTHH Kito4. Hampukiana, Kooy KOpUCTyBad BXOJHUTH B
Twitter uepe3 BeO-Opaysep, crodaTky BeO-Opay3ep mepeBipsie 3asBICHHN cepTH]IKAT, KUK Mic-
TUTh BiakpuTuii kimou Twitter, nepesipsitoun LICK nanoro ceprucgikary. 3a3zBuuaii Be6-Opayszepu
MoTIepeIHRO HaJlAIITOBaHI Ha mpuiiom ceptudikariB Big neBHux Bigomux LICK. Jlns toro, 1mo6
ceptudikat OyB JOBIpEHHM, BiH MOBHHEH OyTH BUIAAHUI KOPEHEBUM IICHTPOM cepTHdIKaIlii, SKUi
iCHye B JOBIpEHOMY CXOBHIII Opay3epa a0o MpUCTpOi KOpHCTyBauda, abo AONOMDKHMM LEHTPOM
ceptudikariii, SKOMy JOBIpSIOTH 3a qoroMororo mianucy kopeneoro I{CK. Tak HuHI, sIK MpaBHIIo,
npoayktu Mozilla mocrauarotecst 3 154 xopeneBumu ceprudikaramu [29]. Kpim Toro, dipmu
Apple, Microsoft i Google MaoTh CBO€ BJacHE CXOBHIIE AOBIPEHUX KOPEHEBUX CEPTU(IKATIB, IO
BOYIOBaH1 y iXHI IPOAYKTH.

3B'A30K MiK KOHKPETHUM JaHUM CEPTH(IKATOM 1 KOPEHEBUM CEepPTU(HIKATOM BIJOMHM SK JIaH-
mror AoBipu. Ilpu 11bOMY BaXKIHBO, IO JAHIIOT JOBIPH MOXKE BKJIIOYATH OYJb-SKY KIJTBKICTH Cep-
tudikari migreraux L{CK, Tooto IICK Hux4voro pisato. ToMy Mixk maHuM cepTUdIKaTOM 1 CepTH-
¢dikarom xopeHeBoro CA € 3B’s130k, a X.509v3 [24] mae po3mmpeHHs mix Ha3Boo OCHOBHI 0OMe-
JKEHHs, 110 MOK€ OOMEXHUTH MaKCHUMalbHYy TJIMOWHY MIMCHOTO JaHIfora ceptudikariB (JTaHIrora
nosipu) [30].

Ha puc. 1 [26] naBeneno nuisix ceprudikariii Big cepTudikaTa KiHIIEBOTO Cy0'€KTa 10 KOpEHe-
Boro LICK, ne mounHaeTbes daHior goBipu. OTxe, KO0 cepTu(ikaT KiHLEBOro 00'ekra He OyB
Bunannii noBipenuM LICK, Be6-Opay3ep motim nepeBiputh, un 0yB ceprudikar [ICK Bumymenuit
nosipeanM LCK, i T.1. moku He Oyne 3HaiineHo nosipennit LICK. 3a miei ymoBu Opaysep 3a3Buyaii
BiI0Opaka€e MOMUIIKY .

Oco6smBocTi 3actocyBanHs TexHosnorii BY. Po3noginenuii peectp, Too6to bY, mo3utusHoO po3-
TJISITAE€THCS 3aBSKH YCIIXYy B 3acTocyBaHH1 y Bitcoin. Huni 6inbmicts BU-mumardgopm Bukopucro-
BYIOThCS y (DIHAHCOBUX JTOJIaTKAX, OJHAK MOYMHAIOTH 3'IBISTHUCS BCE OLIbIIe HOBUX JOJATKIB JUIS
pizHuX cep. 3BUUANHO 1€ TOAATKH, 1110 BUMAraloTh BUCOKOI HAIIMHOCTI 1 ITOBHOTO YCYHEHHS pH-
3MKIB MaHimyoBaHHs AaHuMu. Takoxx BY € posnoaieHnM, TOMy BiH HE Ma€ Bpa3IUBOCTEH, 110
OB’ A3aH1 3 OQUHUYHOIO TOYKOIO BIIMOBH.
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CepTajiFaT MHITEEITD KOPHCTYEAda

In'a BnacHEHKA

BingpuTHil Kot

Ilecunanua

It endTeRTa

Cepradiar CA

Ilinnuc eniTeHTA ,
Im'a BnacHuka

BigepuTHd mmod
IlepeBipra mgnucy

Ilecunanss

In' a2 emiTenTa
Kopeneemit ceptudizar

IIignuc emitenta In'a kopeHeBoro U4

BinepuTufl moey

Ileperipra nignacy KopeHEBOTo A

Im'a xepenesore CA
CaMOIA THCARHA

Ilignuc xopeHeBors CA

Puc. 1. Jlan1or TpaguiliitHoi 10Bipu

Hapasi po3po6seno BY, mo 103BONSIOTH BUKOHYBAaTH JOBUIBHY JIOTIKY, BIIOMY SIK CMapT-
KOHTpaKTH. Y 3arajJlbHOMy CMapT-KOHTPAKT — 1€ Iporpama, sika BUKOHyeTbcst moBepx bBY 1 Bukopu-
CTOBY€E 0a30BUH MOPSIOK TPAH3AKIIA I 3a0€3MEUCHHS y3TO/KEHOCTI PEe3yiIbTaTiB BUKOHAHHS
CMapT-KOHTpakTy Mix mapTHepamu (peers) [32]. Tak, nanpukinaza, bBY Ethereum minrpumye cknan-
Hy Ta moBHYy 3a Twiopunrom MoBy Solidity (http://solidity.readthedocs.io/en/develop/), sika mMoxe
OyTH BUKOpPHCTaHA JUI MPOTPaMyBaHHS Ta BU3HAYEHHS LIUPOKOTO KOJa CIIEHApiiB 3aCTOCYBaHHS
[32].

Takox, moao IBK texnonoris BY Hagae Taki BaxiuBi 3aco0u O€3MEKH SK BiIKIUKAHHS Cep-
TH(]iKaTIiB, YCYHEHHS IEHTPAJbHUX TOYOK 30010 1 HAMIWHUNA 3amuc TpaH3akiid. Hanmpuknax, mpu
HIBUJIKOMY BigkiukaHHi ceptudikari IBK, mo 3acHoBani Ha BY, MOXHa MUTTEBO 130110BaTH 1H)I-
koBanuit 1ICK 1 BignmoBigHi ceprudikatu 6€3 ouikyBaHHS HACTYITHOTO OHOBJICHHS CITUCKIB BiIKJIH-
kaHux ceptudikaris (CRL). Kpim toro, IBK Ha ocHoBi TBY, sik BiAKpUTHIl )KypHAI TUIBKH 715 10-
JaBaHHA (3aIUCy), PUPOJHO HANNAE BIACTUBICTH MPO30POCTi CepTUdIKaTy, IO 3aPONOHOBAHO B
[27]. Tomy npu mOAANBIIMX AOCTIKEHHAX HEOOXiqHO BUOpaTH muatdopmy, Hanpukiaa, Ethereum
1 MOBY IIporpamMyBaHHs CMapT-KOHTPaKTiB, Hanpukia, Solidity. Ile Mo)kHa TIOSICHUTH THM, IO BO-
HU MaloTh BEJIMKE CIIBTOBAPHCTBO PO3POOHHKIB MPOTPAMHOrO 3a0e3MeUeHHs 3 BIAKPUTUM BUXIiJ-
HUM KoaoM. Lle poOuts mporiec po3poOKH MPOrpaMHOTO 3a0e3MedYeHHs Habarato OinbIl eeKTHB-
HUM.

OcHoBHI gociipkeHHs mono pearizamii bBY ans modynosu cucremu IBK. Peamizamiss BY st
noOynosu cuctemu IBK perenbHO BUBYanIach JoCiiIHUKaMu Ta po3poOHUKamu. Tak, B [33] aBTopu
nponoHyroTh Blockstack, sikuii BUKOPHCTOBYE TSl HQJIaHHSI CUCTEMH PEECTpallii iMeH, peatizarito
b4 Oitkoiiny, ne iMeHa MOB'sI3aHi 3 BIAKPUTUMU KIIOYaMH.

[Momiono mo  Blockstark, IBK wHa ocnmoBi BU peamizyerscsi B Emercoin
(https://emercoin.com/en/tech-solutions/) (mpoext EmerSSH). Emercoin — 1ie 3araJibHOAOCTYHUN
TBY, mocuth GiU3bKHIA 10 OITKOMHY 3 TOYKH 30py apXiTeKTypH, IO BKIOYAaE B cebe TiOpuaHuii
KOHCEHCYC J0Ka3y poOOTH 1 JI0Ka3y CTaBKH (B 3aJI€XKHOCTI Bifl TOCTYIMHOCTI MAalfHUHTOBUX TMOTYX-
Hocteil). Emercoin He Mae cMapT-KOHTPAKTIB 1 30epirae Tibku rem-3HaueHHs ceprudikaris y ThHY.
Cam EmerSSH 36epirae Tinbku rem-3HadeHHs ceptudikara qist ThY, mo Ha AyMKy aBTOpiB, 3Me-
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HIIUTBCS PU3UK «JTIOMHA TTocepeanHi». [le gocsaraerbes THM, MO SIK TUTBKH TeII-3HAYEHHS CePTH-
¢ikara 3aBaHTaxXyeTbcst B bBY, BCTaHOBIIOEThCS Oe3MevHe 3'€THAHHS 3a JOMOMOTOI0 BiIKPHUTOTO
KIto4ya cepTudikary i oOOMiH s KOKHOTO 3'€THAHHS MTPOBOAUTHCS a0COTIOTHO HOBUMH KITFOYAMH.

Cremianictu Fromknecht ta inmri [28] npononyroTs ans peamizaiii IBK nms 36epiranus qome-
HiB Ta MOB'SI3aHKUX 3 HUMHU BIAKPUTHUX KJIt04iB BUKopuctoByBaT BU Certcoin.

AHaJi3 moka3sas, 110 yci 3rajjai 10CHIiKeHHS IPOMOHYIOTh MiIXO0H, 0 3aCHOBaH1 BUKIIOYHO
Ha BY. ¥V poGoti [26] mpomoHyeThCS BHKOPHCTOBYBAaTH 3arajlbHU CTaHAAPTHHN cepTHudikat
X.509v3 3 He3HaUHUM JOMOBHEHHSM JI0 MOJIB PO3MIMPEHHS 3 iHpopMaIlli€to, 1o nos's3ana 3 ThU
[30]. [Ipu upomy posmupenuii ceptudikar X.509 moxe OyTH NepeBipeHUH KIIACHIHUM JIAHITFOTOM
noBipu Ha ocHoBl LICK a6o 3 Bukopucranusam ctpykrypu IBK Ha ocHoBi ThU. Bkazani aBTopu, Ha
HAIIl TIOTJISA], IEPIIMMH 3aIIPOTIOHYBAJIM TaKUi T1IOpUIHUN cepTH]IKaT.

Ctpykrypa IBK Ha ocnoBi BY

VY mpomy miapo3aii aHami3yeThes cTpyKTypa it ynpasminasa IBK wa mrardopmi BY [26].

Ocnosni mooicnueocmi 3axucmy. Ctpykrypa IBK Ha ocnoBi BY miaTpumye BinkIMKaHHS cep-
Tudikary, Mo € CyTTeBOIO Mpobiemoro B Tpaauuiiaux cucremax IBK. Takox, OCKiINbKY HEMOXKIIH-
BO BuganuTy iH(popmaiito 3 bY, To Tineku 6aTekiBebkuit [ICK Moxe mo3HauaTu BUAAHHUI HUM Cep-
tudikar gk Bigkaukanui. Tooto, Oyab-ska HenpaBwibHa moBeAinka [[CK cTocoBHO BinKIMKaHHS
ceptudikaTy Oye TaKOXK MPOCTEKEHA 1 TOMiYeHa BCIMa IHIIUMHU Cy0'€KTaMHU.

Ocobaueocmi npoekmyeanus ma 3acmocy8anus (memooonocisi npoekmysants). CTpyKTypa
IBK [26] na ocnoBi BY 6a3yetbcs Ha riopuanux ceprudikarax X.509, gk ue mokazaHo Ha puc. 2.
CepTudikar MicTuTh MeBHy iH(opMarito npo cepenopuiie IBK B momsx posmmpenHs. 3HaUueHHS
TIOJTIB PO3IIUPEHHS HACTYIIHI:

- InentudikaTop xiroua cy6'ekra: 30epirae 0cooUCTICTh BJIacHUKA cepTUdikara.

- Im's BY: mictute Ha3By miardgopmu ThU. Hapasi BUKOPUCTOBYETHCS 3arajibHOJOCTYITHUNA
TBY Ethereum, ajie moTpiOHO OXOMHUTH OLIBIIE TUIATHOPM.

- Inentudikarop xiroua IBK: mictuth anpecy cmapr-konTpakty motounoro L[CK, skmo me
ceprudikat LICK. [Jns ceprudikariB e [ICK nose mopoxHe.

- Inentucdikarop LICK emitenra: mae anpecy cmapt-konTpakty LICK, mo Bugas ueit ceprudi-
kar. Jlo3Bossie Banigaropy 3HaiTu cmapT-KoHTpakT OarbkiBechkoro LICK B TBY i mepeBiputu, un
cepTUdiKaT 3 BiIMOBIIHUM TelI-3HAYCHHSM OyB BHIAaHUH 1 HE OyB BiIKJIMKAHHIA.

Jlnst kopeHeBuX cepTU(]iKaTiB 1€ MOJIe TTOPOKHE.

- ANITOPUTM TellyBaHHS: MICTUTh 1HQOPMALIiIO PO aJITOPUTM TELIyBaHHS, IKUH BUKOPUCTOBY-
BaBCs IIPU OOYMCIICHHI renl-3HaueHHs cepTudikaty, 3aBantaxeroro B ThU.

Takum 9uHOM, 3rimHO [26] cTpyKTypa mependadae Tpu TUIH cepTH(dikariB: cepTudikatu Ko-
peneBoro [{CK (Root-CA), mia-IICK (Sub-CA) i kinnieBoro xopucryBauda (Enduser). ¥ tabmn. 1 Ha-
BEICHO lepapxito TibpuaHux ceptudikarie bY. YV mepmomy psaky npeicTaBiIeHUH KOpEHEBHH
LCK, B sikomy cepTudikat BUMYIIEHHUH 1 mianucanuii Hum camuM (camomianucanuii). LICK emite-
HTa BiACYTHIH, 1m0 miarBeppkeno ID emitenta LICK (B m'sitomy crosmti 0x00000000). Ceptudikar
mia-1{CK nmomaerbest y nmpyromy psanky — BiH OyB Buganuii kopeHeBuM LICK, a ID emitenta 1ICK
Bkaszye Ha kopeHeBui LICK. OcranHiil paaok MicTUTh cepTH]IKaT KiHIIEBOIO KOPUCTYBaya, 1110 BH-
naanid mia-LCK. ¥V HacTynmHOMY poO3Aiii MU MOSICHIOEMO, SIK MU peajli3yBajld L0 CTPYKTYpy Ha
wtatgopmi THY.
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cTaHIapT cepTHdiary x 209v3

ribpunENE cepTudicar ¥ 509

Bepo

Bepri

ImerTudimarop anropHTMY

InenTHdiKaTop anropHTMY

Tepuus gi

Tepmnn mi

Ina's cyf'exra

Tw'a cyb'exta

TrdopMaria BAEpHTOTO BT

IEd opMAIA BARPHTOTD BN

YumaneHuf [ eMiTEHTA

Vuikaneuuit [0 eMiTEHTA

Wamaneuuit [D cyb'exta

Waaneaui ID cyh'exra

Pozsmnpenna

Posmupenna Iaermrdirarop Kmoda cy b ekTa

Inr'a bnowmefiny

IpenTrdiaTop wnoga CA

Ilinnuc

IgenTadiratop ChA EMITEHTA

ANrOpHTM TEIVEAHHA

Ihipnuc

Puc. 2. Craamaptauii i riopuanauii ceprudikar X.509

Ta0mmr 1
lepapxis riopuaaux ceprudikaris ThU
Cert. Issued By Issued To CA Contract ID Issuer CA ID
RootCA RootCA RootCA 0x1234xxxX 0x00000000
SubCA RootCA SubCA 0x5631xxxx 0x1234xxxx
EndUser SubCA End user - 0x5631xxxx

Apxitektypa IBK BY. OcHoBHa imes cTpyKTypH 3rigHO [26] mossrae B ToMy, 110 KoskeH WCR
Mae CrelialbHUuN CMapT-KOHTPAKT, IKUW MICTUTh HACTYIHY iH(OpMAaIliio:

- MacuB 3 rem-3HaueHHSIMH BUIaHUX CEpTH(IKaATIB, a TAKOK MOXE MICTHTHU ATy 3aKiHYCHHS
TEpPMiHY Ail KOKHOTO cepTUdikaTy Ta iHIITY TEXHIYHY iH(popmalliro.

- BimoOpaxeHHsI TaHUX TPO BIAKIMKAHHS, HA SKi MOCHIAETHCS TelI-3HAYCHHS cepThU(diKaTy.
SAxmo ceprudikar Bigkaukano, LICK, skuii BuaaB uei cepTudikar, 1o1ae qaHi BiIKIMKAHOTO cep-
TU]IKaTY.

Kpim Toro, sikiio ceprudikar € ceprudikatom LICK, To BiH Takoxk 3aBaHTa)KyeThCs y BIAINOBI-
manid cmapT-koHTpakT LICK. [lami, ockinmbku cepTudikat MiCTHTh aipecy cCMapT-KOHTPaKTiB 0aTh-
kiBcbkoro CA, TO BiH J03BOJISI€ NIEPEBIPATH BCE AEPEBO LIEHTPY cepTHdikallii, TOOTO JIAHIIOT J10Bi-
PH BiJl KOPUCTYBa4a 10 KOPEHEBOTO cepTHdikara.

Peamizauis IBK 3acHoBanoro na BY. 3ampononoBana ctpyktypa IBK, 3acHoBana na b4,
BKJIIOYA€ TPU OCHOBHI YaCTWHU — JJISl TECTYBaHHS B OCHOBHOMY BHKOPHCTOBYBAIIUCS CITy’KOa 3Bi-
JILHEHHS, TIepeBipKK cepTH(iKaTiB Ta BeO-iHTepdeiic kopucTyBaua. X npu3HaYeHHs y HACTYITHOMY
[26].

1) Cnyx0a 3BinbHEHHS (Restful service). Po3po6nena pazom 3 Golang sk okpemuii Be6-cepsep,
o 3abe3rneuye AocTym o 3aranbHogoctynHoro bU Ethereum. Bona Hamae BCi MOKIMBOCTI BHIAYI,
BIJIKITMKAHHA Ta MEpeBIpKU cepTUdikaTiB. BaxxmuBo Biq3HAYUTH, 110 TEpEBipKa MPOBOIUTHCS «0Oe3-
KOIIITOBHOY» 3 TOYKH 30PY BUTPAT KPUNTOBATIOTH 3araJIbHOIOCTYITHOTO bY, OCKUIbKH TepeBipka He
nonae adbo He 3MiHIO€e nadi B BY.

Crnyx6a 3BimpHeHHS (Restful service) Hagae Taki OCHOBHI (DyHKITIT:

- Peectpauis kopuctyBaya. Jlomae reni-3HadeHHs cepTH(IKaTy 10 CMapT-KOHTPAKTY IAHOTO
HCK. ¥V sKocTi anbTepHATHBH HaJaHHS TeNI-3HAYCHHS SIK MapaMeTpy, cepTUudikaT Moxke OyTu
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3aBaHTakeHUH B ciyk0y Restful. ¥V 1ipomy Bumagky rem-3HaueHHsT OOUMCITIOETHCSI HA OCHOBI 3aBa-
HTa)XEHOTo cepTudikaTta.

- YopHuil CIMCOK KOPUCTYBAUiB: BiIKIUKae cepTudikar, To0TO mepemimye ceprudikar (3Bu-
yaitauii a6o [{CK) 3 611010 cicKy A0 YOpHOTO CIUCKY. TEXHIYHO 1€ JOCATAETHCS IUIAXOM A0a-
BaHHS TIOCWJIAHHS Ha TeII-3HAYeHHS CepTUdIKaTy I0 BimoOpakeHHS BIIKIMKAHHSA y CMapT-
KOHTPAKTI.

- CrBopeHHs KoHTpakTy. CTBOproe nopoxHiil KoHTpakT uist HoBoro LICK. Buknukaerscs 0a-
tekiBchkuM LICK mpu Bugaui ceprudikata nmns itoro mig-LCK.

- 3anoBHEHHSI 10TOBOPY. Ilicist cTBOpEHHS MOPOKHBOTO cMapT-KoHTpakTy mist mia-1{CK 6aTs-
kiBchkuid [{CK moBuHeH 3aBanTakutu 10 Hboro ceprudikat mia-L{CK, mo mictuth ampecy 6ath-
KIBCBKOTO CMapT-KOHTPakTy Ta anapecy cmapr-koHTpakty mia-LICK y momsx posmmupenns. Ilicms
3anoBHEeHHs cmapT-koHTpakTy mia-LICK 3 ceprudikarom ioro 6atekiBebkoro LICK, aapeca o6mi-
koBoro 3anucy Ethereum mia-L{CK 3anucyeTbcst B 3MIHHY BJIaCHMKAa CMapT-KOHTPAKTY, 3a0e3neuy-
I0YM TaKUM YMHOM JOCTYI Ha 3anuc TUIbku 1yt mig-CA.

- Ilepeipka-cert (mepermsn/noctiitna ¢ynkuis). IlepeBipka cepTudikaTy 3 JucTa A0 KOPEHS
nepesa LICK. BaxnuBo, 1o nepeBipka ceptudikariB Moxke OyTu mpoBezeHa ciyx0oto Restful, sika
06azyeTbes Ha koni Golang abo Ha OCHOBI BHKJIMKY OKPEMOTO CMapT-KOHTpPakKTy mepeBipku. [lpu
LIOMY II€pEeBIpKa NIPOBOJUTHCS PU HYJIbOBIN BapTOCTI.

[Mepmri wotupu ¢yHkuii GyHKIioHanpHOCTI cayx06u Restful mepenbadaroTs aBTOpH3aIio KO-
puctyBaua Ethereum, mo Bignosigae 6arbkiBcbkoMy LICK. BaxnuBoro ocoGnuBicTiO (yHKIIOHA-
apHOCTI ciry’)kOu Restful € HaBmMucHe OGararoctymnenese iHimitoBanHs peecrpamii mia-IICK (mona-
BaHHs ceprudikarta mia-L{CK no crnucky 3arBepixeHux cepTudikaTiB B CMapT-KOHTPAKTI OAThKIB-
ceroro LICK). Ha BiamiHy Bix TpamuiiitHOTo cepTudikara KiHIIEBOTO KOPHCTyBaua, SIKUH 1HIIiI0-
€TbCS TUIBKHU 3a JlonomMororo ¢yHkii «3apeecTpyBaTtu KopucTyBauda ciyxou Restful», ceprudikar
mia-1ICK 3amyckaeTncs 3a JOMOMOTOI0 HACTYITHUX KPOKIB.

- barpkiBcbkuii LICK noBuHeH cTBOpUTH NOpOoXkHIA cMapT-KoHTpakT 1 mig-LCK 3 ¢ynkmi-
eto CtBopuTH-KOHTpakT. Tenep OatbkiBchkuii LICK Moske renepyBartu ribpuanuii ceprudikar, 1mo
BBOJIUTH HOBY a/Ipe€Cy CMapT-KOHTPAKTY y BIMOBITHE TI0JI€ PO3IIMPEHb CePTU(DIKATY.

- barpkiBebkuit LICK 3anoBHIoe HOBHI cMapT-KOHTpakT mig-LICK 3renepoBanum ceptudika-
TOM, BUKOPUCTOBYIOUH (DYHKIIiI0 «3aMOBHUTH KOHTpAaKT ciayk0u Restful». Ilicnst Bukonanus ¢yH-
Kuii «3amoBHUTH KOHTPAKT» MpaBa Ha HAUCAHHS HOBOTO CMapT-KOHTPAKTY MEPEIaroThCs BUKIIO-
yHo a0 ma-I{CK 3 3anoBHenusim anpecu min-I{CK Ethereum y mone BmacHWka HOBOTO cMapT-
KOHTPAKTYy.

- Tem-3Ha4eHHs cMapT-KOHTPAKTY (ikcyeThest B Ginomy crmcky 6GarekiBebkoro 1ICK 3 GyHk-
i€l «3apeecTpyBaTH KOPUCTYBavyay.

2) IlepeBipka: Momynb MepeBipKH MICTUTh CMapT-KOHTPAKT, SIKUW JO3BOJISIE TIEPEBIPUTH JIaH-
LIOT IOBIpH ISl AAHOTO cepTHdikaTy (IUIAX Bix nucta abo cepTudikaTy KiHIIEBOro 00'€KTa 10 KO-
pens B aepesi LICK. BaxxnuBo Bii3HAUHTH, 110 TIEPEBIpKa CMApT-KOHTPAKTY HE 3aJICKUTh BiJ mepe-
Bipku koxy Golang y cmyx06i Restful, anbrepHaTuBHMIA miaXig 10 mepeBipku cepTH)IKATIB TaKOX
MOXe OyTH peali3oBaHO y Takii cTpykTypi. [Ipudomy, oOuaBa miaxoam a0 MEpeBipKU HE mependa-
YaroTh JKOJAHHUX BUIUIAT KPUNTOBAIIOTH, OCKUTbKH ThY He 3MIHIOETHCS.

3) Be6-iaTepdeiic kopuctyBaua: [HTepdeiic kopucTyBaua 103BOJISE KIIEHTAM MEPEBIPATH BECh
nonatok — goxasatu ceptudikati LICK ta ceprudikati KiHIIEBOro KOPUCTyBaya Ha Pi3HUX PiBHIX
nepesa LICK mig pizaumu o6mikoBumu 3anucamu L{CK, BinkmmkaTu ceprudikaru Toro. OueBHIHO,
o BeO-iHTepdeiic Moxke po3risaaTHcs K 000JOHKa IS 3rajaHoi Buile ciryx6u Restful. Bapto
3a3HAYUTH, 1110 TECTOBUH BeO-1HTEpQec Mae CBil BIACHUM CMAapT-KOHTPAKT, KUK 30epirae aeski
naHi, BKJIIOYaroun mocwianHsa Bif OatekiBchkoro LICK mo cmapt-kontpaktiB #oro mia-IICK. Ile
JI03BOJISIE TIEPEXOIUTH Bijl KOPEHs 10 JUCTIB (cepTrdikaTiB KiHIIeBOro o0'ekTa) AepeBa cepTudika-
TiB, aJie 32 YMOB, 1110 JaHWUM JIAHIIOT JOBipH OYyB 3aBaHTa)XeHUH 3 BeO-iHTEpdeiicom.

Ilepesaeu IBK na ocnosi BY. Anani3 nokasas, mo IBK Ha ocHoBi BY Mae nepes TpaauiiiitHOO
IBK HactynHi nepeBaru:

170 ISSN 0485-8972 Paouomexuuxa. 2019. Buin. 198



- mepeBipka ceptudikary i ioro nanmtora ceprudikaris LICK mpocra i mBuKa;

- IBK na ocnoBi TBY Bupimye naBnio npobdiemy tpaauuiiaux IBK, He BuMararoun BuKopuc-
TaHHS CepBicy, SIKUH BUAae crucku BigkimukanHs ceptudikatiB (CRL). Le 3milicHIOETBCS 3aBIsSKH
cunxposnizaiii ThY Mix By3namu mepexi, e Oyap-ska Moaudikaiis ctany ceprudikarta Oyae MUT-
T€BO TIOBI1JJOMJICHA Ha BC1 B3 [34].

[HIIMM BaXXJIMBUM acHEKTOM B KOHTEKCTI Oe3neku IHtepHety € Te, mo IBK, mo 6a3yerscst Ha
bY, nagae rayukuit 3axuct Bia atak "moguHa nocepenuHi” (MITM). Tpanuuiitno MITM posris-
JIA€ThCS SIK CEPHO3HUM PU3MK AJs Oe3MeKH, 110 nependayae, 1o 3JT0BMUCHUK MOXeE 3aXOMUTHU 3'€]1-
HaHHs BeO-Opay3epa Juisi IEBHUX BeO-CalTIB, MPEICTABUBIIM MIHCHHUH cepTudikart (To0To miapos-
JICHUH BIAKPUTHIA KITIOY) JIJIS IHOTO JOMeHy. J[s KopucTyBauiB 1 BeO-Opay3epiB BaKKO BU3HAUUTH
3aMmiHy ceptudikara y Bunajaky, skmio 3B's3anuii [{CK OyB 3mamanunii 3moBMucHuKOM [35]. TTixxin
IBK, mo 3acHoBanuii Ha BY, poOuts ataku MITM mnpaktuuHo HemoxiauBUMU. Lle moscHIO€THCS
tuM, 1m0 ko [{CK my6rikye abo BigkIuKae BiTKpUTHI KITF0Y BeO-caiiTy/momeny Ha bU, indopma-
1ig Oyne po3mojifieHa MO THCsYaM By3idiB. TakuM 4WHOM, MOPYIIEHHS BIAKPUTOrO Kitoua Oyne
(TeopernuHo) mo3a mutanHaM [36]. Tpanuniitna IBK ycyBae pusukn MITM mnisixom BOyZOBYBaH-
Hs ceptudikaTiB KopeHeBoro LICK B iHcTanmsmito 6pay3epa, TAKUM YMHOM INTYYHO PO3LIMPIOIOYU
Oap'epu Bxoxy LICK i 30imbmryroun yac, HeoOXiTHHMN JIJIs BIAKJIMKAHHS cepTh(diKaTa KOPEHEBOTO
HCK.

Ouninka Ta eKcIepMMeHTAJIbHI pe3yJIbTaTH

Hiokde mogaroThcsi pe3ysibTaTy, IO CTOCYIOTHCS OLIHKY MPOIYKTUBHOCTI, CKIIAHOCTI (BapTo-
cTi) ¢pyHkmiid, 3acHoBanux Ha BY ta oomexxenns mozo miatdopmu IBK Ha ocHoBi THY [26].

[TponyxTtuBHicTh. [1[00 Bu3HaunTu edextuBHicTh IBK Ha ocHOBI cMapT-koHTpakTiB Ethereum,
B [26] mpoBemeHo psx exkcnepuMmeHTiB Ha Bigkpuromy Ethereum Testnet (Rinkeby)
(https://www.rinkeby.i0). CyTHicTb Horo B nepesipui ceptudikatiB LICK mo nmoBHOMy Huisixy Bix
miucta (marmii ceprudikat [ICK) no kopens (maHmor qoBipu). Y pe3ysbTaTi eKCIIEPUMEHTY 3p00-
JICHO TOPIBHSHHS MPOTYKTUBHOCTI MiXk MEPEBIPKOIO HA OCHOBI CMapT-KOHTPAKTY Ta MEPEBIPKOIO
koay Golang cimyx06u Restful.

[TepeBipka cimyx6u Restfu. Cnouatky Oyna 3po0OieHa mepeBipka cepTudikary, xo4a MOBHUN
JaHLIOT 10Bipu OyB 3acHOBaHMiA Ha ciyk01 Restful. Bona orpumye ceprudikar s koxuoro LICK
3 bU, anamizye ceprudikar 3 6i6miorexkamu Golang aJis BUITyYEHHS aipecy CMapT-KOHTPAKTy OaTh-
kiBcbkoro I{CK i moTim nepeBipsie TiHCHICT cepTH]iKaTy Ha OCHOBI BiIMOBIIHOTO TelI-3HAYCHHS,
10 30€piraeThCs y CMapT-KOHTPaAKTi 0aTbKiBCHKOTO CA.

[TepeBipka Ha OCHOBI CMapT-KOHTPAKTy. AJBTEPHATUBHUM MiAXiM, 1110 3aCTOCOBAHUHN, BUSBIIS-
€TBCS ORI 3HAYHO €(PEKTUBHIMMM. [/1es #ioro mosisirae B TOMy, IO CIIEHIaIbHUA CMapT-KOHTPAKT
yurtae i a”amizye ceptudikatu LICK, mo 30epiratorbes B BYU BHKIIOYHO 3a JOMOMOTOIO KOAIY
Solidity Ta xomminsiTopa 11 cMapT-KoHTpakTy Ethereum. 30kpemMa, OCKITBKH CMapT-KOHTPAKT HE
sminioe ThY, nepeBipka 301HCHIOETHCS «OE3KOIIITOBHO.

I3 puc. 3 BugHO, IO X04Ya MPOIYKTUBHICTH CMAPT-KOHTPAKTIB MOKE OyTH MEHIII BPa)Katouoro
MOPIBHSAHO 3 KpUnrorpadiunumu 6i6morexkamu Golang, 3acCHOBaHUMH Ha BIJHOCHO KOPOTKHUX JIaH-
mrorax noBipu (menmie 400 mig-11CK), mounnatoun Bij JIaHIOTa JAOBIPHU JTOBXKHWHOIO, IO TIEPEBU-
mrye 500 min-LCK, npoayKTHBHICTh MEpPEBIPKH HAa OCHOBI CMapT-KOHTPAaKTy BHUIIE, HIK y KOy
Golang.

Hanpuxman, ns naniora qoBipu 3 qosxkunoro 6musbko 1100 mig-IICK nepeBipka Ha OCHOBI
CMapT-KOHTPAKTy TpHBaNa mpuOIu3HO 7 ¢, Toxdl sk anst koxy Golang 3 BUKOPUCTaHHSIM KpHIITO-
rpa¢iuaux 6i6miorek Golang Oyno morpibHo Maitke 15 c. YV [26] ans ekcriepuMeHTiB Oyiia BUKO-
pucrana cranmaptHa poooua cranmiss DELL 3 mpomecopom Intel Core 17, ane 3 omepaTuBHOIO
nam'stTio 32 I'6.
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BurtpaTn Ha 3anyck HoBoro I{CK B Ethereum

Bumpamu na 3anyck. Sk nokaszano B [26], Butpatu Ha miaTpuMKy IBK €, MOKIHBO, BaXKIHBOIO
nepesaroto pimensb IBK Ha ocHoBi ThY. fkmio mpumycTuTH, 1m0 KiHIIEBI KOPHCTYBadl BCE OJHO
OyayTh BUKOPUCTOBYBATHU JIOKAJIBHY KOMIiIO 3arajbHOA0CTyITHOTO BY, TO yci BUTpaT B OCHOBHOMY
CKJIaJIAIOThCS 3 TUIATH MaiHEpaM, SIKi T ITBEP/DKYIOTh 3amuc ganux B bY.

Buxonsuu 3 excriepuMenTiB 3 TectoBuM 3aranbHOocTynmHIM ThY Rinkeby [26], 3amyck LICK,
(BKJIFOUAIOYH CTBOPEHHS MOPOXXHBOTO CMAapT-KOHTPAKTY, 3aBAaHTAXCHHS cepTU(IKATYy B IIEH cMapT-
KOHTPAKT, 3aIlUC Tell-3Ha4eHHs 1Oro cepTu(dikara B cMapT-KOHTPAKT OaThKiBcbkoro CA TOIIO)
komtye 0,07 Ethers, mo npu muHimmHIN BapTocTi Ethers 6mm3pko 700 USD 3a Ether nepeBoautbest
y 50 USD 3a ceprudikar [{CK.

Mo>k/IMBO 1HIIIIOBAaHHS 3BHYaHOTO cepTh(ikara KiHIIEBOro cy0'ekTa, 10 mepeadavac JIMIIe
3aMMCYBaHHS MOT0 renl-3HaueHHs y cMapT-KOHTpakT 0arbkiBebkoro LICK, npusBoauts 10 Habarato
MEHIIUX BUTpaT y po3mipi 7-10 USD 3a ceptudikat. 3 orisaay Ha TOTOYHY I[IHY Ha BUXITHUHN pid-
HUH cepTUdikaT KiHLIEBOro cy0'ekTa B po3Mipi AEKIIBKOX COTEHb J10JIapiB, BUTPATHU HA cepTU(ikat
TBY, cxosxe, He IepEBUIITYIOTh BUTPATH, BUTpaveHi Ha icHyrouy iHppacTpykTypy LICK.

Obmedsicennss ma npobremu cmeopenus ma 3acmocysanns. Ilo-nepie, 3aranpHonoctynHi bY
XapaKTEePU3YIOThCsl 3HAYHUM 30UTbIIeHHAM po3Mipy BY, 1mo moBTOproeThcs Ha BCl BY3JH, SIKI
O6epyTh ydacth B cuctemi. OcobmuBo 1e crocyetbess Ethereum Tta inmmx noaiGHux miatdopm
3 MIATPUMKOIO CMapT-KOHTPAKTIB, sKI BaxwBl st opranizamii edexrtuBHoi IBK. Hampuknan,
y rpyaHi 2017 p. posmip Ethereum ChainData 3 FAST Sync nocsr 38,89 I'6 nopiusiao 3 20,46 I'0
y BepecHi 2017 p. (https://etherscan.io/chart2/chaindatasizefast) [62].

[To-gpyre, BenuKa BOJATHIBHICTD KPUNTOBAIIOT MPU3BOJUTH 1O IEBHOI HEBHU3HAYEHOCTI
BHUTpAT Ha 3aBaHTAXCHHS/OHOBJICHHS CEpPTU(IKATIB K B JIOBFOCTPOKOBIM, TaK 1 B KOPOTKOCTPOKO-
Bilf mepcrnekTuBi. [Hakie kaxxyuu, BapTicTh podotu BY Ge3nocepenHbo MoB'sa3aHa 3 IIHOO BiATO-
BiIHMX KpunrToBaiioT, Takux sk Ether. Hanpuxnan, y tpaBni 2017 p. umina Edipy cknana 85,43
nonapiB (https://bitcoinmagazine.com/price/), Toai sik y rpyani 2017 p. wina pocsirae 729,01 nona-
piB, III0 Ma€ Ha yBa3i 3poCTaHHs BapTocTi oneparliii 3 ThY B BiciM pasiB 3a ciM MiCSIIIB.
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[To-Tpere, AKmIo It IEpeBipKH cepTU(diKaTa BUKOPUCTOBYETHCS CHHTAKCHYHHIA aHAI3 CMapT-
KOHTpakTy 3 KojoM Solidity, a He 30BHIimHIM MoayieMm Golang (To6Tto cimyx6u Restful), To Bunm-
KatoTh OOMEXEHHS Y BUKOPHCTaHHI rem-QpyHKIiH 1 acMMeTpuIHUX KpunTorpadiyaux QyHKIIH, 10-
CTYIHMX JUIsl cMapT-KoHTpakTiB. Hampukinaz, nius Ethereum 6e3 nmonepennboi 00poOkH AaHUX MO-
KHa BUKOpHCTOBYBaTH TUTbkn SHA256 sk rem-¢ynkumiro i mianmucn ECDSA Ha ocHOBI kpunTorpa-
¢bii eTNTUYHUX KPUBUX.

Hapemri, ocKiTbKH TpaBa AOCTYIY JIsl MOIUQIKaIlii JaHuX cepTH]iKaTy 3aCHOBaHI Ha CHUCTe-
Mi 00mikoBuUX 3amuciB margopmu BY, To BTpaueHUil maposiab NPU3BOAUTH A0 O€3MOBOPOTHO BTpa-
YEHOT0 JIOCTYITy 10 oOmikoBoro 3amucy. Jleskum pimenasm npobiem [[CK, ski BTpadaroTh CBiid
naposib foctyny 1o ThY, moxxe OyTu opraizalisi MOpOXKHBOTO CMapT-KOHTPAKTYy 1 KOMIIOBAHHS
BCIX JIaHWX 31 CTApOT0 CMAPT-KOHTPAKTY B HOBHUH, TaK K TEOPETUYHO OYyIb-SIKUI CMapT-KOHTPAKT
3aBXKAM JAOCTYIHHMM AJIs YUTaHHS OyJib-KoMy. OUeBUIHO, 10 CTBOPEHHS HOBOI'O CMapT-KOHTPAKTY
HCK wmoxe mpusBectu no nepeBuganns ceprudikara LICK (mpunaiiMHi B moTouHIN peaizaii),
ockinbku ceptudikati [ICK MOXyTh MICTUTH OCHJIAaHHS Ha BIAMOBIAHUNA CMAapT-KOHTPAKT.

Hosa moaess IBK 3 npo3opicTio ceprugikaris Ha ocHoBi BY

3acanvni nonoscenns ma cman. Y tpaguniitnux IBK I{CK BBa)karoThCs MOBHICTIO TOBIpEHH-
Mu. OJHaK Ha MPaKTHUIll adcomoTHA BianmoBigansHicTh L[C 3a 3a0e3meueHHsT HaIIHHOCTI BUKJTHKAIIA
cepiiosHi mpobnemu O6e3neku iHPopmarlii Ta kibepoesneku. 1106 3amobirtu moaidoHUM mnpodiaemMam,
kommanis Google y 2013 p. BupoBaauia koHieniito mnpo3opocti ceprudikatis (I1C). ITiznime mis
3HIKEHHS piBHA A0Bipu 1o LIC 3anpononoBano kinbka HoBuX mojened IBK. Hampukmnan, min3sit-
Ha iHppacTpykTypa Kiroua (I1IK), criiika go aTak inppactpykrypa Bigkpurtoro kioda (CAIBK) Ta
po3nojineHa npo3opa iHppactpykrypa kiaroua (PIIK). I[Ipote, Bei 111 mpomo3uttii Bee 11ie € Bpasiu-
BHMHU JI0 aTaK PO3JAUICHOTO NU(POBOTO CBITY, SKIIO MOPYIIHUK 3[aTHUH peaizyBaTH Pi3Hi IJIaHU
3arpo3 Ha XypHaJl. Y po0oTi [25] 100 yCyHyTH aTaku pO3AUIEHOrO CBITY Ta 3a0€3MEYUTH 11ealIbHY
po3opicTh ceprudikamii Ta BiAKIMKaHHS cepTH]iKaTiB MPOMOHYEThCs HOBa apxitekrypa IBK 3
po30picTio cepTudikari, 3acHoBaHa Ha bY, sxa Oyna Hazana CertLedger. Bei ceprudikatu TLS
(Transport Layer Security), ix cTaryc BIAKJIMKaHHS, BECh MIPOIEC BIAKINKAHHS Ta JOBIPEHE YIIPaB-
ninusa L{CK 3miiicaroroteest B CertLedger. CertLedger Hamae yHikanpHUM, €pEeKTUBHUHN 1 HAMIHHUI
nporiec Balijanii cepTudikaTy, 10 BUKIIOYA€ 3BUYaliHI HEMPUIATHI Ta HECYMICHI NMPOLIECH CePTH-
(ikarrii, o peanizyloTbCs pi3HUMHU MTOCTaYalIbHUKaMU TIporpamMHoro 3adbesneuenns. Kimentn TLS B
CertLedger Takox Oinbllle HE BUMAararoTh IMepPeBipKy TOCTOBIPHOCTI Ta 30epiraHHs JOBIPEHHUX Cep-
tudikaris [ICK.

Sk crannapt ne-daxto, ceprudikatu SSL/TLS BUKOPHCTOBYIOTHCS Ui 3a0€3M€UEeHHS TOCTYT
ABTEHTUYHOCTI, IIIJTICHOCTI Ta KOH(PIACHIIIHHOCTI TSl 1TUX icHyrounX aonatkis. L{i ceprudikaru Bu-
narotbes LICK, siki BBa)katoThCs TOBIpEeHUMH opraHizaiisiMu y 3Budaiinux cucremax IBK. 3okpema,
ouikyetbes, o L{CK mifoTh 3rigHO 3 ASSKUMH NMpaBUIAMH, SIKI TTO3HAYEHI K JOKYMEHTH PO Ccep-
tudikaniitny nomituky (Certificate Policy — CP) Ta 3asBa mpo mpaktuku ceptudikatiB (Cate
Practice Statement — CPS). ¥ norouniit moneni noipu [ICK maroTs abcomoTHY BiAMOBIAAIBHICTD
3a BUJauy MpaBUIbHUX cepTH]ikaTiB 11 Bu3HayeHoro cyo'ekra. [Ipore LICK Bce me MoxyTh OyTH
CKOMITPOMETOBAHI Ta MmiipobeHi, abo YnHHI cepTU(iKaTH MOXKYTh OyTH BUIaHI Yepe3 HEHAJCKHY
MpakTUKy 6e3neku indopmarii abo HeBignosianicte CP ta CPS. HeoO0XiHO BIAMITHTH, IO MPOTSI-
TOM OCTAaHHBOTO JACCATHIIITTS BIAOYJIUCS CEPHO3HI THIIMIACHTH, sIKI HABEJICHI BHINE B PO3ALT 2 IHi€l
crarti. Bkazani ¢aranbHi BUNIQAKH MPU3BOJATH IO TOTO, IO 0araTo AOCHIMKEHb 3/1HCHIOIOTH ab-
comoTHy AoBipy no LICK Ha nmekinbka opraniB. [ns BusBaeHHs [25] migpoOneHuX, ane MIHCHUX
ceprudikatiB TLS, 3akpiruieHHs Kio4a, KpayACOPCUHTY, TOHECEHHs 10 Opay3epiB iHpopmalii npo
BIIKJIMKAHHS € TTOYaTKOBUMH PIIIEHHSMH, SIKI YaCTKOBO Peali30BaHi, ajie 3a3Hajid HEeBAAdl 4epes
npo6IeMH MacIiTabyBaHHS.

Posnooinena nposopa ingppacmpyxmypa xnroua (PIIIK) [25]. Indpactpykrypa PIIIK Bu3Hauae
3arajibHOJJOCTYIIHY apXiTeKTypy yNpaBliHHS cepTh(iKaTaMH, sika 3MEHIIIy€e BPa3JIMBOCTI Ta, K Ha-
CIIIOK, 3armo0ira€ BUKOPUCTAHHIO MIAPOOJIEHUX CepTH(IKATIB Ta BUABISIETHCS CTIWNKOIO, HABITh,

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198 173



SIKIIIO BC1 TOCTaYaJIbHUKHU TOCIYT JAiI0Th y JOMOBIEHOCTI [37]. 3AiiiCHIOEThCSI 00CITyTrOBYBaHHS JKY-
pHany ceprudikatiB (OXC) Ta oOciayroByBaHHs xypHaiy BinoOpaxkenHs (OXKB) — nBox HoOBux
o0'exTiB, mo BBeneHi y PIIIK. Ilpuaomy OXKC 30epiratoTs BCi AiliCHI, BIAKIMKaH]I Ta HE YHHHI Cep-
tudikatu sl HA0OpY JOMEHIB 1 HAJAIOTh JIOKa3M MO0 iX iCHYyBaHHS abo0 BIACYTHOCTI. Takox
OXB niarpumye 3B's130K Mixk HabopoMm nqomeHHUX iMeH Ta OXKC, K MATPUMYIOTh KypHAIA JJIs
HUX. «/I3epkana» miATpUMYIOTh MOBHY KOMIiIO AaHUX, 1o 30epiratotecs sk B OXC, tak 1 OXKB.
[Mpuyomy LICK 3miiicHIOIOTE epeBipKy ineHTH(]IKATOPiB Ta BUAAIOTH cepTU(iKaTH, ale BOHU HE €
€MHUMHU Cy0'eKTaMu, 110 3a0e3neuye J0oBipy MPU MiAKIIOYEHHI 10 JOMEHY. SIKIIO B3ATH KOHIIET-
IIF0 «HE3aJICKHOTO KITF09a», TO JOMEH BOJIOIE TBOMA THITaMH cepTudikaTiB — ceptudikarom TLS i
Maiictep-cepTu(ikaToM, SIKUH BUKOPUCTOBYEThCS 1Uisl 3anuTy HoBoro ceprudikata TLS Big LICK, 1
peecrpanii #ioro B OXC. Kopucrysaui abo, 30kpema, Opaysepu cnepiry pooisats 3amut g0 OXKB
11 Toro, 11106 3HakTH npaBwibHU OXKC a1 KOHKpeTHOro AoMeHy. Jlis NpuiHATTA pillieHHs Ipo
MiAKITIOYEHHS Tepiri goBeneHHs, oTpuMani Bin OXKB, mepeBipstoThCs, nami poOMTHCS 3amUT 10
OXC nnsa Toro, u1o6 orpumaru qokasu ans ceprudikaty TLS nomeny.

V¥ PIIIK nepenbauaerbes, MO BCl MaiicTep-CepTUQIKATH € CIPABKHIMH, 1 BUITYCK ITipOOICHUX
ceptudikaTiB He € Biporinnum, ockiibku LICK mpaitoroTs Ha mignpueMCTBax, IKi HE MOXKYTb BTpa-
TUTH peryTanito. OHaK 1€ He € JiIHICHUM apryMEHTOM, OCKIJIBKH O1IBIIICTh MMiIpOOIeHIX cepTHdi-
KaTiB T€HEPYIOThCA Yepe3 BiACYTHICTh HAJIEKHOTO KOHTPOJIO 200 mpoleciB 0e3neku. A came, SIKIIO
LCK i OXKC nignatorbest kommpomeraiii, PITIK He 3M0ke 3ano0irTa BUIYCKY ITiIPOOJICHUX Maiic-
tep Ta TLS ceprudikaris. 3 11i€l Touku 30py, NOPYLIHUK, k1l koHTpostoe OXC Ta 3naTHui 3a10-
CHIOBATH MiApOOKH, BUKOPUCTOBYIOUH AilicHI Maiictep abo TLS ceprudikatu, Moxe 3poOHUTH aTaky
posnineHoro uugposoro cBiTy. Ha kanb, 110 araky He MOXHa BUSBUTH, ocKiibku B PIIIK He mae
MpoIeCy MOHITOPHHTY Yepe3 MPHITYIICHHS PO CIpaBXHi cepTuikary.

IIposopicmev cepmughixamy ma sioxnukanus Ha ocrosi THY. BaHr Ta iHII 3ampoOIOHYBald
MPO30PIicTh cepTudikarii Ta BiIKIMKaHHS HAa OCHOBI BY st 30epirannas ceprudikarie TLS Ta ix
ctarycy BigknukaHHs [38]. Koporiie kaxyuu, y 1iif cxemi BeO-cepBepH MyOIiKyIOTh CBOI cepTudi-
katu TLS y BY, BukopucToByI0uM iXHi Mapy KIOYiB MMyOmiKarii, SKki BAKOPUCTOBYIOTbCS IS M-
nucanHs onepaniid. 111 mapu karouiB Bugadi BIAPI3HAIOTHCS BiJ MapH KIOYiB y cepTudikaTi Ta CIio-
YaTKy 3aCBITUYIOTHCS TIEBHUM HAOOpOM BeO-cepBepiB, sKi Bxke icHytoTh B BY. V miii cxemi TpaH3a-
KIIii MaroTh TepMiH Aii, Tomy ceptudikatu TLS Ta ix craTyc BigkiukaHHs qonai0Thes 10 bY mepio-
JMYHO MPOTAroM cBoro Tepminy aii. [Tix yac pykoctuckanns TLS BeG-cepBep nocuinae TpaH3aKIi0
ceptudikaTy Ta CBii NUIAX ayauTy Mepkimi o kiaienta TLS, skuii mepeBipsie ioro MiHCHICTD Yepes
CBOI JIOKaJIbHO 30€perKeHi 3ar0JIOBKM CUHXPOHI30BaHUX OJIOKIB.

OpHak 1151 IPOTIO3UIIis Ma€ Taki HeJoJIiKK. BoHa Mae HeHaIIHY OCHOBY IS 3a0€3MeUeHHs Ha-
JIMHOCTI KiIroUiB myOmikaii. A came, «CHIbHHNA MOPYIIHUKY», KM MOXE OTpUMATH MiIpoOiieHi,
ane mivicHi ceptudikaru TLS Bix momkomkenux [{CK, Moxke 3a3manerias CTBOPUTH JIesKi (DIKTUBHI
noMeHH (To0To BeO-cepBepH) 1 MOKE BUKOPUCTOBYBATH iX Il CTBOPEHHSI NIHCHOTO MiJNHCY TpaH-
3akuii mapu kimrodiB myOikamii. s nmpoGiema BuHuKae yepes J0Bipy 10 BeO-cepBepiB. ABTOpH [25]
MPONOHYIOTh BUPILIMTHU IO MpobieMy, cTBOpUBIIK Oinbiue myomaiuno-goBiperux L[CK, mo6 Bu-
3HATH HEAINCHUMU MiapoOIieHi Tpan3akiii. OgHaK TOAl MOCTa€ MUTaHHS PiBHS AOBIPH, SIKE SBHO HE
yTouHtoeThes. [Ipuuomy, mpozopicts BiakinkanHs nokianaetbes Ha LICK, mo0 omy0nikyBaTu gaHi
npo anymoBaHHs cepTudikatie TLS ma ThU. Oxnak ckommpomeroBani abo Hemparrtorodi [[CK He
MOXyTh BuiaBatu CBC abo naBaTH BiAMOBIIL KITIEHTY B 3a3HAYCHUI Uac.

[lono aTak JOAMHA-TIOCEPEAMHI, KOJIM MOPYIIHUK 3/1aTEH MEPEeKOHATU KIII€HTa y He3aBeplie-
Hill TpaH3akuii Bigkiaukanoro TLS ceprudikary, To mig gac pykoctuckanus TLS BeG-cepBepH me-
penatoth kmieHty TLS tpanzakiito ceprudikara mis miarBepmkenns ceprtudikary TLS. Kiient
TLS npuiimMae 110 TpaH3akIlito, SKIIO TEPMiH ii aii He 3aKiH4YMBCA, 1 10JA€ 11 O 3aTBEPAKEHOTO
Osioky. OnmHak BinkiukaHui abo oHoBieHmid TLS cepTudikaT Takok MOXKe MaTH HE3aBEpIICHY
tpanzakuio y ThU. Tomy, Sk TiIbKH NOPYUIHUK HAJICHIIAE II0 HE3aBEPIICHY TPAH3AKIIIO cepTHdi-
KaTa 31 cBoiMHu nokazamu Mepkii kmenty TLS, BiH mpuiiMaeTbes mmij 4ac pykoctuckanHs TLS.
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Knieatn TLS He MOXyTh BUSIBUTH OCTaTOYHHIA CTaH CepTH(]IKATy, OCKUIBKY KIIEHTH JIUIIE TTePEBi-
PAIOTH HASIBHICTh TPAH3aKIli Y BIAMOBIAHOMY OJIOLII.

Taka mpomo3utlisi, 3 TOYKA 30py BHTpAT Ha 30epiraHHs, TakoX € HeedekTHuBHOIO. [To-mepre
ceprudikat TLS noxaerscs no ThY nepioguuno npotsarom ioro tepMiny i, no-apyre CBC mosxe
O0ytu noganuii 1o ThY 1715 K0’KHOTO BIAKIMKAHOTO cepTUdikaTy (ToOTOo KinbKicTh BcTaBok CBC 1o
ThY nmopiBHIOE KUTBKOCTI BIAKIMKAaHUX cepTU(]IKATIB), a MO-TpeTe Mapa KIoUiB myomikamii 1oaa-
erbest 10 ThY mepionnuno. KpiM Toro, BiH Ma€ 3arojOBKH BEIHMKOTO PO3MIpY, SKi MICTATh iMEHA
DNS, icHyroui B TpaH3aKLisAX OJIOKY.

SAx my6miuamii ThY Bupinrye npodaemu IBK. ITo cyti BY — ne cninbHuii, He3MiHHUH, TEIEHT-
pani3oBaHMi BIAKPUTHH KypHaN, IO MICTUTh MOCTIHHO 3pOCTAarOuMil CHHCOK OyoKkiB. brmok — 1e
CTPYKTypa JaHHX, SKa CKIAJAE€ThCS 3 3arOJIOBKY 1 CITUCKY TpaH3akiiil. KoxkeH 050k TOB'sI3aHUl 3
MomepeaHiM OJIOKOM 32 PaxyHOK KpHUMNTOrpadivyHOro Tell-3HAYeHHS, TOMY OJOKH MO CBOIH CyTi
3axulleHl BiA miipoOku Ta neperysiny. Mepexa ThY — ue nenentpanizoBaHa ogHopanrosa (P2P)
Mepeska, 110 CKIAJAeThCs 3 TOBHUX BY3IIB 1 JIETKUX BY3IiB. [loBHI By3nu 36epiratots komito ThY,
MEPEBIPSIOTH 1 PO3MOBCIOKYIOTh HOBI TPaH3aKIIil 1 OJOKHM 1O BCil Mepeki, TOMl K JIETKI By3JIH
30epiraroTh TUTLKH 3ar0J0BKH OJIOKIB. BCi By3711 MOXYTh CTBOPIOBATH TPAH3AKIIi ISl 3MIHU CTaHY
TBY. HoBi 050KM TpaH3aKIiii KOJEKTHBHO IMEPEBIPAIOTHCS 1 JOAAIOTHCS 10 ICHYIOYOTO JIAHITOTa
BIJIMIOBITHO /10 PO3/IIIEHOTO MEXaHI3MYy KOHCEHCYCY.

VY [25, 39] nokazano, mo bY Bupimye Taki npodiemu IBK:

1) aTaky po3/I1IEHOTO CBITY;

2) npo0eMu 3 BIAKIMKAHHSAM Ta IEPEBIPKOIO CePTU(IKATIB;

3) mpobneMu ynpaBiIiHHS JOBIpeHUMHU cepTU(]iIKaTaMI/CXOBUIIIAMH KITFOUIB.

Xapakrepuctuku ThY mist IBK. BukopucToByroun MOCTiIOBHICTS NPUHHSTTS pimeHs Wust i
Gervais [25], moxHa Bu3HaunTH Tun bY ams kepyBaHHs KypHaJIoM cepTudikanii. byaemo BBaxa-
TH, 10 3aIHCyBay4 — I€ CYTHICTb, SIKa 371aTHA HAKOTIMIYBaTH HOBI TPaH3aKIIii B HOBHUHI OJIOK i J0/a-
Baru ioro B ThY.

J11s TIOBHOTH BUKJIAJACHHS HEOOXIIHO AATH BIAMOBIII I'a TaKi MUTAHHS:

1. Yu moTtpiOHO 30epiraTu cTaH cepTudikatiB?

Ceprudikatu TLS mocTiiHO OHOBIIOIOTHCS Yepe3 3aKiHUEHHsS TEpMiHy Aii ab0 cKacyBaHHS.
Cran cepTu(dikaTiB MOBUHEH 30€piraTucs Ta OHOBIIFOBATUCS TOJ1, KOJIU 1€ HEOOX1THO.

2. Yu iCHYIOTh KiJIbKa aBTOPIB?

Ceprudikatu TLS, crBopeni nosipennmu L{CK, nomarothcs 10 xypHamy. Oxkpemuii miapooie-
HU 3amKcyBad MOXKe J0JaBaTH MigpoOIeHNH, ane qiiicHui cepTudikat A0 KypHaly, 3aTpUMyBaTu
abo IrHOpYyBaTH NOAaBaHHS CHpaBkHIX. Tomy 301IbIIEHHS IENEHTpami3amii Mmij 4Jac 3amucy 0
KypHaJTy 3MEHIIUTh PU3MK MiAPOOOK Yepe3 Te, IO LIMpPOKa ydyacThb 3alKCyBadiB HpPU3BEIE 0
OLTBIIT HAJIIMHOTO 1 CTIHKOTO JKypHAIY.

3. Uu Mo’xeTe BU BUKOPUCTOBYBATH TPETIO 10Bipeny cropony (T/JIC), sixa 3aBxau oHnaitH?

CuiibHUN CYTIPOTHBHUK MOXKe KepyBaTH Oynb-sakoro TJC, mo Moke TmpHU3BECTH 10 €IUHOT
Touku BimMOBH. [IpuitusaTTs onnaitH-T/IC € OCHOBHHM J[)KepEIOM BPa3IHBOCTI.

4. Yu Bimomi Bci 3anucyBayi?

3amucyBadi MOXKyTh OyTH Bimomi abo HeBimomi. [Ipore, SIKII0 BOHM BioMi, iX CiiJ BUOUpATH
Ta PO3TaHATH MO BCbOMY CBITY TaKUM YHHOM, 100 X 3JJOBMHUCHA CHIBIIpAIlsd Ta MAHIMYJIAIII HE MO-
17 OyTH MOKJIMBUMU.

5. Ywm yci 3anucyBavi € JOBIpeHUMU?

Hes3Baxarouu Ha Te, IO BCl 3aMMCyBayi, 31A€ThCA, € JOBIPEHUMH, JESKI 3 HUX MOXYTh KOHT-
POJIOBAaTHCSA CHIIBHUM 3JI0BMHCHUKOM.

6. Uu notpibHa rpoMasichka repeBipka’?

Craryc icHyBaHHs Ta AilicHOCTI BCiX ceptudikatiB TLS moBuHeH OyTH mepeBipeHH rpoMa-
CBKICTIO JUISl IOCSATHEHHS MOBHOT Mp030pocTi. Takum unHOM, OJOK-cXema pillieHb MPU3BOIUTH 0
TBY 6e3 no3Boay abo my6miunoro ThY 3 mo3Bosom i KepyBaHHs KypHasaMu ceptudikarii. Of-
Hak ThY Bumarae HacTymHi J0AaTKoBI MOKIuBOCTI. Ileprr 3a Bce, BiH MOBMHEH MICTHTH iH(pa-
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CTPYKTYPY CMapT-KOHTPAKTIB I peaitizamii HeoOXiTHUX MpaBHiI epeBipKH nepexony craHis. [1o-
apyre, 6a30BUH MeXaHI3M KOHCEHCYCY HE MOBUHEH NPHU3BOIUTH J0 TUMUYACOBHUX DPO3rally’KeHb,
OCKiUTbKHM nesiki kiieHTd TLS MoxyTh mepeBipuTi HenpaBwibHHN cTaH ceptudikara TLS mo Toro,
sK 6510KM OyIyTh MOBHICTIO TiATBep keHi. [lo-TpeTe, yac, HeOOX1THUM 171 MATBEPIKEHHS HOBOTO
OJIOKy B MEXaHi3Mi KOHCEHCYCY, HEe TIOBHHEH OyTH BHCOKHM, 00 TpaH3aKI[ii MOTJU 3MIHIOBATH
ctaH ceptudikariB TLS 3a npuitHatHuil nepion yacy. Hapemri, apxirektypa bBY noBuHHa 103BOIS-
T Kiieatam TLS mepeBiputu ocraTounmii ctad ceprudikatiB TLS i edekTuBHO reHepyBaTH T0Ka-
3u Mepxkui. BigmiTumo, mo craH aepeB Mepkii B OCHOBHOMY MiATPUMYETHCS ISl €(hEeKTHBHOTO
BUPOOJICHHS] TIATBEP/DKEHHS Ta CIIJIKyBaHHS 3a KIHIEBUMH CTaHamMu akTuBiB. Kopinb Mepkii
1ILOTO JiepeBa 30epiraeThcs B 3aroJioBKax OJIOKIB, TOMY IIUTICHICTh J€peBa 1 CTBOPEHI 3 HbOTO JOKa-
3W CTaHy MO)KHa niepeBiputu [16 — 18].

Heo6xigHo Bigmituty, mo CertLedger MokHa po3ropHyTH Ha icHyrouii apxitekTypi BY, mo
3a0BONIbHsIE BUMoraMm [25], sik y Ethereum, Neo ta Ontology. ¥ nux apxitekrypax Mo>kHa oOpatu
Oyab-KUH MEXaHi3M KOHCEHCYCy, KM He NpU3Bele N0 THMYAcCOBUX pPO3rally’KeHb, TaKUX SK
PBFT Ta DBFT [25].

[Tpuznavyenns ta cytHicTh CertLedger. CertLedger — ue apxitektypa IBK mis mepesipku,
30epiranHs Ta aHymoBaHHS ceprudikariB TLS Ta xepyBanHs npoBipenumu ceptudikaramu LICK y
nyoniyaomy BY. Bona crnpsiMoBana Ha Te, 100 3a0e3medyuTd OiUTbII MPO3OPHMA KUTTEBUH LMK
BUJA4l Ta BIAKIMKAHHS CepTHU(IKATIB Ta YCYHYTH OyIb-sKi BUAM aTaK «Cy0’€KTa IOCEpEAHHI».
binbmr Toro, BiH TakoX Mae Ha MeTi YHi(piKyBaTH mporiec Bamigamii cepTudikaTiB Juist BCIX KJII€HTIB
TLS, ockinbku pearizaiii pizHuX KmieHTiB TLS He € y3rokeHnMuy Ta BiAOBITHUMU.

CertLedger ynpasnse ¢pynkuismu IBK yepes 06'ektu ctany. O0'exT cTany — 1e uudpoBuii 1o-
KYMEHT, SIKUM CKJIAaJA€ThCs 3 JAHUX 1 HE3MIHHOTO KOy CMapT-KOHTPAKTy ISl YIPABIiHHS HHUM.
Koxen 00'ekT crany Mae yHikaiabHy aapecy B bU. Jlep:kaBHi 3MiHM aKTUBIB 1HIIIIOIOTHCA OIEparli-
SIMM Ta BIICTEXKYIOTbCs uepe3 AepxanHi 00'ektu. CertLedger, sixk mpaBuiio, MiCTUTh HACTYIHI 00'€k-
TH CTaHy.

06'exm domennoeo cmany 30epirae Ta ynpasisie craHamMu Beix ceptudikatiB TLS Tta ix crarty-
coMm BinkyimkaHHs. Llei 00'ekT cTaHy MICTHTh HEOOXITHUHN KO /Tl IepeBipku ceptudikara TLS Bi-
JIMOBIZTHO 10 MIDKHApOAHUX cTaHnapTis, Takux Sk RFC 5280 [40]. Bin BukopuctoBye O6'ekt Ctany
Hogipenoro LICK, npu mobymoBi HagiitHoro nuisaxy mis ceprudikary TLS. Kpim Toro, BiH Takox
MiCTHTB HEOOXiTHHMII KOX st 3MiHH cTaTycy ceprudikata TLS Ha «Binkmmkanuii». Horo cmapr-
KOHTpakT mnepesipse ceptudikat TLS, nomaroun no CertLedger y HacTymHii MOCTiTOBHOCTI Tiepe-
BIpKHU:

- yu cepTUdIKaT BXKE 10AaHO;

- 9H € J1iI0YUM cepTudikar;

- yn cepTudikat Bianosigae npodiato ceptudikara TLS;

- yi mignucanui ceprugikar ogqauM i3 ceprudikaris LICK B loBipenomy LICK;

- yn 30epiratu HoBHi ceptudikar TLS y 00'ekTi cTany JOMEHY;

- Y1 BCTAHOBJICHO HOT0 CTaTyC CKaCyBaHHS K «HE BIJKIMKAHOM.

IIpo0aeMHi nuTanHs cydyacHux Ta nepcnektuBHux IBK Ha 6a3i BY

Ilpoonemu cyyacnux IBK. TlpoBenenuit aHami3 mokaszas, 1o crocoBHO cydacHux IBK 3 [[CK
ICHYIOTb HAaCTYyIIHI TTPOOJIEMHU:

1) €quna Touka 30010. LICK HecyTh OBHY BiANOBIAAIBHICTB 32 BIIKIUKAHHS cepTH(]IKaTiB Ta
HaJlaHHA MOCyYT 1o ix ckacyBaHHIo0. Akmo [{CK HecnipaBHMiT 200 CKOMIIPOMETOBaHHUMA, TO BCSI CUC-
TeMa CTa€ MiJ 3arpo3y, a 1o CyTi KOMIPOMETY€EThCS.

2) HeoOxigHICTh 3aCTOCYyBaHHS TPEThOI JOBIpeHOI cTopoHu. [Ipudomy KopucTyBadi CHUCTEM
noBuHHI foBipatu LICK, amke BiH BiIMOBiAa€ 3a reHEPaIlii0 Ta YIPABIIHHS BIAKPUTUMH KIIOYaAMH
kopuctyBadiB. B pa3i kommpomerarii [ICK icHye Bucokmii puznk 0e3meKku CUCTEMH, 1110 BUKOPHUC-
TOBY€E CepTU(DIKATU BIAKPUTHX KITIOUIB.
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3) Bucoxka BapTicTh Ta Hee()EKTHBHICTh YIPABIIHHS KIIOUYaMH MPH BEJIHKIH KiJTBKOCTI 3HAYHO
PO3MOAIIEHHUX J101aTKIB 3 6araTbMa KOPUCTYBadaMHU.

4) Ipobsremoro st IBK 3 Mepexero oBipH € Te, IO icHye Oap'ep I TOAaBaHHSI HOBUX KO-
PUCTYBauiB, TaK sIK: HOBI KOPUCTYBaui MOBUHHI MaTH JOBIpYy Y BXKE 3apPEECTPOBAHUX KOPUCTYBAUiB.
Oo6wunBa Turmu IBK MaroTh HETOJIIK — HE MOYKHA CXOBATH 1ICHTUYHICTH a00 BITKPUTHIA KITFOY 3apee-
cTpoBaHoi ocobu [25].

[TepeBaru IBK na ocnoBi ThY. IBK nHa ocroBi ThY y nopiBusHHI 3 Tpaauuiiaumu PKI maroTs
Taki repeBaru:

1) IIBuakicTe Ta mpocToTa nepeBipku ceprudikary ta manmora ceprudikaris LICK. Ceprudi-
KaTu He MOTPIOHO MiANUCYBATH, 1Ie O3HAYae, 110 BOHU KOPOTIIi Ta NOTPIOHO MEHIIe Yacy Ha mepe-
nady cepTudikaty moBepHyToro Jianiorom ceprudikaris [{CK.

2) Hemae motpebu y cepBici, kUil BHIae cHUCKU BinkiaukaHux ceptugikari (Certificate
Revocation Lists, CRL), mo € BiioMOI0 3 MepImnx poKiB 3aCTOCYBaHHS MPOOJIEMOIO TPaAULIHHIX
IBK. CRL moxyTh OyTH IQy’ke BEIMKMMH, Ta MMOBHHHI 30epiratucst BepudikaTropom Ta MOCTIIHO
OHOBJIIOBATHUCS TI0 BCil Mepesxi. Take crpomieHHs 3aiiCHIOEThes 3aBasikn TBU-cuHxpoHizalii Mix
By3JaMH Mepexi, Ae Mpo OyIp-sKy 3MiHYy CTaHy cepTHdikara HEraifHO MOBIJOMIISETHCS BCIM
By3J1aMm [62].

3) Hemae nmoTpeOu BiAmoBiAaTH Ha 3allUTH MPOTOKONY OHJIAWH cTaTycy cepTudikaris (online
certificate status protocol, OCSP). ITepeBipku OCSP momaroTh 3aTpUMKH B MEpPEXki IS MiATBEP-
JOKeHHS cepTU(]iKaTiB Ta BUKPUBAIOThH iHGOpMAIIiI0 PO Te, 110 cy0'eKT mojaae Bepudikatopy cep-
tudikat. [Ipu poMy BiOyBa€ETHCS CIIOCTEPEIKEHHS 3 KPUITOTPaGiIHUMHI MOKIHBOCTSIMH (TIpaBa-
MH) [64].

4) IBK na bY MoxHa BUKOpPUCTOBYBATH Ui pe3epBYBaHHs mpocTux ceptudikatiBe bY Tak
camo, 5K 1 Joporux ceptudikaris bY, i o0uaBa BUNaAKu BUTPAIOTH BiJl BUIIIE3a3HAYCHUX TIepeBar.

5) llle ogHUM BaXKJIMBUM acCIEKTOM B KOHTEKCTI Oe3rneku B IHTepHeTi € Te, mo IBK Ha ocHOBI
b4 3abe3neuye rHyYKHii 3aXUCT BiJ aTak «1toauHa o cepenuri» (MITM).

Ipobnemni numannua IBK na 6a3i B4Y. Texuonoris TBY mae psa HeOomiKiB, SKIi MaiOThCA
TakoXX BHeceHi, y Tomy unciai y IBK na 6a3i bY. Cepen nmpobieMHHX NMUTaHb MOXKHA BiI3HAYUTH
HACTYIIHI:

1) Posmip Bimkputux BY mocTiitHO 3pocTae, 110 pPO3MOBCIOIKYETHCS Ha BC1 BY3JIH, sIKI OEpyTh
ydacTb B cuctemi. OcoOiuBO 1€ akTyainbHO A miatdopm BY 3 miaTpUMKOIO cMapT-KOHTPAKTIB,
K1 € BaXJIMBUMU 11 epexTuBHOI opranizaiii IBK.

2) Bapricts ThU-omnepariii HarpsiMy 3aJIeXKHUTh BiJ I[IHU BiJOBIIHOT KPUIITOBATIOTH.

3) IcHye Take oOMexkeHHs. SIKIIO I TIepeBipKH cepTH(IKaTy BUKOPHUCTOBYETHCS aHATI3
CMapT-KOHTpakTy 3 KojaoM Solidity, a He 30BHImHIN Moays Golang, To MOXe 3'IBUTHCH OOMEXEH-
HS Ha BUKOPUCTAHHS Tenl-QyHKIINA Ta aCHMETPHUUYHUX KpuUnTorpadiyHux QyHKIINA, TOCTYTHUX IS
cmapT-koHTpakTiB. Hanpukian, Ethereum 6e3 nonepeanboi 00poOkH TaHMX MOYKE BUKOPHUCTOBYBA-
TH B sikocTi rem-gyHkmii mme SHA256 ta EIT 3 Bukopuctanusm ECDSA Ha ocHOBI kpunitorpadii
Ha eMNTHYHUX KPUBHX.

4) BrpaTta mapoio mpU3BOIUTH A0 OE3MOBOPOTHOI BTPATH JOCTYITy 10O OOJIKOBOTO 3aIucy.
Pimennsm mpoOGiem BTpatu mapoiro goctymy 1o L[C moxe craTu CTBOPEHHS MOPOXKHIX CMapT-
KOHTPAKTIB Ta KOMIIOBaHHS J0 HUX YCIX JaHUX JI0 HOBOTO CMapT-KOHTPAKTY.

CriiikicTs IBK Ha ocnoBi BY o arak

1) Ataka po3nisieHOTO ITU(POBOTO CBITY

VY IBK Ha 0cHOBI yOIiUHUX KYPHAIIB «CUIBHUN MOPYIIHUK, SIKAI Mae MOXIJIUBICTH KOHTPO-
moBatu fnoBipeHi 00'exktu tumy L[CK, Ta omepartop xypHaidy, MOXKE 3aCTOCOBYBATH aTaKu pO3[ije-
HOTO IIM(POBOTO CBITY, HAIAIOUM PI3HUN BHUIJIAJ KYpHAJiB LIJTLOBUM skepTBaM [24]. Xoya aeski 3
[IUX TIPOTIO3UIIIl HE MOXKYTh BHSIBHUTH IIIO aTaKy, iHII MPOIMOHYIOTh BHKOPHCTOBYBATH IIBHIKHN
MOHITOPUHT JUIS BHUSABIEHHS aTak. A came, MPOTOKOJIHM JTOMOBJICHOCTI Ui il BUSIBICHHS, LUIIXOM
MOYEepProBOT0 MEperysiay KypHanmy mis kiieHTiB TLS ta cepBepis [25, 26].
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TuM He MEHII, 1151 aTaka MoKe OyTH BUSBJICHA JIMIIC B TOMY BUMAJIKY, SIKIIO:

- € IOCTaTHs KUTBbKICTh KJIi€HTIB 1 cepBepiB TLS y momMoBIeHOCTI B3a€MOIT;

- IPUHANMHI JesKi 3 HUX MOXYTh MEPerJIsiIaTH CIPaBXHIM )KypHaJl 1 BUMaratu BijJ *KypHaIy
MIATBEPKEHHS Y3TOIKEHOCTI.

2) Cy0’ext (moaunHa) nocepenuni (MITM). 3azpuuait MITM BBaka€eThCsl TOJIOBHUM PHU3UKOM
JUTst O€3MeKH, KOJIH 3JI0OBMUCHUK MEPEIIKOo/KA€E MiIKII0YSHHIO BeO-0Opay3epa 10 MeBHUX BeO-CaTiB,
HA/Ial0uM AiicHu# cepTudikat (To0TO MiApOOIeHUH BIAKPUTHI KITFOY) U1l HOTO JOMeHy. Jlist Ko-
pUCTyBauiB Ta BeO-Opay3epiB BaKKO BUZHAYUTH 3aMiHy cepTudikaTa y BUMAAKY, SKIIO 3TOBMUCHUK
3nmamaB BignoBiguuit [{CK [25, 26].

Amnauti3 nokasas, 1o ataka MITM € MOXJIMBOIO KOJIM MOPYIIHUK 3JaT€H NEPEKOHATH KIII€HTA Y
He3aBepIIeHii Tpansakmii Bigkiaukanoro TLS ceptudikary. Binbin KOHKpeTHO, il 9ac pyKOCTHC-
kanHs TLS BeG-cepepu nepenaroth kiaieHTy TLS Tpan3akuito ceprudikara JUisi HiATBEPIKEHHS
ceprudikary TLS. Kimient TLS npuiimae 1o TpaH3akmito, SIKIIO TePMiH ii Jii He 3aKiHYMBCS, 1
nonae ii 10 3aTBepakeHoro 6moky. OnHak BigkiaukaHuii abo oHoBneHuit TLS ceprudikat takox
MOK€ MaTW He3aBeplleHy TpaH3akmiro y BY. SIk TibKM MOPYIIHWMK HAJICWIIA€ IO HE3aBEpIICHY
TpaH3aKIilo cepTUudikaTa 31 cBOiMU Jokazamu Mepkii kiaieHty TLS, BiH npuiimMaeTscs mijJ 4ac py-
koctuckanHss TLS. Kmientn TLS He MOXyTh BUSBHUTH OCTAaTOYHMN CTaH cepTU(IKATy, OCKUIBKA
KIIIEHTH JIUIIE NEePEeBiPSIOTh HASIBHICTh TPaH3aKIIii y BiAMOBIIHOMY OJIOII.

[Minxin mo moOymoBu IBK Ha ocHoBi BU pobutk arakm MITM mpakTHYHO HEMOMIIHBUMH,
ockinbku ko LICK my6uikye abo poOuTh BIAKIMKAHHS BIJKPUTOrO Kitouya BeO-cailiTy/momeHy B
BY, indopmarist Oyie mommproBaTHCS HA THCAY1 BY3JIiB, TOMY IMiJJpoOKa BiIKPUTOTO KiIto4a (Teope-
TUYHO) He MoxuuBa [16, 17]. Tpanuuiiina IBK Bupimrye pusuku MITM, nonatoun xopeHeBi cep-
tudikaru L{C no HamamryBaHHs Opay3epa, THM CaMUM IITYYHO PO3MIMPIO0UYN BXimHI Oap'epu 1[C
Ta 30UIBIIYIOYN Yac, HeOOX1IHUH U1 BIOKIMKaHHS KopeHeBoro ceptudikata LICK [16, 17].

BucHoBku

1. ITpu 3acTocyBaHHI NPUHIMITY AELEHTpali3amii crocoBHO icHytounx IBK HeoOximHO moimn-
IIMTU X04a O OJHY i3 BaXKJIUBUX JJIS IIJTOBOTO 3aCTOCYBAaHHS TaKUX XapaKTEPUCTHK SIK BapTIiCTb,
CKJIQJHICTh (YacoBa Ta MPOCTOPOBA), MIBHIKICTH, MPUOYTKOBICTh, Oe3Meka (3araibpHa Ta iH(OpMa-
1iliHa), aHOHIMHICTB, MPO30PICTh, THYUYKICTH TOIIO.

2. linpoBUI mapameTp, 3a SKUM 3I1HCHIOEThCS noKpanieHHss IBK mae OyTu cyTreBuM, mpuyo-
My JCLeHTpati3allis HOBUHHA MOKpPAIIyBaTH X04a O OJMH BAXXIUBHUH A1 KOPHCTYBaUiB Mapamerp,
SK MIHIMyM B 2-3 pasu.

3. HoBa TexHomoris, B taHoMy Bunajaky texnousoris IBK 3 Bukopucranusm ThY, He noBuHHA
1cTOTHO TiporpaBaTH icHytounM IT 3a iHIMUMU BaXKJIIMBUMU MMapaMeTpaMu. BBakaeThcs, 1m0 y IiJIo-
My HoBa IBK noBunHa OyTH B uoMych Kpatie B 2-3 pasu, a 3a BCiMa IHIIMMU ITapaMeTpaMHu Mporpa-
BaTH He OLbINe, HIX B 1,5 pasu.

4. «Kpamwmicte» 1 nepeBara HoBoi IBK Ha ocroBi ThY maroTh cy0'eKTHBHUI XapakTep, BUMOTH
JI0 HUX TTOBMHHI (DOPMYBATHUCH CKOPIIIE BCHOTO KOPUCTYBaYaMH, 1 B MEHIIIIH Mipi pO3pOOHHKAMHU.

5.V OinbIocTi BUMAIKIB KPALIiCTh MOXKE BU3HAYATUCh piBHEM npoaax Takux IT. BigcyTHicTh
MEeBHUX MPOJIaX MOKAa3ye, 110 sIBHOT IMepeBary IMiIbOBOI ayIUTOPii BIAHOCHO HOBOI M yJIOCKOHaJIe-
Hoi IBK He Bu3HaHoO.

6. OnHIM 13 BXXIMBUX Ta HeoOXimHux noaatkiB ThY €, mo cyTi, y1ockoHaneHHs iHPpacTpyK-
TypH Binkpuroro kimova (IBK) Ha ocHOBI BukopucTanHs npH ii moOyJ0BI IPUHIUIIB JEIEHTPAI-
3ar1ii Ta IpPO30POCTi TOIIO.

7. Binomuii psn ¢aTanbHUX BUNA/KIB, SIKI IPUBOIMIM O TOTO, IO OaraTo AOCHIKEHb PO3IIO-
Tst0Th abcomoTHY JoBipy A0 LIC Ha nekinbka oprasiB. [ BUSBICHHS MiaApOOJICHUX, alie Jiiic-
Hux ceptugikarie TLS MokHa, 3aCTOCOBYBATH 3aKpiIUIEHHS KJII0Ya, KpayJCOPCHUHTY Ta JOBEICHHS
10 OpaysepiB iHpopMalii Ipo BiIKJIUKaHHS TOIO. BKa3aHi MOYaTKOBI pillleHHs, SIKI YaCTKOBO pea-
J130BaHi, Ha *aJb 3a3HAJIM HEBJIavl yepe3 npodaemMu MaciuTaOyBaHHS.
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8. OCHOBHUM apryMeHTOM OOrpyHTyBaHHs 3actocyBaHHsa bY mpu nmoOyaysanni IBK e te, mo
pimenHs, 3acHoBaHi Ha ThY, moxyTh 00'ennatu nepesaru IBK, 3acHoBaHi Ha XypHanax, Ta Mmiaxo-
a1 WoT, a takoxx BupimmTH nesiki nmpobiemu 3i 3Buvaiinoi cucremu IBK. Tak, BY ycyBae norten-
LiKHI TOYKH BIAMOBH MiaXoAdy, 3acHoBaHoro Ha IBK Ha ocHOBI xkypHaiy, 1 mpobaeMu po3ropTaHHsL.
3 iHmoro 60Ky, miaXif, 1o 3acHoBaHui Ha BY, moM'skinye motpedbu WoT y HOBUX BIacHUKax cep-
Tu(ikariB, o0 JOBECTU JOCTOBIPHICTh ICHYIOUMX YJICHIB MEpEXi, a TAaKOX IMOM'SKIIYE BHUMOTH
WoT i HOBHX BIIaCHHKIB cepTH(]IKaTiB, 00 JOBECTH JOCTOBIPHICTh ICHYIOUNX WICHIB MEPEXKI.

9. Crpykrypa IBK Ha ocnoBi BY niaTpumye BiIKIMKaHHS cepTUdIKaATy, 10 € CYTTEBOIO MPO-
o6nemoro B TpaauninHux cucremax IBK. Takoxk, OCKUIbKH HEMOXIMBO BUIAIUTH iH(opMarttito 3 bY,
TO TUTbKH «0aTbKiBchkHit» L[CK Moske mo3Havatu BugaHuil HUM cepTudikar gk Bigkiaukanuil. Too-
TO, Oynb-ska HenpaBwibHa noBeAiHka [{CK crocoBHO BiaknukaHHs cepTudikaTy Oyae Takox Mpo-
CTEe)KEHa 1 IOMiueHa BCiMa 1HIIUMU CyO0'eKTaMu.

10. IBK na ocHoBi BY nepen tpanumiitnoro IBK mae HacTymHi nepeBaru:

- mepeBipka cepTudikary i oro nanurora ceprugikaris LICK mpocra 1 mBuKa;

- IBK Ha ocnoBi TBY Bupimrye gasaro npobiemy tpagumiiianx IBK, He Bumaratoun BUKopuc-
TaHHS CepBiCY, AKUI BUAA€ CIIUCKU BiAKIMKaHHA cepTudikaTiB (CRL).

11. ITeperipka naHIFOra J0BipU cepTH(iKaTa HA OCHOBI CMapT-KOHTPAKTY BUSBISETHCS OLTBII
3HAa4YHO e(EeKTUBHIILIO0. [1es floro nmosusrae B ToMy, 110 CreLialbHUN CMapT-KOHTPAKT YUTAE 1 aHa-
nizye ceprudikatu [{CK, mo 36epiratorbest B bU BukitouHo 3a gonomororo koay Solidity Ta kom-
nutsTopa A cMapT-KoHTpakTy Ethereum.

12. Buxonsum 3 eKCIepuMeHTIB 3 TecToBUM 3aranbHOAocTymHUM ThY Rinkeby [26], 3amyck
LCK, BKIIOYal0YM CTBOPEHHS MOPOXKHBOI'O CMapT-KOHTPAKTY, 3aBaHTaKEHHs cepTH]IKaTy B Lel
CMapT-KOHTPAKT, 3alliC TeUI-3HAYeHHS IbOT0 cepTH(dikara B cMapT-KOHTpakT OarbkiBchbkoro CA
touio, komtye 0,07 Ethers, mo npu HuHimHiNA BapTtocTi Ethers 6aussko 700 USD 3a Ether nepeso-
muthest y 50 USD 3a ceprudikar L{CK.

13. Cucrema CertLedger ynpasnse @ynkuismu IBK uepes3 00'extu crany. O0'ekT crany — 1e
U(pPOBUI TOKYMEHT, IKUH CKIAJAEThCA 3 JaHUX 1 HE3MIHHOTO KOy CMapT-KOHTPAKTY JJIs yIpaB-
ninHsa HUM. KokeH 00'ekT ctaHy Mae yHikanbHY aapecy B bU. Jlep:kaBHi 3MiHU aKTHBIB 1HIIIIOIOTh-
Cs OIepalisiMH Ta BIICTEXYIOTHCS Yepe3 AepkaBHI 00'€KTH.

14. Crocorno cyvacHux IBK 3 IICK icHyroTh HacTymHi poOjeMu: €IMHA TOYKa 30010; HE0O-
X1IHICTh 3aCTOCYBaHHS TPETHOI OBIpEHOI CTOPOHM; BHUCOKA BapTICTh Ta HEE(EKTUBHICTH YIIpaB-
JIHHS KJIIOYaMH TPU BEJIUKIM KUTHKOCTI 3HAYHO PO3IMOAUICHUX JOJATKIB 3 OararbmMa KOpHCTyBada-
Mu; Gap'ep U1 AOAABaHHS HOBUX KOPHCTYBauiB, TaK sIK HOBI KOPUCTYBayi MOBHHHI MaTH JOBIpY Y
BXKE 3apEECTPOBAHUX KOPUCTYBAUIB.

15. IBK na ocnoBi ThY y nopiBusHHI 3 Tpanuniiinumu PKI matoTh Taki nepeBaru: mBUAKICTH
Ta MPOCTOTa TepeBipku cepTudikaty Ta janiora ceprudikarie [ICK; Hemae motpedu y cepsici,
SKUI BUJIA€ CIIMCKH BIIKJIMKAHUX CepTH(]IKaTIB; HEMa€ MOTPeOU BiANOBIATH HA 3alIUTH IPOTOKOIY
OHJIaMH cTaTycy ceptudikariB (online certificate status protocol, OCSP); IBK na bY MoxHa BUKO-
PHUCTOBYBATH JUIsl pe3epByBaHHA NpocTux ceptudikariB bY Tak camo, 5K 1 crienudiunux cepTudi-
kartiB BY.

16. IBK na ocHoBi bBY 3a0e3neuye rHyUKHii 3aXHUCT BiJl aTaK «JIIOAWHA TIOCEPEAUHI».

17. Cepen npoOieMHUX MUTaHb MOXHA BII3HAYUTH Taki: po3Mmip Biakputux bY mocTiitHO 3po-
CTae€; SKUIO JJIS TepeBipkH cepTU(iKaTy BUKOPUCTOBYETHCS aHali3 CMapT-KOHTPAKTy 3 KOJOM
Solidity, a He 30BHImHIN Moxyns Golang, TO MOXke 3'IBUTHCH OOMEKEHHSI HA BUKOPUCTAHHS TeIll-
(GyHKIIH Ta aCUMETPUYHUX KpUNTOTrpadiuHuX (QyHKIIH, TOCTyTHUX IJIs1 CMapT-KOHTPAKTIB; BTpaTa
MapoJII0 MPU3BOIAMTH /10 OE3MMOBOPOTHOT BTPATH JAOCTYIY /10 OOIIKOBOTO 3aIHCY.

18. Ll cTaTTs HOCUTH XapakTep NEPBUHHOIO 3arajlbHOCHUCTEMHOIO aHAIITUYHOTO OIJIALY Ta
BiIoOpakae MOTJISIIM aBTOPIB HA MOXKJIMBOCTI Ta HeoOXimaHicTh cTBopeHHs1 IBK 3 BuKopucTaHHIM
TBY. Ls Hamia BIEBHEHICTh IPYHTY€ETHCS Ha TOMY, 110 Airoua IBK Ykpainu npaktudyHo peasnizoBa-
Ha Ta MIATPUMYEThCS pU ekcruryaTartii [16 — 18].
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YK 004.728:004.728.3, 004.056.055 DOI:10.30837/rt.2019.3.198.13
O.A. 3AMYJIA, 0-p mexn. nayk

ONTUMIBALIA METOAIB CUHTE3Y JUCKPETHUX CKJIAJHUX CUT'HAJIIB
Y CYHACHUX BA'ATOKOPUCTYBAYEBUX CUCTEMAX 3B'SA3BKY
HNPOKOCMYT'OBOI'O JOCTYIIY

Beryn

VY 6aratokopuCcTyBaue€BHX CHCTEMax 3B'SI3KYy 3 KOJOBHUM ITOI1JIOM HEOOXiHI CiIMEHCTBA IITUPO-
KOCMYTOBUX JUCKPETHHX CKJIaJHUX CHUTHAIIB 3 OCOOJMBUMH aHCAaMOJIEBUMH, CTPYKTYpPHUMH,
TEXHOJIOTIYHUMH, KOPEISI[IHHUMHU BIIACTHBOCTSMH. 3aCTOCYBaHHS CKJIAJHUX IIHPOKOCMYTOBHUX
CUTHAJIIB J03BOJISE IMiJIBUIIATH 3aXHUIICHICTh CUCTEM 3B 53Ky INPH BIUIMBI HaBMUCHHX IE€PEIIKOJ
Yy BHIJISAI: 3arOpOJKYBAIBHUX IMEPEHIKo] (MEpeniKoa y BUIIIAAI CTAI[iOHAPHOTO raycoBa IIyMY
3 HYJBOBHUM CEpENIHIM 1 PIBHOMIPHUM PO3IOJILIOM CIEKTPAJIbHOI IIIBHOCTI MOTYKHOCTI, IPUHA-
MHI, B 00J1acTi 4acTOT, 3alHATOI CUTHAJIOM), 1 sIKa CTBOPIOETHCS HABMHUCHO SIK 3aCi0 pajlioeyIeKT-
POHHOI POTH/IIT; BY3bKOIMOJIOCHOI MEPEHIKOH; MOTYKHUX CTPYKTYPHUX MEPEHIKO]] 3 HEPIBHOMIp-
HUM CHEKTPOM 1 ACSKUX IHIIMUX THUIIB mepemkoa. Ilpu pamioenekTpoHHiN npoTuaii edekTHBHA
MEepeIIKoJia Moke OyTH OpraHi3oBaHa TIIBKH MICIs BUSBJICHHS NMPUCYTHOCTI CHCTEMH, IO MPOTH-
CTOITh B €(ipi 1 OIIHKM TaKMX ii MapamMeTpiB K YaCTOTHUN [1ama3oH, sIKy CMYTY 3aiiMa€e CUTHAI,
(dbopMH BUKOPUCTOBYBaHUX CHTHAJIB. JlJisi 3ar100iranHsl MOYKJIMBOCTI BUSIBIICHHSI CUTHAITY CTAHITIEO
npotuii iHhpokomyHikamiiiHa cucrema (IKC) moBuHHA BUKOPUCTOBYBATH CUTHAIIU 3 PO3MOALTECHUM
a00 MUPOKUM CIIEKTPOM, SIKi MAIOTh MAaKCUMAJIbHO MOJKJIMBE 3HAYCHHSI BUTPAIIy Bil 00pOOKH (TBIip
CMYTH 4acTOT, 3aiMaHO1 CUTHAJIOM Ha HOTO TPUBAIICTH), 1 CTPYKTYPY, IO MIPAKTHUYHO HE PO3KPUBa-
€TBHCS.

OcCHOBHI pe3yJIbTaTH JOCTIIKECHb

[TpoekTyBaHHS 1 CTBOPEHHSI Cy4aCHHX CHCTEM 3B’SI3Ky Iependavyae BUKOPUCTAHHS aHCAMOJIIB
CHTHAJIIB, SIKI BOJIOIIFOTH OHI€I0 3 BacTuBocTeit [1]:

- KOXKCH 3 CHUTHAJIIB JIAHOTO aHCAMOJIIO JIETKO MOXKe OyTH PO3Pi3HEHO BiJI CBOET KOMIii, IO 3CY-
HEHa Y 4aci;

- KOXXEH 3 CHUTHAJIIB JJaHOTO aHCaMOJI0 JIETKO MOXXe OyTH pO3pI3HEHO BiJ IHILOTO CHUTHAILY
OO aHCaMOJIIO.

[leprra BIaCTUBICTD € BXKIMBOIO JIJIsl PAi0JIOKAIIITHIX, COHAPHUX CUCTEM, CUCTEM CHHXPOHI-
3amii, a TakoX i1 IIUPOKOCMYTOBUX CHUCTEM 3B’SI3KY, Apyra — ISl IIUPOKOCMYTOBHX CHCTEM
3B’SI3KYy 3 0araToCTaHIIHHUM JIOCTYIIOM 1 KOJJOBUM YIIUIbHEHHSIM KaHaTiB.

TunoBuM i Teopii 3B'A3KY € MiAXif, IO MOJSATae B po3poOIll ONTUMAIBHOTO MPUITMAIEHOTO
MIPUCTPOIO, KUK 3 HAWKPAIIOK SIKICTIO BIJHOBUTH 1H(QOPMAIIO, 110 MICTUTHCS B KOJMBAHHI, 110
criocTepiraeThcs. BuU3Ha4eHHsI ONTUMAIIBHOTO alrOPUTMY OOpOOKH, M0 06a3yeThCcsl Ha OOJMIKY Crie-
M(IYHUX BIACTUBOCTEH MEPEIaHOTO CUTHAIY, JI03BOJISIE CHHTE3yBATH ONTUMAIHLHIM YHHOM 1 caM
CUTHaJ, TOOTO BUOpATH HaWKpaIHii METO HOTO KOTYBaHHSI 1 MOYJISIIII.

VY Tteopii 3B'A3Ky HaMOLIBII MOMIMPEHOI0 MOAEIUIIO CIYXHUTh KaHal 3 aJJMTUBHUM OUIMM ray-
COBCBHKUM IIIYMOM, B IKOMY HMOBIpHICTh TpaHc(oOpMaIlii KaHaJIOM 33JaHOTO BXiTHOTO CUTHAIY B T€

uy inmre BuxigHe cnocrepexenns Y(t) (mepexigna HMoBipHiCTS — P[y(t)|S(t)]) €KCIIOHEHIIialb-

HO 3MEHIITYETHCS 31 3pOCTaHHAM KBajpara EBKIIIOBOI BiICTaHI MK MEepeJaHNM CUTHAJIOM 1 BUXIi-
HUM KOJIUBaHHAM [2]:

p[y(t)|3(t)]= z<e><|0(—%0 d(s,y) 1)

ne K — KOHCTaHTa, 0 He 3anexuts Big S(t) i y(t), N, — cmekrpanbHa HIBHICTH HOTY/KHOCTI

OJJHOCTOPOHHBOTO Ginoro mrymy; a EBkminosa Bincrans mixk S(t)i Y(t) BusHawaerses sx
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d(s,y) =, |[ly-s®Fat. )

0

3rigHo 3 crhiBBigHOMmEHHAMH (1) 1 (2) cX0XicTh curHaMYy (MMOBIPHICTH TOTO, IIIO BiH MEPETBO-
penuii kanamoM B crocrepeskerHs Y(t) smenmyersces 3i 30unbmendsaM EBKinigoBoi Bigcradi Mix
S(t)iy(t) . Y pasi piBHOi HIMOBIPHOCTI BCiX MOBiJOMIIEHB JuKepena (IO JOCATACTHCS IPH IPABHIIb-
HOMY IIPOEKTYBaHHI CUCTEMH) ONTUMAIBHOIO CTPATETIEI0 CcIlocTepirayda, mio 3adesnedye MiHiMallb-
HY TTOMUWJIKY BH3HA4YEHHS JIMCHO MEPEIaHOTO 3 JCIKHM IHITUM CHTHAJIOM, € TIpaBuio (KpUTepii)
MakcuManbHOI mpaBaonoaionocti (MII). 3rifHO 3 UM aNTOPUTMOM, IICIs TOTO, SIK KOJWBaHHS
y(t) ctano mpuiiHATO, pIillIEHHS MPHUEMAETHCS HAa KOPHCTH TOTO CHTHATY, JUIS SIKOTO WMOBIPHICTB
Tparcdopmariii Horo KaHaJIOM B IPUIHSTE CIIOCTEPEKCHHS € HAUOIIHIIUM (B MTOPIBHIHHI 3 MOKJIIHU-
BOCTSIMHU JIJIsl IHIIMX CHTHAJIB). 3 ypaxyBaHHsM BUKIaaeHoro, MII pimneHHs i raycoBa KaHaTy
MoOKe OyTH IEpETBOPEHO B MPABHUIIO MiHIMYMY BiJICTaHI:

d(S;,y)=mind(S;,y)=H j, (3)
TOOTO pILICHHSA NPUAMAETbCS HA KOPHCTh CUTHANY S (t), OCKUIbKM BiH HaiOUIbII OJM3bKUN

(B cenci EBkitiioBoi Bigcrani) 1o cnocrepeskenns Y(t) cepen Bcix KOHKYypyIOUMX CHIHAIB.

[Tpu BUOOPI KJIaCy AMCKPETHUX CUTHAIIB OPIEHTYIOTHCS, K MPABUIIO, HA KPUTEPiId MiHIMyMY
B3a€EMHHUX IMEpeIKo] (MiHIMaKCHUM KpuTepiii). Takuil Kputepiit Mmae Ha MeTi MOOYJIOBY aHCAaMOiB
curHaiiB oocsary M, MaHIITyTbOBaHUX AUCKpPETHUMHE mocaigoBHOCTIMHU (1), sKi ik MOKHA TIOMIT-
HilIe BiJIPI3HAIOTHCS OJIUH BiJ OJHOTO MPH MOKJIMBUX IUKIIYHUX 3pyIIeHHAX. KiIbKiCHOIO Miporo
BiqMiHHOCTI Manimymorounx [I1 ciyxaTe MakcumainbpHi 32 aHCAaMOJSIMH PiBHI Oi9HUX TETIOCTOK
nepioguunoi Gyukuii aBroxopensmii ([IOAK) i piBHi 61YHUX METIOCTOK NepioandHol QyHKIIT B3a-
emHoi kopersii (ITOBK), mo Bu3HAYaOTHCSI BIAIOBITHO SK [2]'

n-1
a-a,_., Py ki(m
Yot k(M) =D

ne ax (a;) — kommiekcua amrutityaa k(1)-1 AuCKpeTHOT MOCIiT0BHOCTI.

Buxogsun 3 nporo, mmpokocmyrosi curHanu (LHIIC), mo 3acTocoByroTbCS B cHcTEMax
3B’SI3KY, MAlOTh BOJIOJITH TaKUMHU KOPEJIALINHUMU BIACTUBOCTSAMH, KOJIM O1YHI MIKU KOPESAIIIHIX
¢ynkuii IIIC e sskomora MeHIIKMMH, TOOTO B 1/I€aJIbHOMY BUMAJKy MOBUHHI MParHyTu A0 HYJIS.
[Ipu upomy, nponec BUOOPY paliOHAIBHUX 10 TUX YU 1HIIMX KPUTEPISIX CTPYKTYp CKJIAJHUX CHUT-
HaTIB TOTOKHUU CHUHTE3y BiAmoBigHux Manimymorounx JI1. OgHak BUMoOra ieanbHOCTi (HYJIbOBI
3HaueHHS O1YHMX MiKiB) aBTO- 1 B3aEMHO-KOPENSIINHNX (YHKIIN MIXK BCiIMa HUKIITYHUMHU 3pYLICH-
Hsamu K nocniioBHOCTEH 1 pi3HUMH 130MOp(i3MaMH CUCTEMHU CUTHAMIB 3 nepiofoM N He 31ilicHeHa,
OCKIJIbKH 3HAU€HHsI O1YHHMX MIKIB HE MOXKYTh OIYCTHUTHCS HIKYE 1/2VB (e B — 6aza cur”aiy) [3].
3a3HaueHe MOSICHIOETHCS HACTYMHUM. ONTUMAIbHUNA MPUHOM CUTHATIB 31MCHIOETHCS 3a JIOTIOMO-
roto ysromxeHoro ¢iunprpa (Y®) abo kopensropa. HopmoBanmii Biaryk Y® BH3HaAuaeThCs 3a
JIOTIOMOT 010 1HTerpasia 3ropTki [3]

R, = 1/EJ U,(t) Ut-1)dt, ()

ne U, (t) — CHTHaJ Ha BXO/Jli (GIbTPa, Y3TOKEHOTO 3 CUTHAJIOM.

pp(m): Zakl a|| m 4)

o

3anexHOo B1Jl TOTO, Y3rOJK€HUH a00 He y3ro/DKEHUH curHai 3 QuIbTPOM, YU € JOJATKOBE JOT-
TUIEPIBChKE 3MIIIEHHS YaCTOTH CUTHAJY, KOpensliiHa (GyHKIisS Ma€e pi3Hi npeacTaBieHHs. OHUM 3
TaKUX MpeJCTaBlIeHb € B3aeMHa (YHKIS HeBu3HaueHOcTi (BOH) curnamiB 3 HOMmMepamu j i K.
B®H moxe OyTu mnpejacraBieHa uepe3 KOMIUIEKCHI 00Xi/IHI CHTHAJIIB 1 4epe3 iX CHEeKTpH HACTYII-
HUM YHHOM:

Ry (t.Q) = 1/2E ] "U,(t) U% (t - 1) €¥dt = 1/4E | "G,(0 - Q) G*, (0) e“do, (6)

AC T — 3CYB 3a 4aCOM MIK CHUI'HaJIaMU, Q- IIOHHJ'ICpiBCLKiﬁ 3CYB 4aCTOTH.
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Binryk y3romxenoro ¢ginbrpa nos's3anuii 3 BOH cniBBigHOIIEHHAM
r(1.Q) = ReR, (1,Q) exp(ioyt). (7)

06’em BOH Ry« (1, Q) curnanis j 1 k (o0csr, yknaaeHuil M HOBEPXHEIO, 5IKa OMNUCYETHCS
kBagparoM Moaysst BOH i mimomuHO0 HEBU3HAYEHOCTI), TIOPIBHIOE OJUHUII, TOOTO
oo —

1/2nfi_7| Ry(t,Q)fdrdQ =1 ®)

1 He 3aJIeKUTh BiJl HOMEPIB 1 GOPMH CUTHANIB. [HITMMH ClIOBaMH, OTPHUMATH TiJI0O HEBH3HAYEHOCTI
3 HYJbOBUMH OIYHMMH TEIOCTKAMH HEMOXJIMBO. T110 HEBM3HAUYEHOCTI 3a YMOBH, WO BCl
O1yHi MiKHU PiBHI 1 piBHOMIpHO posnoaiieHi B kBaapari (2T, 2F) (B upomy Bunaaky Oi4Hi MiKKA MiHi-
MaJIbHI 3a aMILTITY/I010), 300pakeHo Ha puc. 1. By3pkuii OCHOBHMIA MK pO3TalIOBY€EThCS HA MiACTa-
Bi, BUCOTa fKOi R = %B. Posrmsan Brnactusocreii ®H 103BONISIE BU3HAYNTH OCHOBHI MpaBHUJIa

MOOYIOBH CUTHAJIIB, SIKI MOXYTh OyTH BHKOPHUCTaHI IS Mepeavi B Cy9aCHUX BUCOKOIIBUIKICHUX
CHCTEeMaX CTUIBHUKOBOTO 3B'A3Ky, O€3IpOTOBUX IUCKPETHHUX KOMYHIKAI[IHHMX CHCTEMax, IpH
nepeaadi iHdopmariii nudpoBoro tenedadeHHs 1 pajio, B CHCTeMax pajioyiokarii Tomo. [HTerpans-
Hi BiIHOIICHHS, III0 BUTIKAIOTh 3 BIACTHBOCTEH 1HBAPIaHTHOCTI 00’ €My, CBIYaTh, III0 CUTHAJ, SIKUH
Ma€ €UHMIA MK y Havaji KOOPJAMHAT IUIOCKOCTI HEBH3HAUCHOCTI 3HAWTH HEMOXJIHMBO. Tak 3BaHa
«KHOTIOYHa» (YHKIisI HEBHU3HAYCHOCTI (pHC. 1) € HalOUIbII OIM3BKOI0 alPOKCUMAIIIEI0 TTOBEPXHI
HEBU3HAUEHOCTI 3 €IMHUM TikoM. HasBHicTh B N — BUMipHOMY JiHIHOMY mpocTopi He Oinbie N
OPTOTOHAJILHUX BEKTOPIB (CUTHAJIIB) POOUTH TMOTETUYHHUM i7I€ajIbHHM, 3 TOYKH 30py MiHIMaKCHOTO
KpUTEPit0, aHcaMOJIb JUCKPETHUX IOCIIIOBHOCTEH 3 HYIHOBUMH OIYHUMH MENIOCTKaMU (YHKIIT
aBTO — 1 B3a€EMHOI Kopeismii, i oOMeXye MOTEHIian 3HIKEHHS KOpesmiiHOro BUKUAY R mpu
¢dikcoBanux N i yncii aboneHTiB K.

Rz, F)1 4
1aq

< .
ot

Puc. 1. Tis10 HEBU3HAYEHOCTI

VY 3B'SI3Ky 3 HaBeJEHUM, IIpU MpoekTyBaHHI 1 cTBopeHHI IKC BaxiaMBUM 3aBIaHHSAM € BHUOIp
CUTHAJIB, 0 3a0€3MeUyloTh MIHIMAJIbHO MOKJIMBUHN PIBEHb B3a€EMHUX MEPEIIKOJI, IKH B OCHOB-
HOMY BH3HAYaeThCsl JOMYCTUMHUM PIBHEM MaKCUMAaJbHUX MIKiB B3a€MHO KOPENSALINHMX (QyHKIIH
(BK®). [lna pexxuMy BHUSBJICHHSI BaKJIMBO MaTH CHCTEMY, CKJIAJEHY 3 CHTHAIIB, IO BOJIOAIIOTH
MaJIMMU MKaMH NEPIOANYHUX 1 anepiofnyHux aBTokopensaiitaux gynkuii ([IPAK 1 AGAK).

B Teopii cxiagHuX cUrHajiB BiJOMUH psf iHTerpanbHux piBHOCTI [1]. Hexait C — MHOXuHa

KOMILIEKCHHX 4Hcel, a C\ MHOXKHHA BEKTOPIB 3 KOMIIJIEKCHUMHU KOMIIOHEHTaMH. EneMeHTH MHO-
KHHU W, X,Y,Z2eC N _ TOBUTBHI BeKTOpH, a W, X, Y,Z — BIAMOBIAHI iM JTUCKPETHI TOCIIiIOBHOCTI.
Yotupu B3aeMHO-KOpensAliiHi pyHKIIT Ry x, Ry 7 , Ry y, Ry ; MOB'A3aH] CIBBIIHONIEHHAM

N-1 N-1
> RuyM[Ry z(1+m1" =3 Ry x D[Ry 2 (1 + )] 9)
1=0 1=0
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[Toxnasmu B (1) z =y, oTpumMaeMo

N-1 N-1
> RuyOlRyy 1+ =3 Ry IRy (1 +1)] (10)
I=0 1=0
[Moknasmm B (2) W = X, oTpuMaemMo
N-1 . N-1 .
D Ry IRy y A+ =" RyMIRy (1 +n)] . (11)
1=0 1=0
Hapemti, moknasmmm B (5) n =0, otpumaemo
N-1 2 N-1 .
Y [Rey M7 =X Ry MRy ] (12)
1=0 1=0

3a nonomorom (9) — (12) oTpumMaHo psia BXKIUBUX TPAHULB OLIHKU KOPETSAMIHHUX (QYHKITIH.
Pignicts (11) o3nauae, mo asrokopensniiina ¢pynxuis (AK®) nocninoBrocti Ry y 30iraeThes 3 B3a-
eMHO-KopeiiitHoo dyrkuieio(BK®) nocninosrocrein Ry i Ry . Kpim toro, 3 (12) Buano, 1m0
cepeHE 3HAYCHHS KBaJpaTa MOIYJIs QYHKIIIT B3aEMHOI KOPEJISIil CUTHAIIIB X 1 y JIOPIBHIOE cepe-
JHBOMY 3HAYCHHIO N00YTKY iX AK®. dakTH4HO 1ie 03HaYae, M0 CUTHAJIU, 10 BOJIOAIIOTH XOPOIIHN-
MU aBTOKOPEISALIMHUMHU BIACTUBOCTSIMH, OyIyTh BOJIOAITH 1 XOpoIuMHu BiacTuBocTsIMU BKO. 1le
(dbyHIaMeHTaJIbHE TTOJIOXKEHHS TEOPil CHCTEM CUTHAIIB OYyJI0 TIOKJIAJICHO B OCHOBY CHHTE3Yy aHCaM0-
JIIB CUTHAJIIB 3 BiAMOBIAHUMH MOKPAIICHUMH KOPEIIALIHHIMHU BJIACTUBOCTSIMHU.

Ha croromni Hemae enwHOi Teopii cuHTE3y (3 «miuibHO yrmakoanowo» no [IDAK) IAIT ans
JOBUIBHUX JOBXKUH IMOCIIOBHOCTEH. Y TOM K€ 4ac, JiIsl BUPIIICHHS 3aBAaHb SK [IUKJIOBOI CHHXPO-
Hi3alii, Tak 1 3a0e3nedyeHHsT HEOoOXiqHOI 3aBaJOCTIHKOCTI, CKPUTHOCTI (DYHKIIOHYBAHHS CHCTEMH
3B'S13Ky, HEOOX1IHO BUKOPHCTOBYBATH JUCKPETHI CUTHANMU 3 JOBUIbHUMH 3HAYEHHSMU TPUBAIOCTI
ITOCJIIIOBHOCTEH 1 MiHIMAJIbHUMH 3HaueHHAMH OiuHMX nemocTok ITIMAK. Ilpomec Bubopy pario-
HaJIbHHUX MO THUX YU IHIIUX KPUTEPISX CTPYKTYpP CKIIAJHUX CUTHAINIIB TOTOXHIN CHHTE3Y BiJIMOBIJ-
HUX MaHimymorounx 11

B [4] BKa3aHi NPUHIIUIOBO AOCSHI 3HAYCHHS] MAaKCUMAIbHUX O1YHUX MIKIB MepioauyHOl PyH-
KIIi1 aBTOKOpeIsii (MeX1 IMITbHOI YIAaKOBKH) I 3a1aHoro mnepioay nociigoBaocTi N. HaBeaewi
IpaHMIll BCTAaHOBIIOIOTh KpUTepii cunTe3y MHOKHMHM 11 (curHatyp). AHcam6J1i 31 3HaYEHHSAMHU, 110
nepeadavaroTh BiAMOBIAHICT UM TPAHUILISIM, € ONTUMAIBHUMU 1 HA3UBAIOTHCSI MIHIMAKCHUMMU:

0, sxmmo N = 0(mod 4);
RE > 1, sxmo N = 1(mod 4);
M ™12, sxkmo N = 2(mod 4);
-1, sxmo N = 3(mod 4),

Jlns 11eanbHOro rinoTeTUYHOro aHcaMoiIro R, TOpIBHIOE HYIIO, a Il OYAb-KOTO peaibHOro
aHcaMOJII0 MiHIMaJIbHE 3HaYEeHHs KOpEJALINHOI (GYHKIIT MOXe CIIY)KUTH aJJeKBaTHOIO MipOr0 HOro
OJIM3BKOCTI JI0 17I€aJIbHOTO.

AHcaMOIli TUCKPETHUX TMOCTiAOBHOCTEH, 110 3aCTOCOBYIOTHCSA Y IMIMPOKOCMYTOBUX CHCTEMax
3B’SI3KY 3 MPSIMHUM PO3MIMPEHHSM CIIEKTPY MOXYTh BUIPABIOBYBATH CBO€ MPU3HAYCHHS TUTHKH B
CUTYAI[isIX, KOJM B3a€EMHI TUMYACOBI 3pYLICHHS KOPUCTYBAYEBUX CUTHAJIB MOBHICTIO KOHTPOIIO-
IOThCSl CUCTEMOIO 1 MOXKYTh OYTH yTpHMaHI B paMmKax IepeadaueHoro jiama3oHy. SAKio x 1e He
BUKOHYETHCS, TO ACHHXPOHHUI TUIT ITUPOKOCMYTOBOI CUCTEMH 3 MHOXUHHHUM JIOCTYIIOM 1 KOJJOBUM
MOJILJIOM KaHaliB, 3aCHOBaHHM Ha BUKOPHMCTaHHI 3pYIIEHUX KOMIN OJHIET 1 Ti€l 5K MOCHIIOBHOCTI,
CXUJIBHUHM 1O BUHUKHEHHS KOJI31i: CUTHAJI OJJHOTO 3 KOPUCTYBAYiB MOXE MPHUAOATH 3aTPUMKY, 1[0
HE JIO3BOJISIE BIAPI3HUTU HOTO BiJl CUTHANY JESKOro 1HIIOro KopucryBada. OcTaHHe Moxke OyTu
MiJICTAaBOIO JUIsI BUKOPHCTAHHSA aHCaMOJiB MiHIMakCHUX CUTHANiB. OCKUIBKH KOPENSIiHHUN TIK
MIHIMAaKCHOTO aHCaMmOJII0 OTPUMAHO B pe3yibTaTi MaKCHMI3allli Ha BCbOMY Iepiojii, TO HOro masue
3HauYeHHS (JIOCSATHYTE 3a paXyHOK JOCUTH BenuKkoi qoBkuHU N) 3abe3mneuye OIM3bKICTh KOPEITiii-
HUX BJIACTUBOCTEH aHCAMOJIIO JI0 1/IeaTbHUX XapaKTEPUCTHUK. [HTepec 10 MOCTiJOBHOCTEH 3 XOpO-

(13)
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moro nepioguuHor0 AK® He 00MeXyeTbesl TUTBKU X POJUIIO BUXIJHOTO MaTepiany Ijs moOynoBu
XOpOIINX arepioANYHUX TMOCHiTOBHOCTEH. ICHye Oe3niu mporpam, 3aCHOBaHMX Ha BHKOPHUCTaHHI
nepioguyHuX AUCKpeTHuX curHaiiB (CW — jiokaltis, HaBiraiisi, MiJIOTHUN KaHal 1 KaHaJ CHHXPOHI-
3arii B MOOUTPHUX CHCTEMax Pajiio3B's3Ky, pajapHi 1 COHapHI CUCTEMHU 3 Oe3MepEepBHUM BUIIPOMI-
HIOBAHHSIM 1 1H.), 1[0 3YMOBJIIOE€ BaXUIUBICTh mepiogudHoi AK®D mono CUCTEeMHUX XapaKTEPUCTHK.
[Ipuiinaro BBaxkatu «imeanbHOO» Taky I[IDAK, sika Bomojie HyJIbOBUMH OIYHHMHU TETIOCTKAMH,
TOOTO HYJTHOBHUMH 3HAYCHHSIMH MK TIEPIOJUYHUMU OCHOBHUMU TETFOCTKAMH, 10 TIOBTOPIOIOTHCS 3
nepiogom N. IIpu nipoMy MOXIIMBa CUTYyallisl, KOJU MPUHHATHE 3HAYCHHS] BUMarae JOCUTh BEIUKO1
noexunu N. Hampukiaz, 1uist TOKaIiiHIX JaTbHOMIPHHUX 1 COHAPHUX CUCTEM BHMOTH YaCOBOTO PO-
3pillIEHHS CUTHAIIB B JUHAMIYHOMY Aiamna3oHi, mo nepepuinye 80ab, € mocuts 3BuuaiiHuM. [[1s
BUKOHAHHS I1i€] yMOBH MOTPiOHI ONTHMAaJIbHI OIHAPHI MOCIAOBHOCTI TOBKUHH, IO MEPEBUIIYIOTh
10*, 1o MO’Ke YIIOBLIBHHTH [OYATKOBY MPOLEAYPY MOWIYKY CHrHany [2]. OUeBH/IHO, IO IS MOi-
OHUX BUMAJKIB MOxe ciayxuTu ineansHa [IOAK (13), sika € HemocsKkHOIO Ha 0e3midi 6iHapHHUX KO-
ITiB.

PosrisiHemMo MOkuBI NUIAXU AocsTHEHHS ineanbHoi [TAK® mis Bunaakis, konu andasiT He
00OMEXEeHUI BUMOTOI0 O1HAPHOCTI CUTHAMIB {+ 1}.

BinapHi noc/1i10BHOCTI 3 HENPOTWIEKHOK MOAYJIALIIEI0

CyTHiCTh TOOYIOBH TaKHMX IMOCITIJOBHOCTEH mosirae y 3amini andasity {+1,-1} Ha neskwuii
iHmMA andasBiT € J0oJaBaHHIM KOHCTaHTH C g0 BuxigHoro andasitry {+1,-1} mocmigoBHOC-
Tia,,d,,....4, 4, a came: cumBoiu +1 1 - 1 3miHtOIOTBC Ha + 1 + C 1 - 1 + C BignosigHo. B [1] HaBe-

JICHO TMPaBWJIO MepeTBOpeHHs OiHapHOi MiHiMakcHOI nocaigoBHOCT 3 [IOAK Bugy (14) B HOBY 3

. . . . 2
imeanpHO0 AK®D: eneMeHTH, 110 BIAMOBINAOTH - 1, 3aMIHIOIOTh Ha —1+-——, a eJIeMeHTH +1 3a-

VN +1

JIUIIAThCs 0e3 3MiHM. JlaHuii MeToa BHM3HAuae BUKOPHCTAHHS 3HAY€Hb KOMILJIEKCHHUX aMIUTITY](
TOJIi, KOJIM YCTAHOBKA 1 MIATPUMYBAHHS 1X MOYE BUSBUTHUCS YTPYIHEHOIO Ha MPAKTHIIL.

Bbararodasni koau

OxHUM 3 TTpaBHUII KOHCTPYIOBaHHS HEBIIKOBOI (ha30BOi MOy sl 3 OCHOBOIO M> 2 3 imeansb-
Hoto TIDAK e anroputm, BiANOBIAHKI KOAaM KBaJpaTUYHUX JIMIIKIB [2]. 3a3Ha4eH] KO ICHYIOTh
IIpH TOBUIBHOMY 3Hau€HH1 A0BKUHU N 1 popmyroTbes sk [3]:

.
exp(yl\z:} N —uemnoe
a =

i . -2
exp (leilnj' N — neuemmnoe

, (14)

aei=.......... -1,0,1 ........

[TpakTiuHa peanizallis KOAIB KBaJAPaTUUYHUX JIUIIKIB, HE3BAXKAIOUM HA T€, L0 Il KOJU € Tepe-
KOHJIMBUM TpukiazoM @M nocniioBHOCTI 3 ineanbHo0 AK®, npobnemaTiyuHa. 3a3HaueHe 00yMo-
BJIEHO HACTYMHUM: po3Mip (pa3oBoro andasiTy JiHIHHO 3pocTa€e 31 30UIBIICHHSIM JOBXHUHH 1 BlAC-
TaHb MIX CYCIAHIMU (pa3aMM cTae HaA3BUYaiHO Majoro. [{uM, B cBOlO uepry, 0OyMoBI€Ha 3pocTa-
10Ya BUMOIJIMBICTh O TOYHOCTI ()OPMYBaHHSI CUMBOJIIB KOJY, SIKOCTI BIATBOpPEeHHs (a3, ymMOBaM
eKcrutyararii Ta iH. /lo MHOXUHM OaraTodazHuX KoaiB BiiHOCATH Kou dpanka. Bonu 31iiCHIOIOTH
TaK caMo SIK 1 KOAM KBaJPaTUYHHX JIMILIKIB TOKPOKOBY alpOKCUMAIIIIO JIIHIHHOI 4aCTOTHOT MOJYJIS-
mii 1 ICHYIOTb TIpH 3HAYEHHAX JIOBXKHH, M0 NPEICTAaBISAIOTh KBajapaT IJIOr0 Yucia
N =h®=4,9,16,25,36,49 ... [TpaBuiio ix opMyBaHHS OMHUCYETHCS CITIBBIAHOLIICHHIM

a = exp(%[%D i=...—101...., (15)

ne [ X | mo3Haua€e OKPYTJIEHHS X B MEHIILY CTOPOHY.
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3 (14) 1 (15) BumumBae, 1o 30iIbIIeHHS 00csTy andasiTy 3 poctoM N BiIOYBAa€TbCS 3HAYHO
MoBUTBHINIE. AHami3 6araToda3HUX KOJIIB TTOKA3Ye, 0 TEXHOJIOTIYHO JIaHI KOJIU HE HACTUIBKHU TIPHU-
BaOJIMBI B OPIBHIHHI 3 O1HAPHUMHU MPOTUIICKHUMH KOJAMHU.

TpoiuHi mocJiI0BHOCTI

Ha BifMiHy Bix GiHAPHHX MOCIIZOBHOCTEH €EMEHTH TPOTYHHX MOCHIIOBHOCTEH a° Ha 10ATOK
JI0 3HAYCHb = | MpUIMaIOTh 11Ie 1 HYJIbOBE 3HAYEHHS, TOOTO BUKOPUCTOBYETHCS TpiduacTuii anda-
BiT {-1,0,1}. Takuii andasit o3Hauae komOiHyBaHHs OiHapHOi @M 3 may3amu, TOOTO iHTEpBaTAMU
yacy, MPOTATOM SIKUX BIJCYTHS Iepeaada CUMBOMIB. B [2] po3risiHyTo crmocoOu KOHCTPYHOBaHHS
TpoiuHuX mnocmigoBHocTed. CyThb OAHOTO 13 cmocobiB monsrac B HacTymHomy. Hexait
d,,i=...—101....p - Ha M-TIOCIiTOBHICTB, Jic P — MPOCTE HemapHe dnciio. Koxken cuMBoII OCIiI0-

BHOCTI € enemeHToM mpoctoro mosst GF(P). ITocnimoBHICTh MEPETBOPIOETHCSA B TPOIYHY MIJISIXOM
BiJOOpaXeHHsI HYJIHOBOTO €JIEMEHTA B YSIBHUI HYJIb, @ HEHYJIbOBI €JIEMEHTH — B iX JIBO3HAYHI Xapa-
ktepu. [licnst moaiOHOTO IEpeTBOPEHHS 3MIHIOIOTH 3HAKH BCiX €JIEMEHTIB, IO CTOATHh HA HEMApHUX
no3uuisx. opmanbHO, aITOPUTM MOKE OYTH MPEICTABICHUA TAKUM CITiBBITHOLICHHAM

1
= (-1)"¥(d;)d; =0 ’ (16)
0,d, =0
nei=....,-1,0,1......

OnHi€I0 3 OCHOBHUX NPHYWH IOSIBH THTEPECY 10 PO3LIMPEHHS CIIEKTpa B 3a/la4ax 4acOBOTO
BUMIPY CIYXUTh MPAarHEHHsI JOCSITHYTH BHCOKHUX MOKAa3HUKIB MPH HU3BKIA MIKOBOI MOTY>KHOCTI,
TOOTO MpU PO3MOLIL €Heprii CUTHATy Ha BEJIMKOMY 4YaCOBOMY 1HTepBai. SIK moKa3HUK e(peKTHUBHO-
CTi pO3MOALTY €Heprii B 4aci BAKOPHCTOBYIOTh BEIHUUHY HiK-(akTopy V, TOOTO BiJHOIICHHS KO-
BOi Ta cepenHbol MOoTyKHOCTi. g Oynp-skoi @M, 1 30kpema OiHApHOI, €Hepris MOCIiI0BHOCTI
CUTHaJy PIBHOMIPHO PO3MOJJIeHa Ha Mepiojl Tak, IO MIKOBA 1 cepeHs MOTYXHOCTI OJHAKOBI 1,
omke, V = 1. 3penenns Np nmay3 Ha mepioJi TPOIYHOI IOCIIIOBHOCTI MOPYILY€E PIBHOMIPHICTH PO3-
MoJIiTy eHeprii i 3011bIIye mik-(pakTop B N NN pa3. Takum 9rHOM, LITHOBOIO (DYHKIII€I0 CHHTE3Y

—Np

€ moOy/10Ba TPOTYHUX MOCTIIOBHOCTEH He TUIbKH 3 iAeansHor0 [IOAK, ane 1 ManuM 4UCIOM HYIIB
Np Ha mepioni, TOOTO MiK-(aKTOPOM, SIKMH HE3HAUYHO NEPEeBHIIYEe OAMHMIO. TpoiuHa HOCIiNOB-
HICTh MO’K€ OYyTH YTBOpPEHa 3a JOMOMOI0I0 MOCUMBOJIBHOTO MHOXEHHSI OTPUMAHOI BIJIOBIHO /10
npaBuia (17) mocnioBHOCTI Ha €AuHy OiHapHy mnociigoBHicTh 1,1,1, — 1, ska mae ifeanbHy
[IOAK. PesynbTyroda TpoiuHa MOCHTIJIOBHICTh OyJie XapaKTepU3yBaTUCS y4eTBEpO OLIBIIOI JOB-
KUHOIO 0e3 3MiHM 3HadeHHs nik-(akTtopy 1 igeanbHocTi AK®. KpiMm TOro, mocnigoBHOCTI, 110
YTBOPIOIOTHCS NUISIXOM TOCHUMBOJBHOIO JOOYTKY IBOX TPOTYHUX IOCITITOBHOCTEH 3 iJ€alIbHOIO
[IDPAK i B3aemHO npoctumu oBxuHamMu N1, N, Tak camo OyayTh Matu ineansHy AK®, nosxuny
Ni-N2 1 mik-¢akrop V =V, -V,. B [1] nokazaHo, mo Taki MOCIIJOBHOCTI BOJOAIIOTH 1/1€aJIbHOIO
nepioguunoo AK®D:

P"—1,m==0mod N

P (m)=
» (M) 0,m=0mod N

(17)

P"-1 . . . S . .
a¢ N =——— — ICTUHHHH IIeP10J] TPOTUYHOI MOCIIIOBHOCTI.
P

XapakTepucTH4HI KON

Jlo uncia mpuBabIUBUX, 3 TOYKH 30py KOPEIAIIHHUX BIACTHBOCTEH, BITHOCATHCS XapaKTepH-
CTHYHI JMCKPETHI cUrHaimu (xapakrepuctuuti koau, aaii — XJIC) 3 uncioom nozumin N =4X+2 i,
N =4x,x =12 [4]. MakcumanbHi 614Hi Bukuan [IOAK takux curnaniB ckinanawTs {- 4, 0}, ToOTO

JaHWM Kiac CUTHaMIB BiAHOCUTHCA (Y BiAMoBigHOCTI 110 (14)) A0 onTuManbHUX ab00 MiHIMAaKCHHUX
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curHaniB. O6csar cucremu XJIC Bu3HadaeThcs 31 cmiBBigHOMmIEHHS [4]: M :(I)(N)/ n, (¢ (N) —

¢ynkuisa Eitnepa, N — cTyniHb po3MUpPEHHS OIS GF(Pn ) ,n=>1.

Kpunrorpadgiuni curnaamn

[Tix wac gocimimxeHs [5, 6] Brepine OTpUMaHO METOJ] CHHTE3Y CKJIAIHUX HENHIHHUX KPHIITO-
rpadiunux curraiis ( KC), mo g03Bossie CTBOpIOBAaTH: BEIMKI aHCAMOJIi IMCKPETHUX MOCITOBHOC-
Tell MpakTHUYHO OyJb-sKOTO Mepiony 3 HEOOXITHMMH (Ui BIAMOBIAHUX 3a7ay, MO CTOAThH TEpen
IKC) 3HaueHHsIMH O1YHUX TMETIOCTOK aBTO, B3A€EMHOI 1 CTUKOBOI ()YHKIIIM KOPEJAIii B MEPIOANIHO-
MYy 1 anepioAUYHOMY PeKUMax poOOTH; TOCHITOBHOCTI 3 CTATUCTUYHUMH XapaKTEPUCTUKAMU KOpe-
maiianx yskuin (K®), aHanoriyHUMH XapakTEpPUCTHKAMH KpaIlKX, 3 MOTJSAY KOPENsiiHIX
GyHKIIM, JIHIHHUX KJIaciB CUTHATIB; MOCIITOBHOCTI, SIKI BIJIOBIIal0Th BUMOTaM HE3BOPOTHOCTI,
HEPO3PI3HEHOCTI, Henepen0adyyBaHOCTI 1 BOJIOMIFOTh HEOOXITHUMHU CTPYKTYPHUMH Ta aHCAMOJICBH-
mu BinactuBocTsiMH. KC 3acHOBaHi Ha HENIHIMHUX MpaBUiIax MoOyI0BH, OCKUIBKU MPH iX CTBOPEHHI
3aCTOCOBYIOTh BHUIIAJKOBI (TICEBAOBHUIAIKOBI) MPOIECH, 30KpeMa, aJrOPUTMU KpHUOTOrpadiyHOTO
MIEPETBOPEHHS JaHUX. 3a3HaYCHE J03BOJISE MOKPAIIUTH MOKa3HUKHU 3aBa103aXUIIEHOCTI, IMITOCT1H-
KOCTi, cTpykTypHOI ckpuTHOcTi IKC, a Takok 3aBalOCTIMKOCTI MPUHOMY CUTHAIIIB B YMOBaX BILTH-
BY CTPYKTYpPHUX, 3arOPO/KYBATBHHUX, PETPAHCIHLOBAHKX Ta 1HIIMX BHIIB 3aBaJI 1 MAIOTh MOKPAIIICHI
KOpeJsLilHi, aHcaMOJIeBl 1 CTPYKTYPHI BIACTUBOCTI. 30KpeMa, MPU BUKOPUCTAHHI TaAKMX CHUTHAIIIB
K (pi3MYHOTO MepeHOCHUKA 1HpOopMaIlii a00 CUTHAJIIB CHHXPOHI3aIlii YaCOBl BUTPATH HA PO3KPUTTS
CTPYKTYpU BUKOPHUCTOBYBAaHUX CHTHATIB 3POCTAIOTHh 1 TTOCTAHOBKA «ONTUMAIBHHUX», 3 TOYKH 30PY
CTaHIIi MPOTH I, TEPEIIKO CTa€ MPOOIEMATHIHOIO.

byab-akuil TUKITIYHUIA 3CYyB MOCHIZOBHOCTI JOBXHMHHU N BOJIOAIE TaKOK K MNEPIOAHMYHOIO
[IOAK, mro i BUXiHA TOCTIIOBHICT, OCKUTbKH TiepioanuHa [IOAK — iHBapiaHTHA 10 HUKIIIYHOTO
3cyBy. Anepiognana ®AK (ADAK) nukiniuno 3pynienoi komii Moxe BifpizasTucs Bix AK®D nepsi-
cHoi. [lanuii hakt pazom 3 rpanuiero (13) cTaHOBUTH OCHOBY MeTOAY (JITOPUTMY) MOIIYKY TOCTi-
noBHOCTEH 3 puitHITHOIO AK®. O4eBUIHO, 0 3HAXOHKCHHS ONTHUMAIBLHUX OIHAPHUX TOCIIIO0B-
HOCTEH BEJIMKOi TOBXHWHU MPAKTHYHO HE MiIaaeThes peanizamii. Taka 3amaua moxxe Oytu chopmy-
JTbOBaHA y BUIJISLAL: HalTU OiHApHI KOJ 3 3a70BUTLHO MajMM piBHEM O14HOI METIOCTKU. 3arajibHa
i7ies anropuTMiB, CIPSIMOBAHMX Ha BUPILIEHHS IIi€l 3a4ayi, Mojsrae B MOINEpPeIHbOMY BinOOpi
Nesiko1 0OMeKeHOI MHOXKMHU TOCIII0BHOCTEH, sIKa 37a€Thcs 0araTooOILsIFO400 B IJIaHI KOpens-
[IHHUX BIACTUBOCTEH, M TIOJaNi — B MOIIYKY KOAY 3 MiHIMaIbHUM 3HAYEHHSIM TIJIBKU CepeJl MOCIHi-
JIOBHOCTEH, sIKi YBIWIUIM Yy 3a3HaueHy MHOuHY. Ha mepmomy erami anst 3amaHoi goBxkuHu N
JesIKUM 9YMHOM (opMyeTbes 6e3miu nociiioBHocTel 3 xopouoto [IOAK. Bona Mosxe BKiItouaT BCi
B1JIOMI TIOCIIITOBHOCTI 3a/1aHOi 10BKUHU N, piBeHb 01uHMX nemtocTok [IOAK sxux 3rigno (14) mo-
3BOJISIE CIIO/IBATHCS HA OTPMMAHHS HU3bKOTO 3Ha4eHHs R . Hanpukian, sxiio HeoOXiaHi 6iHapHi

KoM NMOBXUHOIO N = 63, TO MouyaTKOBa MHOKMHA MOXE OyTH oOMexeHa M-TOCIiJOBHOCTSIMH,
KpUnTorpagiuHUMH CUTHaIaMu, a00 BKIIIOYATH 1HILI TOCHTITOBHOCTI 3 3a10BUIbHOI0 [IDAK.

Ha npyromy etamni 31iHCHIOETBCS TIOLIYK 32 KpUTEpieM HaiiMeHIoro piBHsS Makcumymy AGAK
cepell yciX OJTHOMNEPIOJHUX CErMEHTIB MOCHIJOBHOCTEN KaHIUaTiB. 30KpeMa, OepeThesi OJJHOTEepI-
OJIHUHM CErMEHT MepIIOi MOCIIIOBHOCTI KaHauaaTa, oouncitoerbes Horo ADAK 1 3anam'siToByeThCst
B IIaM'sIT1 piBE€Hb MAaKCUMAJILHOTO OIYHOTO METOCTKA MO 3 HOMEpaMH IOCHIIOBHOCTI KaHAUaTa
1 foro 3cyBy. IloTiM 31IHCHIOETBCS HMKIIUHUN 3CYB CEIMEHTA Ha OJHY MO3HUIII0 1 MPOBOAATHCA
HeoOX1H1 OoOuYMCieHHs. SIKIIO HOBE 3HAYEHHS MAaKCUMyMY arepiofnyHoi OOKOBOi METHOCTKU
BUSIBUTBHCSI HU)KUE IMONEPETHBOr0, TO HOro 3HAUYEHHS 1 HOMEp HOBOTO 3CYBY 3aMiHIOIOTh paHille
3aIMucaHi B MaM'sTi 1aHi, B 1HIIOMY BUIIQJIKY 3apeeCTpOBaHi 3HaYeHHA 30epiratoThest 0e3 3minu. Jla-
Ha TpoIeaypa MOBTOPIOEThCS N pa3, TOOTO I BCIX MHUKIIYHHUX 3PYIIEHB TMEPIIOi MOCiJOBHOCTI
KaHauzaara. Pe3ynpTaToM NONIyKY € MOCHIAOBHICTE 3 MIHIMAJIbHUM 3HaY€HHsAM R cepel MoCiito-
BHOCTEH, BiliOpaHUX Ha mepiioMmy erami. AHCaMOJIb MOXJIMBUX CUTHAIIB MOXXe OYTH CKJIQJCHUH,
TOPSI/T 3 IHIIMMH KOJIaMH, 1 3 XapaKTEPUCTUIHUX KOJIB. JIJIsT KOKHOTO 3 KOJIB CJIiJ] MUISIXOM ITHKJIi-
YHOI'O 3CYBY HOro CMMBOJIIB 3HAMTH ONTHUMAaJIbHI 32 MIHIMAKCHUM KPHUTEpIEM amepiouyHl KOAHU 1
BiZiOpaTH 3 HUX HaMKpaIli.
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Jocnimpkennss aBTokopemsmiiiaux BiactuBoctel X/IC B amepioguyHOMy pexuMi mepenad
nokazanu [7], mo mist nepioxy JIT 256 cumBoiB icHye 56 xapaktepuctuanux JI1, aas skux 3Ha-
YeHHs MaKCHMAIbHUX Giunnx mikie APAK me mepesnitye 3uadenas 18 (1,1VN). Taxi snadyenus
O1YHUX MIKIB € MEHIIUMHU HIXK O19HI MKW OJHUX 3 KPaIUX, 3 TOUYKH 30py KOPENSIIHHUX BIACTUBOC-
Tel, m-nocaigoBHocTe. Popmy ADAK nmnst oxniei 3 Takux Il mokazano Ha puc. 2. Jlani mpo nae-
SKI 3 XapaKTEPUCTUYHHMX CUTHATIB (KOC(III€HT AeruMalii, sKuii BUKOPUCTAHUHN I OTPUMAaHHS
BignoBigHOro i3oMopdizmy /I, 1 muxmiyHmMiA 3cyB 1uXx i30Mop¢i3MiB) HaBeneHo B Tadiu. 1. Bymno
cunte3oBano 470 XJIC, HopMOBaHi 3Ha4eHHSI MakcuManbHUX OiuyHuX mikiB ADAK skux He mepe-
BHUINYIOTh BermunHN 20/256. Y cTanaapti cucteMu 3 kogoBuM nojaistiom UMTS B sikocTi Koy mep-
BUHHOI CHHXPOHI3alii BUKOPUCTOBYEThCS OiHapHa cunxpomociigoBHicts (CII) 3 mepiogom 256
IBIHKOBHUX €JIEMEHTIB, SIKi BOJIOIIOTH amepioANYHUMHU OIYHUMH IETIOCTKaMU ax A0 Y4, TOOTO
R, = 64 (abo -12 nb) [2]. IIpu Bubopi XJIC sax CII, y nopiBHAHHI 3 CUTHAJIaMH, L0 3aCTOCOBY-

10Thcs B ctangapti UMTS, Burpaii, 3 TOUukd 30py 3aBaAOCTIMKOCTI IPUHOMY CUTHAJIIB, CTAHOBUTH-
Mme Outbiie 4 nb [2]. HeobxigHo 3ayBaxutw, mo st nepioay XJIC 3 mepiogom 256 CHMBOIIIB iCHYE
64 130MOp(pHMX CHUTHAIIB, IO CYTTEBO IEPEBHINYE OOCIT CHUCTEMH JIIHIMHMX cHTHalIiB (M-

MTOCJTIIOBHOCTEH ) JJIsI TAHOTO TIepioy.
Koppenauna ADAK, L = 256

max=18

Ly s oy e o

Puc. 2. AOAK X/IC (uukmiynuii 3cyB {112}, koedimienT nenumartii — 7)

3a3HayeHe Mae ICTOTHE 3HAUeHHs JJISl CHCTEM, OJHI€I0 3 BUMOT 0 SIKHX, € 3a0e3ledeHHs
3aXMILEHOCT] BiJ HaB'i3yBaHHsS (BBEJCHHS) HENpaBAMBHUX IOBIJOMJIEHb, IOMHJIKOBUX PEXHMIB
poOotu 1 iHmte. [y nepeBipky TiNOTe3U 00 MOKIMBOCTI 3aCTOCYBAaHHS (3 METOIO MOKpAIlleHHS
MTOKa3HUKIB 1H(opMaliifHo1 6e3eky, 3aBaJ0CTIHKOCTI IPUHOMY CUTHAIIB, CKPUTHOCTI (DYHKI[IOHY-
BaHHs IKC) kpunrorpadiuaux curnaiiB 0yno cuHTe3oBaHo 680 curHaliB JaHOTO KJacy, BEIMYMHA
R, APAK 14 AKkMX, He IepeBulllye 3Ha4eHb 33 (e HallKpalle TPaHUYHE 3HAYEHHS JUI MaKCHMa-

JbHUX O1YHMX MIKIB JBINKOBUX CUTHAIIB 3 EP10A0M 256 €JIeMEHTIB).

Tabmums 1

[Tepioxn Koedimient MaKCHMaJ.IBHI BinnogingHi 3cyBu

(N) nerumarii 00KOBI IHiKkn i3omop¢izmiB XJIC

ADAK

256 7 18 {112,156 }

256 13 18 {44,66 }

256 37 18 {58}

256 47 18 {114}

256 61 18 {84,114,146,160}

256 101 18 {92,94}

256 127 18 {132,180}
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B npomy BumaaKy, BUTpAIll 3 TOUYKH 30py HMOBIPHOCTI IPAaBUIBHOTO MPUIlOMY, B MOPIBHSAHHI 3
BHUKOPHUCTAHHIM TIOCIIIOBHOCTEH, 110 3aCTOCOBYIOTHCSA B CTaHIApTi MoOuUTbHOTO 3B’si3ky UMTS,
ckinagae 3 ab. SIKIIo BUCYBarOTHCS OUIBII KOPCTKI YMOBHU JI0 3aBa/I03aXUIICHOCTI MPHUIOMY CUTHA-
aiB B IKC, moskHa 3anpononysatu 3acrocoByBaHHd KC, nns sxux 3HaueHHs R, ADPAK menme

Hik 33 [8, 9]. B Tabu. 2 HaBeneHo nani mono aeskux KC, R [uid SKuX He IepeBUIIYIOTh 3HA4YEH-

Hs 26, a Ha puc. 3 HaBeneHo BUug ADAK nins onHoro 3 Takux KC.

Tabmuus 2
Homep 3HaueHHs MaKCHMAJTb- . o
CHIHATA HUX OOKOBHX MIKiB Binnosigni 3cysu KC
ADAK
1 25 {31}
2 25 {61}
3 26 {60}
4 26 {10,22}
5 24 {212}
6 26 {48}
7 21 {3,83}
8 26 {66}
9 26 {62}
10 24 {6}
11 23 {57}
12 26 {8,90}
13 25 {111}
14 25 {39,77,123}
15 24 {26,90}
16 23 {5,23,37,39}
17 26 {16,86}
18 24 {80}
19 24 {70}
20 25 {19}

If_u PPenAUMA

Puc. 3. AOAK KC g N = 256. Huxmiunuii 3cyB{83}

BucHoBku

ADAK, L = 256

Cagur

OCKUTbKM KOJIOBUHM 1017 a0OHEHTIB B 0araTOKOpUCTYBAa4eBUX 1H(POKOMYHIKAIIHUX cUCTe-
Max I'PYHTYEThCS Ha BIAMIHHOCTI CUTHAJIIB, TO oOyaoBa OararokopuctyBaueBux IKC i mokaznuku

190
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e(EeKTUBHOCT] 3a3HAYEHUX CHUCTEM BH3HAYAIOTHCS BHOOPOM CHUTHAJIB 1 iX BIACTUBOCTSAMH. 3a3BH-
Yail ynciao aOOHEHTIB B Cy4acHHX 1H()OKOMYHIKAIIMHUX CUCTEMax JIOCUTh BEJIMKE, TOMY BUOIp CH-
THAJIIB 3BOJUTHCS /10 BU3HAYECHHS CHCTEM CHUTHAIIB i3 3aJaHUMM BiacTuBocTsAMH. [lokazaHo, mio
nuckpeTHi mociigoBHOCTI (1), BIaCTUBOCTI SKUX TOTOXKHI BJIACTUBOCTSM JMCKPETHHX CUTHAJIIB 3
HeoOxiganmu xapakrepuctukamu ADAK, Hacammiepe 3 BiIMOBIAHIMH 3HAYEHHSIMU OOKOBUX ITIKiB
ADAK, moxyTts OytH Bimiopani 3 mHokuHU [II1, 3HaduenHs 6okoBux mikiB [IOAK sikux Biamosi-
narothb (13). Came mi o6cTaBunu Oyio 3acTocoBaHo g ontumizaiii nomyky /IC 3 nmokpamennmu
xapakrepuctukamu ADPAK. Ha oCHOBI 3acTOCyBaHHS KPUTEPIF0 MIHIMYMY B3a€MHHUX IEPEIIKO/
(MiHIMaKCHUH KpHUTEpiii) Ta ICHYIOUMX B T€OPii CUCTEM CUTHAIIB PIBHOCTEH, 1110 BCTAHOBIIIOIOTH 3a-
JISKHICTh aBTO- 1 B3a€EMHO-KOPEJSIIHIX BJIACTUBOCTEH AMCKPETHUX CUTHAJIB, BHpIIICHA 3a1ada
OINITUMI3AIli] MOLIYKY HENIHIHHUX TUCKPETHUX CUTHAJIB C MOKPAIIEHUMHU aHCAMOJIEBUMH, CTPYKTY-
PHUMHU 1 KOpensiiHuMU BiIacTuBOCTsAMU. [loka3zaHo, 1110 3aCTOCYBaHHS CHHTE30BaHUX CHUCTEM CHUT-
HAJIIB JI03BOJIUTH MiIBUIIUTH 3aBaJIOCTIHKICTh MPUHOMY CUTHATIB (MMOBIpPHICTh NMPABUIBHOTO MPH-
oMY CHUTHAIB) Ta MOKa3HUKH 1H(POpMaIliifHOT Oe3MeKr Ta CKPUTHOCTI (PyHKITIOHYBaHHS 1HGOpMa-
[IHO-KOMYHIKAI[IHHUX CUCTEM B YMOBax KibepaTtak, Jii MpUpOIHIX Ta OPraHi30BaHHUX, B TOMY YHC-
JIi, CTPYKTYPHUX, pETPaHCIIbOBaHMX 1 1HIIKX 3aBaj. [lokazaHo, mo mpu mo0y1oBi KpunTorpadiaHux
curHaniB IKC, mo skux BHCYBAIOTHCS IIIBUIICHI BUMOTH IIOAO iHPOpMAIIiiiHOT Oe3eKH, 3aBaI0C-
TIWKOCTI MPUIOMY Ta CKPUTHOCTI (PYHKIIIOHYBaHHS, J0 JDKEpesia CUTHAIIB CIijl BKIIOYaTH BCl Bi-
JIOMi TIOCJTIJIOBHOCTI 33J]aHOi JIOBXKXUHH, piBeHb 019HUX NemocToK [IDAK skux Bianoimae rpaHud-
HUM ONTHUMAJbHUM 3HAUYCHHSAM. Y TaKy MHOXXHHY CUTHAJIB B SIKOCTI KaHJIUATIB MOXYTh YBIMTH,
30KpeMa, sIK CBi4aTh MPEICTAaBIICHI pe3yabTaTH, 1 HENIHIHHI TUCKPETHI CUTHAJIM, CHHTE3 SIKUX 3a-
CHOBAaHMI Ha BUKOPUCTAaHHI BIACTHBOCTEH €JIEMEHTIB KiHIIEBOTO IMOJIf, a TAKOK CUTHAJIHU, K1 CTBO-
peHi i3 3aCTOCYBaHHSIM BUNAJIKOBUX (IICEBJOBUIIAIKOBUX) MPOIECIB, KPUNITOrpadiyHUX CHUTHATIB.
JlJ1 KOKHOT MOCIITOBHOCTI-KaHIUAAaTa MUISIXOM LUKIIYHOI epecTaHOBKH HOT0 CHMBOJIIB 3HAXO-
ISITh ONITUMAJTBHI 32 MiHIMAKCHUM KPUTEPIiEM arepiognydHi KoM 1 BitOMparoTh 3 HUX HAHKpari.
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YK 004.491.4 DOI:10.30837/rt.2019.3.198.14
P.C. 'PUHFOB, O.B. CEBE€PIHOB, kano. mexu. Hayk

METO/]I HOJOJAHHS 3ACOBIB 3AXHUCTY 3 BAKOPUCTAHHSIM BPA3JIMBOCTEN
TPA®TUYHUX ®PAWIIB ®OPMATY BMP

Beryn

He3Baxaroun Ha BUKOPHUCTaHHs 3ac00iB 3aXUCTy, KOMI'IOTEPHI BIpyCH HECYTh CEpHO3HY 3a-
Tpo3y SIK JIJIS IPOCTUX KOPUCTYBAUIB, TakK 1 IS iHQOPMAIIHHUX CUCTEM BEIMKUX (PIpM 1 KOMIIaHiH.
CporoiHi icHy€e BeJIMY€3HA PI3HOMAHITHICTh KOMIT'FOTEPHUX BipYCiB, CTBOPIOIOTHCS HOBI METOJIUKHU
ix mpuxoByBaHHs 1 mommupenHs [1, 2]. Cepen HUX HaWOLIBII YaCTUM € BUKOPHCTaHHS CTETaHOTpa-
¢bii U1 MpUXOBYBaHHS BipyCHOTO MPOTPaMHOro 3abe3nedeHHs B (aitnax [3].

Ha nmanwmii wac ans 3a0e3nedeHHs 3aXUCTy KOH(INEHIIMHUX TaHWX OpraHi3alliii BUKOPHCTOBY-
I0ThCSI aHTHBIPYCHE MporpaMHe 3a0e3NeUeHHs, CHCTEMH BUsBIEHHS BropraeHs (IDS), cuctemu 3a-
noOiranns Bropraess (IPS) Ta Opanamayepu [4]. [IpoTe HaBiTH BOHH HE MOXKYTh TapaHTYBaTH MOB-
HOTO 3aXMCTY.

AHani3 CTpYKTYpH Ta ocodauBocTei ¢aiiiiB 300paxkens popmaty BMP

370BMUCHMKH JUISI TOTO, 11100 MPUXOBATH BipyCH JJOAAIOTH A0 HUX Pi3HI HOBI QyHKIIT Ta po3po-
OJISIOTH HOBI METOIMKH TMPUXOBYBaHHS MIKIUTMBOTO Koay [S]. Jlnst o0Xomay aHTHBIpYCHUX 3acO0iB,
IDS/IPS 1 micoYyHMIIb 3I0BMUCHUKH MOXXYTh BIPOBA/DKyBaTu BipyCHE NporpaMHe 3a0e3ledyeHHs B
300pakeHHSI.

binbiricts MeToAiB aHamizy ¢ailniB BKIOYaIOTh BAKOPUCTAHHS CUTHATYP BIPYCIB 1 aHAMI3 TO-
BEIIHKHY B IIICOYHUIII, a CaMe:

- IepeBipKa MOTOYHOT'O IOMEHY;

- IepeBipKa 3aImyIIeHUX MPOIIECIB;

- IepeBipKa o0CATY mam'siTi;

- IepeBipKa po3Mipy IUCKa;

- mepeBipKa yacy 0e3BiIMOBHOT poOOTH.

[Ticounnui 3a3BUYail aHAII3yIOTh TUIBKM BUKOHYBaHi (haitnu, 6i06IioTeKH NWHAMIYHUX MOCH-
nanb (DLL), noxkymenTH, mo Oynu ctBopeHi B makeTi Microsoft Office Ta monai6Hux, amnetu Java
[6]. BinboricTs i3 3ac00iB 3aXUCTy MPOCTO HE pearyioTh Ha ¢aiinu 300paxeHp abo iHIIMKA Oe3mney-
HUI TUI (ailiB, OCKUIBKY BBA)XKA€THCSI, 1110 HEMA€E MPUYUH BUTPAYaTH MPOLECOPHUN LIUKJI HA aHa-
713 300paxeHHs [7].

[TpoanaiizyeMoO MOKJIUBICTh BUKOPUCTAaHHS (haliry 300pakeHHsI B IKOCTI KOHTCHHEPY MJIs1 He-
MOMITHOTO TPAHCIIOPTYBAaHHS KOMII IOTEPHOTO BipyCy, YCKJIAJHEHHS po300py iHIMIACHTY iH(pOopMa-
L1IHOI Oe31eKH, MPUXOBYBAaHHs (PAKTy NPOHUKHEHHS B CUCTEMY, A TAKOXK KaHAJIU Ta METOJUKH, 1110
MIPU IILOMY BUKOPHUCTOBYIOTBCS.

Posrasmemo dopmat daitnie 300paxkenr BMP. Koxken ¢aiin nporo ¢gopmary mMae 3arojoBOK
¢ailry, 3aro0BOK 300pa)keHHs, pacTPOBi JaHHI Ta KapTy KOJbOPIB (KpiM 300paxkeHp 3 24-01THUM
kospopoM). CtpykTypa 3arojioBky (aitry dopmaty BMP npencrasnena B tabn. 1. Bin sBuse co-
6010 14-6aliTHY CTPYKTypy, L0 3HAXOAUTHCA HA MOYATKy (ailry Ta MicTuTh B co0i iH(opmarllito
PO THUTI Ta po3Mmip (aiimy Ta posramryBanHsa ganux. Jami B daitm dopmaty BMP 3naxoautscs 3a-
TOJIOBOK 300pa)KeHHS, 110 MICTHTH iH(pOpMAIiIO PO po3Mip, KOJIp Ta CTUCK 300paKeHHS (IUB.
Tadm. 2).

B noni Compression BU3HAYA€THCS TUM CTUCKY. SIKIO 3HAUEHHS MO AopiBHIOE 0, TO CTHCK
BigcyTHIN. Skmio 3HadeHHs RLE-4 a6o0 RLE-8, To BUKOpPHUCTOBYETHCS METOM CTHUCKY TPYTOBHMH
KOOpJIWHATAMH BiMOBIAHO 13 4-0iT/MiKCeNb Ta 8-01T/MiKCeNb.
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Ta0mmr 1

CrpykTypa 3aroyioBky ¢aitny popmary BMP

3miniennHs | Posmip (6aiiT) IM’st Onmuc
Curnarypa ¢dopmaty. BukopucroByeTbcs s imeHTHI-
karii ¢opmary. Mae Oyt 4D42(hex)/424D(hex) (little-
0 2 Type . . . .
endian/big-endian). Ilicis npuBEeNCHHS OO CUCTEMH
ASCII-cumBoaiB Mae Bursg “BM”.
2 4 Size Po3Mmip daiiny B OaiiTax.
6 2 Reserved 1 3ape3epBoBane moie Mae MicTuTH 0.
8 2 Reserved 2 3ape3epBoBaHe noJje Mae mictutu 0.
10 4 OffsetBits HonovxceHHﬂ MiKCENIFHUX AaHUX BiJHOCHO MOYATKy (aiity
(B OaiiTax).
Tabmums 2
CTpyKTypa 3arojoBKy 300paskeHHS
3mimennst | Posmip (6aiit) | Im's Ormme
14 4 Size JloBXHHA 3aTOJIOBKY.
18 4 Width Hlupuna 300pa’keHHs B MiKCEISIX.
22 4 Height Bucora 300pakeHHsI B IKCesX.
26 2 Planes KinpkicTs miomuH.
28 2 BitCount I'mubuna xompopy, OIT Ha mikcens (1, 4, 8, 24).
30 4 Compression Tun xommpecii (0 — BincytHs, 1 — RLE-§, 2 — RLE-4).
34 4 Sizelmage Po3mip 300paxenHs1, 0alT (BKIIOYHO 3 JOOBHEHHSM).
38 4 XpelsPerMeter | ['opu3oHTaNbHA PO3/iTbHA 3[JaTHICTB, MIKCEINIB HA METP.
42 4 YpelsPerMeter | BeptukanbHa po3miabHa 3JaTHICTE, MIKCETIB HA METP.
46 4 ColorsUsed Yuciio KoasopiB, 110 BHKOPHCTOBY€ThCS (0 — makcumanb-
HO MOYKJIMBE JUI AaHOi IMTHOWHH KOJIBOPY).
50 4 ColorTable KinbKicTh OCHOBHHUX KOJIBOPIB.

Haii0inbmry yBary npuBepTaroTh nons Size (po3mip daitimny BMP B 6aiitax), XpelsPerMeter Ta
YpelsPerMeter (ropu3oHTabHa Ta BEpTUKAJIbHA PO3/iIbHA 3JaTHICTh, MIKCEIB HA METP) Ta 3ape-
3epBOBaHi MOJIsI, a/Ke BOHU € HeHaaiiHuMU [8]. 3Buvaitamii 3aronoBok BMP nounnaetbes 3 moji-
6noro psaka 42 4D XX XX XX XX 00 00 00 00.

Tak Hanpukiaa, 300pakeHHs 3 Bi3epYHKOM IIAaX0BO1 JOIIKH (puc. 1) Mae 3arojoBOK mpeacTa-
BJICHUH Ha puc. 2.

Puc. 1. [lpuknan manroHKy B popmati BMP

Offset (n) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF TeHCT ASKOIMPOE
00000000 BA 00 00 00 7C 00

00000010 00 00 28 00 00 00 28 00 00 00 01 00 18 00 00 00

00000020 00 00 CO 12 00 00 C3 OE 00 00 C3 OE 00 00 00 00 ..
00000030 00 00 00 00 00 00 00 00 FF 00 00 FF 00 00 FF 00 .oecn... A..H5..8
00000040 00 00 00 00 00 FF 42 47 52 73 80 C2 F5 28 60 B8 ..... ABGRSEBBx (-

ISSN 0485-8972 Paouomexnuxa. 2019. Boin. 198

Puc. 2. 3aronoBok ¢aiiny 300paxxeHHs

193



Ha puc. 3 npencraBieHi 3Ha4SHHS MOJIIB TTOYATKY 3aroJioBKY (haiiiry 3 MOomepeIHbOTo MpUKia-
ay.

OXI:IZ 4IZIlI66 D6 00 00 00 00 00 00
Il |
3apesep
BOBAHO
(0)

——PozuMip Qainy
Brazye Ha dhopmat

Puc. 3. 3HaveHHs OB 3aroy0BKY 300pakeHHs

IcHye MOXIHMBICTH 3MIHM 3ape3epBOBAHUX IIOJIIB Ta TOJIB, IO MICTATH iH(QOpPMAIIiIO PO PO3-
Mip dailmy B Oynp-sikoMmy hex-penakropi. 3amuiieMo HAlpUKIaA B Il JUISTHKH CIIOBO “‘testtest”

(puc. 4).

Offsec(h) 00 01 02 03 04 05 06 07 08 05 0OA OB OC OD OE OF TercT OeKOOWMDOE

ooooooor  ENEIEENERERCETEREREE == oo oo 00 7C 00 [EMcesctesgb... |

00000010 00 00 28 00 00 00 28 00 OO0 00 01 00 18 00 00 00 ..o feeafeeeuannn.
QQQooo20 00 OO CO 12 00 00 C3 OE 00 00 C3 COE 00 00 00 00 ..A...T'...T....
QQQ0QQO030 00 00 00 00 Q0 00 Q0O Q0 FF OO QO FF QO 00 FF 00 ........ H..H..8
Q0000040 QO OO 00 OO0 00 FF 42 47 52 73 80 C2 F3 28 60 B8 ..... ABGRSEEx (-

Puc. 4. 300pakeHHs 31 3MiHEHUM 3ar0JIOBKOM

Tenep 3aronoBok 300paskeHHsI MaTUME BUTTISA (pHC. 5).

OXI42 4I}|?4 657374746573 74
Il I
3apesep
BOBaHO
(0)

——Po3Mip tafity
Bka3zye Ha opmar

Puc. 5. 3MiHeHnl 3aro0BOK 300paKeHHs

[Ipote Ha caMmomy 300pakeHHI HEe Oy HISKHX CIIOTBOPEHB (PHC. 6), OCKUIBKH OIS CITY>KOO0BI
1 He BIUIMBAIOTh Ha BioOpaxkeHHs iH(popMariii. Kpim Toro po3mip ¢aiiny TakoX He 3MIHIOEThCS.

Puc. 6. 300pakeHHs 31 3MIHEHUMH MOJIIMU

Sk BxKe 3ragyBasiocst paHimie 3aroyioBok (aitimry BMP nounnaetses 3 0x 42 4D, mo Bkaszye Ha
tun ¢aitny (BM). Ilpu xonBepTauii B iHCTpyKIii aceMOiiepa oTpumaemo, 1o 42 — 1e inc edx, a 4D
— dec ebp. Lle o3nauae, MO SKIIO i THCTPYKINT OyayTh MepeayBaTH KOAY MPOTpaMu, TO BOHU HE
BUKJINYYTh 3001B Ta HE MAlOTh KOMaH 1 IEPEXO/iB.

B hex-penaktopi 3MiHUMO 3HAYEHHS ACKITLKOX OCTaHHIX PAAKIB (puc. 7).
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Offset(h) 00 01 02 03 04 05 06 07 08 09 0OA OB OC OD CE OF TeKCT OSKROOMPOE
00001240 13 13 ES E% E9 FF FF FF FF FF FF EC EC EC 16 16 ../0lMRAAAAAMMM.
QD001250 16 Q0 00 01 01 01 20 00 FC FC FC FD FD FD .......... bBBBSD
00001260 FF FF FF E&A EA ER 17 54 68 €5 73 20 70 &C 61 &3 pmAAMmK.This pla
Q0001270 €5 20 €2 73 20 €5 €E 6F 75 €7 €3 20 74 €F 20 €1 e is enough to

00001280 63 €3 6F &D €D 6F €4 61 74 €5 20 €D 61 &C 69 &3 ccommodate mali
00001290 &% 6F 75 73 20 &3 €F €4 &5 2C 20 77 €3 &% 63 €68 ious code, whic
Qoo012a0 20 77 6% &C €C 20 €2 65 20 €683 €9 &4 €4 65 €E 20 will be hidden
000012B0 €% 6E 20 74 €3 €5 20 6% 6D €1 &7 €5 2E 20 42 75 1in the image. B
Qoo012C0 T4 20 €4 75 €5 20 T4 6F 20 74 €3 65 20 €3 63 €1 t due to the ch
000012D0 €E €7 65 73 20 T4 €8 &5 72 €5 20 77 €% &C 6C 20 nges there will
Q00DD012EQ0 62 65 20 BE €F T4 €9 63 65 €61 62 6C 65 20 76 639 be noticeable v
QDO012F0 73 75 €1 &C 20 €4 €5 T3 T4 €F T2 T4 &% €F 6E T3 sual distortion
Q00001300 2E 20 49 €6 20 €1 72 T4 €9 €6 €9 €3 €9 61l €C &C If artificial
Q0001310 75 20 T2 65> €4 TS5 €3 65 20 74 €3 65 20 €3 65 €3 vy reduce the he
00001320 €7 €3 T4 20 €F €6 20 74 €3 €5 20 €% €D €1 67 &5 ght of the imag
Q0001330 2C 20 T4 &8 €5 6E 20 74 €3 €5 T9 20 &3 61 €E 20

00001340 62 65 20 €68 €% €4 €4 &5 GE Eﬂ

Puc. 7. 3mineHe 300paskeHHS

BinkpuBmm oTpumane 300paKeHHS MU T00AYUMO, IO Y TIPAaBOMY BEPXHBOMY KYTi 3’ SIBHITHCS
CIOTBOPEHI mikceni (puc. 8).

Puc. 8. 36inbmiennii mpaBuii KyT 3MiHEHOTO 300paskeHHS

CkopucTaBIIACH hex-pelakTopoM MOKHA 3MIHHTH BHCOTY 300pakKeHHS 1 PUXOBATH CHOTBO-
peHi mikceni (puc. 9).

Offset (h) 00 O1 02 03 04 05 O6

[}

.|
[}
(=)
[
1=
[
=
[}
[

OC OD OE OF TexcT OSeKOOMPOE

Q00000000 42 4D 74 &5 T3 74 T4 €5 T3 T4 8A 00 00 00 7C 00 BMtesttesth...|
Q0000010 OO0 00 28 00 00 OO #4 OO0 00 00 01 OO0 18 OO 00 00 ..(...@ ........
Q0000020 OO0 OO0 CO 12 00 OO C3 OE 00 00 C3 COE 00 00 00 00 ..A...T...T....
Q0000030 OO0 OO0 00 00 00 OO0 OO0 00 FF 00 00 FF QO 00 FF 00 .....aa. A..H..H2
Q00000040 OO OO0 00 00 00 FF 42 47 52 73 80 C2 F5 28 €0 B ..... ABGRsBDx ([~

Puc. 9. llITyyne 3MeHIIEHHS BUCOTH 300pakeHHs Ha | miKcenb

[Ticnsa 3niiCHEHHS WX Omepaliil mpu meperssiai 300pakeHHsT CIIOTBOPEHI TiKcelni He OyayTh
BimoOpakatucs Ha expadi (puc. 10).

Puc. 10. 300pakeHHsI 31 IITY4YHO 3MEHILICHOIO BUCOTOIO
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TakuM 4YMHOM, BUKOPHCTOBYIOYH 300pakeHHsT popmary BMP mokHa mpoBaauTé B HBOTO Bi-
pyc, LITY4YHO 3MEHIIUBIIM BUCOTY 300paXkeHHs, KM He Oy/ie MOMITHUM JUIs KOpHCTyBaua (Ha 30-
OpaxeHHi He OyJie CITOTBOPEHUX MiKcemiB). [H'€KITis MOXKIIMBA Yepe3 Te, Mo 0alTH, SKi BKa3yrOTh Ha
TUN (aiiy, 3 akux 1 nouynHaetses ¢aitn, BM B ASCII, B mrictHaauatkoBoMy Burisiai — 42 4D, npu
KOHBEpTAIlil B IHCTPYKIIT acemOiepa He MPU3BOAATH IO MMOMIJIKM BHKOHAHHS, a MOAAIBII 8 OaiT
3arojioBKa HisIK HE BIUTUBAIOThH Ha iHTepHpeTalito 300paxkenHs. L{i 8 6ailt MoxHa 3armoOBHUTH OyIb-
SKUMH THCTPYKIISIMH acemOiepa, HapuKIIaa, 3aicaTé B HUX jmp-iHCTPYKINIO, sIKa BKake Ha Bi-
pyc, 110 30epiraeTbesi B 300pakeHHi [8]. Hampukian, B HamomMy BUNAAKY (YHKIIS jmp MOTJIa BKa-
3yBatu Ha ajgpecy 0000D583, ne nounHaeTbCs TEKCT.

3a JONOMOTroI0 HECKIaJHUX i MOXIMBO OTPUMATH 300pa)KeHHs, 10 MICTUTh Bipyc. Taka
MOKJIMBICTE 00yMOBJI€Ha ocoOimBOCTsIMEH (hopmaTy 300pakenHss BMP. Takuii minxix mpuxoBy-
BaHHs BIpyCY J103BOJIUTh YHUKHYTHU aHaJli3y Ta BUSABJICHHS LIKIIJIMBOTO KOy MicouHUIMU. [IpoTe
IPS/IDS Ta aHTUBIpYCH MOXYTh BUKOHATH CTaTUYHUI aHaI3 Ta BUSABUTHU Bipyc [8]. s mpuxoBy-
BaHHS IIKIJTMBOTO KOAY BiJl IUX 3aC00iB 3aXUCTY HEOOXiTHO BUKOpUCTATH 00(dycKalio (3ammyTy-
BaHHA Koay) [7]. HalimpocTimmM BapiaHTOM € BHKOPHCTaHHS HAWIPOCTIIINX JIOTIYHHUX OTeparin
Ui KoayBaHHs, TakuxX Sk XOR. B kocTi kiarodya MOXKHa BUKOpUCTATH 32-X OiTHE 3Ha4YEHHA B [ia-
na3oni Bix Ox11111111 mo Oxffffffff. OG¢yckamis Oyne mocsraTcs 3a paXyHOK CHJIHM KIJtoYa, I1e
JI03BOJIUTh YHUKHYTHU KOPCTKO 3aKOJJOBAHOTO KOAY.

Hanpuxran, npummycTumo, 1o Kiod gopiBHioe 0x39643964. B nboMy BUIIAJKY MAaEMO Pe3yilb-
TaT IpeacTaBieHuil Ha puc. 11.

0x54455445 + (xCCCCCCCC + 0xCCCCCCCC

0x39643964 + 0x39643964 + 0x39643964

0x6d216d21 + Oxf5a8f5a8 + 0xf5a8f5a8

Puc. 11. Ilpuknan pe3ynprary omepartii o6dyckarii

[I1o0 BMKOHATH KO, 1110 30epiraeTbcsi B 300pa)KeHHI, MOKHA BUKOPUCTATH KOPHCHE HAaBaHTa-
xeHHs1 PowerShell, BoHO 3aBaHTaXuUTh 300pakeHHS Ta BUKOHAE KOJ B TTaM SITi. MU BUKOPHCTAEMO
rotose pinteHHs Bix Cobalt Strike. Bono BukopucroBye System.Net.WebClient 11 3aBaHTaxeHHs
(aiiny, B HaloMy BUTIQJIKY I1e 300paxkeHHs, a moTiM VirtualAlloc ta CreateThread mist 3unryBanHs
Ta BUKOHAHHS BIpyCY.

[TpoBenenuii anammi3 MiATBEPIKYE MOMIMBICTH BUKOPUCTaHHS 300paxkeHb (opmaty BMP 3
BIIPOBA/KCHUM BIpYCHHM KOJOM JUIsI TIOJIOJIaHHS 3ac00iB 3aXHCTy. [cHye OaraTto BapiaHTIB 3aBaH-
Ta)keHHS 300paykeHHs 3 BIIPOBA/KEHUM BipyCOM Ta BUKOHAHHS BipycHOro koay. Lle MoxxHa 3po6u-
TH 32 JOINOMOT0I0 OYy/b-SIKOI'O0 BUKOHYBAaHOIo (paiimy abo cKpuIiTa, BIPOBAAUTH KOJ y BXKE 1CHYIO-
4uii BUKOHYBaHHUN (aiin. Taki METOIu JO3BOJATH OMUHYTH 3aCO0M 3aXUCTy. AJDKE TijJ 9ac CKaHy-
BaHHs 3aCO0M 3aXUCTy HE BUSBIIATH y HUX Bipyc. [IpoTe Oiibll NepCHEeKTUBHUM € BUKOPUCTAHHS
amapaTHUX 3aKjia/loK y MO€IHaHH1 3 UM MeTtogoM [9, 10].

AHaJii3 BUSIBJICHHSI BipyCHHX 3pa3KiB pPi3HUMH aHTHBipyCHUMH 3ac00aMu

B xoxi nocnimkenns Oyia po3pobieHa nmporpama, sika OTpUMY€ B SIKOCTI BXIHUX TaHUX HE0O-
polJieHe KOpHCHE HaBaHTAXKEHHS, I10 MOKe OyTH 3reHepoBaHO 3a fonomoror Metasploit Ta 30-
OpaxenHs popmaty BMP. TectyBaHHS HpPOBOIMIOCH Ha TIEPCOHATBHOMY KOMIT IOTEpI MMiJ Kepy-
BaHHsM ornepauiiiHoi cucremu Parrot Security OS. Metasploit — e iHCTpyMEHT, NpU3HAUYEHUH 115
CTBOPEHHS Ta BUKOPHCTAaHHS EKCIIOWTIB, a TAaKOXK EKCIUTyaTallii Ta MOCTEKCILTyaTallii Bpa3InBOC-
Teil. Jisl CTBOpPEHHS BXiHHMX JaHUX TaKOX MOXHa CKopHcTaTHcs yTuiiToro Msfvenom, sika €
ckinagoBoio Metasploit [11]. Po3po6iieHa mporpaMa BIIpoBaKy€e B 300payKeHHS BipyC, 3MIHIOE BH-
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COTy 300pa)KeHHS Ta 3alKcye B 3arojoBok jump-dyHkmiro. ITicist goro 3amyckae web-cepep Ha
KOMIT'10Tepi 3 1H(pIKOBaHUM 300pa’keHHsIM Ta cTBoproe komaHny PowerShell, sika 3aBanTaxyo 30-
OpakeHHS Ta BUKOHYE Bipyc.

Jns mepeBipku ¢aitniB BUKOPUCTOBYBAIKUCH pecypcu web-caifity www.virustotal.com. Bin Ha-
Jla€ MOYJIMBICTh aHami3y (¢ailry mo 6a3zam JaHHWX BCIX MOMYJSIPHUX aHTHUBIPYCHUX 3aco0iB Ta Oe3-
MOCepeIHBOTO aHami3y (aity anTHBipycamu. Pe3ynbpraT ckaHyBaHHS IIEIUT-KOXY B opMaTi raw,
10 OyB 3reHepoBaHuil 3a gornomoror msfvenom npenacrasieHi Ha puc. 12.

1 8 €3 18 engines detected this flle
/58
2019-04-02 12:21:25 UTC

a moment ago

66645f1a5214cf78bd44c2fd431384b19ecc82ddi08e039692¢895de 1d6ad565 341 B
Size
shell

__®
L

Puc. 12. Pe3ynbraT ckaHyBaHHS IIEJUI-KOy B popmari raw

18 3 58 anTUBIpyCHUX 3ac001B BU3HAYMIIN TECTOBUH (paitn, sik BipycHuid. Tol camuii BipycHUI
KOJ aJjie y BUTJIS/I BUKOHYBaHOTO (hailiny BU3HAYMIN BipycHUM Bxke 53 3 70 antuBipycis (puc. 13).
Pi3Ha KUIBKICTh aHTUBIPYCHUX 3aC00iB, 1110 TIepeBipsiIa ¢aiiia 3yMOBJICHA TUTIOM (aiiiy.

€3 53 engines detected this file

381affle567104b85f1c64fd929626/669801881720e54947121bd117f71557b 72.07 KB 2019-04-02 13:39:41 UTC
. abexe Size a moment ago EXE
© | overlay  peexe

D o @

Puc. 13. Pe3ynapTaT ckaHyBaHHS IISIUT-KOTY B popMaTi exe

B nocnimkennsx Oyna mepeBipeHa MOXJIMBICTH BHSBJICHHS BipycCy, IO OyB NMPUXOBAHHWHN B
nporpamy PuTTY — Ge3komroBHuil kiieHT /i npotokoiiB Telnet, SSH. Pesynpratu mepeBipku
opurinansHoTO (aiiny PuTTY npeacrasneni Ha puc. 14.

€3 One engine detected this tile

2019-04-02 13:37:58 UTC ‘-" IOE‘"\
\ EXE /

{c7a687c2d828id711199e591fa68bd55be20852d6c492d655b4991 a3ea2dca? 1.38 MB
a moment ago

PuTTY Portable Size

() e owday e sgned
DBl

Puc. 14. Pesynpratn ckanyBanHs opurinaisHoro PuTTY
Sk BHIIHO 3 Pe3yJIbTATIB, JIMIIE OJWH aHTUBIPYC 3pOOWB MPHUITYIICHHS PO HASBHICTH BIPyCY
(puc. 15).

Rising @ Maiware Heuristic. MLite{87%) (Al-LITE:...

Puc. 15. IlpumymieHHs Ipo HAsABHICTH BipyCy

Jlnst BIpoBaKEHHsI BipyCy Y BUKOHYBaHUU (aiin Oyiau BUKOPHCTaHI Bl HAWMOMIMPEHIIIl Me-
TOJIMKH, 1110 JTO3BOJISIFOTH 30€perTd mpare3aaTHICTh (aiily: CTBOPEHHS HOBOI CEKIlii Ta BIPOBa-
mkeHHa y code cave. Code cave — 11e OCTiOBHICTh HYJIbOBHX OalTiB B mam’sTi mpouecy. s
BIIPOBA/KEHHs Bipycy Oyna BukopucraHa ytuiita Backdoor Factory — cmemiampHa yTHiiTa 1uis
BIIPOBA/KEHHS ILIEJJI-KOY Y BUKOHYBaH1 (hailnu Ta quHaMivyHi 610mioTexu. Croyatky OyB Bujaasie-
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HUll nudposuit mignuc ¢aiury. Pesynsratn nepesipku PuTTY 3 Bumanenum mudpoBuM miamnucom
npejcTaBieHi Ha puc. 16.

€D 3engines detected this file

2019-04-02 13:38:56 UTC

35d93763121cecd7391ef1 1bb8018520771209d38593a5d66089338/64b2fc2a 1.36 MB
a moment ago

Size

PuTTY Poriable

'y R
0= ©

Puc. 16. [lepepipka PuTTY 3 BumaneHnM nupoBUM MiAHCOM

Ha puc. 17 npencraBneni pe3ynbrati ckanyBauHs ¢aitny PuTTY 3 HOBOIO MOPOXXKHBOIO CEKIIi-
€10 (06e3 BipyCy) B OpHUTiHAILHOMY (aiii.

€3 30engines detected this file

30

/68

8beda4dasffedce6a584834d9840128f4c4630fbi3b75b8bd07bi366a8d3883e 138 MB 2019-04-04 12:19:49 UTC { %L‘
PuTTYsection0.exe Size 1 minute ago ' EXE

Q o @

Puc. 17. IlepeBipka PuTTY 3 HOBOIO MTOPOXKHBOIO CEKITIEIO

SIK BHJIHO 3 pe3yJIbTaTiB MICIIsI CTBOPEHHSI HOBOI MOPOXKHBOI CEKIIii Oe3 BIPOBaKEHHS Bipyc-
HOTO KOay ¢ain Bu3HavdaeThesi 30 aHTUBIpyCHUMHU 3aco0amu K Bipyc. [licist cTBopeHHsT HOBOI ce-
Kuii Ta BIIpoBa/pKeHHS B Hel Bipycy 32 3 70 aHTHBipyCHUX 3ac00iB Horo BUsBWIH (puc. 18).

€3 32engines delected this file

decb704cb22f404ce79017f7c817dd21b6198232414801fd84d10ca707b92657 ‘ 1.38 MB 2019-04-02 14:15:33 UTC |’ %L \
PuTTY:section.exe Size 2 minutes ago \ EXE /

© peoxs
0T e

Puc. 18. Pe3ynbratu npuxoByBaHHS BipyCy B HOBill cekIii

B nocnimkennsx Oyrna mepeBipeHa MOXKIMBICTh BUSBJICHHS BIpyCy, IO OyB NPHXOBaHUU Y
code cave (puc. 19).

l— % backdoor-factory -T PuTTY.exe -s user_supplied shellcode threaded -U sect
ion -o PuTTY+cave.exe -Z

Puc. 19. Boposamxenns Bipycy B code cave

3a pe3yJbTaTaMy CKaHyBaHHS JIMIIIE 9 aHTUBIPYCiB BUBWIHM Bipyc (puc. 20).

€3 9 engines detected this file (i
e ia711i 735 ‘ 1.38 MB 2019-04-02 16:08:07 UTC ( %c‘
PuTTYscave.exe Size a moment ago \ EXE /

Puc. 20. PesynpTaTtn npuxoByBaHHs Bipycy B code cave

B nocnimxennsx Oys nepeBipenuii opurinansauid ¢aitn BMP (puc. 21). ITicns nporo 0y me-
peBipeHuit Qaiin, B skuii OyB BIPOBAHKEHUN MIENI-KOJ 33 JOMOMOTOK PO3poOJIeHOi MporpaMu
(puc. 22).
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& No engines detected this file g

f11ade5B4decT3lea5d67d1 2913f5dbcT2c 38 4698KB | 20190402 16:16:44 UTC ( E\
defaultbmp Size a moment ago \ BfM /
_® |-
Q0
Puc. 21. PesynpraTi nepeBipku opuriHaisHOTO 300paxenas BMP
& No engines detected this file e
14b3b372a01c41c81067a54720b74219bi3a9749e4be0i413a53607d 1cc8ca03 469.8 KB 2019-04-02 16:19:51 UTC .‘, E‘
oulputbmp Size a moment ago BPM /
© Cbmp
D Rl ]

Puc. 22. Pesynbratu nepeBipku iHdpikoBaHoro 300paxkeHHss BMP

SIK BUAHO 3 pe3yJIbTaTiB MEPEBIPKH KOJCH aHTUBIPYCHHI 3aci0 HE 3MIr 3HAWTH Bipyc y 300pa-
xeHHi. [I{o o3Havae, 110 METO MPUXOBYBaHHS BipyCiB Bij 3ac00iB 3aXHCTy, B TOMY YHCII i aHTH-
BipyCiB, po3po0JIeHHH B I1iif pOOOTI € HAOLIBII €PEKTHBHUM.

JocnimkeHHs mokasanu, o JeTanbHa iHdopMallis mpo opurinansHe (puc. 23, a) Ta indikoBa-
He 300pakeHHs (puc. 23, 6), BIAPI3HAETHCS JIUINE 3HAYCHHSIMHI BHCOTH B IIKCEIAX Ta 3HAYCHHIMH
xem (yHKIIIH, BUpaxyBaHUX Bif (ailiB.

e ] atheZoniiaShbalasnziasaeddsdz
SHA1 A Tiokr s TOSIden B0 24551 ncod chcibdchd
SHA-258  H1ndeSBide: T3 35057 H TealeataSiabidde 2 fiiSdboTIcScidndtatat

SSDEEF  3OTEWATANANPYRLIDCYEVIgatqT ToAEGHCNNOwm IEHO T TadwUCHRye | 1ES0d1 TTH

Flatype  BMP
Magic PC bitriiyp, Windhows 3.x fonmmsal, 800 x 600 x 8
File size 459,58 KB (281075 bytes)

ExifTood File Meladats ©

BMPYsrsion ‘Windows V3
BEDepth [ ]
Cosmgarassion Hone:
FilaType -
FiaTypeExionsion  bmp
IruegeHeght 800
il ingth L]
nagesize B00sBO0
ImageiWidth 80D
MIMEType magetamp
Megaptcels 045
MusmCialors Uss EXDopth
NumlmportaniColors. M
PsisPerdeter 1]
PusisPerhdeter'y ]

Planes 1

a

MDs EBE30531 Toasibha 1 FRacscics Tas

SHA D edT RSS2 08 Sal TEletatatech

SHATSE  14bILITRR01CA | CH 1 CETRSA TIN0TAZ 1 Sbiney Tadedbe0ki 1 3053607 d 1 coBoald

SS0EER  BOTZgATANAIPYRLIDZ YV Vaad2aT ToAEGRE NN JEHNTTuwUCHRy0 1 1 E60d1 773G
[T

Magic PG bitmap, Windioes 3.x lormal, 500 x 508 1 8
Fllesize  £69.8 KB (£81078 bytes)

ExiToo! File Metsduta &

BMPYarsion Windows V3
EnDapth ]
Compression L]
FlieType BMP
FleTypeEstensicn  bmp
Image Hakgh =
imageLangih [
imageze B00X595
image Width 800
MIMEType Imagebmp
Megapiieis nare
HumColors Use EnDepth
NumimponanColoes Al
ProsisParkbstery [
ProsisParkbstery [
Planes 1

o

Puc. 23. lleranpHa indopmMariist Ipo 300pakeHHs

VY3aranpHeHI pe3yJabTaTH MPOBEACHUX MEPEBIPOK HaBeAeHO Y Tabm. 3. 3HaKOM

¢ 9

IIO3HAYa€Th-

csl, SIKIIIO aHTUBIPYC HE BHUSBHB BipyC, 3HAKOM “+” | K110 Bipyc OyB BUSBICHUI, 3HAKOM “*”, SKIIO

aHTHUBIPYC HE 00pOOIIIOE TIeH THTT haiiy.
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Ta0murs 3

PesynbraTi ckaHyBaHHS 3pa3KiB

Memn- | Hemn- PuTTY PuTTY PuTTY | PuTTY .
. IudikoBane
Hassa KOJI KO 0e3 3 MOpPOXK- | 3 Iemwt- | 3 met- | OpuriHaabHe BMP
. y do- | ydo- | PuTTY | umo- HBOIO KOJOM | KOIOM BMP
aHTHBIpyCYy . . .y 300pa-
pMmari | pmari posoro HOBOIO B HOBiif | B code | 300pakeHHS KOHHSL
raw exe MAMUCY |  CeKIi€ CeKIii cave
Acronis * + - - - - - * *
Ad-Aware + + - - - - - - -
AegisLab + + - - + + + - -
AhnLab-V3 + + - - - - -
Alibaba * + - - - - - * *
ALYac + + - - - - - - -
Antiy-AVL - - - - - - - - -
Arcabit + + - - - - - - -
Avast + + - - + + - - -
Avast Mobile
Security ) ) ) ) ) ) ) ) )
AVG + + - - + + - - -
Avira - + - - + + - - -
Babable - - - - - - - - -
Baidu - - - - - - - - -
BitDefender + + - - - - - - -
Bkav - + - + + + + - -
CAT- i n ) ) i ) ) ) )
QuickHeal
ClamAV + + - - + + - - -
CMC - - - - - - - - -
Comodo - + - - + - - -
CrowdStrike " n ) ) N N N % %
Falcon
Cybereason * + - - - - -
Cylance * + - - + + +
Cyren - + - - + + - - -
DrWeb + + - - + + - -
eGambit * + - - + + + * *
Emsisoft + + - - - - -
Endgame * + - - + + - * *
eScan + + - - - - - - -
ESET-NOD32 - + - - + + - - -
F-Prot - + - - - + - - -
F-Secure - + - - + + - - -
FireEye + + - - + + - - -
Fortinet - + - - + + - - -
GData + + - - - - - - -
Ikarus - + - - - + + - -
Jiangmin - - - - - - - - -
K7AntiVirus - + - - - - - - -
K7GW - + - - - - - - -
Kaspersky + + - - + + - - -
Kingsoft - - - - - - - - -
Malwarebytes - - - - - - - - -
MAX + + - - - - -
MaxSecure * - - - - - - * *
McAfee - + - - + + - - -
MC.A.fee'GW' - + - + + + - - -
Edition
Microsoft + + - - + + + - -
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IIpomoBxenHs Tadi. 3

en- e PuTTY PuTTY | PuTTY .
KOJI PuTTY 3 . IndikoBane
Hassa y KOJl 0e3 HOPOKHBOIO 3 memwi- | 3 mewl- | OpuriHanbHe BMP
. y ¢o- | PuTTY Q- KOJIOM KOJIOM BMP
aHTuBipycy | ¢op- . HOBOIO . 300pa-
vari | PMati posoro cexuieio B HOBIH | B code | 300pakeHHS KCHHS
raw €Xe MAIUcy CeKU1l cave
NANO- + + - - + + - - _
Antivirus
Palo Alto * - - - - _ _ * *
Networks
Panda - - - - - - _
Symantec + - - - - - -
Symantec * - - - - - -
Mobile Insight
Qiho0-360 - + - - + + - - -
Rising + + + + + +
SentinelOne * + - - T + _ * ¥
Sophos AV - + - - + + -
Sophos ML * + - - - - R * *
SUPERAntiSp - + - - - - - - -
yware
Symantec * + - - + + + - -
TACHYON - - - - - - - - -
Tencent + - - - - - - - -
TheHacker - - - - - - -
TotalDefense - - - - - - -
Trapmine * + - - - - -
TrendMicro - + - - - - - - -
TrendMicro- - + - - - - - _ _
HouseCall
Trustlook * - - - - - _ * *
VBA32 - - - - - - - - -
VIPRE - - - - + - - - -
ViRobot + - - - - R
Webroot * + - - - R R * *
Yandex - + - - + + - - _
Zillya - - - - - n _ N N
ZoneAlarm + + - - + + - - -
Zoner - - - - - - - - -
BucHoBku

VY xoni gociimkeHs Oyiia po3po0sieHa Ta MPOIEMOHCTPOBaHA KOHIIEIIIS aTaKH, 110 J03BOJISE
MPUXOBATH Bipyc y 300pakeHHs X BMP. Taka MOXJIHMBICT 3yMOBJIEHAa OCOOIMBOCTSIMU CTPYKTYpHU
naHoro ¢opmary.

[TpoanamnizyBaBIIM OTPUMaHi pe3yJbTaTH, MOXKHA CTBEPKYBaTH, L0 JAHUH METOJ MPUXOBY-
BaHHS BIPYCY JIO3BOJIAE MOJO0JIATH BCl 3aCO0M 3aXMUCTy Ta MPUXOBATH IMIKITHMBUN Kom. Kpim Toro
NOMIOHUN TIAXiA MOXE CYTTE€BO YCKIATHUTU po30ip iHIMAeHTY iH(opMmariiiHoi 6e3neku. Lle o0y-
MOBJICHO THM, IO OLIBIIICTH 13 3aCO0IB 3aXKMCTY MPOCTO HE 3BEPTAIOTh YBaru Ha 300paKeHHS a0o
iHImMK Oe3neynnid TuN Qaiimy. OCKUIbKH BBa)KalOTh, 110 HEMA€E MPUYUH BUTPAYaTH MPOLIECOPHUN
[IUKJI HA aHaITi3 300pakeHHs. AHTHBIPYCHI 3aCO0M 3aXHUCTYy IIiJ YaC CKaHyBaHHS HE BUSBHIU BIPYC
y ¢aiini popmaty BMP. Kpim Toro anamni3z moBeniHKH 300pakeHHS B “TIICOYHUIN” TaKOX HE BU-
SIBUTh BIPYC, OCKIJIBKH TPH BIAKPUTTI 300paKeHHS IIKIJIMBUNA KOJ| HE TIOYHE BUKOHYBaTHUCs. Bpa-
xoBytouu Buie ckazane IDS, IPS Takox He 3MOXyTh BUSBUTH Bipyc. Lle CBITUUTH Npo HeepeKTHB-
HICTh BUSIBJICHHS Ta MPOTH/IIT ICHYIOUHX 3aC001B 3aXUCTY PO3TJSHYTIH aTarli.
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3a pesynbpraTamMu BUIIPOOYyBaHb MOKHA CTBEP/DKYBATH, IO PO3POOJICHUI METO]] MPHXOBYBaH-
HS BIpyCHOTO KOIy B 300paxkeHH1 (hopmaty BMP € HaiiGinbi eheKTUBHUM, OCKITBKU IIEIII-KO/ HE
OyB BUSIBIICHUH KOJHUM 3acO00M 3axucTy. Pe3ynbpTatu gaHoi poOoTH MOKHA BUKOPUCTOBYBATH 111
gyac po3poOKHU 3aco0iB aHTHBIPYCHOT'O 3aXUCTY Ta KOMIUIEKCHUX 3ac0o0iB 3axucty ITC ta s ix mMo-
JIEpHI3aIlii 3 METOIO MOTICPEPKCHHS MOII0HUX aTak.

[Tpu iboMy HEOOXiTHO BPaXxOBYBATH, 110 HABITh 3BUYAMHI (hailik 3 MPOCTOIO0 CTPYKTYpOro 0e3
MIATPUMKH CKPHIITIB MOXYTh CTAHOBUTH CEpHO3HY 3arpo3y. ToMy HEoOXiqHO po3poOIroBaTH HOBI
O1b1I e(peKTUBHI 3aCO0H 3aXHUCTY.

OcHoBHa HeOe3reka moIioHNX 300pakeHb 3 BipycaMu MOJISTae B TOMY, IO JUIS BUSBIICHHS 3a-
I'po3u HEOOX1IHO BUKOPHCTOBYBAaTH HECTaHJIAPTHI METOAU. MO)KHA 3MIHUTH HaJIAIITyBaHHS 3aCO-
01B 3aXUCTy, 00 BOHM TEPEBIpsUTH BC1 THUIH (ailiiB, ajie 1[e CyTTEBO CIOBUILHUTL a00 HABITH ITOB-
HICTIO Tapalizye poboTy Bci€i iH(hopMaliiHO-KOMYHIKAIIiHOT CHCTEMHU.
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YK 004.056 DOI:10.30837/rt.2019.3.198.15
B.A. KVJIIBABA

MOPIBHAJILHUI AHAJI3 KPUIITONNEPETBOPEHD
HA EJINITUYHUX KPUBUX TA KPUBUX EJIBAPJICA

Beryn

OcTaHHIM YacoM Bce OLIbII TOCTPO MOCTAE MpobiieMa MBUAKOIT aCHMETPUYHUX KPUITOIpa-
GbiyHMX MeXaHi3MiB i, mepeaycim, mudpoBux manucis. Lle muranHs mocrae yepes Te, MO0 HEMUHY-
9UM € 301IbIIeHHS ISt 3a0e3MeYeHHs KpunTorpadivyHoi CTIHKOCTI B YMOBaxX MOCTIHHO 3pOCTal0uUX
MO>KJIMBOCTEW MOPYIIHUKIB TOBKUH NapameTpiB. PeaibHa mosiBa KBAaHTOBOTO KOMIT IOTepa CTaBHUTh
nepen IOCIiTHUKaMU HOBI 3a/1a4i: pO3pOOHUTH, CTaHIAPTU3YBaTH Ta BIPOBAJAUTH HOBI MEXaHI3MH
3axucTy iHpopmarii, CTiiiKi, B TOMY YHCIIi, B TOCTKBaHTOBHH 1iepiof. [Ipore, B Tak 3BaHMH mepexi-
JTHUN 1epio]] 0 MOSIBM UX HOBUX CTAHAAPTIB OyyTh BUKOPUCTOBYBATHCS MEXaHI3MHU LU(PPOBOTO
MIANKCY, B OCHOBI SKHX JISKUTh MaTEeMaTHKa EIINTUIHUX KPUBUX. HOBMM 3anipONIOHOBaHNM MaTe-
MaTHYHUM anapaToM € kpuBi EnBapica, siki MatoTh IEBHI epeBaru nepej eninTHYHUMH KPUBUMU
[2, 6]. MeTOIO aHOI CTATTi € OTJISI Ta MOPIBHSAHHSA KpUNTOrpadivHUX TEPETBOPEHD B TPYII TOYOK
eNNTUYHUX KPUBUX Ta KpuBUX EnBapica, a Takox momepeaHs OIiHKa KpUNTOrpadpiqHoil CTIHKOCTI
kpuBux Ensappca.

Kpusi Ensapaca ta ix nepesarn
B opurinansromy Burisiai [2] kpusi EnBapca Oynu 3anmporoHOBaHi y BUTIIS I
¥ +yt = (1+x°y%) (1)

3aKoH CKJIaJaHHs TOYOK JIsl KpuBOi y GpopMmi EnBapsca Bu3sHaueHuUi K

X +X — X, X
P(x,,3,)+ P, (x,,,) = B( 1Yo T X)) ’ NYVs — %%, ) )
e(l+xx,0,y,) e(l-xx,,)

Takox OyJ10 BBEJICHO IMOHATTA TaK 3BaHOr0 HelTpanpHoro enemenTa 0= (0,e). Oneparris
3HaXO/KEHHS 3BOpOTHOI ToUukM EK BU3HavaeThCs K

_P(xp’yp) :P(_xp’yp) (3)
Ha BIIMiHY KpUBHUX B KJIaCU4Hii dopmi, e
_P(xpayp):P(xpa_yp) (4)
Ornepartist MOABOEHHS TOUYKH 13 (2) BUSHAYAETHCS SIK
2xy ' —x
2P(x,y)= , 5
) (e(nxz,y% 1=y ®

[Ipote, sk 3a3HayaeThecs B [5], KpuBi B opuriHaibHIA Gopmi EnBapica MaroTh psii BaroMux
HEJIOJIKIB 1 HE MOXYTh OyTH 3aCTOCOBaHI B KpUNITOTpaiuHUX JT0AATKAX.

Jlis mpakTHYHOTO 3acToCyBaHHsS B Kpunrorpadii B [1] oOdrpyHTOBaHO MOAM(DIKAIII0 KPUBHX
EnBapaca. 3okpema, Ui HUKIIUHOCTI TPYIM TOYOK KPHUBOI Ta BUJAJIEHHS OCOOJMBUX TOYOK OYJI0

. .. . d
BBEJICHO J0JaTKOBUI Koe(illieHT d, Takuii, 1o cuMBoa Jlarpanxka (— =—1, T00TO d 5 KBajpaTH-
p

YHAM HEBHYETOM, a TAaKOX Ha HhOTO HaknajaeHo oomexenHs d(l1—de')#0. PiBHAHHA KpuBOi
B MOIM(DIKOBAHOMY BHTJISII MA€ BUJT

2 2 _ 2 2.2
x +y =e(I+dxy”) (6)
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AHaIOTi4HO 3 (2) 3aKOH CKJIaZIaHHs TOYOK KPHBOi ENBapica BU3HAYAETHCS SIK

Xy +xy Yy, —xX
P(x,,v.)+P(x,, -p A B B W Vo — X% , 7
050+ B0, ) 3(e(H‘dxlszﬁyz) e(l_dxlxzyd’z)) @)

A omeparlisi TOIBOEHHS TOYKH BU3HAYAETHCS 5K

2xy Y =x
e(1+dx2,y2) ’ e(l—dxzyz)

2P, y)=[ ®)

Onepairist 3HAXO/KEHHST 00EPHEHOT TOYKH BU3HAYAETHCS 3TiTHO (3).

ITopiBHAAHHA CKJIaIHOCTi NepeTBOPEHb B IPYIi TOYOK eJTINTHYHUX KPUBUX
B KJIaCHYHOMY BHUIJIsAi Ta kpuBux Ensapaca

I'pynoBuii 3aK0H y NPOeKTUBHUX KOOPAMHATAX AJS KIACHYHUX eJTINTHYHUX KPUBHUX.

Oco0mBicTIO IPOEKTHBHOTO Oasucy i knacuuHux EK € Te, mo nmpu BUKOpHUCTaHHI TPOEKTH-
BHUX KOOpJMHAT HEOOX1THO BUKOHYBATH OLjbIlIe orepalliii MHOKEHHs, ajleé HeMae oreparii JiieH-
Hs 32 MoAyJseM (iHBepcii), o Aae BUrpaml y mBUAKOAII. [1icis BUKOHAHHS CKaJIiPHOTO MHOCHHS
B IIPOEKTUBHOMY 0a3uci HeoOXiAHO 3pOOUTH 3BOPOTHE MEPETBOPEHHS Ha apiHHI KOOpAUHATH [6].

[TpoexTrBHMIA aHATIOT KOPOTKOTO aiHHOTO piBHIHHA Belepmrpaca (4) Bu3HavaeTbes [6]:

Y’Z=X +aXZ*+bZ’, a,b € F(q). 9)

EnintrnyHa xpuBa, M0 3aJa€ThCA B NMPOSKTUBHUX KOOPIMHATAX, CKIAJAETHCSA 3 YCIX TOYOK
R=(X, Y, Z) piBasians (9) Tax, mo Tpiiika (X, ¥, Z) € po3B’s13k0M piBHSIHHS.

Y npOeKTUBHUX KOOPJAWHATAX TPYIOBHI 3aKOH 33/1a€THCSI HACTYITHUM YHHOM:

1) Touka (0r, 17, OF) € onuHuyHUM eneMeHTOM (g BITHOCHO omepatii «+»;

2)Touka R = (X, Y, Z) # (Of, 1, OF) € TOUKOrO Ha KpHBii F, 10 3aJaHa B MPOCKTHBHUX KOOP-
JIUHATax, ToAl ooepHeHa Touka — R = (X, — Y, Z);

3)uexait R = (Xi, Y1, Z1) 1 Ry = (X2, Y2, Z») € ABi pi3Hi TOUkW HA E — Taki, mo Ry # Ry 1 Ry, Ry
#(0f, 1F, O), Toni cyma Ry ta R € R3 = (X3, V3, Z3). Koopaunatu X3, Y3 1 Z3 MOXyTh OyTH oOuuncie-
Hi 5K

X3=—su,
Ys =t u+sX\2) - s\ 2, (10)
AR AV/
nes=XZ,— X2, t=Y22\—Y\Z, i u=s>(X1Zo+X2)) — 2, Zy; sxmo R = (X, Y, Z)

# (0Op, 15, Op) € TOukorO Ha E, TOMI ii moaBoeHHS € 2R = (X3, Y3, Z3).
Koopnunatu Touku 2R — (X3, Y3, Z3) MOKYTb OyTH OOYHCIIEH] 32 JOTTOMOTOI0 TAKHX (OPMYII:

X3=—su,
YVi=t(u+sX)—57, (11)
Zi=57,
ne t=3X>+ aZZ, s =2YZ, atakox u =2s°X — *Z.

3rigHo [1] noBHi kpuBi EnBapaca Bu3HaueH1 sk

x2+y2:l+dx2y2;d(l—d)¢0;(i]:—l, (12)
P

a d
a TakoXx OyJI0 BBEZICHO OOMEXKEHHS (—j = [—j =-1.
p P
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Jns noBHoi kpuBoi EnBapaca (12) 3akoH ckiajaHHs TOYOK BU3HAYEHO y BUIIIAIL [4]

X4, + X + X
P(x],y])+Q(xl,y2):Z( 172 ylyz , lyl 2y2 J (13)
l—dxx,y,y, 1+dxx,yy,

x; =y 2x,y
2P(x,y)=| —4—21| e 14
() (l—dxlzyl2 1+dx12y12 (14

Tak sx B adiHHUX KOOpAMHATAX MPUCYTHE 3HAXOJDKEHHS OOCPHEHOrO €JIEMEHTa B IOJi, TO
MPUKAHATO MEPEXOTUTH 10 MPOSKTUBHUX KoopAuHAT. Lle mosicHoeTbest TuM, 110 [4] omepartist iHBe-

pcii B moui 3 00YUCIIIOBATIBHOT TOUKM 30py € HaOuibl ckiaanHow. [lpudyomy, 3amina x = f, y= L
JI03BOJISIE IEPEHTH B IPOCKTHBHI KOOPAMHATH. B TakoMy BUMaaKy piBHSHHS KPUBOI Mae BHansm )
(X*+Y)HZ*=Z"+dX*Y* X =xZ,Y = yZ . (15)
3aKOH CKJIaZIaHHs TOYOK B IPOEKTUBHUX KOOPAMHATAX Ma€ BUTIISA
P(X, . Z)+0(X,.Y,.2,) = (X, ., Z,).
[Ticns migctaHOBKH [4] MaeMo:
e
, \ZZ, ZZ, Z2'7; ) Z2Z,(Z}Z]-dX X, YY) XY, + XY, (16)
zZ

y =—= =
CZ (H XmXzYlYlJ[l_ dxlxmj (Z:2; +dX, XY Y,)(Z]Z; —dX X,KY,)
272 272
Zl ZZ

172

X :éz 2122(212222 +dX1X2Y1Yz)(X1X2 _Yle) (17)
Y Zy (L7} +dX X YY)Z]Z, - dX XNY))

Hexaii A:ZIZZ;B:AZ;C:XlXZ;D:YlYZ;E:dCD;F =B-E;G=B+E, T0ai KOOpIAUHATH
TOYOK BUPAKAIOTHCS Yepes
Y, = 4-F((X, +Y) (X, +¥,)~C~D)
X,=4-G-(D-C) (18)
Z,=F-G

[Ticns mizpaxyHKy eleMEeHTapHUX omepaliil B mom Maemo, mo V, =10M +1S +1U onepamiii

B noui. ITpu oMy MoskHa npuitaaTu[S], molS ~ %M .

3a aHaIOT14HOIO MCETOAUKOK BUKOHYIOTBHCA OI_IiHKI/I IIOABOEHHA TOYOK:

B e

x3 = — = = (19)

S R0 BROI A
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2

P A, [ X [ X
PR S G SV Sl XK 00)
3T X, 2 Y 2 X, 2+ Y 2 (2212—X12—)’12)(X12+Y12)

Zl Zl Zl Zl

[Ticns BUKOHaHHA 3aMiHu [3, 5] Ta MiIpaxyHKy KiJIbKOCTI OTepariii CKIaJHICTh TTOABOEHHS TO-
uyku Ha EK B dopmi EnBapaca onintoerses ik 7, =3M +4S . 3a aHAJIOTIYHOIO METOAMKOIO OLIIHIO-

€TbCS CKJIAIHICTh BUKOHAHHS OMepalliil 1ojaBaHHs Ta MOJBOEHHS TOUYOK B IPOSKTUBHUX KOOPIUHA-
Tax JJIs eTNTHYHUX KPUBUX B KAHOHIYHIN (opmi.

3BeJieH] JaHi 010 CKJIAHOCTI onepawiid HaBeAeHo B Tabi. 1, e Ui CIpOIIEeHHS! BUKOPUCTa-
HO TaKi cmiBBigHOMIEeHHS [5]: 1S =0.67M 1a 1U = 0.5M.

Tabmaums 1
[opiBHSAHHS CKIaIHOCTI Omepalliii MHOKeHHS i JofaBaHHs Touok EK
B KpuBuX EnBapzca Ta KaHOHIYHHX KPUBHX
Kpusi y popmi Beiiepmrpacca Kpusi y ¢popmi Ensapnca
JonaBanus MHoxeHHS JonaBanus MHuoxeHHs
1 12M+2S8 TM+35S 10M+1S+1U 3IM+4S
2 13.33M 10.33M 11.57M 5.67M

Sk 3a3HaveHo B pobOori [5], kpuBi y dopmi ExaBapiaca MaroTh 3HaYHUI BUTpAIl Y CKIATHOCTI
BUKOHAHHS OMepaliif B Tpymi TOYOK ENINTUYHOI KPHUBOi, MPUPICT MIBUAKOALT csrae 1,5 pasu, 1o,
0€3yMOBHO, € BOXJIMBHM 3 TOYKHU 30py MPAKTUYHHUX 3aCTOCYBaHb.

IopiBHsaabHui aHadi3 crilikocti knacuynux EK ta EK ExBapaca ta ckiagnocri arak

Bimomo [6], 10 HAHOUIBIN YHIBEpCATHHOIO aTaKOI HA aCUMETPUYHI KPHIITO TICPETBOPCHHS €
aTaK¥ THUITy «ITOBHE PO3KPHUTTSD», KA 3BOJUTHCS 10 JUCKPETHOTO Jiorapu(MyBaHHS B TPYI TOUOK
EJINTHYHOI KPUBOI, a TAKOXK JUISI €JIEKTPOHHOTO MIAMHUCY 10 aTaKu «IIOBHE PO3KPUTTS» HA OCHOBI
MiAMUCAaHUX JaHUX. TOMYy B SIKOCTI OCHOBHOI 3arpo3um OyJIeMO pO3IIISAaTd 3arpo3y BHU3HAYCHHS
0COOMCTOrO KITF0Ya d MIITXOM JTUCKPETHOTO JIOTapru(MyBaHHS y BiAMOBIIHUX TPyTax KPUBHUX.

Hexaiif mopylrHukoBi BiIoMO MOPSAI0K 0a30BOi TOYKU ENINTUYHOI KPUBOI, BIAKpUTHH Kitou Q,
a TaKOX BCl 3araJIbHOCUCTEMHI TTapaMeTPH, BKIFOYAI0UYX MOAYJIh IEPETBOPECHHS (. BiH Takox 3HaE,
10 OCOOMCTHIA Ta BIAKPUTHUINA KITFOU1 OB’ A3aH1 M3k COOO0IO CIiBBITHOILICHHSIM

0, =d,-G(modg) . (21)

V¥ [3] mokazaHo, 1o eninTu4Hi KpuBi ExaBap/ca, sSiki € IpuIaTHUMHU 10 3aCTOCYBaHb Y KPHUIITO-
pradii, € 13omopbuumu 10 EK y dopmi Beitepmitpacca, 10 HUX MOXYTh OyTH 3aCTOCOBaHI Ti XK
cami METOJM KpUITOaHali3y, TOOTO AUCKPETHOTO JIorapu(MyBaHHS B TPYII TOYOK.

3a miel yMOBH JUIsl 3HAXO0DKEHHS ocoOucToro kimoda d ckopucraemocs Merogom po-Ilomapaa
SIK OJJHUM 3 HaiOinbi epexTuBHUX [4]. CyTh HOTO MOMSITae y HACTYITHOMY.

Hexaii myis gesikoro kinieBoro Habopy W e BimoOpaxkenns F:W — W . Cama mociiioBHICTh
dopmyeTbes 3a mpaBuioM w, € W, w, , = F(w,). dani, Hexait n — nopsgok 6a3zosoi Touku G, a Bij-
Kputuid K104 Q € TOukoro Ha 111 KpuBiil. Tozl 11t 3HaX0KEHHS CeKpeTHOTro mapamerpa d I[lommna-
paom OyJio BBEICHO IHTEPHOALIHHY (QYHKIIIIO

G+Y,1<Y(x)<n
F(Y)=<2Y,n/3<Y(x)<2n/3;. (22)
0+Y,2n/3<Y(x)<n
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[TpaBwiio po30HTTS 3a iHTEpBaIaMU MOKEe OyTH OOpaHO iHIIE, a 3aMiCTh X-KOOPAMHATHA TOUYKU
BUKOPHCTOBYBATH y-KOOPJAUHATY. SIK MOXKHA 3a3HAYUTH, Y 2/3 BUIAJKIB BUKOPUCTOBYETHCS J0AA-
BaHHS TOYOK, a B 1/3 — MOABOEHHSL.

IcHye Takox anprepHaTHBHA (hOpMa 3aBAAHHSA PEKYPEHTHHUX CIiBBIIHOIICHb AJI OOYMCIICHHS
HACTyITHOI TOYKHU:

Y, =o,G+ B0,

a,.Y, €S,

a,.,, =1 20,.Y, €8, (23)
a, +1,Y, €S,

B, +LY, €S,

B =1 2B.Y €S,
B, Y, €58,

Buxopucranus (22) uu (23) go3Bonsie moOyayBaTu ABi MOCTIAOBHOCTI, 30ir 3HAYEHb B SKHX

Y, =Y, npu pisHUX IHAEKCAX JIO3BOJISAE CTBOPUTHU KOJI3iI0 Ta BU3HAYUTH OCOOUCTHH K04 [6]:
a;-a,

= e, G(modn). (24)
i F

Takox moka3aHo, 110 KMOBIPHICTh 3HAXOMKEHHS KOMi3ii ipu k cipobax ckianae [6]:

P(n, k) =1—2-(”_1]~(”_2j...(”(k_1)]=1—(1—1M3j...(mj. (25)
n n n n n n n

[Ipu k <<n maemo

d

k(k-1)

P=l-¢ (26)

Tomy (26) mae MOXKIIMBICTh TaKOXK OOYUCITHTH k HEOOXITHHX €JIEMEHTIB MOCTiOBHOCTI (22),
100 OTPUMATH KOJi310 3 HEOOX1IHOK HMOBIPHICTIO.

Tenep OLIHUMO CKJIAIHICTh OOYMCICHHS TOCIIIOBHOCTI JOBKWHOIO k JJsi KpUBHUX Y (opmi
Beiiepmrpacca ta 'y ¢dopmi EnBaprca.

[ToGymyBaHHS MOCIHITOBHOCTI TOBXKHUHOIO k moTpedye k -1 BukimukiB ¢pynkuii F(Y). [Toznauumo
CKJIQJHICTh BUKOHAHHS OnHi€T oneparii nogaBanHs To4ok EK sk /., a ckIagHICTh TOJBOEHHS TOUKU

Ha EK six /.. Tak sik mocnigoBHicTe W, € W, w,,, = F(W,) MOXXHa BBa)KaTH BUITaIKOBOIO, MAEMO
1 2
I, :(k—l)(gl* +§I+). (27)

[TincTaBumo 13 Tabm. 1 3Ha4YeHHS IS PI3HUX KPHUBUX Ta OIIHUMO CKJIQJHICTh TeHeparlii
nocniioBHOCTI foBxkuHOM0 k 11s1 EK 'y dopmi EnBapica Ta kaHOHIUHUX KPUBHX.
JIist KAHOHIYHHUX KPUBUX:

= (k—l)(%-lO.33M +§-13.33M) = (k-1)-12.33M

sum.canonocal

s xpuBux Exsappca:

2

I :(k—l)(%-5,67M +5115TM) = (k=1)-9.603M

sum.edwards
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To6T0, MOOyMyBaHHS MOCIIAOBHOCTI TOYOK JJIsl KPUIITOAHAI3Y MeToZoM po-Ilomiapaa € 6ibI
e(peKTUBHUM Ui KpuBHX EnBapica, HiX JUIS KpUBHX B KaHOHIYHOMY BUIIsiAi. Comif 3a3HaYHUTH, 110
OCKiNbKH B (22) Oyno MPUIHATO, IO MHOXKEHHS TOYOK BHUKOHYETHCSI TUTBKUA B TPETHHI BHITAJKIB,
T0O0TO KoK n/3 <Y (x)<2n/3, a s BUMAJKy TOJaBaHHS TOYOK PI3HUIIA B CKJIAJHOCTI Onepaii

HE HACTLIBKH CYTT€BA, SIK Y BUIMAAKy MHOKEHHS, TO MPHUPICT MIBUAKOCTI KPUNITO aHAII3Y CKIIafae
npubnuzHo 22 %, npote Ui IHIIMX aJrOPUTMIB, K1 OUIBLI aKTUBHO BUKOPUCTOBYIOTh MHOXKECHHS
touok EK, BiH Moxe OyTu cyTTeBO BUIIMM. TakuM YWMHOM, AiifHE 30UTBIIEHHS MIBUAKOIII TaKOX
J03BOJIs€ 30UTBIIMTH IIBUJAKOJIKO, a 3HAYUTh 3MEHUIMTU CKJIAQJHICTh KpPUIITOAHANi3y, TOOTO
PO3B’SI3aHHS TUCKPETHOTO TMOPIBHSHHSA B Tpymi TOYoK KpuBMX EnBapmaca. Bkazanuii ¢axt
HEOOXiTHO BpaxoByBaTH MpPHU MEPEXOAi BiJi BUKOPUCTAHHS TOYOK ENNTUYHUX KPUBUX 10 KPHUBUX
EnBapaca.

BucHoBku Ta pekomeHnaamii

1. Enintuyni kpusi ExBapca, sik HOBUH BUJ MPEJICTaBICHHS €MNTUYHIX KPUBHUX, MAa€ CYTTEBI
nepeBarv, OCHOBHUMHU cepell SKHX € MIBUAKOAISL. B 1boMy BUMAIKy MOXIUBICTb MPUCKOPUTH BU-
KOHaHHA mianucy y 1,5 pasu € gyxe npuBaOInBOIO, IPOTe, HA HAII TOTJIS, MOTPeOy€e MOAaIbIIOrOo
JOCIIJKEHHSI B YaCTHHI CTIMKOCTI MPOTH aTaK K 3 BUKOPHCTAHHIM KJIACMUHUX OOYHCITIOBAIIBHUX
MIPUCTPOIB, TAK 1 MICIIS TTOSBU KBAHTOBOTO KOMIIT FOTEpA.

2. IIpoBenenuii aHami3 TakoX J03BOJIUB IIATH BUCHOBKY, IO /ISl KpuBUX EfBapiaca MoxkiuBe
MPUCKOPEHHS MOPIBHAHO C KAaHOHIYHUMHU KPUBUMH BHUKOHAHHS QJITOPUTMIB KPHIITO aHAJI3y, SIKE
3aJIeKUTh BiJ] KUIBKOCTI BUKOPUCTAHHS Y KOHKPETHOMY aJITOPUTMI omnepanii MHOkeHHs Touok EK.
Takos i BpaXxoBYBaTH, IO 3aCTOCYBaHHS MEXaHI3MiB, siKi 0a3yroThcs Ha EK, MoXIMBe TiTBKH
00MEXeHO, aJpKe Micis MOSBU KBAHTOBOIO KOMIT IOTEpa IX BUKOPHUCTaHHS BXKe HE 3a0€3MeUUTh He-
00X1JTHOTO PiBHS CTIHKOCTI.

3. IIpobneMHMM TakOXX € MUTAaHHS BIPOBAKEHHs peali3alliid, 10 BUKOPUCTOBYIOTH KpHUBI
EnBapsca B icHyrody iHQpacTpyKTypy BiIKpUTHX KItouiB. Ha Hamn morisii, AOMITBHUM € PO3TIIs
MUTAHHSA 100 BJOCKOHAJICHHS MOJIENeH, METOIB Ta 3ac001B MOOYI0BU KPUIITO CTIHKUX 3arajbHO-
CHCTEMHHX MapaMeTpiB I KpUNTorpadiqvHuX MepeTBOPEHb B IPyMax TOYOK €IINTUIHUX KPHBHX B
HanpsMKY MIJBUILEHHS iX CTIMKOCTI, a TAKOXX OOTPYHTYBaHHS MOXJIMBOCTEH BUKOPHUCTaHHS TaKUX
napaMeTpiB y MOCTKBAHTOBHI mepioJ. Bka3ane m103BOJINTH, HAcaMIIepe/l, 30CEPEANTUCS Ha CTaH/a-
pTHU3allii HOBUX KpUNTOrpaiuHUX MEeXaH13MiB IOCTKBAHTOBOTO MEPIOY.
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SECURITY OF MODIFIED DIGITAL PUBLIC-KEY SIGNATURE EDDSA

Introduction

The Ukrainian National Standard for Digital Signature DSTU 4145-2002 has been in use about
17 years.

During this time, significant changes have occurred in the field of information technology:

- new, more powerful cryptanalysis techniques have emerged and with the growing computing
capabilities, are forcing the world to look for ways to increase the resilience of existing
cryptosystems;

- in the last few years, practically all cryptographic algorithms used at this level are analyzed
and evaluated in terms of their security with respect to the modern and perspective post-quantum
methods of cryptanalysis, which leads to revision of these algorithms (usually, with increasing size
of the parameters of such algorithms);

- DSTU 4145-2002 standard uses and refers to outdated Soviet and Russian block encryption
and hash functions standards, while Ukraine's 2014 adopted DSTU 7564 and DSTU 7624 National
Standards, which have significantly higher performance and cryptographic security;

- new algebraic objects have appeared the use of which has many advantages (both in
performance and cryptographic security) in building different cryptosystems;

- a new cryptographic algorithms, including auxiliary ones, were offered which have numerous
advantages over older ones and are gradually displace them from use.

In addition, a significant drawback of DSTU 4145-2002 is that it (the only one all over the
world) recommends the use of only elliptic curves over the finite field of characteristic 2, which
makes the signature of this standard more than 20% slower than any other states, including Russia
and Belarus.

All these changes directly affect the implementation of the current National Standard for
Digital Signature DSTU 4145-2002 and indicate the need for its modernization.

An important task in choosing asymmetric crypto-algorithms is selection of parameters size
and its justification. Today an international organizations, such as NIST, ETSI, and ENISA, have
raised appropriate parameter requirements that can be used in the transitional to post-quantum and
post-quantum period. [1], [2].

Due to the need to revise and update national digital signature standard DSTU 4145-2002 [3],
the authors considered several digital signature constructions. Among the requirements to modern
public-key signatures it is worth to highlight at least 128-bit security, fast signing and fast signature
verification, fast keys generation, foolproof session keys, collision resistance, secure software im-
plementation, etc. There are a lot of obvious variants in classic and elliptic signature systems,
ElGamal, Schnorr’s, ECDSA, etc, which can be used in transitional to post quantum period.

This paper introduces one of possible modifications for signature schemes based on The Ed-
wards-curve Digital Signature Algorithm (EdDSA) proposed in [4] and specified in IETF RFC
8032 [5], which is a variant of Schnorr’s signature system with (possibly twisted) Edwards curves.
The main advantages of the modification proposed in this work are:

1) secure even in case of generator faults [6];

2) signature performance doesn’t depend on message length;

3) security against related-key attacks.
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Related work

The equation of the elliptic curve in the form, which later took the name “Edwards form”, was
suggested in paper [11].The isomorphism (under certain conditions) between the curves in the
Weierstrass form and in the Edwards form was proved. Howewer the curves, proposed in [11] were
weak from the cryptographic point of view. And paper [11] was quickly followed by paper [12],
where the Edwards curves were modified by the introduction of the certain parameter.

Hereafter, for simplification, we will consider curve E, assigned over finite field F Do for an

odd prime number p and a,deF; a#d,d#1:

E:ax’ +y? =1+dx?y?, (1)

The main differences (almost all of which are advantages) of the Edwards curve compared with
the Weierstrass curves are the following.

1. Universality of the addition law. Indeed, the operations of different points addition and
doubling a point are assigned by he same formulas:

X1Y2 + X1 X1Y2 —axp )
x , +(x R = H 2
( 1 yl) ( 2 J’2) (1+dx1Xzy1y2 l—dxlsz/IJ/ZJ ¥

2. The absence of “the point on infinity”. Thus, the neutral element is a usual point of the
Edwards curve with coordinates O =(0,1), which obviously fulfill equation (1).

. d .
3. Group E, of points of elliptic curve (1) with Legendre symbol (a—jz—l is always cy-
P
clic.

4. The order of the group E,, is always divided by 4. The property of the Edwards curve can

be considered an insignificant disadvantage due to the fact that its subgroup of the large prime or-
der, on the basis of which cryptosystems are constructed, has at least 4 times less points than £, in

other words at least three-quarters of the points of the group are “extra”.

5. The high performance of points addition. This property is one of the most important ad-
vantages of the Edwads curve. Thus, approximately 1.5 bit operations less required for two (differ-
ent) points addition of the Edwads curve than for the same operation for the Weierstrass curve.
Meanwhile for the doubling of the points the bit operation number is even less.

6. Uniformity of the addition law. The formulas for the addition and doubling of points are
the same for the Edwards curve. This increases security of cryptosystems on the Edwards curves to
timing and capacitive attacks, aimed to determine the number of such operations.

In this part we briefly specify EADSA signature system according to [4], [5], but in more for-
mal way. As the authors of algorithm pointed, the advantages with EADSA are as follows:

e EdDSA provides high performance on a variety of platforms and the use of a unique random
number for each signature is not required;

e specified in RFC 8032 EADSA uses relatively small (in comparison with postquantum algo-
rithms) public keys (32 or 57 bytes) and signatures (64 or 114 bytes) for Ed25519, providing ap-
proximately 128 bits of security (uses Edwards version of Curve25519) and Ed448, which provides
approximately 224 bits of security, respectively;

e the formulas are "complete", i.e., they are valid for all points on the curve, with no excep-
tions. This obviates the need for EADSA to perform expensive point validation on untrusted public
values;

e EdDSA provides collision resilience, meaning that hash-function collisions do not break this
system (only holds for PureEdADSA) and it is more resilient to side-channel attacks.
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EdDSA needs to be instantiated with certain parameters. The scheme has next parameters:
¢ an odd prime number p;

an integer b with PLELEN P,
a (b - 1) -bit encoding of elements of finite field F/,,

a cryptographic hash function H producing 25 -bit output;
e anon-square element d of F » and a non-zero square element a of F,, (the usual recom-

mendation for best performance is

—1,if p=1mod4,
={ 3)

L if p=3mod4;
e aprime n between 2674 and 2073 under special condition and the point P # ((),1).
Note, that the set (1) defines complete Edwards curve (according to classification [7]), because
ae(,, according to (3), where Q ) is the set of quadratic residues modulo p . Due to the condi-

tion d ¢ {O,—l} and d ¢ Q p the set (3) forms a group of points with affine coordinates with neutral
element O =(0,1) under the addition law (2) [7], [8].
There is also extra constraint for the base point P of elliptic curve E, with order n of the

point P, ie. nP =0, where n is a large prime. So the number of points on the curve is |E| =2%n

and a cofactor is 2¢ with integer ¢, ce {2,3} (according to choice of elliptic curve).
An EdDSA secret key is a b -bit string k . The hash H (k) = (h, k..., hpp—1 ) determines an in-
teger e = 20724 ZZi h; . The knowledge of e is sufficient for producing valid signatures,
cLi<(b-c)
which justifies considering e as the signing key. The public key O = eP 1is a point on the curve (1).
An element (x,y)e E is encoded as a b -bit string (x, y), namely y is encoded by (bh—1)-bit

string and concatenated with one bit that is 1 if x is negative and 0 if x is not negative [4].
Note that the encoding of elements of the finite field F' p is defined specifically as, x is “nega-

tive” if the (b-1)-bit encoding of x is lexicographically larger than the (b-1)-bit encoding of —x (in
little-endian form).
The signature of a message M under this secret key £ is defined as follows.

Signature algorithm:

1) compute r = H(hb,...,hzb_l,M) € {0,...,22b_1} ;
2) compute R=rP;

3) compute s =H E,@,M ) and convert it into integer;
4) compute s = (r + eh)modn .

The signature of M is DS = (E,S)

Verification algorithm:
1) compute h'=H (R, o.M ) and convert into integer;
2) check sP =R+ h'Q.

The verifier rejects the alleged signature if the parsing fails or if the group equation does not
hold.
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EdDSA is based on digital signature scheme that was first designed by Schnorr [9]. A main
demand when using this kind of signatures is that » has to be chosen unpredictably [4]. Indeed, if
can be guessed correctly for an existing signature, then the signing key a; can be simply computed
as e=(s— r)h_l modn using the extended Euclidean algorithm.

Legitimate users choose O = eP, where e is a random secret; the derivation of e from H (k)

ensures adequate randomness. These users have negligible chance of generating any particular mul-
tiple of P targeted by the attacker. The chance of the attacker randomly guessing e is much small-
er than the chance of the attacker computing e by known discrete-logarithm algorithms; standard
elliptic-curve security criteria are designed so that the latter algorithms have negligible chance of
succeeding in any reasonable amount of time.

Furthermore, if the same nonce value k (with unknown hash H(k) = (hg,,....h0p_1)) has

been used for generating signatures of different messages M;, M,, and h =H (E,@,M 1 ),
hy =H (E,Q,M 2) the signing key e can be tried to recover by eavesdropper as

e=((sy=52)=(ry =)y —hp )" modn,
where 7 =H(hb,...,h2b_1,M1) and r =H(hb,...,h2b_1,M2). But values r; and ) are still dif-

ferent and unknown. So the secret key cannot be found even in case of generator's faults, when it
produces the same nonce & for two different messages. That is one of the essential differences of
EdDSA from ECDSA [10].

Modification of EADSA

This work considers signature construction, with longtime signature key. In our notation pri-
vate key is e € F,, e # =1 and public key O =eP is a point on the elliptic curve E' over F),. Note

that not only the curve (1), but any suitable Edwards elliptic curve with |E| =2%n and small cofac-
tor 2¢ can be used in this construction, i.e.
E:{(x,y)erpr:x2+ay2:1+dx2y2}, 4)

Under the condition (ad) O}, the set (4) forms a group of points with affine coordinates with

neutral element O = (1,0) according the addition law [7]:

X|Xp —aypy1 X1ya + X2
X , +(x , = > i 5
( 1 yl) ( 2 y2) (l_dxlxzylyz 1+dx1x2y1y2J ( )

The modified scheme of EDADSA make use of next parameters:
e an odd prime number p, defining the underlying field;

e aninteger b with PRI p and a (b —1) -bit encoding of elements of finite field F,,

e a cryptographic hash function H producing bit strings of the length not less than b .
The signature and verification algorithm for a message M under this secret key e defined as
follows.

Signature algorithm:
1) generate random k: 1<k <n;

2) compute r = H(k || H(M));
3) compute point R =rP;
4) encode R,Q and compute h=H (R, O,HM ));
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5) compute s = (r +ek)modn .

The signature of Mis DS = (E,S).

Verification algorithm:

1) compute h'= H (ﬁ, @, HM )) and convert into integer;

2) check sP=R+h'Q.

Correctness of proposed signature can be proved with next equality

R+H(R.Q.HM))0=rP+H(R,0,H(M))aP = (r+ dH(R.0. H(M)))P = sP .

Reducing the secret key search to solution of DLP for Modification of EdDSA

In this section, we show that the task of the secret key recovery in the proposed digital
signature algorithm is polynomially reduced to the DLP problem./

Theorem: the problem of obtaining secret key from given pair message M and its signature
DS in Modification of EADSA is not easier (not more efficient) than solution of discrete logarithm
problem.

Proof: let we have an Oracle O, which for given message M and its signature DS = (E,S) re-

turns secret key e. Let we have some point R =rP for some unknown r for elliptic curve base
point P, with ordP =n,i.e. nP =0. Then we can construct the next algorithm, which finds 7 in
polynomial time, using an Oracle O.

Algorithm input: P, R.

Algorithm output: » (where R =rP).

Algorithm.

1) generate random s:1<s<n and h:l<h<n;

2) compute h ! mod n ;

3) compute Q = hlsp— h_lP;

4) query the oracle O and gets its answer O(P, R,s,h, Q) =ay;

5) compute r=s—a;h.

It should be marked, that according to the Algorithm it follows that Q =a;, P, where

s=r+eh.Then sP =rP—-hQ and th_l(s—r)P.<
Conclusion

The signature algorithm, considered in this work, is promising and provable secure against
leakage of secret key. The main advantage over the original signature EADSA is to reduce the time
of its work, as well as that the time of work does not depend on the length of the message.

Besides it is still secure even in case of PRNG faults. In further analysis, it is desirable to show
that the algorithm is resistant to a keyless subscription.
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THE KUPYNA HASH FUNCTION APPLICATION TO SPHINCS+ SIGNATURES

Introduction

Digital signatures (DSAs) are crucial elements in any system that requires data protection. The
most used signatures are based on asymmetric pairs.

In recent years, there has been a substantial amount of research on quantum computers — ma-
chines that exploit quantum mechanical phenomena to solve mathematical problems that are diffi-
cult or intractable for conventional computers. If large-scale quantum computers are ever built, they
will be able to break many of the public-key cryptosystems currently in use.

Hash-based signature schemes were developed as one-time signature schemes in the late 1970s
by Lamport and extended to more signatures by Merkle.

As for the 2™ round there are 9 Digital signature candidates. SPHINCS+ (former SPHINCS) is
in the list. The algorithm can be briefly described as a stateless hash-based signature scheme. It uses
many components from XMSS but works with larger keys and signature to eliminate state.

The scheme can be used with different hash functions.

The main goal of this paper is to analyze the application of the national standard hash function
the scheme of the NIST submission candidate SPHINCS+.

The NIST candidate SPHINCS+

In 40 years since Lamport’s scheme, many ideas were introduced to improve performance,
practicality and theoretical aspects of hash-based signatures. As a result, XMSS were introduced
that’s in the last stage of being standardized by the CFRG as the first post-quantum signature
scheme. The only downside of XMSS is being stateful, which makes it not fit the standard defini-
tion of signature schemes.

In 2017 NIST (National institute of standards and technology) announced the 1* round candi-
date submissions for both post quantum Public-key Encryption and Key-establishment Algorithms
and Digital Signatures.

As for the 2™ round there are 9 Digital signature candidates. SPHINCS+ (former SPHINCS) is
in the list. The algorithm can be briefly described as a stateless hash-based signature scheme. It uses
many components from XMSS but works with larger keys and signature to eliminate state.

SPHINCS [1] was designed by Bernstein, Hopwood, Hiilsing, Lange, Niederhagen,
Papachristodoulou, Schneider, Schwabe, and Wilcox-O’Hearn as a stateless hash-based signature
scheme and was the first signature scheme to propose parameters to resist quantum cryptanalysis.

At a high level, SPHINCS works the following way. The basic idea is to authenticate a huge
number of few-time signature (FTS) key pairs using a so-called hyper-tree. FTS schemes are signa-
ture schemes that allow a keypair to produce a small number of signatures, e.g., in the order of ten
for our parameter sets. For each new message, a (pseudo)random FTS key pair is chosen to sign the
message. The signature consists then of the FTS signature and the authentication information for
that FTS key pair. The authentication information is a hyper-tree signature, i.e. a signature using a
certification tree of Merkle tree signatures.

SPHINCS uses several parameters and functions [1]. The main security parameter is n € N.
The functions include two short-input cryptographic hash functions F:{0,1}"— {0,1}" and
H:{0,1"— {0,1}"; one arbitrary-input randomized hash function H:{0,1}" x{0,1}*— {0,1}", for m=
poly(n); a family of pseudo-random generators G;:{0,1}"—{0,1 " for different values of A; an en-
semble of pseudo-random function families F):{0,1}x{0,1}"— {0,1}"; and a pseudo-random func-
tion family F:{0,1}*x{0,1}"— {0,1}*"that supports arbitrary input lengths.
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The security parameter 7 is also the output length of all cryptographic function families besides
Hmsg.

The Winternitz parameter w determines the number and length of the hash chains per WOTS+
instance. A greater value for w linearly increases the length of the hash chains.

The algorithm uses a hyper-tree with a total height of 4 and the hyper-tree consists of d layers
of trees, each having height 4/d. The height of the hyper-tree / determines the number of FORS in-
stances.

The tree-based few-time signature scheme HORST has a space-time tradeoff which is con-
trolled by two parameters k€ N and = 2t with t€ N and kr=m.

More detailed description of WOTS+ and HORST structures can be found in Specification pa-
per [5]. The developers also propose SPHINCS-256 as a tested and verified set of parameters for
the digital signature of the security strength 728 bit.

The hyper-tree as much as the whole signature can be visualized as it’s shown in figure 1.
It contains d trees (each consisting of a binary hash tree that authenticates the root nodes of 2"“L-
Trees which in turn each have the public key no des of one WOTS+ key pair as leaves). Each tree
authenticates the tree below using a WOTS+ signature oy, 1. The only exception is Tree) which au-
thenticates a HORST public key using a WOTS+ signature. Finally, the HORST key pair is used to
sign the message.

Fig. 1. SPHINCS hyper-tree

The general structure of SPHINCS can be described as a superposition of trees sets.

— The SPHINCS hyper-tree of height . The root of tree is a part of the public key. The leaves
are the HORST instances, the tree is divided in d layers containing so-called Merkle-trees.

— Merkle-trees of height 4/d. The leaves are roots of the WOTS+ public key compression trees.

— The WOTS public key compression trees are L-trees of height log, I, for / — leaves amount.
The leaves of this tree are components of a WOTS public key. The associated WOTS instance signs
a tree root at the next layer.

— The HORST public key compression trees are Merkle trees of height 7 = log,t where t is the
number of public key elements in the HORST instances.

There were some changes made since the 2" round submissions. SPHINCS+ introduced
several details changes: multi-target attack protection [3], tree-less WOTS+ Public Key
Compression (instead of tree-based compression), FORS (forest of random subsets) replaced
HORST. [2].
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The National Standard Hash Kupyna

In 2014 Ukraine released the new hash standard DSTU 7564:2014. It [dstu] defines the
parameter set and modes of the Kupyna hash. As mentioned in the description the construct is based
on the Even-Mansour scheme with Davies-Mayer compress function and inner permutation block
from Kalyna (DSTU 7664:2014). The hash function supports several modes, defined as Kupyna-n.
The standard [dstu] defines the following modes of Kupyna-256, 384, 512. [4]

The Kupyna hash is resistant to the second-preimage search attack. [4] The collision attacks
described in «Analysis of the Kupyna-256 Hash Function» paper [5] showed that collision attacks
are possible on the round-reduced hash up to 5 rounds. The time complexity of the attacks on
round-reduced hash is shown in Table 1.

Table 1
Complexity of collision attack
on the reduced hash function

rounds Time complexity
4 267
5 2 120

The collision attack on the compression function up to 7 rounds included semi-free-start
collisions and was based on the rebound attack on Grestl using SuperBox matching [5 — 7].
The time complexity results are shown in Table 2.

Table 2
Time complexity of the collision attack
on the compression function

rounds Time complexity
6 270
7 2 125

In the SPHINCS design description [1] authors announced that the hash functions must be
collision-resilient to be adopted in the signature scheme. In the updated version SPHINCS+ [2] hash
functions must also be second-preimage search resistant due to possible multi-target attack [3].

The Kupyna hash is collision-resilient and preimage resistant if it works in modes as defined in
the national standard [4]. Thus it can be applied to the SPHINCS+ signature scheme.

Kupyna-n application and benchmarking

There are tables of benchmark results given in [5]. The authors used the following Hash
function families: SHA-256, SHAKE-256, Haraka-256.

The reference code can be found in the project site. [8] Each implementation case contains the
signature scheme implementation alongside with hash function implementation. Authors released
two versions: with suffix “s” — generates rather small signature and keys and “f” — for more quicker
signature.

There are test cases applied to each reference implementation. The cases includes testing
keypair and signature generation for WOTS+, FORS and the whole scheme. The
PQCGenKAT sign generates signatures for different message lengths.

The implementation is defined in a separate file and linked to signature within a source file.
The header file “hash.h” contains the following interface listed below.
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void prf addr (unsigned char *out, ...);
void gen message random(unsigned char *R, const unsigned char *sk seed..);

void hash message (unsigned char *digest, uint64 t *tree, uint32 t *leaf idx,
const unsigned char *R..);

void thash(unsigned char *out, const unsigned char *in, unsigned int
inblock..);

The src files contains the implementation of given functions with calls to the specific hash
function. The Kupyna hash was implemented by the national standard description specs. [1]

The benchmark was held for signature schemes using 256 bit hash functions. The list included
SHA-256, Haraka-256, SHAKE-256.

The Kupyna-256 function was used for implementation of the hash message () function that
computes the message hash wusing randomness, the public key, and the message.
gen message random computes the message-dependent randomness R, using a secret seed as a key
for HMAC, and an optional randomization value prefixed to the message. HMAC contains Kupyna-
256 as a hash.

The signature testing runs on the following specs: Core i3 6006U, 4GB RAM, Ubuntu 18.04,
kernel 4.19.72 SMP x86 64. The SHA-256 function was loaded from openss/ shared lib from /ibss!-
dev package. The compiler is gcc 7, CFLAGS = -Wall-Wextra-Wpedantic -O3

The test results for both “small signature length” and “fast signing” is listed in the Table 3

below.
Table 3
Run-time results

Signature name Time (keygen + sign + ver) Signature length
sphincs-shake256-256s 7.3851s ~ 29 kBytes
sphincs-shake256-256f 0.86s ~ 49 kBytes
sphincs-sha256-256s 6.83s ~ 29 kbytes
sphincs-sha256-256f 0.84s ~ 49 kBytes
sphincs-haraka256-256s 13.21s ~29 kBytes
sphincs-haraka256-256f 1.49s ~ 49kBytes
sphincs-sha-kup256-256s 6.82s ~29 kBytes
sphincs-sha-kup256-256f 0.81s ~ 49kBytes

The time measuring

performed by

clock _gettime ()

function calls with

CLOCK_PROCESS CPUTIME_ID resolution. This function is common to Gnu libc and utilizes Intel
processors TCS.

The measurements include key pair generation, message signing, verifying the signature with
public key.

Conclusions

There has been made some changes in SPHINCS since the first submission to NIST as a Digi-
tal Signature candidate. The new signature called SPHINCS+ now requires hash function families
to be second-preimage search resistant as well due to possible multi-targeting attacks. The
Wirnetnitz signatures for public key compressions is now tree-less which became possible with in-
troducing inner tweakable hash functions. The HORST scheme was also replaced by FORS (forest
of random subsets) concept.

The Kupyna hash is collision-resilient and preimage resistant if it works in modes as defined in
the national standard [4]. So it can be applied to the SPHINCS+ signature scheme.
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The SHINCS+ signature scheme declared different hash families could be used for message
signing. For practical part Kupyna-256 function was applied for randomness generation as a part of
HMAC and message hashing. Authentication path calculation utilizes the SHA-256 hash.

The signature scheme was presented for 2 cases. The first case is generating rather small
signatures (approximately 29 kbytes) for much longer time (a few seconds). This case is marked
with -s suffix. The fast signing (marked with suffix -f) produces a longer signature (about 49
kBytes). The signature in this case contains all necessary data (seeds, full authentication path) to
make verification more flawless.

The results shows the signatures have better performance when applying more lightweight
hashes (SHA-2 /256, Kupyna -256) rather than using Keccak sponge (SHAKE). Haraka is a fast
postquantum hash built to work on processors with AES-NI instructions. When used as a reference
implementation (un-optimized) it shows itself less perfomant. In case when optimization is applied
by vectorizing calculations and utilizing instruction sets the perfomance can be drastically
increased.

The National standard [dstu] hash function shows good performance when used with other
hashes for authentication in the signature scheme.
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FO.U. I'opoenxo, B.B. Ononpienko, M.B. Ecuna, C.A. Kanouu // Pagunotexuuka : Bceykp. MexBen. Hayd.-TexH. cO.
2019. Bem. 198. C. 5 - 18.

[ToxaroTcst 1 paccMaTPUBAIOTCS IOCTPOCHHBIE AJTOPUTMBI ACHMMETPUYHOTO MH(POBaHMS ¥ MHKATICYJISIAN KITIO-
Yell B KOJIbIIaX MOJMHOMOB (aNre0pandecKuX pemieTKax), aHalM3upyeTcsl CYIIHOCTh KPUNTorpagudeckux mpeodopaso-
BaHMH aCUMMETPHUYHOTO MHN(POBAHKS M IPOTOKOJIOB MHKAICYJISIMN KIIIO4EH, KOTOpbIe MPpHUMEHsIeMbIX. PaccmaTpuBa-
FOTCSI MEXaHU3MBbl MHM(POBAHUS U MHKANCYJLSIIUU C PA3IMYHBIMA HAO0OpaMM MapaMeTpoB, ONPEACIAIONINX YCTONUIH-
BOCTb.

Knrouesvie cnosa: acummeTpraHBIN MHGP; HHKATICYILUS KITI0YeH; TOCTKBAHTOBBIN MEPHO/; YPOBHU CTOMKOCTH.

Tab. 6. bubmuorp.: 17 Ha3B.

YJIK 004.056.55

AJITOPUTMH aCMMETPHYHOro mudpyBaHHs Ta iHKancy asauii KJI0OYiB MOCTKBAHTOBOIO mepioxy S5-7 piBHiB
crilikocri Ta ix 3acrocyBamus / /] [Topbeuwxo, O. [I. Kauxo, A. M. Onexciuuyx, O.0.Ky3ueyos,
FO.I. I'opbenko, B.B.Ononpienxo, M. B. €cina, C. O. Kanoiu // Pagiorexnika : Beeykp. MixBia. Hayk.-TexH. 30. 2019.
Bumn. 198. C. 5 - 18.

[MomaroThCst Ta PO3MIIANAIOTHCA MOOYIOBaHI alTOPUTMH aCUMETPHYHOTO MU(PPYBAaHHA Ta IHKAICYJIAMil KIIOYiB B
KUTBIIX TTOMIHOMIB (anre0paidHuX PeIIiTKax), aHaTi3y€eThCS CYTHICTh KPUITOTpadiqHUX MEPETBOPEHb aCHMETPHIHOTO
mdpyBaHHS Ta MPOTOKOIIB IHKATICYJISIIT KITFOUIB, IO 3aCTOCOBYIOTHCS. PO3TIIsmaloThCs MeXaHi3MH Mu(pyBaHHS Ta
IHKanCyAmii 3 pisHIMH HabopaMu MapaMeTpiB, 0 BU3HAYAIOTh CTIHKICTh.

Knrouosi crosa: acumerpraanii mudp; IHKANCYISLIA KIIOYiB; TOCTKBAHTOBHHN MEPi0; PiBHI CTIHKOCTI.

Tab:. 6. biomiorp.: 17 Ha3B.

UDC 004.056.55

Algorithms of asymmetric encryption and encapsulation of keys of post-quantum period of 5 -7 stability
stability levels and their applications / [ID. Gorbenko, O.G. Kachko, O.M. Oleksijchuk,
0.0. Kuznetsov, Yu.l. Gorbenko, V.V. Onoprienko, M.V. Yesina, S.O. Kandy // Radiotekhnika : All-Ukr. Sci. Interdep.
Mag. 2019. Ne198. P. 5 - 18.

The asymmetric encryption and keys encapsulation in polynomial rings (algebraic lattices) built algorithms are
presented and considered, the essence of used asymmetric encryption transformations and key encapsulation protocols
are analyzed. Encryption and encapsulation mechanisms with different sets of parameters that determine stability are
considered.

Key words: asymmetric cipher; key encapsulation; post-quantum period; stability levels.

6 tab. 17 items.

YK 004.056.5

CreraHoaHaJMTU4YecKHii MeTol, I(peKTUBHBINA B yCJIOBUAX MAJ0i MPOMYCKHOH CMOCOOHOCTH CKPBHITOrO
KaHana cBsi3u / MU bobok, A.A. Kobosesa // Pannorexnuka : Beeykp. Mexsen. Hayd.-TexH. c0. 2019. Bem. 198.
C.19-31.

OmHUM W3 OCHOBHEIX CTEraHOTPa(hUIeCKUX METOIOB, UCIIONB3YEMBIX TIPH OPTaHU3AINH CKPBITOTO KaHalla CBS3H,
oCTaeTcs Ha CETONHSIIHUHA ICHb METOA MoAu(UKanuu HamMmeHbInero 3Havamiero Omra (LSB-method). Bo3moxno#
0COOEHHOCTHIO COBPEMEHHOT0 HcTioyib3oBanua LSB-MeTona sBiseTcs Maast MpoIyCKHasi CIOCOOHOCTh OPTraHU3yeMOTO
C €ro IMOMOMIBI0 CKPBITOIO KaHajla CBA3U. B TakmX yCIOBHSAX MOAABIsIONIee OOJBIIMHCTBO CYIIECTBYIOIIMX CTETaHOA-
HAJIUTUYECKUX METOJIOB SBISIIOTCS ManodddexTuBHbIMU. B pabore Ha OCHOBE TEOPUH BO3MYILEHHH M MaTPUYHOTO
aHayu3a pa3paboTaH HOBBIM CTEraHOAHAIUTHYCCKUN METO]] BBISBJICHUS HAJIMYHUS BJIOKCHHON METOJOM MOAM(UKAIIUU
HaMMEHBIIIEro 3Havalero OuTa JONOJIHUTEIbHONW HHPOpMaLUU B LUPPOBOE M300paxkeHue, SPPEKTUBHBIA B YCIOBHIX
MaJIOH MPOITyCKHOM CIIOCOOHOCTH CKPBITOro KaHaja cBsi3u. OCHOBOW MeTO/a SIBJISIETCSl aHaJIM3 HOPMHUPOBAHHOM OTae-
JICHHOCTH MaKCHUMaJIbHBIX CHHTYJISIPHBIX YHCEJ HeTIepEeCeKatoUIUXcsl OJIOKOB MaTpHIbl N300pa)KeHHsI, IIOIyUYSHHBIX ITy-
TEM ee CTaHJapTHOro pa3zouenus. [lokasaHno, 4To Ayt HUPPOBEIX N300paKEHNH, XPaHUMBIX B (hopmare Oe3 1oTeps, pu
UX TEepecoXpaHeHny B popMar C MOTEPSIMU C PA3IMYHBIMU KoddduirenTaMu kauecTBa OyaeT UMETh MECTO MOHOTOH-
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HOE BO3pacTaHUE KOJIMYECTBa OJOKOB, IUI KOTOPBIX YBEIHYMBAETCS HOPMHPOBAHHAS OTHAEIEHHOCTh MaKCHMAaJIbHOTO
CHHTYJIAPHOTO 4ucia OI0Ka, C yMEHbIIEHHEM KO3 (HIMEeHTa KauecTBa, NCIIOIb3yEeMOro IPH CKATHU UCXOIHOTO H30-
OpakeHus. YKa3zaHHasi MOHOTOHHOCTb Oy/IeT HapyIaThCsl B Clly4ae, Korjia epecoXpaHeHuIo C MOTEPSIMH MOABEPraeTcst
U300pakeHHe, KOTOPOE MEPBOHAYAILHO XPaHWIIOCh B (hopMaTe ¢ notepsimu. CrienaHHblid BBIBOJL SIBJISIETCS OCHOBOM ISt
pa3paboTaHHOrO CTEraHOAHAJIMTHUYECKOTO METOJIAa U PEaIM3YIOIIEro ero aropuTMa, SBJISIOLIErocs MOJIMHOMHUAIbHBIM
creneHu 2. [IpeioKeHHbIH arOPUTM IPEBOCXOIUT 110 3)(HEKTUBHOCTH CYIICCTBYIOIINE aHAJIOTH B YCIOBHUSX IPOITY-
CKHOH CIIOCOOHOCTH CKPBITOTO KaHana cBsizu MeHblre 0,1 out/mukcens, 3G dexTHBeH Kak Uil LBETHBIX, TaK U JUIS MO-
HOXPOMHBIX U300pakeHHi. BBIBOJBI MOATBEPKIAIOTCS PUBEICHHBIMU PE3YJIbTATAMHI BBIYHCIUTEIBHOTO YKCIICPHMEH-
Ta, B KOTOpoM ObLI0 3aneiictBoBano Oonee 5000 mudpoBEIX M300paxKeHUH.

Knrwuesvle cnosa: creraHoaHaJMTHYECKHHA MeTox; HU(poBoe H300pakeHHe; Majias HPOIYCKHAas CIIOCOOHOCTB
CKPBITOrO KaHaJIa CBSA3M; CHHTYJISIPHBIE YMCIIA; OTASICHHOCTh CHHTYJIIPHOTO YHCIIA; METOJ MOAM(MHUKAMY HAUMEHBILIe-
TO 3Hayamlero OuTa.

Tab. 6. V. 4. bubiuorp.: 28 Ha3B.

V]IK 004.056.5

CreraHoaHaJiTHYHuii MeTo, e()eKTHBHHII B yMOBAX MaJOi MPONMYCKHOI CIHPOMOKHOCTI MPHUXOBAHOIO
KaHaxy 3B's3Ky / 1.1 bobok, A.A. Koboseea // PaniorexHika : Bceykp. MixkBia. Hayk.-TexH. 30. 2019. Bumn. 198. C. 19 —
31.

OmHKMM 3 OCHOBHHX CTEraHOrpaiuHHX METOB, II0 BUKOPUCTOBYIOTHCS MPU OpraHi3awil MPUXOBAHOTO KaHATY
3B'A3KY, 3IMINAETHCS HA CHOTOHINIHIN AeHb MeTo Moaudikalii HaliMeHIIoro 3Hagymoro 6ira (LSB-method). Mox-
JMBOIO OCOOJNHMBICTIO CydacHOTO BHKOpHcTaHHS LSB-MeToma € mana mpomyckHa CIIPOMOXKHICTh MPHUXOBAHOTO KaHATY
3B'SI3KY, [0 OPTaHI3YETHCA 3 HOTO TOTTIOMOTOI0. Y TaKUX YMOBaX IMEpeBaXKHA OUTBIIICTD iICHYIOUNX CTeTaHOAHATITHIHIX
METOJIB € Manoe(heKTUBHIMH. Y POOOTI Ha OCHOBI Teopii 30ypeHpb 1 MAaTPUIHOTO aHAJ3y PO3POOIICHUI HOBHI CTera-
HOAHAJITUYHUI METO/| BUSBJICHHS HassBHOCTI BOY/I0BaHOI MeTOIOM Mojudikallii HaiiMEeHIIOro 3Ha4ynoro Oita aoxaT-
KOBOI iH(popMariii B nppoBe 300parkeHHs], eEeKTUBHUIT B yMOBaX MaJoi MPOIYCKHOT CIIPOMOYKHOCTI IIPUXOBAHOTO Ka-
Haiy 3B'13Ky. OCHOBOIO METOZY € aHalli3 HOPMOBAHOI BiJOKPEMIICHOCTI MAKCUMAaJIbHUX CHHTYJIIPHUX YHCET Herepeci-
YHUX OJIOKIB MaTpuIll 300pa)KeHHs, OTPUMAHHUX LUIIXOM ii craHnapTHOl po3ouBku. [lokazaHo, mo mis nudpoBux 30-
OpakeHb, 30epexeHux y GpopmMarti 0e3 BTpaT, npu ixHIiM nepe3depexenHi y Gopmar i3 BTpatamu 3 pi3HUMHU KoedilieH-
TaMH SIKOCTI Oy MaTH MiClie MOHOTOHHE 3pOCTaHHS KiJIBKOCTI OJIOKIB, [T SIKMX 30UIBIIYEThCS HOPMOBAHA BiJJOKPEM-
JICHICTh MaKCHMaJIbHOTO CHHIYJISIPHOTO YHCIa OJIOKY, 31 3MEHIIEHHSAM Koe(illieHTa SKOCTi, BAKOPUCTOBYBAHOTO IIPH
CTHUCKY BXIIHOro 300pakeHHs. 3a3HaueHa MOHOTOHHICTh OyJe MOPYIIYBAaTHUCS Y BHIAJIKY, KOJH Mepe30epeKeHHIO i3
BTpaTaMu MiJJIa€Thcs 300pakeHHs, sIKe CroyaTky 30epiranocs y dopmarti i3 Brparamu. 3poOieHuli BUCHOBOK € OCHO-
BOIO JIJISL PO3POOIIEHOTO CTETAaHOAHATITHYHOTO METOMY 1 allTOPUTMY, IO HOTO peatidye, SKUH € MOJIHOMIaIbHUM CTY-
meHs 2. 3amnponoHOBAaHUN allTOPUTM IIEPEBHUIINYE M0 e(hEKTUBHOCTI iICHYIOUI aHAIOTH B YMOBAaX MPOIMYCKHOI CIIPOMOIK-
HOCTI PUXOBAHOTO KaHany 3B's13Ky MeHiue 0,1 6it/mikcesb, € eEeKTHBHUM SIK LIS KOJIbOPOBUX, TaK i Uil MOHOXPOM-
HHX 300paxkeHb. BUCHOBKY MiATBEPIUKYIOThCSA HABEACHUMHU PE3yJIbTaTaMH OOYHCIIIOBAIBHOTO EKCIIEPUMEHTY, Y IKOMY
Oyuto 3azgisHe 6ubin 5000 nnppoBHUX 300paKeHb.

Kniouosi cnoea: creraHoaHamitTHuHUN MeTol; UM(BPOBE 300paKEHH; MaJjla MPOMYCKHA CHPOMOXKHICTh ITPUXOBa-
HOTO KaHally 3B'S3Ky; CHUHTYJIAPHI YMCIIa; BiJOKPEMJICHICTh CHHTYJSIPHOTO 4MCia; MeTon Moaudikanii HaiiMeHIIoro
3Havy1oro Oira.

Tabmx. 6. L. 4. bibmiorp.: 28 Ha3B.

UDC 004.056.5

Steganalysis method efficient for the hidden communication channel with low capacity / [I. Bobok,
A.A. Kobozeva // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 19 —31.

The Least Significant Bit (the LSB-method) remains one of the main steganalysis methods used nowadays for the
hidden communication channel organization. One of the features of the current use of the LSB method is an organizing
of the hidden communication channel with low capacity. Under such conditions, the vast majority of existing
steganalysis methods is ineffective. This paper is dedicated to the development of a new steganalysis method for detec-
tion of additional information in digital images embedded by the least significant bit modification. The method is based
on the perturbation theory and matrix analysis and effective under the low capacity of the hidden communication chan-
nel. This method is based on the analysis of the normalized gap of maximum singular numbers for non-intersecting
blocks of an image matrix, obtained by its standard splitting. It is shown that conversion of a digital image from the
lossless format to the lossy format with different quality factors will lead to a monotonous increase in the number of
blocks for which the normalized gap of block’s maximum singular number increases with a decrease in the quality fac-
tor used in compression of the source image. This monotony will be broken in the case when the image originally stored
in lossy format is being re-stored in lossy format. The conclusion made is the basis for the developed steganalysis
method and the algorithm that implements it, which has polynomial complexity of degree 2. The proposed algorithm
exceeds in efficiency the existing analogues when the embedding rate is less then 0.1 bits per pixel and effective for
color and grayscale images. The conclusions are confirmed by the given results of a computational experiment, which
have involved more than 5,000 digital images.

Key words: steganalysis method; digital image; low capacity of the hidden communication channel; singular
numbers; singular number gap; the Least Significant Bit method.

6 tab. 4 fig. Ref.: 28 items.
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YK 681.3.06:519.248.681

MaremaTuyeckasi MoOJeJIb CHTHAJIOB ¢ OPTOTOHAJBHBIM YACTOTHBIM pa3JesieHHeM H MYJbTHIIJIEKCHPOBA-
auem (OFDM) / 1. ]]. I'opbenxo, A.A. 3amyna, B.JI. Moposzos, C.B. Poouornos // Pamnorexuuka : Beeykp. MexBe. Ha-
yu.-TexH. c0. 2019. Bem. 198. C. 32 —43.

PaccmarpuBaroTcst mpo0seMHble BOMPOCHI TOCTPOCHUSI [IOMEXO03AIHIIEHHBIX CUCTEM CBSI3M Ha OCHOBE UCIIOJIb30-
BaHMS TEXHOJIOTUHM MYJIBbTUILIEKCHPOBAHUSI CUTHAIOB C OPTOTOHAIBHBIM YacTOTHBIM pasnesienneM kananoB (OFDM).
[IpenocrasieHo onucanue TexHonorun GopmupoBanus curHaioB ¢ OFDM, ucnonbs3yemMbIX B CHCTEMax CBS3U U Telle-
KOMMYHHUKAIUH, a TaK)Ke IPUBOANTCS aHAIH3 NEPCIEKTUBHBIX TEXHOJIOTHH, KOTOPbIE MOTYT HATH NIPUMEHEHHUE B CHC-
TeMax MINPOKOIOJIOCHON OECIpOBOIHOM CBA3M C MHOXKECTBOM HECYIINX, K KOTOPBIM IPEABSBIAIOTCS MOBBILICHHBIC
TpeOOBaHUS 1O HMH(POPMALMOHHON OE30IIaCHOCTH, NOMEXOYCTONYMBOCTH IIpUEMa CHUTHAJIOB, CKOPOCTH IIpHeMa-
nepenayn AaHHBIX. OCHOBHOW IIENBIO ITyOJIMKALMK SBJSIETCS HOCTATOYHO HETaJbHOE PaCCMOTPEHHE HEKOTOPBIX HPO-
61em, CBA3aHHBIX C pa3paboTkamu ¢usudecku cucreM OFDM, noiy4yeHne MaTeMaTHdecKux MoZesiel mpeoOpa3oBaHuit
npu peamnzanun OFDM. Ocoboe BHUMaHKE MIPH 3TOM 00paIIaeTcss Ha BOZMOXKHOCTH 00MEHa MEXIy KaueCTBEeHHBIMU
XapaKTEePUCTUKAMH CHCTEMBI CBSI3U U €€ CJI0XKHOCTBIO.

Kniouegvie crosa: nomexo3almIieHHOCTh; HHPOPMaMOHHAas 0€3011aCHOCTh; IMPOKOIOIOCHBINA JOCTYIT; CUIHAI;
LEJIOCTHOCTh; MOJYJIALUS; peoOpa3oBaHue Dyphe; 4aCTOTHOE pa3zieieHue.

Win. 6. bubnuorp.: 13 Ha3s.

YK 681.3.06:519.248.681

MarteMaTH4YHAa MOJeJb CUTHATIB 3 OPTOrOHAJBHHM YACTOTHMM PO3NOILIOM i MYJbTHILIEKCYBAHHSM
(OFDM) / L. I'opbenko, O.A. 3amyna, B.JI. Mopo3sos, C.B Poodionos // Pamiotexnika : Bceykp. MiXBiA. HayK.-T€XH.
30.2019. Bum. 198. C. 32 — 43.

Posrnsmatotecst mpoOaeMHi MMTaHHS MOOYIOBH 3aBaI03aXUIICHUX CHCTEM 3B’ 513Ky HA OCHOBI BUKOPHCTAHHS TEX-
HOJIOTi1 MyJIPTHIUIEKCYBAaHHS CUTHAJIIB 3 OPTOTOHATBHUM YacTOTHUM po3aiieHHsM kaHaiiB (OFDM). Hagano omuc Te-
xHoutoril popmyBaHHs curHaiiB 3 OFDM, 110 BUKOPHCTOBYIOTHCS B CUCTEMaXx 3B's3Ky 1 TEJIEKOMYHIKaIliif, a TAKOX Ha-
BOJUTBCS AHANI3 EPCIIEKTUBHUX TEXHOJIOTIH, SKi MOXYTh 3HAWTH 3aCTOCYBAaHHS B CHCTEMax IIMPOKOCMYIOBOTo Oe3-
poToBoro 3B'I3Ky 3 OaraTbMa HECIHHMMH, JI0 SIKMX BHCYBAIOTHCS MiJIBUILEHI BUMOI'HM IOAO iH(OpMauiiHOT Oe3neKu,
3aBaJI0CTIHKOCT] MPUHOMY CUTHAJIIB, IIBUKOCTI MpuiioMy-niepeaui gaHux. OCHOBHOIO METOI0 MyOJIiKalii € 10CTaTHBO
JETATLHUNA PO3IIISL NesIKUX MTpo0iieM, MOB'sI3aHuX 3 po3poOkamu Ha ¢izuuHoMy piBHI cucteM OFDM, orpumanHs Ma-
TEeMaTHYHHUX Mozeiel nepersopens npu pearnizauii OFDM. Oco0Oy yBary npu nboMy 3BepTa€Thcsi HA MOYKIIMBOCTI 00-
MiHY MiX SKICHIMH XapaKTepUCTHKaMH CUCTEMH 3B'SI3KY 1 11 CKIIaHICTIO.

Kurouosi crnoea: 3aBajno 3axWIIeHiCTh; iHQOpMaIliiiHa Oe3rneka; MIUPOKOCMYTOBHN JOCTYI, CUTHAN, MiTiCHICTH;
MOIYIIALs; mepeTBopeHHs Dyp’e; 4acTOTHE PO3IIICHHS.

L. 6. Bibmiorp.: 13 Has3s.

UDC 681.3.06:519.248.681

Mathematical model of orthogonal frequency distribution and multiplexing (OFDM) signals /
1.D. Gorbenko, O.A. Zamula, V.L. Morozov, S.V. Rodionov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198.
P.32-43.

The problematic issues of building noise immunity systems based on the use of orthogonal frequency division-
division (OFDM) signal multiplexing are considered. The description of OFDM signaling technology used in telecom-
munication and telecommunication systems is given, as well as the analysis of promising technologies that can be used
in multi-carrier broadband wireless systems, which have high requirements for information security, noise immunity
signal reception, data rate. The main purpose of the publication is a sufficiently detailed discussion of some of the prob-
lems associated with the development at the physical level of OFDM systems, obtaining mathematical models of trans-
formations in the implementation of OFDM. Particular attention is paid to the possibility of exchange between the qual-
ity characteristics of the communication system and its complexity.

Key words: noise immunity; information security; broadband access; signal; integrity; modulation; Fourier trans-
form; frequency division.

6 fig. Ref.: 13 items.

YJIK 004.056.5

AJITOPUTMBI KPUNTOrpadguueckoro XemmpoBaHMs, KOTOpPbIe NMPHMEHSIIOTCSI B COBPEMEHHBIX OJIOKYeiiH-
cucremax / A.A. Kysneyos, FO.U. I'opbenko, B.B. Ononpuenxo, U.B. Cmenvnuxk, /[.B. Mankoeckuii // PagnoTexHuka :
Bceykp. mexBen. Hayd.-TexH. ¢6. 2019. Bem. 198. C. 44 — 53.

[MpoBoauTcs ananu3 (GYHKIHMA XEHIMPOBAHUS, KOTOPHIE MPUMEHSIOTCS WIIM MOTYT MPUMEHSITHCS B Pa3IHMYHBIX
Onok4elH-cucTeMax. B yacTHOCTH, paccMaTpuBarOTCs Haubosiee pPaclpOCTPAHEHHBIC HAIIMOHAIBHBIC U MEKIYHAPO/I-
HBIE CTAaHJAPThI, B KOTOPBIX MPHUBEACHBI Clieln(UKALNN BCEMUPHO W3BECTHBIX AJITOPUTMOB KPHUIITOrpaduieckoro xe-
LIMPOBAHUS, U UCCICIAYIOTCS Pa3IM4YHbIe MPOEKTHI MO MOCTPOSHHUIO JCLECHTPAIN30BAHHBIX OJOKYEHH-CHCTEM, TJE ITH
(GYHKIMH MOTYT OBITh IIPUMEHEHBI.

Kniouegvie cnosa: xemmpoBaHus; KpUNTorpaduuecKuil anropuTM; OJIOKUEHH; KpUIITOBAJIIOTA.

Tab6u. 2. Wn. 1. bubauorp.: 31 Ha3s.
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YK 004.056.5

ANropuTMH KpUNTOrpagiuHoro remyBaHHS, fIKi 3aCTOCOBYIOTHCSI B CYYacHMX OJI0KYelH-cucTemMax /
0.0. Kysneyos, 10.1. I'opoenxo, B.B. Ononpienko, 1.B. Cmenvnux, JI.B. Msanxoscokuii // Pagiorexnika : Beeykp. Mik-
Bijl. HayK.-TexH. 30. 2019. Bumn. 198. C. 44 — 53.

[TpoBoanThest aHami3 (yHKIIH TelryBaHHs, SKi 3aCTOCOBYIOTHCS 00 MOXYTh 3aCTOCOBYBATHCS B Pi3HHX OJIOK-
YelH-cucTeMax. 30KpeMa, po3IyIsIal0ThCsl HaOUIbII MONIMPEH] HalllOHAIBbHI Ta MDKHApOIHI CTAaHIApPTH, B SIKUX HaBe-
JICHO crienU(iKallifo BCECBITHBO BiJIOMUX aITOPUTMIB KpUNTOTpadhivHOTO TelIyBaHHsI, Ta JOCIIUKYIOTBCS Pi3HI ITPOEK-
TH 3 NOOYZOBH AELEHTPAII30BaHNX OJOKYEHH-CHCTEM, Jie 1i PyHKIIi MOXYTb OyTH 3aCTOCOBaHi.

Knrouosi crosa: remyBaHHs; KpuntorpadivHuil alnroput™; OJOKYEHH; KPUIITOBAIIOTA.

Tabx. 2. . 1. bibmiorp.: 31 Ha3B.

UDC 004.056.5

Cryptographic hashing algorithms used in modern blockchain systems / 4.4. Kuznetsov, Yu.l. Gorbenko,
V.V. Onoprienko, I.V. Stelnik, D.V. Myalkovsky // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 44 — 54.

The analysis of hashing functions that are applied or can be used in various blockchain systems is carried out. In
particular, the most common national and international standards are considered, which contain specifications of world-
famous cryptographic hashing algorithms, and various projects for the construction of decentralized blockchain systems
where these functions can be applied are investigated.

Key words: hashing; cryptographic algorithm; blockchain; cryptocurrency.

2 tab. 1fig. Ref.: 31 items.

YK 004.056.5

HccnenoBanne ajropuTMOB KpHNTOrpagpuuecKoro XemHupoOBaHHS, KOTOPble MPUMEHSIOTCH B COBpPEMEH-
HBIX O0kueiiH-cucremax / A.A. Kysueyos, FO.U. I'opbenro, B.B. Ononpuenxo, U.B. Cmenvnux, /I.B. Msixoeckuii //
Pagmorexnmka: Beeykp. mexxBen. Hayd.-TexH. ¢0. 2019. Bem. 198. C. 54 — 74.

MCCHeHyIOTCﬂ COBPECMCHHBIC aJITOPUTMbI XCIIUPOBAHUA, KOTOPLIC IPUMCHIAIOTCA WIN MOT'YT IIPUMCHATLCSA B pas3-
JIMYHBIX OJIOKYEHH-cUCTeMaxX. B 4acTHOCTH, paccMaTpUBAaIOTCS HauboJiee PaCHpPOCTPAHEHHBIC U MPUMEHICMBIC aliro-
PUTMBI KpUNTOTPadHUECKOTO XELIMPOBAHUS, KOTOPHIE CTaHAAPTHU3MPOBAHBI HAa MEXKAYHAPOJHOM W HAIMOHAJIBHOM
YPOBHSX, & TAKXKE aJrOPUTMBI, XOTSA M HE CTAHIAPTU3MPOBAHHBIC, HO KOTOPBIC MPUMEHSIOTCS B OOJIBIIMHCTBE COBpE-
MEHHBIX [ICLEHTPATM30BAHHBIX CHCTEMAX, IIOCTPOCHHBIX 110 TEXHOJIOTHH OJOKYCHH.

Knrouesvle crnosa: XemMpoBaHue; KPUNTOrpadhUISCKUN aIropUT™; OJIOKYCIH; KPUIITOBAJIOTA.

Tabn. 1. bubmuorp.: 94 Ha3B.

YK 004.056.5

JocaigkeHHs aJropuTMiB KPUNTOrpagivyHoOro remryBaHHs, sKi 3aCTOCOBYIOThCSI B CYYaCHHX O0/10K4YeifH-
cucremax / 0.0. Kysueyos, FO.I. I'opbenxo, B.B. Ononpicuro, 1.B. Cmenvnux, /[.B. Msanxoscokuii // PaniorexHika :
Bceyxkp. MmixBia. Hayk.-TexH. 30. 2019. Bun. 198. C. 54 — 74.

JloCIimKyI0ThCsl Cy4dacHi alrOpPUTMH TellyBaHHS, SIKi 3aCTOCOBYIOTHCS 200 MOXXYTh 3aCTOCOBYBaTHCSl B Pi3HHX
OnoKYeliH-cucTeMax. 30KpeMa, po3ryIsiIatoThCsl HAHOUIBIN MOIIMPEH] Ta 3aCTOCOBYBaH] alllfOPUTMH KpUNTOrpadhiuHOro
rellyBaHHs, SIKI CTaHAapTU30BaHI Ha MDKHApOJHOMY Ta HalllOHAJIILHOMY DIBHSX, & TaKOX aJTOPUTMH, sIKi X04a 1 He
CTaHJapPTU30BaHI, ajie 3aCTOCOBYIOThCS Y OLTBIIOCTI Cy4acHHUX ICLEHTPATI30BaHUX CHCTEMax, MOOYI0BaHUX 33 TEXHO-
JIOTi€10 OJIOKYEHH.

Knrouogi crosa: reiyBanHs;, KpuntorpadivHui anroputM; OJ0KYEiH; KPUIITOBAIIOTA.

Tabx. 1. bibmiorp.: 94 Ha3B.

UDC 004.056.5

The study of cryptographic hashing algorithms used in modern blockchain systems / A.4. Kuznetsov,
Yu.l. Gorbenko, V.V. Onoprienko, I.V. Stelnik, D.V. Myalkovsky // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019.
Ne198. P. 54 —74.

Modern hashing algorithms that are or can be used in various blockchain systems are studied in this work. In
particular, the most common and used cryptographic hashing algorithms are considered, which are standardized at the
international and national levels, as well as algorithms, although not standardized, but used in most modern
decentralized systems built on blockchain technology.

Key words: hashing; cryptographic algorithm; blockchain; cryptocurrency.

1 tab. Ref.: 94 items.

VK 004.056.5

Hccienosanne ObICTPOACHCTBHSA M CTATHCTHYECKOH 0€30IaCHOCTH AJTOPHTMOB KPHNTOrpadu4ecKoro
xemupoBanust / A.A. Kysneyos, B.A. Tumuenxo, K.E. Jlucuyxuii, M. FO. Poounxo, M.C. Jlyyenxo, K.IO. Lllexanun,
A.A. Koarzamun // Panuotexuuka : Beeykp. mexsen. Hayd.-texH. 0. 2019. Beim. 198. C. 75 —95.

[TpoBoasITCSI CpaBHUTENIBHBIE UCCIIEOBAHHS AJITOPUTMOB KPHUIITOIPaduuecKoro XemmnpoBaHus, KOTOPbIe pUMe-
HSIOTCS (WJIM MOTYT ITPUMEHSITHCS) B COBPEMEHHBIX JICLEHTPAIN30BaHHBIX OJIOKYEHH cucTeMax. B yacTHocTH nccneny-
CTCA 6bICT’pOZleﬁCTBHe XeLLII/lpOBaHI/IH Ha pa3H1>1x JCCKTOITHBIX CHCTEMAaX, OLCHUBACTCA KOJIMYCCTBO TAKTOB BBLIYMCIIN-
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TeNbHO# cucTemMbl Ha oauH Oaiit (Cycles / byte), 00beM remoBaHoro cooduieHus 3a oany cekynay (MB / s) u xonuue-
cTBO chopmMupoBaHHBIX Xxeui-ko0B B cekyHny (KHash / s). JlonmonuurensHo uccnemyercst ObICTpOACHCTBUE OTIEIbHBIX
kpuntorpaduuecknx QYHKIHMNA XSIIHUPOBaHUS Ha TPaUUECKUX BBIYUCIUTENSIX. [ OLlEHKHM cTaTHCTHYEeCKOH Oe3omac-
HOCTH HCCJIEIYIOTCS MCXOJHBIE MOCIIEI0BATENLHOCTH Kpunrorpaduueckux (GyHKUWI XemrpoBaHHs NpU 00paboTke
UMM YpE3MEPHBIX BXOJHBIX JIAHHBIX (KOTOpBIE CHOPMHUPOBAHBI C TOMOIIBIO OOBIYHOTO cueTyrKa). JJisi cpaBHUTEIBHBIX
HCCIICIOBAHUI TIOKa3aTeNell CTaTHCTUIECKOoM Oe3onacHocTr ucnoib3yercs metoauka NIST STS (Statistical Test Suite
for Random and Pseudorandom Number Generators for Cryptographic Applications), koTopas pekoMeHnoBaHa Harmo-
HaJbHBIM HHCTHUTYTOM CTaHAapTOB U TexHojorui CILIA mis uccnenoBaHus FeHEPaTOPOB CIyYalHBIX M MCEBAOCTyYaii-
HBIX YHCEI U KPUITOTPahUUECKHUX MIPUIOKEHHUH.

Kniouegbie cnosa: xemmpoBaHue; ObICTPOJCUCTBHE; KpUNITOTPAPUUECKUIN alNropuT™; OJIOKYEHH; KPHUIITOBAIIOTA.

Tabx. 5. Win. 42. bubmmorp.: 21 Ha3B.

YK 004.056.5

JocaimxeHHsi MWBHUIKOAII Ta CTATUCTHYHOI Oe3MeKW aJropuTMiB KpunrorpadgiuHoro remyBaHHs /
0.0. Kysneyos, B.A. Tumuenxo, K.€. Jlucuyorkuii, M. FO. Poodinko, M.C. Jlyyenxo, K.FO. lllexanin, A.O. Koneamin //
Paniorexnika : Beeykp. MmixkBin. Hayk.-TexH. 30. 2019. Bum. 198. C. 75 — 95.

[TpoBoAsATHCS MOPIBHSIBHI JOCIIKEHHS allTOPUTMIB KpUNTOTpadivHOro renryBaHHs, siKi 3aCTOCOBYIOTHCS (200
MOXYTb 3aCTOCOBYBATHCS) B CYYacHHX ACLCHTPATI30BaHUX OJOKYCHH cHcTeMax. 30KpeMa JOCIIIKY€EThCs IIBUAKOIIS
TeIyBaHHS Ha PI3HUX JCCKTOMHUX CHCTEMAaX, OIIIHIOETHCS KUIBKICTh TaKTiB OOYUCIIOBAIBHOI CHCTEMH HAa OJIHMH OaiT
(Cycles/byte), oOcsr remoBaHoro MmoBiJOMIICHHS 32 OfHY cekyHay (MB/s) Ta KijbKicTh COpPMOBaHMX TelI-KOJIB 32
cexyHny (KHash/s). loqaTkoBO JOCTIKYEThCS MIBHAKOIS OKpeMHUX KpurrorpadidHuX (QyHKIIIH renryBaHHsS Ha rpa-
¢iganx obuncmoBayax. J{s OMIHKK CTATHCTHYHOI OS3MEKH JOCIHIIKYIOTHCS BUXITHI MTOCTIOBHOCTI KpHUNTOrpadiqHnX
(GyHKIiN TenryBaHHs pu 00poOIli HUIMU HAaAMIpHUX BXiTHUX MaHHUX (SKi COPMOBAHO 3a JTOTIOMOTOIO 3BUYAHHOTO JIi-
YUIbHUKA). [ MOPIBHSUIBHUX JOCHTI/DKEHb MOKAa3HUKIB CTATHCTUYHOI O€3MEeKH BHKOPHCTOBYETbCsA Merommka NIST
STS (Statistical Test Suite for Random and Pseudorandom Number Generators for Cryptographic Applications), siky
pexoMeHnoBaHo HamioHamsHUM iHCTUTYTOM cTaHAapTiB 1 TexHomorii CIIIA ams mocmimkeHHS TeHepaTopiB BHITAIKO-
BUX 1 [ICEBJIOBUTIAIKOBUX YHCEN [UIsl KpUITOrpadivHUX 3aCTOCYBaHb.

Kniouosi crosa: renryBaHHs; IBUIKOIS; KpUNITOrpadivyHUi anropuT™; OJIOKYEHH; KPUIITOBAIIOTA.

Tabun. 5. L. 42. biomiorp.: 21 HazB.

UDC 004.056.5

The study of the speed and statistical security of cryptographic hashing algorithms / A.4. Kuznetsov,
V.A. Timchenko, K.E. Lisitzky, M.Yu. Rodinko, M.S. Lutsenko, K.Yu. Shehanin, A.A. // Radiotekhnika: All-Ukr. Sci.
Interdep. Mag. 2019. Ne198. P. 75 — 95.

Comparative studies of cryptographic hashing algorithms are being carried out, which are used (or can be applied)
in modern decentralized blockchain systems. In particular, hashing speed of action is studied on different desktop
systems, the number of clock cycles of the computing system per byte (Cycles / byte), the volume of the hashed
message per second (MB / s) and the number of generated hash codes per second (KHash / s) are estimated.
Additionally, the speed of action speed of action of individual cryptographic hashing functions on graphical computers
is investigated. To evaluate statistical security, we study the initial sequences of cryptographic hash functions when they
process excessive input data (which are generated using a conventional counter). For comparative studies of statistical
security indicators, the NIST STS (Statistical Test Suite for Random and Pseudorandom Number Generators for
Cryptographic Applications) technique is used, which is recommended by the National Institute of Standards and
Technology for the study of random and pseudorandom number generators for cryptographic applications.

Key words: hashing; speed of action performance; cryptographic algorithm; blockchain; cryptocurrency.

5 tab. 42 fig. Ref.: 21 items.

AHAJIN3 1 UCITOJIb30OBAHUE KPUIITOI'PAOUIYECKHUX METOJ0OB
B AEHEHTPAJIM30BAHHBIX TEXHOJIOI'IAX

AHAJII3 TA BACTOCYBAHHS KPUIITOI'PA®IYHUX METO/JIB
B JEHEHTPAJI30BAHUX TEXHOJIOI'TAX

ANALYSIS AND USE OF CRYPTOGRAPHIC METHODS
IN DECENTRALIZED TECHNOLOGIES

YJIK 004.056.5

YcTraHoBiieHHE POTOKOJIOB 0BEPHUs B ceTH B3aHMHOI0 HelloBepusl myTeM (hopMUpOBaHHsSI KOHceHcyca /
E.B. Hcuposa, A.B. [lomuii, Jens Christian Claussen // Panunotrexnuka : Beeykp. Mmexsen. Hayd.-TexH. c0. 2019. Bepim.
198. C. 96 — 104.

JIro6oe B3aumozeiicTBrE MeXIy CyObEKTaMH NPOMCXOJHUT YePe3 CETH CBs3el Mexay HUMH. BaxkHOIl 1esbio sB-
nsietcs obecriedeHre 0e30MacHOCTH TaKUX B3aUMOJICHCTBHUIA, OCOOCHHO IPH TOSIBJICHHH TEXHOJOTHH KBAHTOBBIX BBI-
qucieHnid. BO3MOXKHO, YTO B IIOCTKBAHTOBOM II€pUOAE HanOoJiee BEITOAHBIMU apXUTEKTYpaMu CeTeH Uil IPOBEICHUS
BepuduKanuyu OyZyT MMEHHO paclpeneleHHble. B pabore mpuBOAWTCS O0OOCHOBaHWE NAHHOTO BOIPOCA, MOAPOOHO
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MIPOBOJUTCS AHAIOTHSA MEXIY paclpeiesieHHbIM (JOPMUPOBAHUEM JOBEPUS COTJIACHO MPEIIOKEHHBIM IIPOTOKOJIAM H
(bopMHpOBaHNEM KOHCEHCYCa B COLMANBHBIX CETAX UL Pa3IMYHBIX TONOJOTHH ceTedl. Mepapxuueckue cetu B o0enx
00JIaCTSIX JEMOHCTPHPYIOT CaMble MEJICHHbIE BpEMEHHbIE PaMKU ()OpPMHUPOBaHUs KoHceHcyca. CrienaH BBIBOJ, YTO 3TO
MOXKCT CIIY)KUTb apryMEeHTOM B MOJIb3Y CO3JaHUSA MCXaHU3MOB pacHpEAC/ICHHBIX MPOTOKOJIOB, TA€ BaXKHa MacIiTadou-
PYEMOCTb C pa3MEpOM CETH.

Kniouegvie crosa: @opmupoBaHne KOHCEHCYCa B COLMAIBHBIX ceTsiX; voter model; oopmMupoBaHns KOHCEHCYyca B
KOMITBIOTEPHBIX CETSIX; UepapXxuuecKkas HHPPACTPYKTypa OTKPBITBIX KIKOYEH; pacrpejesieHHas HHPpACTPYKTypa OT-
KPBITBIX KIIOUEHT; pacipe/ieieHHbIe IPOTOKOIIBI Bepu(HKALMHU; TOCTKBAHTOBBIN Mepuo; TexHonorus Blockchain.

L. 7. Bibmiorp.: 17 Ha3s.

YK 004.056.5

BceraHoBieHHST MPOTOKOJIB J0BipH B Mepe:Ki B3a€MHOI HeIOBipH HIIAXoM (OpMyBaHHSI KOHCEHCyCy /
K.B. Iciposa, O.B. Ilomiii, Jens Christian Claussen // Pagiorexnika : Beeykp. MixBin. Hayk.-TexH. 30. 2019. Bum. 198.
C.96—-104.

Bynp-sixa B3aemoisi Mixk Cy0'ekTaMu BiOYBAETHCS yepe3 Mepexi 3B'sI3KiB Mk HUMHU. BaxiuBoro MeToro € 3a0e3-
HeYeHHs] Oe3NeKH TaKuX B3a€MOJIH, OCOOJIMBO IPH IOSABI TEXHOJOTiIH KBAaHTOBHX OOYHCIEHb. MOIMBO, IO B
NOCTKBaHTOBOMY Iepio/ii HAHOLIbII BUTITHUMH apXiTEeKTypaMu MEpex Ui poBeeHHs Bepudikamii OyayTh came po3-
noisieHi. Y po0OoTi HaBeIeHO OOTPYHTYBaHHS JAaHOTO NMHUTAHHS, AOKJIAJHO IPOBEIEHO AHAJOTiI0 MK PO3MOIUICHUM
(hopMyBaHHSIM JOBIpH 3TiAHO i3 3aIPONOHOBAHUMH ITPOTOKOJIAM 1 (DOPMYBaHHSIM KOHCEHCYCY B COLIaJIbHUX Mepekax
JUISL PI3HUX TOMOJIOTIH Mepex. lepapxidHi Mepexi B 000X 007acTsIX AEMOHCTPYIOTh CaMi MOBUIbHI TUMYacOBI paMKH
(hopMyBaHHS KOHCEHCYCY. 3pO0JIEHO BUCHOBOK, IIIO II€ MOXE CIYXKHTH apTyMEHTOM Ha KOPHCTh CTBOPEHHS MEXaHi3MiB
PO3TOINIEHUX MPOTOKOJIB, Ie BAYKJIMBA MACIITA00OBaHICTh 3 PO3MIPOM MEPEXKI.

Knrouosi crnosa: ®opMyBaHHS KOHCEHCYCY B COIIaIbHUX Mepekax; voter model; GopMyBaHHS KOHCEHCYCy B
KOMITIOTEpHUX Mepexax; iepapxiuHa iH(OPACTpYKTypa BIIKPUTHX KIIOUIB; pO3MOJiieHa iHPpacTPyKTypa BIIKPHUTHX
KIIIOYiB; PO3MOALICHI TPOTOKOIN BepriKallil; IOCTKBAaHTOBHI mepiom; TexHooris Blockchain.

In. 7. Bi6miorp.: 17 Ha3Bw.

UDC 004.056.5

Establishing trust protocols in mutual distrust network by consensus formation / K. Isirova, O. Potii,
J. Claussen // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 96 — 104.

Any interactions between actors take place through networks of connections between them. An important goal is
to ensure the security of such interactions, especially in advent of quantum computing technologies. It might be that in
the post-quantum world, the avatar of verification architectures will be manifested through distributed protocols. Here
we augment the discussion by explicitely drawing the analogy between distributed protocol consensus formation and
consensus formation in social networks in various topologies. Hierarchical networks, in both domains, exhibit slowest
timescale of consensus formation. We conclude this supports universal argument towards establishment of distributed
protocol mechanisms, wherever the scaleability with network size is of relevance.

Key words: Consensus Formation in Social Networks; Voter Model; Trust Formation in Computer networks; Hi-
erarchical PKI; Distributed PKI; Distributed Verification Protocols; Post-quantum Period; Blockchain Technology.

7 fig. Ref.: 17 items.

YK 004.773.2

Metoxa cpaBuenusi Proof of Work anropurmos koncencyca / M.O. Ocaduyxk, P.B. Oneiinuxog // Panuorexanka
: Beeykp. mexBen. Hayd.-TexH. ¢6. 2019. Beim. 198. C. 105 - 112.

ANTOpUTM KOHCEHCYyca TpeACTaBIsIeT CO00 HanboIee BaXKHYIO 4acTh JII000H OokueitH cucreMsl. CymiecTByeT
MHOXXECTBO JITOPUTMOB KOHCEHCYCa, KOTOpPbIE pa3pabOTINKH MOTYT MCIOIB30BaTh JJIsl CBOMX PELICHUH, OJJHAKO IPH-
HSTHE TAKOTO PEIICHUS HEe MOXET OBITh ITOJHOCTHIO (POPMANU3MPOBAHO M3-32 HEONPEIENCHHOCTH B TPEOOBAHUSX H
cpene mpuioxkeHus. [Ipemioxkern MeToa, KOTOPBIA MO3BOJISIET BEIOpaTh Hanbosee onTuMalbHbId Proof of Work anro-
PUTM KOHCEHCYCa JJIs HOBBIX OJOKYEHH-CHCTeM, KOTOPBIH OCHOBAH Ha Ipollecce aHanu3a nepapxuid. Ilpumenenune 3to-
ro MeroJa Jjist pa3Hbix POW ajaroputMoB u npuUBlieueHHE HE3aBUCHMBIX DKCIIEPTOB M03BoJsieT BbIOpaTh dPoW B kaue-
CTBC HAMIYUIIECro peuIeHUsA 1JId CyIICCTBYOIIUX yCHOBHﬁ.

Kniouesvie cnosa: OGI0KYCHH, alrOpuT™M KOHCEHCYCA; JCLECHTPAIN30BaHHbIe BhrancieHus; Proof of Work; ataka
JBOMHOU TPaTHL.

Tabn. 7. bubmuorp.: 25 Ha3B.

YK 004.773.2

Meton nopiBusinas Proof of Work anropurmiB koncencycy / M.O. Ocaoduyx, P.B. Oxnitinukog // PanioTexaika
: Beeykp. mixkBin. Hayk.-TexH. 30. 2019. Bun. 198. C. 105 — 112.

ANTOpUTM KOHCEHCYCY € HaiOLThII BaXKIIMBOIO YACTUHOIO OyIb-sIKOi OJI0K4YeiH-cucTeMu. IcHye 6arato anropur-
MiB KOHCEHCYCY, SIKI pO3pOOHHMKY MOXYThb BUKOPHUCTOBYBATH IS CBOIX pillleHb, ajie IPUHHATTS TAKOTO PILIeHHS He
Mo’ke OyTH MOBHICTIO (pOPMATi30BAaHUM 4Yepe3 HEBHU3HAYCHICTh Y BUMOTaX Ta Y CEPEeIOBHIN J0AaTKy. MU 3alponoHy-
BaJIM METOJI, SIKHi /103BOJIsiE 0Opatu ontumansHui Proof of Work anroputm KoHCEHCYCY Ui HOBOCTBOPEHHUX OJIOK-
4yelH-CHCTeM, KU1 3aCHOBaHU Ha MpoIeci aHali3y iepapXiid. 3acTocyBaHHs LIOTO METOy Juisl pisHux PoW anropur-
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MiB i3 3aJy4CHHSAM HE3aJCKHUX eKCHepTiB mo3Boisie obpatn dPoW y sSKoCTi HalKparmoro pimeHHS IS iCHYIOUHX
YMOB.

Kniouosi crosa: 6nok4eliH; anropuTM KOHCEHCYCY; NelleHTpaiizoBaHi obuncienss; Proof of Work; araka mo-
JIBITHOTO BUTpAYaHHS.

Ta0:. 7. bibmiorp.: 25 Ha3B.

UDC 004.773.2

Method of Proof of Work consensus algorithms comparison / M. Osadchuk, R. Oliynykov // Radiotekhnika :
All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 105 — 112.

A consensus algorithm is the most important part of any blockchain system. There are available various consensus
algorithms that developers can utilize in their solutions, and such a decision making cannot be fully formalized due un-
certainty in requirements and application environment. We propose a method that allows selecting of an optimal Proof
of Work (PoW) consensus algorithm for newly developed blockchain system based on Analytic Hierarchy Process. Ap-
plication of this method to various PoW algorithms with involvement of independent experts allowed to select dPoW as
the best solution for the given conditions.

Key words: blockchain; consensus algorithm; decentralized computation; Proof of Work; double spend attack.

7 tab. Ref.: 25 items.

YK 004.056.5

HexoTophlii moaxon K MacKMPOBAHHIO JAAHHBIX KaK CPeACTBO NMPOTHBOAEHCTBHSI yrpo3e JIOTHYECKOT0
BbIBOaa / B.U. Ecun, B.B. Bunueypa // Pagnorexnuka : Beeykp. mexxBen. Hayd.-TexH. ¢0. 2019. Bemr. 198. C. 113 —
130.

Llenp cTaThu — pacKpbITHE CYTH HEKOTOPOTO IOAX0Ja K MACKUPOBAHHUIO JAHHBIX, XPAHALIMXCSA B 0a3e JaHHBIX,
KaK CpeJCTBa MPOTHBOJIEHCTBUS Yrpo3e JIOTHYECKOTr0 BEIBOJA. B OCHOBY MOAXO/a MOJOXKEHBI NPHHIMIBI CITy4yalHOMH
NIePECTAHOBKY HJIEMEHTOB I10JIsI JAHHBIX CTOJIOIA CTPOKH TaOIMIBI IPOU3BOACTBEHHOM 0a3bl TaHHBIX M AUHAMHYECKOTO
MackupoBaHus. OTIMYNTENBHON 0COOEHHOCTBIO TIPEIIaraeMoro pereHust SBISETCs MOJAX0/] K MpoLeccy nepeMelBa-
HUA OaHHBIX, @ UMCHHO, MCPEMCUIMBAHUIO 3JIECMCHTOB 3HAYCHUA NAaHHBIX BHYTPU TpeGyeMoro IoJiA CTPOKH. C nomo-
IBIO JIAHHOTO PEIIeHUs] BO3MOYKHO MaCKUPOBAaHHE KaK BCEr0 3HAYEHUsI MOJIsl CTOJIONA CTPOKH TabJMLbI, TAK U €ro Jac-
tH. [Ipeanaraemslii moxxox oTiIMYaeTcss OT OOJbIIEH YaCTH THITMYHBIX KOMMEPYECKNX MHCTPYMEHTOB MAacKHPOBAHMS
KPUTHUYECKHUX JaHHBIX TEM, YTO B 0a3e JAHHBIX BBIIOJHSAIOTCS NpeABapUTEIbHBIE (PU3NUECKUEe N3MEHEHHsT KOH(PUICH-
LMaJIbHBIX JITAaHHBIX, U 3TH W3MEHEHHs NPU HEOOXOJMMOCTH MOYKHO OTMEHHTH I10JIb30BaTEIeM, KOTOPHIH MUMEET COOT-
BETCTBYIOLIME IIpaBa Ha 3TO. JIECTHTUMHBIA MONB30BaTENb MOJMyYaeT NOCTYN K KOH(HICHUUAIBHBIM IAHHBIM 33 CUET
BO3MOXKHOCTH OCYILECTBHTb NpeoOpa3oBaHue (Iepe3anuch) 3apoca «Ha JIETY», a 3JI0yMBIIUICHHUK MOXET TOJBKO
CUHMTaTh XpaHsLMecs B 6a3e 3apaHee N3MEHEHHBIE OIPeIeNICHHBIM 00pa3oM C COXpaHeHHUEM UCXOAHOro (opmaTa naH-
uble. [IpemmaraeMelii TOAX0 K MACKUPOBAHUIO JaHHBIX MOXKET OBITh HCIIONB30BaH KaK B IPOU3BOACTBEHHBIX, TAK U B
HENPOMU3BOJCTBEHHBIX 0a3aX NaHHBIX, PACLIMPAS BO3MOXKHOCTH, TaK HAa3bIBAEMOI'0, CTATHYECKOTO0 MACKUPOBAaHMS JaH-
HBbIX.

Kniouegvie cnosa: 6e30macHOCTb JaHHBIX; 0a3a IaHHBIX; MACKMPOBAHKE JIAHHBIX; KOH(UICHIIMAIBHBIE JaHHbIE.

Ta6. 4. V. 2. bubnuorp.: 34 Ha3s.

YK 004.056.5

Jesikmii migxix A0 MackyBaHHSI AaHUX sIK 3aci0 mpormaii 3arposi Joriunoro BucHOBKY / B.l. €cin,
B.B. Binieypa // PaniorexHika : Bceykp. MixBin. Hayk.-TexH. 30. 2019. Bum. 198. C. 113 — 130.

Merta cTaTTi — PO3KPHUTTS CYTi IEAKOTO MiIXOMy 0 MAaCKyBaHHS NaHUX, IO 30epiraroTbes B 0a3i JaHUX, K 3ac00y
MPOTHIIi 3arpo3i JOT1YHOTO BUCHOBKY. B OCHOBY mimxomy Oyio MOKIaJAeHO MPUHIKIN BUIIAIKOBOI IIEPECTaHOBKH eJie-
MEHTIB TIOJISI JaHUX CTOBIIIS PsIKa TAaOIHIi BUPOOHIUOi 0a3u JaHWX 1 AMHAMIYHOTO MacKyBaHHS. BiqMiHHOIO 0c0oOmH-
BICTIO 3aIIPOIIOHOBAHOTO PIIICHHA € IMiIXiJ IO MPOIEeCy MepeMilTyBaHHS JaHUX, a caMe — IePEeMIlTyBaHHs €JIeMEHTIB
3HAYCHHS JaHWX BCEPEeInHI MOTPiOHOTO MO psAIKa. 3a JOTOMOTO0 JAHOTO PIllICHHS MOKIMBO MACKYBaHHS SIK BCHOTO
3HAUEHHS MOJIsI CTOBIIIS PsIKa TaOHIl, TaK 1 HOro 4acTHHU. 3ampONOHOBAHUM MiAXi BiIPI3HAETHCS Bix OUTBIIOT Yac-
THUHU THUIOBHX KOMEPLIHMUX IHCTPYMEHTIB MacKyBaHHSI KDUTUUHHUX JAaHUX THM, IO B 0a3i JaHUX BUKOHYIOTHCS IOIIE-
penHi diznyHi 3MiHKM KOHOIIEHIIHHUX JaHUX, 1 LI 3MiHU IPH HEOOX1THOCTI MOXKHA CKAaCyBaTH KOPHCTYyBaueM, SIKUi Mae
BIAMOBIIHI 1paBa Ha 1e. JIErITHMHNI KOPUCTYBau OTPUMYE JIOCTYH 10 KOH]IISHUIIHNX JaHUX 33 PaXyHOK MOXKIMBOC-
Ti 30ICHUTH TIepeTBOPEeHHS (TIepe3alnc) 3anuTy «Ha JbOTY», a 3JIOBMUCHHK MOXKE TUTBKH 3YMTYBATH 3a3JaJeTiab 3Mi-
HEHi TIeBHUM YMHOM 31 30epeXeHHsIM BHUXiIHOTrO (hopmaty naHi, mio 30epiratoTbes B 6a3i. 3anponoHOBaHUi Miaxin 10
MacKyBaHHS JaHUX MOXe OyTH BHKOPHCTaHHU SK B BUPOOHHYMX, TaK i B HEBUPOOHWYMX 0a3aX HaHUX, PO3MHPIOIOYN
MOXKJIMBOCTI TaK 3BAHOTO CTATHYHOTO MacKyBaHHS JJaHUX.

Knrouosi crosa: 6e3neka qannx; 6a3a JaHUX; MACKYBaHHS JaHWUX; KOHQIICHIIHHI JaHi.

Ta6m. 4. In. 2. Bibmiorp.: 34 Ha3B.

UDC 004.056.5

Some approach to data masking as means to counteract the inference threat / V.I. Yesin, V.V. Vilihura //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 113 — 130.

The goal of the article is to reveal the essence of some approach to data masking stored in the database as a means
to counteract the inference threat. This approach is based on the principles of random permutation of the elements of a
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data field of the row column of the production database table data and dynamic masking. A distinctive feature of the
proposed solution is the approach to the process of data shuffling, namely, shuffling data value elements within the de-
manded row field. It is possible to mask both an entire value of the field of the table row column and its part using this
solution. The proposed approach differs from most of the typical commercial tools for masking sensitive data in that a
preliminary physical change of sensitive data is made in the production database, and a user who has the appropriate
rights can cancel these changes if it is necessary. The legitimate user in the proposed approach gets access to sensitive
data due to the ability to transform (rewrite) the query “on the fly”, and the attacker can only read the previously modi-
fied data that is stored in the database. The proposed approach to data masking can be used in both production and non-
production databases, expanding the possibilities of so-called static data masking.

Key words: data security; database; data masking; sensitive data.

4 tab. 2 fig. Ref.: 34 items.

YK 004.056.55

CoBpeMeHHBbIe MPOOIEMBbI HEHTPAJH30BAHHBIX TEXHOJIOTHii THNA «KJIHEHT-CEPBEP» M BO3MOKHOCTH HX
YCOBEPIIEHCTBOBAHUSI HAa OCHOBe aeneHTpamusammm / FO.U. [opbenxko, M.B. Ecuwna, /[.B. Msanxosckuil,
O.C. Axonvsuna, B.A. [lonomapye // Pagnorexnuka : Beeykp. MexxBen. Hayd.-TexH. ¢0. 2019. Beim. 198. C. 131 — 145.

[TpuBoauTCS aHAM3 OCHOBHBIX MPUHIMIOB NOCTPOSHHS AELEHTPAIN30BAHHBIX TEXHOJIOTHH C MCIIOIL30BaHUEM
TEXHOJIOTUH OJIOKYEHH 1 TpeOOBaHM K HUM B 4acTH 0€30I1acHOCTH, a TAaKKe aHaJIM3 OCOOEHHOCTEH M yCIIOBHI ITpruMe-
HEHUsl 3AIUIICHHBIX TEXHOJOTHH Onok4yeliH. ONMUCHIBAIOTCS U aHAIU3UPYIOTCS NMOTCHIMAIBHBIC aTaKu, KOT/a IpUMe-
HeHHUe OJIOKYeiHA SBISETCS CyNIeCTBEHHBIM MEXaHU3MOM 3aIUTHl OT HUX. [IpUBOIUTCS CYIIHOCTE M NPEIIOKECHHS OT-
HOCHTENIBHO IIPOTUBOACHCTBHS aTakaM CIEeHAIBLHOTO BHIA.

Knrouesvie cnosa: neueHtpanusanys, HHPOPMALOHHBIE TEXHOJIOTUH, KIHEHT-CepBepHasl TEXHOJIOTHS, IEHTPAIIU-
30BaHHAs TEXHOJIOTHUSL.

Ta6m. 5. n. 1. bubauorp.: 28 Ha3B.

YK 004.056.55

CyuacHi mpo0;jeMH HeHTPATI30BAHUX TEXHOJOTiH THIY «KJI€EHT — cepBep» Ta MOMKJIMBOCTI iX yJ10CKOHA-
JIeHHs Ha OCHOBI nenenTpamiizauii / FO.I. I'opbenxo, M.B. Ecina, J.B. Msakoecvkuii, O.C. Axonvsina, B.A. [lonomapo
// PaniorexHika : Bceykp. MbkBia. HayK.-TexH. 30. 2019. Bum. 198. C. 131 — 145.

HaBoanTbes aHaniz OCHOBHUX NPHHIMITIB 1100y IyBaHHS JELEHTPANIi30BAHUX TEXHOJIOTIH 3 BUKOPUCTAHHSAM TEX-
HOJIOTii OJIOKYEIH Ta BUMOTH /10 HUX B YacTHHI OE3IEeKH, a TAKOX aHalli3 0COOJIMBOCTEH Ta YMOB 3aCTOCYBaHHS 3aXH-
[ICHUX TEXHOJIOTiH OJ0K4YeitH. ONHICYIOThCS Ta aHATI3YIOTHCS MOTEHITIHHI aTaKH, KOJIH 3aCTOCYBAaHHS OJIOKUCHHY € CyT-
TEBUM MEXaHI3MOM 3aXHCTy Bix HuX. HaBOIUTBCS CYTHICTH Ta MPOIIO3UIII BITHOCHO MPOTHIIl aTakaM CIEIiabHOTO
BULLY.

Knrouogi crosa: nenentpanizaiis, iHpopMaIliiHi TEXHOJIOT], KIII€HT-CEpBEPHA TEXHOJOTIs, IIEHTPaJli30BaHa TeX-
HOJIOT .

Tab6un. 5. In. 1. Bibniorp.: 28 Ha3B.

UDC 004.056.55

Modern problems of centralized technologies of the client-server type and possibilities of their
improvement on the basis of decentralization / Yu.l. Gorbenko, M.V. Yesina, D.V. Myalkovskiy, O.S. Akolzina,
V.A. Ponomar // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 131 — 145.

The paper analyzes the basic principles of building decentralized technologies with the use of blockchain technol-
ogy and their requirements in terms of security, as well as the analysis of the features and conditions of the use of secure
blockchain technologies. Potential attacks are described and analyzed when the use of blockchain is a significant de-
fense mechanism against them. The essence and suggestions concerning counteraction to attacks of a special kind are
given.

Key words: decentralization, information technology, client-server technology, centralized technology.

5 tab. 1 fig. Ref.: 28 items.

VK 004.056.5

MopaennpoBaHue aTaku IBOWHOI TpaThl Ha MPOTOKOJ KoHceHcyca «Proof of work» / H.A. Ilonyauenxo,
A.A. Kysneyog // Pangnorexnuka : Beeykp. Mexsen. Hayd.-TexH. ¢0. 2019. Boim. 198. C. 146 — 161.

[TpoBeneH KpUTHYECKUH aHaIN3 M3BECTHBIX aHAIUTUYECKUX OILCHOK BEPOSTHOCTH YCIICIIHOW pean3allii aTaKku
JIBOWHOM TpaThl HA MPOTOKOJ KoHceHcyca «Proof of work». B wacTHOCTH, paccMoTpeHa «3afada 0 pasopeHUH HTPOKay,
MIOKA3aHO, YTO 0a30BbIE MPEATIOIOKEHHISI O BEPOATHOCTHOM IPOCTPAHCTBE (MHOXKECTBO HJIEMEHTAPHBIX NCXOJOB M BE-
POSITHOCTH MX HACTYIUIEHHs) HE COOTBETCTBYIOT pEalbHBIM IIPOLIECCaM, MPOTEKAOIIMM IPH YCTaHOBIEHHH KOHCEHCYCa
«Proof of work» B 6moxueitH-cucteme. [IpemioskeHa MOaeNs «HE3aBICUMBIX UTPOKOBY, KOTOpasi yCTPAHSET OCHOBHEBIE
HETOYHOCTH U HecoOoTBEeTCTBMs. IlokazaHa CXOAMMOCTH PE3y/IbTaTOB TEOPETUYECKHX PACUETOB C JAHHBIMH JKCIEPH-
MCHTOB 110 UMHUTAIIUU KTOHKW» MEKAY YCCTHBIMU UT'POKAMU U 3JI0YMBIIIIJICHHUKAMM.

Kniouesvie cnosa: 610K4eliH; IPOTOKOJ KOHCEHCYCa; aTaka JBOMHOM TPaThl; UMUTAI[HIOHHOE MOJEIHPOBAHUE.

Tab6u. 1. Wn. 11. bubnuorp.: 16 Ha3B.
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YK 004.056.5

Mopea0BaHHSI aTaKU NMOJABIHHOT BUTPaTH Ha MpoTokoa koHceHcycey «Proof of work» / M.O. Ionyauenxo,
0.0. Kysneyos // Pagiorexnika : Bceykp. MikBin. Hayk.-rexH. 30. 2019. Bun. 198. C. 146 — 161.

[TpoBeneHo KPUTHYHMIT aHANI3 BIIOMUX aHAJITHYHUX OLIIHOK HMOBIPHOCTI yCHillIHOT peajti3alii aTaku moaBiHHOT
BUTpaTH Ha NpoTokois koHceHcycy «Proof of work». 3okpema, po3riisiHyTO «3aBIaHHs PO PO3OPEHHSI TPaBLs», MMOKaA-
3aHO, 10 0a30Bi NMPUIYIIEHHS PO IMOBiIpHICHUH MpocTip (Oe3mid eleMeHTapHuX (iHamiB 1 HMOBIPHOCTI IX HAaCTaHHS)
HE BIJNOBIAIOTH peajJbHUM MpoLecaM, 10 MPOTIKAITh NPH BCTaHOBJIEHHI kKoHceHeycy «Proof of work» B Gmokueiin-
cUcTeMi. 3alpONOHOBAHO MOJICIh «HE3AICKHHUX TPABIIBY, KA yCYBAa€ OCHOBHI HETOYHOCTI i HeBiqnoBigHOCTi. [Tokasa-
Ha 301KHICTB pe3yJIbTaTiB TEOPETHYHUX PO3PAXyHKIB 3 JTAHUMHU EKCIIEPUMEHTIB 3 IMITaIlil «TOHKW» MK YECHUMH TPaB-
LSIMU 1 37IOBMUCHHKAMH.

Knrouosi crosa: 6mokueiiH; MpoOTOKOI KOHCEHCYCY; aTaka ITOABIHHOI BUTPATH; iMiTaIliiiHe MOJICITIOBaHHS.

Ta6m. 1. In. 11. Bibmiorp.: Ha3B.

UDC 004.056.5

Simulation of double spend attack on the “Proof of Work” consensus protocol / N.A. Poluyanenko,
A.A. Kuznetsov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 146 — 161.

A critical analysis of the well-known analytical estimates of the probability of successful implementation of a
double-spending attack on the “Proof of work™ consensus protocol has been carried out. In particular, the so-called
“Player ruin problem” is considered, it is shown that the basic assumptions about the probability space (the set of
elementary outcomes and the likelihood of their occurrence) do not correspond to the real processes that occur when the
“Proof of work” consensus is established in the blockchain system. A model of “independent players” is proposed,
which eliminates the main inaccuracies and inconsistencies. The convergence of the results of theoretical calculations
with the data of experiments to simulate the "race" between honest players and attackers is shown.

Key words: blockchain; consensus protocol; double waste attack; simulation modeling.

1 tab. 11 fig. Ref.: 16 items.

V]IK 004.056.55

IpuHOUNBI MOCTPOEHUS U AHAIN3A HH(PACTPYKTYP OTKPHITOro KJII0Ya HA OCHOBE MPHMEHEHHUsI TeXHOJI0-
run oaoxueitn / U J]. Topbenxo, A.B. Ilomuu, FO.U. I'opbenxo, A.U. Ilywxapés, M.B. Ecuna // Paguorexnuka :
Bceykp. mexBen. Hayd.-TexH. ¢0. 2019. Beim. 198. C. 162 — 181.

O060cHOBaHBI BO3MOXKHOCTH M HEOOXOIMMOCTh CO3JjaHusI HHYPACTPYKTYPHI OTKPHITHIX KJIIOYEH Ha OCHOBE TE€XHO-
JIOTHH OJIOKYEHH. AHAIM3UPYETCS YCOBEPLICHCTBOBaHHAsI MOJIENb HH(PACTPYKTYPBI OTKPBITHIX KIIOYEH ¢ MpOo3pavHo-
CTBIO CepTH(HUKATOB HA OCHOBE OJIOKYEWHA, a TAK)Ke OCHOBHBIEC NMPOOIIEMHBIC BOIPOCH! NMEPCIIEKTUBHBIX HHAPACTPyK-
TYp OTKPBITBIX KiItouel Ha 0a3e OnokueitHa. [IpoBoanTcs oOmas oneHKa yCTOWYMBOCTH MH(PACTPYKTYPHI OTKPBITHIX
KITFOueil Ha OCHOBE OJIOKYEHA K M3BECTHBIM aTaKaM.

Knrouesvie crosa.: 610K4elH; NeeHTpaIn3alnsl; HHQOPMAIMOHHbIE TEXHOJIOTHH; TEXHOIOTHS OJIOKYEHH.

Tab6u. 1. . 3. bubauorp.: 40 Ha3B.

V]IK 004.056.55

[puaounu nmodyayBaHHS Ta aHAJIZY iHPpPacTPyKTYyp BiIKPHTOro KJI04a Ha OCHOBi 32CTOCYBAaHHS TeXHO-
aorii 6noxueitn / I./[. I'opbenko, O.B. Ilomiu, FO.1. I'opbenko, A.1 [lywkapvos, M.B. €cina // Pagiorexnika : Beeykp.
MDKBiJ. HayK.-TexH. 30. 2019. Bum. 198. C. 162 — 181.

HaBoauTbes 0OTpyHTYBaHHS MOXKIMBOCTEH Ta HEOOXIAHOCTI CTBOPEHHS iH(PPACTPyKTypH BIIKPUTHX KJIIOYIB HA
OCHOBI TEXHOJIOTII OJIOKYEHH. AHAJI3y€eThCS yIOCKOHAIEHA MOJENb iHPPACTPYKTYpH BIIKPUTHX KITFOUIB 3 TMIPO30PICTIO
cepTudikaTiB Ha OCHOBI OJIOKUYEITHY, a TAKOXK OCHOBHI MPOOJIEMHI TUTaHHS MEPCHEKTHBHUX iHPPACTPYKTYP BIAKPUTHX
KITIOYiB Ha 0a3i OmokueitHy. [IpoBoanThCS 3aranbHa OIIHKA CTIMKOCTI iHPPACTPYKTYPH BIZKPHUTHX KIFOYIB Ha OCHOBI
OITOK4YEHHY 0 BiIOMHX aTak.

Kmiouosi crosa: 6mokueiin; nenenTpaisamis; iHhopMariiHi TEXHOIOIT, TEXHOJOTIS OJIOKYCHH.

Ta6m. 1. . 3. Bibmiorp.: 40 Ha3B.

UDC 004.056.55

Principles of building and analyzing public key infrastructures based on the use of blockchain technology /
1L.D. Gorbenko, O.V. Potii, Yu.l. Gorbenko, A.I. Pushkarov, M.V. Yesina // Radiotekhnika : All-Ukr. Sci. Interdep. Mag.
2019. Ne198. P. 162 — 181.

The paper provides a rationale for the possibilities and the need to create blockchain-based public key infrastruc-
ture. An improved public key infrastructure model with blockchain-based certificate transparency as well as the main
problematic issues of promising blockchain-based public key infrastructures are analyzed. A general assessment of the
public key infrastructure based on the blockchain stability in conditions of well-known attacks is carried out.

Key words: blockchain, decentralization, information technology, blockchain technology.

1 tab. 3 fig. Ref.: 40 items.
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YK 004.728:004.728.3, 004.056.055

OnTuMu3anus MeTOI0B CHHTE3a THCKPETHBIX CJI0KHBIX CHTHAJIOB B COBPEMEHHBIX MHOTOIOJIb30BATE/Ib-
CKHX CHCTeMaX CBSI3M IIMPOKOMOJ0CHOro Aoctyna / A.A. 3amyna // Panuorexnuka : Beeykp. MexBe. Hayd.-TeXH.
0. 2019. Bpim. 198. C. 182 — 191.

Cpeny OCHOBHBIX HaIlpaBJICHUH yJy4IlIeHUs Tokasarenedl 3QdexkTHBHOCTH (yHKIMOHUPOBAaHUS MH(POPMAIMOH-
HO-KOMMYHHKaMOHHbIX cucteM (MKC), B 4acTHOCTH NMOMEX03alUIIEHHOCTH, CKPBITHOCTH, HH(OPMAIIMOHHON 0e30-
MACHOCTH, MOKHO BBIICJIUTH HANPABJICHHS, CBA3aHHBIC C MPUMEHEHHEM (Da30MaHHITYIMPOBAHHBIX LIMPOKOMOIOCHBIX
curtaioB (®M ITIC). Muorouucnennsie npuitoxenus: UKC ykaspIBaioT Ha BaKHOCTH NMEPUOAMYECKUX aBTOKOPPEIIs-
LOHHO! CBOMCTB CHTHAJIOB: JAJIIbHOMEPHBIE CHCTEMBI C HENPEPHIBHBIM M3JIy4eHHEeM, MUJIOTHBIA KaHal U KaHaj CHH-
XPOHH3AIMH B NH(POBBIX CHCTEMAaX IIepeaull JaHHBIX, paJapHble U COHOPHBIE CUCTeMBI B 1p. KpoMe Toro, xopormast
neprogYecKasi aBTOKOppeIsHOHHas GyHKIus aBTokoppersinud (AK®) curHana ykassiBaeT Ha BOSMOXXHOCTB 0TOOpa
CHTHAJIOB ¢ XopomuMu anepuoguueckumMu AK®. B nannoii padote copmynnpoBaHa u peiieHa 3agada OnTHMHU3AINN
CHHTE3a HEJIMHEHHBIX JUCKPETHBIX MOCIEe0BaTeIbHOCTEH, KOTOPbIE HMEIOT YIIy4IlIeHHbIE aHCAaMOJIEeBbIe, CTPYKTYpHbIE
1 aBTOKOPPECIIALMOHHBIC CBOICTBaA. HpI/IMeHeHI/Ie HEJIMHEHHBIX JUCKPETHBIX CUTHAJIOB, O6pa3OBaHHble Ha OCHOBE TaKHuX
HIOCJIE/IOBATENILHOCTEH, ITO3BOJIUT O0ECIICUUTh HEOOXOJMMbIE 3HAYEHHs TOMEXO3aIIUIEHHOCTH, HHPOPMAIIMOHHON 1
CTPYKTYPHO# CKpbITHOCTH (QyHKIMoHUpoBanust KC.

Kniouegvie cnosa: mucKpeTHasl MOCIIEAOBATENLHOCTD; KpUNTOrpadUuecKuil CUrHai; (QyHKUIUS KOPPEJSLUM; KO-
He4Hoe 1oJie; 6a3a curuaia.

Ta6n. 2. V. 3. bubauorp.: 9 Ha3B.

YK 004.728:004.728.3, 004.056.055

Onrumizanisa MeToaiB CHHTE3y AMCKPETHUX CKJIAJHUX CHTHAJIB y CyYacHHX 0araToKOpHCTyBadeBHX CHC-
TeMax 3B'AI3KY MIMPOKocMyroBoro aocrymy / O.A. 3amyna // PagiotexHika : Beeykp. MikBin. Hayk.-TexH. 30. 2019.
Bum. 198. C. 182 — 191.

Cepesil OCHOBHHMX HANpsIMKIB TIOKPAIIEHHS IOKa3HUKIB e(QEeKTUBHOCTI (YHKIIOHYBaHHS iH(POpMAIiHHO-
komyHikanifHx cucteMm (IKC), 30kpema 3aBago3axHIEHOCTi, CKPUTHOCTI, iH(popMamiiHOi 6e3meKn, MOKHA BHIIIATH
HarpsIMKH, NIOB'sI3aHi 13 3aCTOCYBaHHAM (ha3oMaHinyboBaHUX IMUpokocMyroBux curnaiis (OM IUIIC). YucensHi no-
natku IKC BkaszyroTh Ha BaXJIMBICTh NEPIOAMYHUX aBTOKOPEISILIHHUX BIACTHBOCTEH CUTHAJIB: JaIbHOMIPHI CUCTEMH 3
Oe3nepepBHUM BHITPOMIHIOBAHHSM, IUJIOTHUH KaHajl 1 KaHaJl CHHXpOHi3alii B HudpoBUX cucteMax nepenadi JaHUX,
panapHi i coHopHi cuctemH 1 iH. Kpim Toro, Xopouia nepioguyHa aBTokopessiniiiHa ¢yHkuis aBrokopensuii (AK®) cu-
THaJIy BKa3y€e Ha MOXKJIMBICTb BiIOOpYy cHUTHaJIB 3 Xopomnmu arnepioguyanmu AK®. ¥V naniii poboti copmynboBana i
BHpIIlICHA 3a/la4a ONTUMI3allii CHHTE3y HENMIHIMHUX TUCKPETHHUX IOCIIJOBHOCTEH, SKi MAIOTh IMOKPAIICHI aHCAaMOJIEBI,
CTPYKTYpHI 1 aBTOKOpEJISMilHI BIACTUBOCTI. 3aCTOCYBAaHHS HENHIMHAX AMCKPETHUX CUTHAJIB, SIKi yTBOpEHI HA OCHOBI
TaKUX IOCIIOBHOCTEH, JO3BOIHUTE 3a0€3MEUNTH HEOOXiqHI 3HAUCHHS 3aBa103aXUIIEHOCTI, iH(popMAaIIiitHOl Ta CTPYKTY-
pHoi1 ckpuTHOCTI QyHKIioHyBaHHs IKC.

Kniouosi cnosa: nuckperHa mociioOBHICTh; Kpuntorpadiunuii curnan; GyHKIIsE Kopessiii; KiHleBe nose; 6asza
CHTHAILY.

Ta6a. 2. L. 3. Bibmiorp.: 9 Ha3B.

UDC 004.728:004.728.3, 004.056.055

Optimization of the method for the synthesis of discrete folding signals in the most common bag-box-and-
bag systems / A.A. Zamula // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 182 — 191.

Among the main areas of improvement of the performance indicators of information and communication systems
(ICS), in particular, noise immunity, secrecy, and information security, it is possible to identify the areas associated
with the use of phase-manipulated broadband signals (FM SHPS). Numerous ICS applications point to the importance
of periodic autocorrelation properties of the signals used: continuous-beam systems with continuous radiation, pilot
channel and channel of synchronization in digital data systems, radar and sonar systems, and others. In addition, a good
periodic AKF signal indicates the ability to select signals with good aperiodic ACF. The minimization of the level of
the side petals of the AKF is of greatest importance when designing a signal for such applications as measuring the lag
time, time resolution, etc. In this paper, the problem of optimizing the synthesis of nonlinear discrete sequences, which
have improved ensemble, structural and autocorrelation properties, is formulated and solved. The use of nonlinear dis-
crete signals, which are formed on the basis of such sequences, will provide the necessary values of impedance protec-
tion, information and structural secrecy of the operation of the ICS.

Key words: discrete sequence; cryptographic signal; correlation function; isomorphism; finite field; base of signal.

2 tab. 3 fig. Ref.: 9 items.

YK 004.491.4

MeTon nmpeogoJieHHs1 CPeICTB 3aIHMTHI C HCIMOJIb30BaHHEM YS3BUMOcCTel rpadudeckux ¢aiijaos dpopmara
BMP / P.C. I'punes, A.B. Cesepunog // Papnorexuuka : Beeykp. mexsen. Hayd.-texH. ¢6. 2019. B 198. C. 192 —
202.

Llesnb cTaThy — UCCIICAOBAHME YA3BUMOCTEH COBPEMEHHBIX CHCTEM 3aIl[UThI OT aTak C UCMOIb30BaHHEM rpadue-
ckux aiio ¢popmara BMP. PaccmarpuBarorcsi ocobennocT n3zodpaxenuii popmara BMP, ciocod ux ucroins3oBa-
HUS 171 BHEJIPSHUSI KOMITBIOTEPHBIX BUPYCOB U TIPOBEICHUS aTaK C IIENBI0 MPEOJONICHUS CPECTB 3amuThl. [Ipoananu-
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3upoBaHa 3(GEKTUBHOCTh INPEIJIOKEHHOTO METOJa COKPBITHS KOMIIBIOTEPHBIX BHPYCOB II0 CPAaBHEHHIO C
M3BECTHBIMU, ITOKa3aHA BO3MOYKHOCTD ITPEOJOJIEHUS CPEICTB 3ALUTHI.

Kniouegvie cnosa: daiin nzobpaxenus: popmara BMP; koMnbloTepHBIH BUPYC; ILIEIUI-KOJ; [IPEOOIEHHE CHCTEM
3allUThI; COKPBITHUA BUpyca; aHTuBHupycC; IDS; IPS; ys13BUMOCTB; 3KCIIJIONT.

Tab6u. 3. Uin. 23. bubnuorp.: 11 Ha3B.

YK 004.491.4

MeTtoj moxosiaHHs 3ac00iB 3aXMCTy 3 BUKOPHCTAHHIIM Bpa3juBocrteil rpagiuynux gaiiiais ¢popmary BMP /
P.C. I'punvos, O.B. Cesepinos // Papiorexnika : Beeykp. MixBia. Hayk.-TexH. 360. 2019. Bumn. 198. C. 192 —202.

Mera crarTi — JOCIHIZPKEHHSI BPa3JIMBOCTEH Cy4acHUX CHUCTEM 3axXHCTY BiJl arak 3 BHKOPUCTAHHSM rpagiuHux
¢aiinis popmary BMP. Posrisinarorecst ocodauBocti 300paxkens Gpopmary BMP, crioci6 X BUKOpHCTaHHS JUIsl BOIPOBa-
JDKSHHsI KOMIT FOTEPHHUX BIpYCiB Ta MPOBEICHHS aTaK 3 METOK MOAOJAHHs 3ac00iB 3axucty. [IpoaHanizoBana edexTus-
HICTh 3alIPONOHOBAHOIO METOAY NPHXOBYBAHHS KOMII IOTEPHHUX BIpYCiB B MOPIBHSHHI 3 BiJOMHUMH, MTOKA3aHA MOXKJIU-
BICTh IOOJIAHHS 3aC0O0IB 3aXHCTY.

Knrouosi cnosa: daiin 300paxkenns popmary BMP; koM’ roTepHHll Bipyc; IIEIII-KO; MOJOJAHHS CHCTEM 3aXHC-
Ty; IPUXOBYBaHHA Bipycy; aHTHBipYC; IDS; IPS; BpaznuBicTh, €KCILIONT.

Tabx. 3. [nm. 23. Bibmiorp.: 11 Ha3B.

UDC 004.491.4

The method of overcoming protection using vulnerabilities of graphic files in BMP / R.S. Grynov,
A.V. Severinov // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 192 — 202.

The aim of the article — study attacks on modern protection systems by using vulnerabilities of BMP image files.
This article describes the features of BMP format images. The method of injecting computer viruses in BMP image and
attacks in order to overcome the means of protection. The analysis of the efficiency of the proposed method of hiding
computer viruses in comparison with the known ones showed the possibility of overcoming the means of protection.

Key words: BMP image file; computer virus; shell code; overcoming protection systems; virus hiding; antivirus;
IDS; IPS; vulnerability; exploit.

3 tab. 23 fig. Ref.: 11 items.

VJIK 004.056

CpaBHUTEIBHBII aHAIN3 KPUNTONPEeOOPA30BaAHUI HAa IUIMITHYECKMX KPUBBIX M KPHUBBIX JaBapiaca /
B.A. Kynubaba // Pamnorexunka : Beeykp. mexsen. Hayd.-TexH. 0. 2019. Bemt. 198. C. 203 — 208.

BBINONHEH CpaBHHUTEIBHBII aHANIN3 OCHOBHBIX NPEe0oOpa3OBaHUI Ha KAHOHHYECKUX IJUIMITHYCCKUX KPUBBIX H
KpuBbIX DzBapaca. [IpuBeneHbl CpaBHEHUsI IPOU3BOAUTEIFHOCTH IPYIIOBBIX ONEPALIUi B IPYIIIAX TOUYCKH dJUTHIITHYC-
CKHMX KPHUBBIX W KpHUBBIX DnBapica. [lokazaHa BO3MOXXHOCTh HCIIOJIb30BAaTh alropuTM [lojuiapna Ui KpUITOaHAIM3a
KPHBBIX DJIBap/ica, a TAKXKE YCKOPEHHE T'eHepaliy IOCIIeI0BaTeIbHOCTH JUlsl anropuTMa po-Ilonapna uist KpuBbIX Dx-
Bapjca, 4TO IO3BOJISIET YCKOPHUTH BBIIIOJHEHHE KPHNTOaHAIM3a. [IpeasioskeHa OLEHKA CTOMKOCTH KPHBBIX DnBapica
IIPOTHB aTaKU TUIIA «IIOJIHOE PACKPBITHE) ¢ HCIOJILOBAaHUEM AUCKPETHOTO Jorapu(mMa B IpyIIiie TOYeK KpUBBIX DaBap-
aca.

Knrouesvle crosa.: >nminTu4ecKue KpUBbIe, KPUBBIE DaBapaca, KpUIITOAHAIN3, IH(PPOBast OAIIKCE.

Tabu. 1. bubauorp.: 7 Hazs.

VJIK 004.056

MopiBHsiILHUI aHATI3 KPUNITONEPETBOPEHb HA eJTINTHYHUX KpUBUX Ta kpuBux Exnsapaca / B.A. Kyzaibaba //
Paniorexnika : Beeykp. MixkBia. Hayk.-TexH. 30. 2019. Bumn. 198. C. 203 — 208.

BukoHaHO MOPIBHAIBHUI aHAJi3 OCHOBHHMX MEPETBOPEHb HA KAHOHIYHHX ENINTHYHHX KPUBUX Ta KpuBHX Ensapn-
ca. HaBezieHO MOpiBHSHHS MIBUIKOAII IPYMOBUX OMEpaliil B rpynax TOYOK eNINTHYHUX KPHBUX Ta KpuBUX EnBapsca.
INoka3aHa MOXIMBICTH BUKOpUCTaHHs anroputMy Iloyutapaa st KpunroaHanizy KpuBux EnBaprca, a Takox IPHCKO-
peHHs reHepanii OCHiIOBHOCTI yis anroputMy po-Ilonapna s kpusux Ensaprca, mo 103Bojisie NPUIIBHALIUTH BU-
KOHaHHS KPUNTOaHaJi3y. 3alpoNoOHOBAHO OIIHKY CTilKOCTi KpuBHUX EnBap/ca MpOTH aTakd THITY IIOBHE PO3KPUTTD» 3
BUKOPUCTaHHSIM ANUCKPETHOTO Jorapudmy B rpymi To4ok kpusux Enxaprca.

Knrouogi crosa: enintuiHi KpuBi, KpuBi ExBap/ca, Kpunroananis, eIeKTPOHHUH ITiIITHUC.

Ta6m. 1. biGmiorp.: 7 Ha3B.

UDC 004.056

Comparative analysis of cryptoprimitives on canonical elliptic curves and Edwards curves / V. Kulibaba //
Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 203 — 208.

The article provides a comparative analysis of the basic transformations on canonical elliptic curves and Edwards
curves. Comparisons of the performance of group operations in groups of points of elliptic curves and Edwards curves
are given. The possibility of using the Pollard algorithm for cryptanalysis of Edwards curves, as well as the acceleration
of the sequence generation for the ro-Polard algorithm for Edwards curves is shown, which allows to accelerate the exe-
cution of cryptanalysis. The paper proposes an assessment of the resistance of Edwards curves against attacks of the
type “full disclosure” using the discrete logarithm in the Edwards curve point group.

Key words: elliptic curves, Edwards curves, cryptanalysis, digital signature.

I tab. Ref.: 7 items.
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YK 004.056 55

CroiikocTs MopndunupoBannoii mudposoii noamucu EADSA / A. Beccanos, JI. Kosanvuyx, H. Kyuunckas,
A. Tenudncenxo // Paguorexnuka : Beeykp. mexsen. Hayd.-texH. ¢0. 2019. Bein. 198. C. 209 — 214.

VYxpannckuii Hatmonaneusiit Crangapt Ludposoii [Toanmuen JACTY 4145-2002 ncnons3yercs yxe nourd 17
net. 3a 5To BpeMs B o0yiacTH MH(POPMALMOHHBIX TEXHOJIOTHH MPOU3OLIIN CyIIeCTBEHHBIE H3MEHEHHUS, KOTOPhIE Helo-
CPE/ICTBEHHO BJIMSIOT Ha NPUMEHEHHE 3TOT0 CTaHAapTa M YKa3bIBalOT HA HEOOXOJMMOCTh €r0 MOJICpHHU3ALIIH.

B cBs13u ¢ HE0OX0AUMOCTEIO TIepecMOTpa U 00HOBIeHHU HannoHansHOTO cTangapra mudposoit nmoamucu JCTY
4145-2002 aBTOpPHI pacCMaTPUBAIOT HECKOJBKO KOHCTPYKIHMH IM(poBbIX noanuceid. Cpenu TpeOoBaHUi K COBpEMEH-
HOM IU(POBON MOAMHKCH CIENyeT YIOMSIHYTh KaKk MUHUMYM 128-OHMTOBBI YPOBEHb CTOMKOCTH, OBICTPBIE aJTOPUTMBI
MOJIKMCH U €€ MPOBEPKH, OBICTPYIO TCHEPAIIUIO KIIFOYEH, HAJEKHOCTh CEaHCOBBIX KIIOYEH, CTOMKOCTh K KOJUTH3HSM,
Oe3omnacHas nporpamMMHas peanu3anus U TA. CylecTByeT MHOKECTBO OYEBHIHBIX BAPHAHTOB CPEIH KJIACCHYECKUX M
SIIMNTHYECKUX cucTeM noanuch, Dnb-I'amans, [llnoppa, ECDSA, npyrue, KoTopsle MOTYT HCIIOJIB30BaThCs B Iepe-
XOJHBIH MepHO K TOCTKBAHTOBOW KPUNITOTpadHH.

[Mpennaraercst ogHa U3 BO3MOXKHBIX MOAM(HKALUKA cxeMbl HU(PPOBOM MOAIUCH, Oa3UPYIOLIEHCsT HA aJITOPUTME
The Edwards-curve Digital Signature Algorithm (EdDSA). OcHoBHBIE IpenMyIiecTBa MPENIOKEHHON B 3TOH padoTe
MOZHM(DUKAIMU COCTOAT B CIIETYIOLIEM:

1) cxema MOATMCH SIBISETCS CTOMKOM Ja)ke B cirydae cO0si TeHepaTopa CeaHCOBBIX KITFOUEH;

2) BpeMs pear3aliy MOANUCH HE 3aBUCHT OT JJTHHBI COOOIICHHS,

3) CTOMKOCTB K aTaKe CO CBSI3aHHBIMHU KITIOYaMH.

Kouesvie cnosa: xpusas Dasapca; mudposas noamuck; EADSA.

Bubmmorp.: 12 Ha3B.

YJIK 004.056 55

Criiikicte MonudikoBanoro mu¢posoro minmucy EADSA / A. Beccanos, JI. Kosanvuyx, H. Kyuunvcka,
O. Tenisxcenxo // PagiotexHika : Beeykp. MixkBia. Hayk.-TexH. 30. 2019. Bum. 198. C. 209 — 214,

Vkpaincekuit Harionaneauit Crargapt Hudposoro Ilinmucy JCTY 4145-2002 BUKOPUCTOBYETHCS BiKE Maiike
17 pokiB. 3a 1ieii yac y rany3i iHpopMaIiiiHiuX TEXHOJIOTiH Bi0OYJIUCh CYTTEBI 3MiHH, SIKi 0€3M0CEPEIHBO BILTUBAIOTH Ha
BHUKOPHCTaHHS LIbOTO CTAHJIAPTY Ta BKa3yIOTh Ha HEOOXiTHICTh HOro MoaepHizalii.

VY 3B’s13Ky 3 HEOOXIAHICTIO Teperisiay Ta oHomieHHs HamionanbHoro cranmapty uudposoro miamucy JCTY
4145-2002 aBTopH pO3IIISAAIOTH KiJIbKa KOHCTPYKLiH nn¢posux mignucis. Cepen BUMOT O Cy4acHOTo IM(POBOTo Ii-
JONOHCY CHNiJ 3a3HAYUTH SIK MiHIMyM 128-0iTOBHI piBEeHB CTIMKOCTI, INIBHAKI aJrOPUTMH MiANHCY Ta HOTO MEpeBipKH,
IIBUJIKY T€HEpAaIlii0 KIFOYiB, HAAIWHICTh CEAHCOBUX KJIFOUIB, CTIHKICTh IO KOJI3ii, O€3MeYHy MporpaMHy peaizamito i
T. 1. IcHye 6arato o4eBHIHHMX BapiaHTIB cepel KIACHYHUX Ta ENINTHYHUX CHUCTeM Lu¢ppoBoro migmucy, Exp-I'amans,
[THoppa, ECDSA, iHmIi, siki MO>KHa BUKOPHCTOBYBATH y MEPEXiAHUI 10 TOCTKBAHTOBOTO Mepiofa.

[TporonyeThes OiHA 3 MOXKIJIMBUX Monudikaiiii cxemu nudpoBoro minnucy, mo 6asyerscs Ha anroputmi The
Edwards-curve Digital Signature Algorithm (EdDSA). OcHoBHuME mepeBaramu Mojaudikarii, sika 3alpoOIOHOBaHA Y
it po0oTi, € HACTYTHI:

1) cxema miJnuCy € CTIHKOIO HaBiTh y BUIAJIKY 300iB Y poOOTI reHepaTopa CeaHCOBIX KITIOUiB;

2) gac peanizanii OiAMUCY He 3aJISKUTH B JOBKHUHU TTOBIIOMIICHHS;

3) CTIMKICTB IO aTakw 3i 3B’I3aHUMH KIFOYaMHU.

Kmouosi crosa: xpusa Exsapaca; mudposuii mamuc; EADSA.

bi6miorp.: 12 Ha3s.

UDC 004.056 55

Securuty of modified digital public-key signature EADSA / A. Bessalov, L. Kovalchuk, N. Kuchynska,
O. Telizhenko // Radiotekhnika : All-Ukr. Sci. Interdep. Mag. 2019. Ne198. P. 209 —214.

The Ukrainian National Standard for Digital Signature DSTU 4145-2002 has been in use about 17 years. During
this time, significant changes have occurred in the field of information technology, which directly affect the
implementation of the current National Standard for Digital Signature DSTU 4145-2002 and indicate the need for its
modernization.

Due to the need to revise and update national digital signature standard DSTU 4145-2002, the authors considered
several digital signature constructions. Among the requirements to modern public-key signatures it is worth to highlight
at least 128-bit security, fast signing and fast signature verification, fast keys generation, foolproof session keys, colli-
sion resistance, secure software implementation, etc. There are a lot of obvious variants in classic and elliptic signature
systems, ElGamal, Schnorr's, ECDSA, etc, which can be used in transitional to post quantum period.

This paper introduces one of possible modifications for signature schemes based on the Edwards-curve Digital
Signature Algorithm (EdDSA). The main advantages of the modification proposed in this work are:

1) the signature scheme is secure even if the session key generator fails;

2) signature implementation time does not depend on message length;

3) security against related-key attacks.

Key words: Edwards curve; digital signature; EdDSA.

12 items.
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[pumenenne x3m-pynknun kKynuna B cxeme noamuceii SPHINCS+ / /. Tenesnuii // Pannotexauka : Beeykp.
MexBel. Hayd.-TexH. ¢0. 2019. Brm. 198. C. 215 - 219.

B nocneanue rojipl poBeieHO 3HAYMTENFHOE KOJIMYECTBO UCCIIEIOBAHUH 110 KBAHTOBBIM KOMITBIOTEPAM, HCIIOJb-
3YIOLIMM KBaHTOBO-MEXaHHYECKHE SBICHUS Ul PEICHHUS MAaTeMAaTHIECKHUX 3a1a4, KOTOPBIE SBIISIFOTCS CIIOKHBIMH HITH
Hepas3pelluMbIMU U1l OOBIYHBIX KOMIBbIOTEPOB. BO3MOKHOCTh KBAaHTOBBIX aTak chopMHUpoBaia HOBYIO IJIaBy B o0Jac-
TH KPHUIITOJIOTHU — IMOCTKBAaHTOBYIO KPHIITOJIOTHIO, e cxeMbl DLIIT cTanyu oIHUM M3 OCHOBHBIX BEKTOPOB HCCIIEH0BA-
Huid. Hanbosee npencraBUTENbHBIME BHIOOPKAMHM SIBJISIFOTCSI CXEMBbl, OCHOBaHHbIE Ha X3II-NPeoOpazoBaHusix. Cxembl
TTOJIITUCH Ha OCHOBE XAIa pazpaboransl JIeMIOpTOM B KauecTBE CXEMBI OJTHOPa30BOil moamucu B KoHIe 1970-x rooB u
pacIIupeHsl st O0NBIIEero Yncia noanucedt Mepkiom. B nanbHeiiem Obliv BBeACHBI OoJiee CokKHBIE cXxeMbl. NIST
OOBSBHII O KOHKYPCE HOBBIX CTaHIAPTOB MOCTKBAHTOBOW KpHNTOTpaduu Kak Il MI(poBaHUs (TCHEpauy KIroueit),
Tak ¥ s noanuceid. Ha 2-it typ nperenaytor 9 kannunaroB uudposoit noanucu. SPHINCS + (6pBrmic SPHINCS)
HaXOJHTCS B CITUCKE. AJITOPUTM MOXKET OBITh KPaTKO OIMCAH KaK CXeMa ITOJIIIMCH Ha OCHOBE X3Ia 0e3 COXpaHEeHHs CO-
ctosiHus. OH HCIONB3yeT MHOTO KOMITOHEHTOB M3 XMSS, HO paboTaeT ¢ OONBIIMMHU KIFOYaMH U CUTHATYPOH AJIS yCT-
paneHus coctosiHusA. CxeMa MOKeT OBITh MCIOJIb30BaHa C Pa3IMYHbIMU Xel-pyHKuusMu. Llenp craTbu — npoaHanu3m-
pOBaTh MPUMEHEHNE X3II-(QDYHKIIMY HAI[OHAIBFHOTO cTaHnapra B cxeme kanaunata NIST-karmumata SPHINCS +. Hc-
CJIe/IOBaHUE TI0KA3aJlo, YTO XOII HAIIMOHAIBGHOTO CTaHIAapTa MOXET OBITh NIPUMEHEH K I'eHepalyy CIIyJaiHBIX Yucel U
XEIINPOBaHUIO BXOAHOT0 coodmenus. Ilockonbky ¢yHkimsa Kupyna Bo3BpamaeT BEIXOAHBIE JaHHbIE (PMKCHPOBAHHOTO
pasmepa, ee IPUMEHEHUE BRITIISINT 10J00H0 Xam-GyHKnn SHA-256.

Kniouegvie cnosa: nocrkBantoBas kpunrorpadus; cxema noanucu; xsu-pyunkuus; Kynuna; SPHINCS +; Mepkiie
JIepEBbSI.

Ta6m. 3. n. 1. bubnuorp.: 9 Ha3B.

YK 004.056.55

3acrocyBanns xem-¢pynkuii Kynuna B cxemi minmucy SPHINCS+ / J]. Tenesnuii // Pagiotexnika : Beeykp.
MDKBiJ. HayK.-TexH. 30. 2019. Bum. 198. C. 215 —219.

B ocranHi poku MpoBeNeHO 3HAYHY KUIBKICTh MOCTIIKEHb KBAHTOBUX KOMITIOTEPIiB — MAINH, SIKi BUKOPHCTOBY-
FOTh KBAaHTOBI MEXaHIYHi SBHUIIA JJIS BUPIMICHHS MaTEMaTHYHHX 33734, BAKKAX a00 HEPO3B'S3HUX I 3BUUAHHIX KOM-
mM'oTepiB. MOXKIHMBICTh KBAHTOBHX aTak c()OpMyBaia HOBY TJaBY B Taly3i KPHUITOIOTII — IOCTKBAHTOBY KPHUITOJOTIIO,
ne cxeMd DSA cranu ogHUM 3 OCHOBHHMX BEKTOPIB JOCHimkeHb. HaibOinbpIn penpe3eHTaTUBHUMHU BUOIpKAMH € CXEMH,
3aCHOBaHI Ha XemI-TiepeTBopeHHsaX. Cxemu mignucis Jlemmopra Ha OCHOBI Xenry Oynu po3pobJIeHi IK OTHOPAa30Bi CXeMHU
migmucy B KiHmi 1970-x i posmmpeni Mepxiie Ha 6aratopa3osi mignucu. Hamami 6ynm 3anpoBapkeHi CKITaIHINI CXEeMH.
NIST 3asBUB Ip0 KOHKYPEHIIII0 HOBHX CTaHIapTiB potquantum sik st mudpyBaHHs (reHepauii KIroviB), Tak 1 s 1mi-
aruciB. Y 11 typi € 9 xaugunaris y undposuid mianuc. SPHINCS + (konummniit SPHINCS) € y cnucky. AnroputM Mo-
JKHa KOPOTKO OXapaKTEPU3yBATH K CXEMY MiANHCIB Oe3 30epexeHHs cTaHy. BiH BUKOPHUCTOBY€E 0arato KOMIIOHEHTIB 3
XMSS, ane mpairoe 3 OIIBIIMMHU KJII0OYaMH Ta MiJMHCOM JUIsl yCyHEHHs cTaHy. CXxeMy MO)KHA BUKOPHCTOBYBATH 3 Pi3-
HUMH XelI-GpyHKIisiMUA. MeTa poO0TH — IpoaHajli3yBaTH 3aCTOCYBaHHS HALllOHAJIBHOT CTaHIApTHOI Xem-QyHKIiT cxemu
kaHgunata, mo nogae NIST SPHINCS +. JJociimkeHHs ToKa3aio, M0 HalliOHATBHUNA CTAHIAPT XEII MOKe OyTH 3acTo-
COBaHWI 1O TeHepallil BHUIMAJKOBUX BHUIAIKIB HACIHHSA Ta XCIIyBaHHSA BXigHOTO moBimomueHHs. Ockimbku Fuction
fuction moBepTae BUXix (ikCOBAaHOTO PO3MipY, HOTO 3aCTOCYBaHHS BUTIIAAAE aHANOTiuHO Xemam SHA-256.

Knrouosi crnosa: moctkBaHTOBa Kpunrorpadis; cxema mimmucy; xem-¢ykmis, Kymmaa; SPHINCS+; nepesa
Mepkua.

Ta6m. 3. In. 1. Bibmiorp.: 9 Ha3B.

UDC 004.056.55

The Kupyna hash function application to SPHINCS+ signatures / D. Televnyi // Radiotekhnika : All-Ukr. Sci.
Interdep. Mag. 2019. Ne198. P. 215 —219.

In recent years, there has been a substantial amount of research on quantum computers — machines that exploit
quantum mechanical phenomena to solve mathematical problems that are difficult or intractable for conventional com-
puters. The possibility of quantum attacks formed a new chapter in cryptology field — postquantum cryptology, where
DSA schemes became one of the main research vectors. The most representative samples are schemes based on hash
transformations. Hash-based signature schemes were developed as one-time signature schemes in the late 1970s by
Lamport and extended to more signatures by Merkle. In further more complicated schemes were introduced. NIST de-
clared about the competition of new postquantum standards both for encryption (key generation) and signatures As for
the 2™ round there are 9 Digital signature candidates. SPHINCS+ (former SPHINCS) is in the list. The algorithm can be
briefly described as a stateless hash-based signature scheme. It uses many components from XMSS but works with
larger keys and signature to eliminate state. The scheme can be used with different hash functions. The main goal of this
paper is to analyze the application of the national standard hash function the scheme of the NIST submission candidate
SPHINCS+. The research showed the national standard hash could be applied to the seed randomness generation and
hashing the input message. Since Kupyna function returns fixed-size output, its application looks similar to SHA-256
hashes.

Key words: postquantum cryptography; signature scheme; hash function; Kupyna; SPHINCS+; Merkle trees.

3 tab. 1 fig. Ref.: 9 items.
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