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[image: image1.png]OC/NIAXEHHA METOAIB
3axXUCTY iIHOOKOMYHIKaLIMHOI

mepexi BiJ Kibepatak
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KepiBHUK: AOLEHT, K.T.H. 30/10TapboB Baaum AHaTtoniosuy





[image: image2.png]MeTa aTecTauinHoi poboTn

* Aocaidumu HaiiHe6e3neyHiwi Kibepamaku.

* 3anponoHyeamu memodu saxucmy ingoKomyHikauiliHoi mepexci
6id KiGepamak, cnpAMOBAHUX Ha: [1epeXONIeHHA OaHUX NPO
Kopucmyeayie; suasneHHs OaHux npo IKM; Ha eidmosy &
0bcnyzosysanHi, Spoofing, Ha ompumarHs docmyny do onepayilkoi
cucmemu.

* Peanisysatyu NporpamHuii 3axuct ig DDOS ataku Ha cepsep Ha 6asi
Ubuntu 20.04





[image: image3.png]3arpo3u Kibeparak peanisyloThea Yepes ik Taknx YUHHUKIB:

eBiANOBIAHICTL iHGPACTPyKTypK iHOOKOMYMYHIiKaLLiM OpraHi3auji, pisHs i
03BUTKY Ta 3aXMILEHOCTI CY4aCHUM BUMOTaM;

* HeIOCTaTHil PiBEHb 3aXMILEHOCTI KDUTUYHOT IHPPACTPYKTYPY, ENEKTPOHHMX
iHbopMaLiiHKMX pecypciB Ta iHbopmauii, BUMOra LoAo 3aXucTy AKoi
BCTaHOB/IEHA 3aKOHOM, BiA Kibep3arpos;

* 6e3CUCTEMHICTb 33X0AiB KiBep3axucTy KPUTUYHOI ;

* HeIOCTaTHiIli PO3BUTOK OpraHizaLliiHo-TexHiYHOI iHbpacTpyKTYpU
3abe3neyeHHa Kibepbe3snexu Ta Kibep3axmucty eNeKTPOHHUX iHbopMaLiiHNX
eCypCiB;|

* HeOCTaTHIN piBeHb KOOPAMHALT, B3aemogii Ta iHbopMaUitHOro 0BMiHy MikK
cy6'ekTamu 3abe3neyeHHs Kibepbesnekn




[image: image4.png]PosuimpeHa moaens Kibepartaku





[image: image5.png]Knacudikallis kibepatak
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[image: image6.png]HanonyaapHilwi By KibepaTax
BUKOPUCTOBYIOTb

* BpasuBoCTi B NPUKNAAHNX NPOrpamax

* CHipbinr

* IP-cnydinr

* [lapo/ibHi aTaku MeToZoM npocToro nepebopy
* Atakn MITM

* MepexHa possiaka

* 3n0BXMBaHHA A0BIPOIO

* DDoS-araku




[image: image7.png]B Apyromy po3fini 3amponoHOoBaHi MeToAM Ta 3acobu
3aXUCTY Bi4 KibepaTak 6 TUMIB 33 EAUHKUM aZiTOPUTMOM

* MeTa aTaku;
* [Xepesno 3arposu;

* NPOrpamuy, AKi MOXYTb 3aCTOCOBYBATUCA NpU peasizauji aTaku;
* [OKJa4HUI ONUC aTakw;

* 0BEKT aTaku;

* TUMOBJ 3aX0AM 3aXUCTY.





[image: image8.png]1. BinganeHi ataku, COpAMOBaHI Ha NepexQnieHHa
LaHUX KOPUCTYBayva
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[image: image9.png]2. BigpaneHi atakm, cnpaMoBaHi Ha BUABAEHHA AaHWX NPO
TENEKOMYHIKaUIVHY Mepexy
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[image: image10.png]3. BigdaneHi ataku, copamoBaHi Ha BiAMOBY B
0bcayroByBaHHi

Ataka Smurf (ICMP-flood), ol
Pposnopinena ataka abo DDoS-ataka
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Saopmaonnm: P
Swnraping /,/,
(<

Nepenormenme.
6ybepa, cuctema





[image: image11.png]4. Bigpaneri ataku Spoofing

Ataka «ARP-cnydir» no npotokony ARP.

Araka IP-cnyinr





[image: image12.png]5. BigpaneHi ataku, cnpamMoBaHi 418 QTPUMaHHS
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[image: image13.png]6. BignaneHi atakv Tuny jH’ekuii
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[image: image14.png]EneMeHTapHUI anropuTm i 310BMUCHUKIB 414 peaizauii DDoS ataku
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