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Research has been conducted on next-generation loT-based drone detection
technology. Such a system provides improved performance parameters through
flexibility, additional capabilities, and lower ongoing costs. To maximize the
benefits for security operations, there is a software solution that is reliable and
safe to implement with a full set of integrated features: efficient data analysis
algorithms, adaptive sensor control, and machine learning to improve detection
accuracy, without getting bogged down in problems of excessive power
consumption or a high number of false positives.

CydacHuil po3BUTOK Oe3niyioTHUX JiTanbHuX anapatiB (BIIJIA) mopomxye
HEOOX1THICTh €(DEeKTUBHUX METOJIB iX BHUsBICHHA Ta ifeHTHdIkalii. CucreMu
BUSIBJIEHHS JPOHIB Ha OCHOBI loT-mepex CTaoTh MEPCHEKTUBHUM pIILIEHHSM,
OCKIJIbKM BOHHU 3a0€3Me4yI0Th MacIITa00BaHICTh, MOOUIBHICTh 1 ONEPATUBHICTD
pearyBaHHs. Y Il CTarTi pO3MNIANAETHCA HAYKOBO-TEXHIYHA TMpolsema
M1BUIIEHHS MPOAYKTUBHOCTI TAKMX CHCTEM y PI3HUX CIIEHAPIAX 3aCTOCYBAHHS.
BusnavyaeTbcsi HEOOXIAHICTH ONTUMI3ZAIlT MapaMeTpiB pPOOOTH CEHCOPHUX
INPUCTPOIB, a TAKOX YJOCKOHAJICHHS aJrOpUTMIB OOpOOKM JaHUX JJIs
3a0e3reueHHs OaJlaHCy MK €()EKTUBHICTIO Ta EHEPrOCTIOKUBAHHSIM.

CucteMu MOHITOPUHTY JPOHIB MalOTh BaXXJIWBE 3HAYCHHS 7S
3a0e3nedyeHHs] Oe3NneKd KPUTHYHUX OO €KTIB, TPOMAJCBKUX TEPUTOPIN 1
NPUKOPIOHHUX 30H. 3 po3BUTKOM TexHojoriid BIIJIA 3pocTae HEOOXiIHICTH
YIOCKOHAJIGHHSI CUCTEM iX BUSIBICHHS, IO POOUTH 110 MPOOJIEMY aKTyallbHOIO.
OaHUM 13 KITIOYOBHUX BHUKJIHUKIB € HEOOX1AHICTh 3a0€3MeUeHHsT BUCOKOI TOYHOCTI
imeHTU(IKaIii APOHIB y PI3HUX YMOBAxX E€KCIUTyaTallii, Py bOMY MiHIMI3YIOUn
BUTpPATU €HEPrii Ta 3HWKYIOUU KUTbKICTh XMOHUX CIPAllbOBYBaHb. 3aCTOCYBaHHS
loT-mepex 103BoJII€E PO3POOMTH THYYKY CHUCTEMY MOHITOPUHTY, OJHAK ii
e(eKTUBHICTh 3aJICKUTHh BIJ MPABUILHOTO BHOOPY CEHCOPHUX TEXHOJIOTIMH,
METO/IIB OOPOOKH JTaHUX 1 aIaITUBHOTO KEPYBAHHS peCypcamMu MEPEKi.

VY cydacHMX yMmMOBaxX CHCTEMH BUSIBJICHHS JPOHIB TOBHHHI BIIMOBIIATH
BHCOKHM BUMOTaM I1[0/I0 TOYHOCTI, EHEproe()eKTUBHOCTI Ta THYYKOCTi. OCHOBHI
NIIXOAM  BKJIIOYAIOTh ~ BUKOPUCTAHHS  paJlo4acTOTHOTO  MOHITOPUHIY,
aKyCTUYHHUX CEHCOPIB, paJJapHUX CUCTEM 1 ONTUYHOTrO aHami3zy. OgHaK KOXKEeH 13
[IUX METOJAIB Ma€ CBOI NepeBard Ta HEAOJIKH. 30Kpema, pajapHi CUCTEMU
3a0€3Meuyl0Th BHCOKY TOYHICTb, aj€ MOTPeOYyIOTh 3HAYHMX EHEPreTUYHUX
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pecypciB. AKYCTHUHI CEHCOPHU € OLIbII eHeproe(eKTUBHUMHU, MIPOTE CXUIIbHI JI0
XUOHUX CTIPAIbOBYBAaHb y IIYMHOMY CEPEAOBHILI.

3anpornoHoBaHMM miaxiag Oa3yeTbcsi Ha 1HTErpamii pi3HUX CEHCOPHHUX
TeXHOJNOT1 y equny loT-mepexxy 3 BUKOPHCTaHHSM alTOPUTMIB MAIIMHHOTO
HaBYaHHS JJ1s1 00poOKu naHux [1, 2]. 3 BAKOPUCTAaHHSIM aJITOPUTMIB MAIIMHHOTO
HaBYaHHSA i1 oOpoOkM JaHux. BrpoBakeHHsS TakWX CHCTEM J03BOJISIE
ONTUMI3yBaTH MPOAYKTUBHICTh BHSABJIECHHS JPOHIB Yy PI3HHUX CIEHAPIX
3aCTOCYBaHHS Ta MIJBUIIUTH €(PEKTUBHICTh BUKOpPUCTaHHA pecypciB [1, 2] y
PI3HUX CIICHApPiAX 3aCTOCYBaHHS Ta MIABHUIIUTH €(PEKTHUBHICTH BHUKOPHUCTAHHSI
pecypcis.

Bukopucranuss MIMO-anTeH 3 NOJABIHHOI TOJISIPU3ALI€0 JTO3BOJUTH
3MEHIIUTH BTPATH CUTHAJIY Ta MOKPALIUTH SKICTh BUSBICHHS TPOHIB 3aBJISKH
30UJIBIIIEHHIO MPOIYCKHOI 34aTHOCTI [2].

Cuctema BKJIIIOYa€ MOAYJl 300py Ta OOpOOKHM JaHUX, Kl 3a0€3MeHYIOTh
aJlalTUBHE KEPYBaHHS CEHCOPAaMHU Ta aHali3 CUTHAIIB Yy peaibHOMY yaci. Bona
MOX€ IHTErpyBaTHUCS 3 ICHYIOUUMHU 3aco0aMu OE€3MEKH, 1110 pOOUTH 1i THYYKUM 1
e(EeKTUBHUM DILIEHHAM ISl PI3HUX CPEp 3aCTOCYBAHHS, BKIIIOUAIOUH OXOPOHY
CTpaTeriyHuX OO0'€KTIB, KOHTPOJb MICBKHX TEpPUTOPIA 1 MNPUKOPAOHHUMN
MOHITOPHHT.

BucHoBku. 3ampornoHOBaHUN METOJ J103BOJISIE MIABUIIMTHA TOYHICTH 1
e(EKTUBHICTh CUCTEMU BHUSBIICHHS JPOHIB, 3HM3UTH EHEPrOCHOXUBAaHHS Ta
ONTHUMI3yBaTH PO3MOALT OOYMCITIOBAIILHUX PECypciB. AHalI3 MPOIYKTUBHOCTI
CUCTEMHU BUSBIICHHA JpOHIB Ha OcCHOBI loT-mepex y pi3HHX CcreHapisx
3aCTOCYBaHHS IOKa3ye, M0 €(PEKTUBHICTh 3aJIEKUTh Bil BUOOPY CEHCOPHUX
TEXHOJIOT1i, METOMIB OOpOOKM JaHUX 1 aJalTHUBHOTO KEPYBaHHS pecypcamu
MepexXi. 3anponoOHOBAHUM TMIAXi[ JO3BOJSE MIABUIIUTA MPOSYKTUBHICTD
CUCTEMHU, 3HU3UTH €HEProCHOKUBAHHS Ta MOKPAIIMTH TOYHICTh 11€HTU(IKAII].
[lomanpmii  IOCHIIKEHHS MalTh OyTH CHpPSIMOBaHI Ha BIOCKOHAJICHHS
QITOPUTMIB aHaM3y JaHuX Ta 1HTerpamito loT-cucteM 13 CcydacHUMH
TEXHOJIOT1SIMU IITYYHOTO 1HTEJICKTY.
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