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AHAJII3 METOJIB 3AXUCTY BIJ| ®IIINHI-ATAKHN BRATA
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XapKiBChKUIT HAITIOHABHUH YHIBEPCUTET PaJioeeKTPOHIKH, XapKiB, YKpaina

VY cydacHHX yMOBaxX, KOJH KiTbKiCTh MOOUTRHHX KOPHCTYBadiB Ta 0OCAT
MepeAaHnX JaHUX CTPIMKO 3POCTAOTh, 3IOBMHUCHHKH aKTHBHO BHKOPHUCTOBYIOTH
BPa3IMBOCTI y MOMYJSPHUX 3aCTOCYHKAaX sl peaizarii GimmHaroBux arak [1, 2].
Ile cTBOpIOE TOAATKOBI PU3UKH 715 PiHAHCOBUX YCTAHOB 1 KiHIICBUX KOPHCTYBAYiB,
OCKIJIbKH aTaka MOXe BinOyTucs 0e3 iXxHbo1 akTuBHOI y4uacTi. [Ipukimamom € BRATA
(Brazilian Remote Access Tool for Android), ske BUKOPHCTOBYBaJO KPUTHYHY
BpaznMBicTh Bignanenoro BukonanHs koay (RCE) CVE-2019-3568 y WhatsApp ta
y ToJaiblIOMy iHTerpyBajio iHOI (YHKIIl 3JIOBMHCHOTO KOHTPOJIIO Haj
HIpUCTpOsiMH [3].

Mertoro nocaimkenns € anainis Bukopucranus CVE-2019-3568 y pamkax atak
BRATA Ta o1iHka e(eKTUBHOCTI METO/IB 3aXHCTY IUIIXOM MOHITOpHHTY VoIP-
Tpagiky 1 CHCTEMHHX  OKypHaJiB, a TaKOXX BH3HAYCHHS MOMIIMBOCTCH
MPOTHO3YBaHHS MMOTIOHUX aTak.

BpazmuBicte CVE-2019-3568 y VolP-cteky WhatsApp sBisia coboro
nepenoBHeHHs Oydepa, IO MO3BOMSUIO BimganeHe BHKOHAHHSA KOOy depes
crneriabHo copmoBaHi RTCP-nmakern.

Bona oxorutoBana kijbka miatdopm, Brmodaroun Android, i0S, Windows
Phone Tta Tizen. 3a nanumu NVD, 1i piBens HeOe3neku cranoBuB 9.8 (CVSS 3.x,
kputnaauii) Ta 7.5 (CVSS 2.0, Bucoxwuii) [4].

[MpoBeneHi JOCHi/KEHHS MIATBEPIWIIM, IO aHaIi3 4YacoBHX psAiB €
e(eKTHBHUM JJIsl BUBYCHHS IWHAMIKH (IINIMHIOBUX aTak. BusBieHa HasBHICTH
JIOBrOTPHUBAJIOT Mam’siTi y MOBEJIHII aTaK BiIKPHUBAE MOXIIUBICTh IPOTHO3YBaHHS
MIKOBHX TEPIOJiB X aKTHBHOCTI.

Bcranonero, mo cepemHe 1000BE 3pOCTaHHS KiJTBKOCTI I ITBEPPKEHUX aTak
cTaHOBUTH 3—5%, ToAi AK y (ha3ax MiJBUIICHO] aKTUBHOCTI CIUIECKH CSITAJIN TIOHA[
20% Bix cepeaHBOTO PIBHSL.

Taki pe3ympTaTH CBiT9aTh MPO IHMKIIYHICTE Ta KOPEIAIII0 y YacoBUX
iHTepBaNaX 1 CTBOPIOIOTH MIATPYHTS IUIA MOOYIOBH AaNeKBATHHX ITPOTHO3HUX
Mozenen.

Ha ocHOBi 1IuX BHCHOBKIB BBOJSTHCS MIPAKTHYHI 3aXO0/IH MPOTHJIil: CBOEYACHE
oHoBieHHs I3 1o 3axwieHHWx Bepciii Ta 3acToCyBaHHSA cHCTeM aHamizy VolP-
Tpadiky i3 )KypHaIaMu MOAIH.

CydacHi HayKOBIi IMiIXOIU JEMOHCTPYIOTh €(eKTUBHICTH IMOETHAHHSI METOIIB
aHaimizy Tpadiky 3 auropuTMamMM MAIIMHHOTO HAaBYaHHS JUIsi CTBOPEHHS
0araTopiBHEBUX CHUCTEM 3aXHCTY.

11106 3MeHIINTH HaBaHTAXXEHHS Ha CepBEPH, IHPEPEHC OPraHi3yIoTh KaCKaIHO:
JIETKI TpaBHiIa/MOJIETI TMpPAIIOI0Th Ha BChOMY moTowi, a pecypcoemHi CNN abo
XGBoost 3aCTOCOBYIOTBCS JIHIIE O MiTO3piaMX NHOAii (opieHTOBHO 5-15% y
3BuyaiiHoMy pexxumi ta 30-40% min yac miKiB 3aBASKH aBTOCKEWiHTy). Takuid
miaxix 30epirae TouHicTe moHanm 99% 1 3HWKYe piBeHb XUOHOIIO3UTHBHHX
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cnpamtoBab a0 1-2%, ckopouyroun cepenHiii 4ac BussieHHs Ha 30-40%
HOPIBHSAHO 3 KJIACHYHUMHU CUTHATYPHUMH METONAMH.

JlonaTkoBy €KOHOMIIO 3a0€31MeuyI0Th OATYHHT 1 YepTH IS BAXKKHX MEPEBIpOK
Ta aJanTHBHE MIJABHIICHHS 4YacTOTH CEMIUIIOBAaHHA Ha OCHOBI JKypHaliB
VolP-tpadiky.

VY TecTOBHX cepeIOBUINAX LI MiIBUIYBAIO HMOBIPHICTh PAHHBOTO BUSBIICHHS
aTak 10 95% 1 3HWXKyBaJO PU3HMK KOMIIpoMmeTanii KpuTuyHux cucteM Ha 40-50%
[5].

OtpuMani pe3ynpTaTd cBigyath, mo BpaszmuBicte CVE-2019-3568 €
NPUKJIAJIOM KPUTHYHOI mpoOiemMu Oe3nekd, sika TpaHCPOpPMYye HPUPOIY
(immHTOBUX aTak. 3ampoNMOHOBaHWK MiAXinm, MmO 0a3yeTbCs Ha TIO€IHAHHI
oHoBNIeHHS [13, MOHITOPHHTY XypHaliB, MPOTHO3HUX MOJCIEH Ta THYYKHX
MEXaHi3MiB 3axHcTy (kKackamHi ML-crucTeMH Ta iHCIEKINT «pyXOMOTO 3aciOHY»),
OTHOYACHO TIiJBHINYIOTh pIBEHb KiOep3aXHUCTy Ta ONTHUMI3y€ BHUKOPHCTaHHS
CEPBEPHHX PECYPCiB.

OnHovacHa peectpaliis anHoMmabHUX RTCP-nakeTiB, BigXuieHb Yy CTPYKTYpi
BUKJIMKIB YM CIIPOO HECAHKLIOHOBAHMX 3’€JIHAHB y )KypHaJax J03BOJISIE BUSBIATH
aTaKy Ha paHHIX eTarax Ta CBO€4YacHO pearyBaty.

BiamnoBigHO 10 MPOBEICHHMX MOCTIIKCHb MOXXKHA 3pOOHMTH BHUCHOBOK, IO 3
MIpKyBaHb €KOHOMIi CEpPBEPHUX PECYPCIB JOLIIBHO peajli3yBaTH HE «MOHOIITHY
CTIHY», @ «PyXOMHUI 3aCIIiH» MEPEBIPOK: JUHAMIYHO 3MIHIOBATH TJIMOMHY 1HCTIEKIIT
H dYacTKy BHOIPKOBOTO aHaNi3y 3aJeKHO BiJl IPOTHO30BaHOI aKTUBHOCTI
(manpuxnaz, 5-10% cemmroBaHHS y MiX-TIKOBI roanHu Ta 60-80% — y «BikHa
PHU3UKY»), aBTOMATHYHO MAacIITaOyruW MOMYJNI aHajily 1 BMHKAalOYH TOBHY
MIEPEBIPKY JIMIIIE i Yac OYiKyBaHHUX CILIECKIB.

Le noBomuTh IOUINBHICTE KOMIUIEKCHOI OaraTOpiBHEBOI CTpaterii, ska
MOEHY€E TIPEBCHTUBHI ¥ PEaKTHBHI 3aXO0M Ta JO3BOJIsIE€ e(heKTUBHIIIE IPOTHIISTH
HOBITHIM ()IIIMHIOBUM aTaKaM.
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