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Pucynoxk A.1 — Pe3ynbpTaTu nepeBipky Ha aHTUILIAriat (cTopinka 1)
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Pucynoxk A.2 — Pe3ynbpTaTu epeBipky Ha aHTUIUIAriaT (CTOpIHKA 2)



Jonarok b
EKCIIEPUMEHTAJIBHI TIAHI TA IIOKA3HUK EOEKTUBHOCTI CUCTEMH

Tabmums b.1 — ExciepumenTanbHi AaHi Ta MOKa3HUKUA €(EKTUBHOCTI CHCTEMU

(BUKOHAHO CaMOCTIHHO)

®opma | Anropu | Cucrema Yac Yac Entp | Kopen | llIBunk | Yac
T ™ 30epiranH | mudpyB | Aemudpy | omis | AiA ICTb | JOCT
300pax | mudpys s aHHS BaHHS (6iT) (300p./ | ymy
CHHS aHHS (mc) (mc) cek) | (mc)
JPEG | AES- ['opunna | 140 120 7.89 10.015 |3.85 46
256 (Cloud-
Local)
JPEG | AES- bnokueiin | 140 120 7.89 10.015 |3.85 51
256
JPEG | AES- baratoBu | 140 120 7.89 10.015 |3.85 43
256 MipHa
JPEG | RSA ['6punna | 210 190 7.78 [0.017 |25 60
(Cloud-
Local)
JPEG | RSA biokueiiH | 210 190 7.78 10.017 |2.5 65
JPEG | RSA bararosu | 210 190 7.78 0.017 |25 57
MipHa
JPEG | XOR ['Opunna | 110 98 7.52 10.025 |4.81 40
(Cloud-
Local)
JPEG | XOR bnokueiin | 110 98 7.52 10.025 |4.81 45
JPEG | XOR baratoBu | 110 98 7.52 10.025 |4.81 37
MIpHa
JPEG | DNA ['Opunna | 180 160 791 10.014 |2.94 55
(Cloud-
Local)
JPEG | DNA bnokueiin | 180 160 791 10.014 [2.94 60
JPEG | DNA baratoBu | 180 160 791 10.014 |2.94 52
MipHa
JPEG | Fisher- |T'i6punna | 125 113 7.62 |0.021 (4.2 43
Yates (Cloud-
Local)
JPEG | Fisher- | bnokueiin | 125 113 7.62 [0.021 (4.2 48
Yates
JPEG | Fisher- | baratoBu | 125 113 7.62 [0.021 (4.2 40
Yates MipHa




[Tponorxenns Tadnui b.1

PNG AES- ['6puana 141 121 7.9 0.014 |3.82 46
256 (Cloud-Local)
PNG AES- brokueiin 141 121 7.9 0.014 |3.82 51
256
PNG AES- baratoBumipna | 141 121 7.9 0.014 |3.82 43
256
PNG RSA I'6puana 211 191 7.79 10.016 |2.49 60
(Cloud-Local)
PNG RSA brokueiin 211 191 7.79 10.016 |2.49 65
PNG RSA bararoBumipna | 211 191 7.79 10.016 |2.49 57
PNG XOR ['opuana 111 99 7.53 10.024 | 4.76 40
(Cloud-Local)
PNG XOR brokueiin 111 99 7.53 10.024 [4.76 45
PNG XOR bararosumipna | 111 99 7.53 10.024 |4.76 37
PNG DNA ['6puana 181 161 7.92 10.013 |2.92 55
(Cloud-Local)
PNG DNA brokueiin 181 161 7.92 10.013 |2.92 60
PNG DNA bararoumipna | 181 161 7.92 [0.013 |2.92 52
PNG Fisher- | I'iopumna 126 114 7.63 10.02 [4.17 43
Yates (Cloud-Local)
PNG Fisher- | brokueiin 126 114 7.63 10.02 [4.17 48
Yates
PNG Fisher- | bararoBumipna | 126 114 7.63 [0.02 |4.17 40
Yates
TIFF AES- I'6puana 155 133 791 |0.013 |3.47 46
256 (Cloud-Local)
TIFF AES- brokueiin 155 133 791 |0.013 |3.47 51
256
TIFF AES- bararosumipna | 155 133 791 |0.013 |3.47 43
256
TIFF RSA I'6puana 225 203 7.8 0.015 |2.34 60
(Cloud-Local)
TIFF RSA brokueiin 225 203 7.8 0.015 |2.34 65
TIFF RSA bararoBumipna | 225 203 7.8 0.015 |2.34 57
TIFF XOR I'iopuaHa 125 111 7.54 10.023 |4.24 40
(Cloud-Local)
TIFF XOR brokueiin 125 111 7.54 10.023 |4.24 45
TIFF XOR bararoBumipna | 125 111 7.54 10.023 |[4.24 37




[Tponorxenns Tadnui b.1

TIFF DNA ['i6puana 195 173 7.93 10.012 |2.72 55
(Cloud-Local)
TIFF DNA biokuelin 195 173 7.93 10.012 |2.72 60
TIFF DNA | baratoBumipn | 195 173 7.93 10.012 |2.72 52
a
TIFF Fisher- | I'iopuana 140 126 7.64 10.019 |3.76 |43
Yates | (Cloud-Local)
TIFF Fisher- | biokueiin 140 126 7.64 |0.019 |3.76 48
Yates
TIFF Fisher- | baratoBumipa | 140 126 7.64 10.019 [3.76 |40
Yates a
BMP AES- | T'i6pumgna 152 130 7.9 0.014 |3.55 46
256 (Cloud-Local)
BMP AES- | brokueitn 152 130 7.9 0.014 |3.55 51
256
BMP AES- bararoBumipn | 152 130 7.9 0.014 |3.55 43
256 a
BMP RSA ['6puaHa 222 200 7.79 10.016 [2.37 |60
(Cloud-Local)
BMP RSA brokueitn 222 200 7.79 10.016 |2.37 |65
BMP RSA bararoumipu | 222 200 7.79 10.016 |2.37 57
a
BMP XOR ['i6puaHa 122 108 7.53 10.024 [4.35 40
(Cloud-Local)
BMP XOR brokueitn 122 108 7.53 10.024 |4.35 45
BMP XOR bararoBumipn | 122 108 7.53 10.024 |4.35 37
a
BMP DNA |T'i6pugna 192 170 7.92 10.013 |2.76 55
(Cloud-Local)
BMP DNA | brokueitn 192 170 7.92 10.013 [2.76 |60
BMP DNA | baratoBumipH | 192 170 7.92 10.013 |2.76 52
a
BMP Fisher- | I'i6pugna 137 123 7.63 |0.02 |3.85 43
Yates | (Cloud-Local)
BMP Fisher- | brnokueitn 137 123 7.63 |0.02 |3.85 48
Yates
BMP Fisher- | baratoBumipn | 137 123 7.63 |0.02 |3.85 40
Yates a
GIF AES- | T'iopumgna 135 115 7.86 [0.02 |4 46
256 (Cloud-Local)
GIF AES- | brokueitn 135 115 7.86 10.02 |4 51
256




[Tponorxenns Tadnui b.1

GIF AES- bararoBumipn | 135 115 7.86 10.02 |4 43
256 a
GIF RSA ['i6puana 205 185 7.75 10.022 [2.56 |60
(Cloud-Local)
GIF RSA brokueitn 205 185 7.75 10.022 |2.56 |65
GIF RSA bararoumipu | 205 185 7.75 10.022 |2.56 |57
a
GIF XOR ['i6puana 105 93 749 10.03 |5.05 |40
(Cloud-Local)
GIF XOR biiokyerH 105 93 749 10.03 |5.05 45
GIF XOR bararoBumipn | 105 93 749 10.03 |5.05 37
a
GIF DNA | T'i6pugna 175 155 7.88 10.019 |3.03 55
(Cloud-Local)
GIF DNA | brokueitn 175 155 7.88 10.019 |3.03 60
GIF DNA bararoBumipn | 175 155 7.88 10.019 |3.03 52
a
GIF Fisher- | I'iOpuana 120 108 7.59 10.026 (439 |43
Yates | (Cloud-Local)
GIF Fisher- | brmokueitn 120 108 7.59 10.026 |4.39 |48
Yates
GIF Fisher- | baratoumipa | 120 108 7.59 10.026 [4.39 |40
Yates |a
WEBP | AES- | T'i6puana 137 118 7.89 10.015 [3.92 |46
256 (Cloud-Local)
WEBP | AES- | brnokueitn 137 118 7.89 10.015 [3.92 |51
256
WEBP | AES- | baratoBumipa | 137 118 7.89 10.015 [3.92 |43
256 a
WEBP | RSA ['i6puaHa 207 188 7.78 10.017 |2.53 60
(Cloud-Local)
WEBP | RSA brokueitn 207 188 7.78 10.017 |2.53 65
WEBP | RSA bararoumipu | 207 188 7.78 10.017 |2.53 57
a
WEBP | XOR ['6puana 107 96 7.52 10.025 [4.93 |40
(Cloud-Local)
WEBP | XOR brokueitn 107 96 7.52 10.025 1493 |45
WEBP | XOR bararoBumipn | 107 96 7.52 10.025 [4.93 37
a
WEBP |DNA | Ti6pugna 177 158 791 10.014 299 |55
(Cloud-Local)
WEBP | DNA | brnokueitn 177 158 791 10.014 [2.99 |60




Kinens Tabmum b.1

WEBP | DNA bararopumipn | 177 158 7.91 10.014 |2.99 52
a
WEBP | Fisher- | I'ibpuana 122 111 7.62 |0.021 [4.29 43
Yates | (Cloud-Local)
WEBP | Fisher- | briokueiin 122 111 7.62 10.021 |4.29 |48
Yates
WEBP | Fisher- | bararoBumipn | 122 111 7.62 10.021 |4.29 |40
Yates |a
DICOM | AES- | T'i6punna 160 138 7.9 10.013 |3.36 |46
256 (Cloud-Local)
DICOM | AES- | briokueiin 160 138 7.9 10.013 |3.36 |51
256
DICOM | AES- | baratoumipa | 160 138 7.9 10.013 |3.36 |43
256 a
DICOM | RSA I'i6puaaa 230 208 7.79 10.015 |2.28 |60
(Cloud-Local)
DICOM | RSA brokueiin 230 208 7.79 10.015 |2.28 |65
DICOM | RSA bararoumipu | 230 208 7.79 10.015 |2.28 57
a
DICOM | XOR |T'i6pumgna 130 116 7.53 10.023 14.07 |40
(Cloud-Local)
DICOM | XOR | briokueiin 130 116 7.53 10.023 14.07 |45
DICOM | XOR | bararoumipa | 130 116 7.53 10.023 |4.07 |37
a
DICOM | DNA | T'i6pumna 200 178 7.92 10.012 |2.65 |55
(Cloud-Local)
DICOM | DNA | briokueiin 200 178 7.92 10.012 |2.65 |60
DICOM | DNA | bararoumipa | 200 178 7.92 10.012 |2.65 52
a
DICOM | Fisher- | I'iopumna 145 131 7.63 10.019 |3.62 |43
Yates | (Cloud-Local)
DICOM | Fisher- | briokueiin 145 131 7.63 10.019 |3.62 |48
Yates
DICOM | Fisher- | bararoBumipu | 145 131 7.63 10.019 |3.62 |40

Y ates

a




Honatox B
CJIAUJIV TIIPE3EHTAIIT

JIOCHI)KEHHS MOJIEJIEN T'TBPUHOTO
3BEPITAHHS 30BPAXKEHD JIJIS1 3SABE3ITEYEHH S
BE3IIEKN TA KOHOIAEHIIMHOCTI JAHUX

BUKOHAB:

CT. I'P. IIIBM-23-4 KOBUHEIIb MAKCUM CEPTINOBUY
KEPIBHUK:

K.T.H., JOIIl. KHPUYEHKO I.B.

Pucynox B.1 — IIpe3enTartist auruioMHoi podotu (ciaiia 1)

AKTYAJIBHICTb

06'eKkTOM JOCTIIZKEHHA € ITPOIlEecH 3aXHCTy Ta ribpuanoro 3bepirands 306pakeHb.

TonoBHO0 MeTOKO 1€l pobOTH € AOCHIAZKeHHA ONTHMAIBHOI KoMbiHaLiT Moter ribpuagHoro
CXOBHIIA JJAHWX 13 METO/IJAMH 3aXHUCTY IaHHX JUIA Pi3HHX 3aia4. BajuinBo BHBHAYNTH, AKI METOH
HaHKpallle MXoAaTh ist 30epirants Ta 06pobKH pisHMX THITIE 306pakeHb, TAKHX K ocobucTi
¢oTo, BUCOKOAKICHI 3HIMKH, MeJHYH] 300 parkeHHA TOLO.

IIpeamMeToM goCHiizKeHHA Y AaHil kBatidikauiiuiil pobori e ribpuaHi cucremu sbepiranms
300paskeHs, sIKi IOEAHYIOTE JIOKAJIBHI Ta XMapHi pecypcH, 3 aklieHToM Ha 3abesneuenns Geanekn,
koHiAeHIIHHOCT] Ta JOCTYIHOCTI JAHHX.

MeToau AOCTIIAKEeHHS BEIIYAITDL aHAI3 HayKoBUX myb/ikaliii Ta pisHux Mozenei
ribpuaHoro 3bepiranss, MeToliB 3abezneueHHs! Ge3MeKkH, MPOEKTYBAHHS MPOTOTUITIB CHCTEMH Ta
EKCIIEPUMEHTE TeCTYBAHHS [UX CHCTEM 3 PI3HIMH TECTOBUMH JAHUMH.

Pucynox B.2 — [Ipe3enTariist aumioMHoi pobotu (cmaiin 2)



npoaHaTizyBaTH Ta 06paTH AeKiIbKa MoJie/Ieli riGPHIHMUX CHCTeM, Ha apXiTeKTypi AKUX
6y/e mojiaIbIIOMy peaslisoBaHi CBOI MOJieJI;

npoaHaJi3yBaTH MeToAM 3abe3nedeHHs Ge3IIeKH JUIs TAKHX CHCTeM Ta 00paTH JAeKiIbKa
JUISL IOZAJIBIIIOTO 3aCTOCYBAHHS Y CBOIX MOZEJISIX;

CIIPOEKTYBaTH 3arajbHY apXiTeKTypy /ISt OOpaHUX riGPH/THUX CHCTEM 3 DISHUMH

MOAYJIAMHA 693HCKPI, AJIA TOAAJIBIIIOTO 3PIBHAHHSA DE3IEKH Ta IIPOAYKTHBHOCTI;

npoaHaJi3yBaTH Ta BUBECTH METPHKM JUIsl ypaxyBaHHsl 6e3eku Ta IPOAYKTHBHOCTI
CHCTEMH;

npoBecTH npalcnmm:u‘«i €KCIIEPpUMEHT Ha CITPOEKTOBaHUX ﬁGPHIIHHX CHCTeMax cucremax
BHUKOPHUTOBYIOYH TECTOBI JaH1;

npoaHaJXi3yBaTH OTPUMAaHI Pe3y/IbTAaTH Ta 3pOOGHTH BHCHOBKH.

Pucynok B.3 — [Ipe3enTariist 1uniaoMHo1 poOoTH (ciaiin 3)

I''bPUJHI CUCTEMHU

BYJIO OBPAHO I
JOCHINIKEHHA 3 PISHI

ICHYIOYI CUCTEMHW. BOHNA

BINPISHAIOTHCA O/TH BIJT
O HOI'0O, MAIOTE CBOT IIJIIOCH
I MIHYCIL.

Pucynox B.4 — IIpesenTartist aumioMHo1 po6otu (ciaiin 4)



TEXHOJIOTTI BJIOKYEIH 3
TPAJTUIIIHOIO CUCTEMOIO
BA3 JIAHUX

Security
module

HNEPEBATW:

« AVAINT, SAXVUCT BIJ
HECAHKIIIOHOBAHWX 3MIH Siegraton
I MOKJINBICTh
BIACTEXEHHA JOCTYILY 10
DAN .HIB, Monitoring

and control

BBEPITAHHSA BEJINKOI module
KIJTBKOCTI BOBPAXEHD;

CUHXPOHISAIIIA SAIINCIB,
SABESIIEYEHHA IMIJITCHOCTI
JAHNX B CUCTEMI.

Database

Pucynok B.5 — [Ipe3enTariist 1uniaoMHo1 poOoTH (ciaiin S5)

APXITEKTVYPA
BATATOBHUMIPHOTO
CXOBHUINA JAHHX

HNEPEBAT':

« KENTYBAHHA;

* MOMIJIUBICTL OTPHUMYBATIH

ATPETOBAHI JAHI, 9KI
KOPHUCHI JIJIsl AHAJIITHUKHA
TA IPUNHATTS BIBHEC-
PIMIEHD.

Pucynok B.6 — [Ipe3enTariist auniaoMHo1 poboTH (ciaiin 6)
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I'bPUJIHE XMAPHE
CXOBHIIE

INEPEBAT:

 JVWHAMIYHE
POSBAHTAMEHHA

* OIITUMISAIIIA BUTPAT

Pucynok B.7 — [Ipe3enTariist 1uniaoMHo1 poOoTH (ciaiin 7)

Anroputm Tun Kitrou CuJibHI cTOpOHU ObmexeHHs
AES-256 CuUMeTpUYHUI 256-bit Besneynuii, HBUAKHI —
RSA AcumeTpuyHuii 2048+ Jlyxe Ges3neqHuit TloBuIbHUIA
XOR Tlo6iToBuit JIOBLIBHUI Jlyxe mBUHAKAN Crabkuii 3axucT
Fisher-Yates ITTepecranoBka - ITpocrwii Hecra6inbHa Kopesania
DNA BioincripoBaHuii Za;ll;x(m BiJl KolyBaHHA Criiikuii 10 aTak CrtaziHicTb peastisarii

AJITOPUTMHU HINDOPYBAHHA

Pucynok B.8 — [Ipe3enTariist iuniaoMHoi poboTH (ciaiin 8)
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METOAOJIOT'TA

« Haracet: 100 kaptunok (JPEG, PNG, TIFF...)

« Karouosi merpuku: Exrponis, Kopessiiis cycignix mikcesis, Yac
mudpysana/aemudpysanad, Buakicts 06pobkH, 3aTpHUMKa JOCTYITY

« IIporpamsi iHcTpymenTH: Java + spring boot, + Swing redis cache

Pucynok B.9 — [Ipe3enTariist iuniaoMHoi poboTH (ciaiin 9)

METPUKHA

- Enrpomnia

H(x) = — ¥iY, P(x;) log, P(x;), de P(x;) iimosipHicmb noasu 3Ha4eHHA x; Ha 2icmozpami iHmeHcugHocmell nikceais;
Kopensauis cyciaHix mikcexis

R = BTl 5wy

oxoy

© Yac mmndpysanns/pemndpysanns

inmencusHocmi cyciouix nikcenis, py, py — cepedti 3HaUeHHA, ox, oy — CMaHdapmHi gidxuaeHns;

m i m i
=1 Le =1 Ly i . i . .
tone = EHTM s tdee = %, de tiy, — uac wugdpysaHHs i-2o 306paxceHHs, t,, — vac posuwugdposku, m — kiabkicms 3o06paxcerns;

IIBuakicTs 06po6KkH (306p/cek)

N R
§ = ——, de N — sazanvna kinvxicmo 06pobaenux s00paicens.
dec

m"‘

© 3aTpHUMEA JOCTYILy

T{acegss), = Aliocal + (1 = @)lejoud, 08 tigeql — HAC docmyny 00 AOKAABHOS0 CXOBULYA, Ligyq — HAC dOCTYNY 00 XMAPHO20 cepsicy, a —
Koedtyienm 3aaexcHo 610 Nplopumemy 6UKOPUCTIAHHA AOKAABHO20 YU XMAPHO20 CXOBULA.

Pucynok B.10 — IIpe3enTtauist rumiomuoi podotu (cnaiig 10)



+ AIBTEPHATHUBHU: AWS, AZURE, GCP,
ALIBABA, ORACLE

« KPUTEPII (BATH):

» BE3IIEKA 25%,
MACIITABOBAHICTH 20%,
3ATPUMEKA 20%,
BAPTICTH 15%,
IHTETPAIIA 10%,

« IOCTYIIHICTH 10%

+ OCTATOYHI OLIIHKHW KOPUCHOCTI::
1)AZURE

2)AWS

3)ORACLE

BUBIP XMAPH 3A
JOITOMOTI'OIO 3A TAYI

BATATOKPUTEPTAJILHO
ro AHAJII3Y

Pucynox B.11 — I[Ipe3enraiist nurmomHoi podotu (ciaig 11)

Encrypt & Analyze

Encryption App

Select Image:
Storage System: ysesa (Clous-Loest) .

IMPOTPAMHUU

3ACTOCYHOK

Pucynox B.12 — I[Ipesenraiist nurmomHoi pobotu (caiin 12)

13



JAC

A AT M ey MBUOKICTb .
CHUCTEMA AJITOPHUTM EHTPOIITA []JH(IJP;IE(E“AHHH, OBPOBKH, 30BP/CEK BMCHOBOK
Blockchain+DB | AES 7.983 162 3.19 Besmeano ane

IMOBIJIBHO
DWH XOR 7.503 102 3.07 Haitmenammit
Router + Cloud | AES 7.892 132 3.52 gmM”BH““
aJIaHC

PE3VIIBTATHU EKCITEPUMEHTY

Pucynox B.13 — IIpe3enrarist numomHoi podoTu (cmaiin 13)

I[IYBJIIKALIA

1. Kyrychenko, G. Tereshchenko, M. Kozynets and Z. Dudar, "Research on Hybrid Image Storage Models
to Ensure Data Security and Privacy" 2025 IEEE Open Conference of Electrical, Electronic and

Information Sciences (eStream), Vilnius, Lithuania, 2025, pp. 1-6, doi:
10.1109/eStream66938.2025.11016874

Pucynoxk B.14 — [Ipe3enraiist numinomHoi podotu (cnaiig 14)




BHUCHOBKH

¥ xopi poboru Gyno gocnizzkeno Tpu apxitexTyp ribpusinoro sbepiranms sobpasens Ta
I'ATh aJICOPUTMIB U PYBaHHS.

Haiisuuy ripo MBHICTb IIPOJIeMOHCTpYBasia GaraToBUMipHa cHCTeMa, 30KpeMa 3
anropurMom XOR (3,07 306p./cek., 35 vc noctymy) ta AES-256 (3,52 306p./cek., 38 mc).
Anroputm DNA nokasag BHCOKY eHTporio (1o 7,93 6it) i momipHy meuakozito. Gopmati
GIF ta WEBP y noenanui 3 XOR suapwuca natimsugmmvu. ®opmatu DICOM ta TIFF
norpebysanu bibiie pecypceis, ane sabesnedyBasi HAHKPaIHi PIBEHb 3aXUCTY [IPH
pukopuctanui AES-256 i DNA.

Brok4eitH-cXOBHIIE TOKA3AJI0 HAUTIPII MOKAZHUKH 3a MIBU/KICTIO Ta YaCcOM JIOCTYILY,
Tozi sk ribpuana cucrema (Cloud-Local) zabesneunna ontumanbuuil banane Mix
LIPOAYKTHBHICTIO 1 Besnekoro.

Pucynok B.15 — IIpe3enrtauist fumiomMHoi podotu (cnaip 15)

MMOJIAJIBIIIM PO3BUTOK

1) Monatu 6ineine dbopmartis (RAW, HEIF)
2) CreopuTH iHTe/IeKTYaIbHUI cepBicHui w103 (intelligent service gateway)

3) BukopucraTi MalliHHe HaBUaHH U1 aBTOMATHUHOrO BUOOPY THILY
g pyBaHHA

4) Hocnipitu romomopdHe mudpyBaHHs

5) TecTyBaHHs Ha 3aIPY>KeHHX CHCTEMax

Pucynok B.16 — IIpe3enTtauist numiomHoi podotu (cnaiig 16)



HAKYIO 3A YBAT'Y

Pucynok B.17 — IIpe3enrauist nuniomMHoi podotu (ciaiia 17)
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Abstract — Fhis paper addresses the growing chelienge of secure
il afffoient fmage stermge iwsfng Ayirid arciitectinres ol combine
ool amd cload retowrces. W propose and  compane Miree
arehitechiinal models with integrated encnplion mechanios (AES.
256, RSA, and @ bitwise methodl, A mudti-criterin decision amalysiy
identlffer Microsafl Azure a5 e opiimal  cloud  phelform,
Experimental resslis, based on emirapy, pivel correlation, encripiion
tme, and storage everlend, demonsirale the rade-offs befereen
performance and security, The proposed models can serve as a basly
Jfor sealable and secure ybetd mape srorTEe SYsioms

Eevwords — habeid image storage, cloud  computing, dals
security, image encoyption, AES-256, REA, performance rvaluadion,
Mirroroft Azure, systes architeciure, privacy protection,

L INTRODUCTION

With the development of digital teclmologies, the vohumne of
visual data stored and transmitted m ifomation sydems las
mereased significantly. This makes the problem of safe and
efficient imnge storage wgent, especially in the widesprend use
of cloud technobogies. Hybrd storages, which combine bocal
and eloud resources, are becoming inereasingly imporant due
to the abality o provide flexibility, scalabiity, and increassd
data secunty. One af the key challenges is the need 1o find the
optimal  balmece between data protection and  system
performance. Overly complex encrypiion methods can slow
down access 1o mivrmation, which 15 critical i many usage
soenarios. At the same time, an insufficient level of security can
mexke the system valnerable to cyber threats, The research aims
to apalyze and develop hybrid image stornge models that
provide the optimal ratio berween the level of secunty,
performance, and data availability. To achieve this goal the
fiollowing rasks are set in the work:

+  amalyze and select several models of hybrid systems on
the archatectire of which the developed models will be
implemented,

« amalyze secunity methods for such systems and select
the meost optimal ones for further use in the developed
miodels;

s desigm a general architecture for the selected hybrd

systers with different security modules for further
comparison of their security and performance;

SOOI -0 X000 - MO0 S 00 22000 IEEE
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Engimeerng Erpimeering
Fohvark Nenonal Daversite F - Kharkay Nevonal Lriversine of
Radbe Elecrrontes Revitbo Eleciomics
Kharkey, (Eromme Fherkry, Ulraime
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v analyze and select metnics to consider the syslen's
security and performance.

The relevance of the rescarch topic is due to the nead o
develop and miprove approaches 1o onage storage thal ensure
confidentiality, mtegnty. and availability of data even wmder
conditions of potential threats.

II. LITERATURE ANALYSIS

In today's rapidly growing digital data, especially muages,
the issue of efficient and secure storage is becoming particularty
urgent. Hybnd stomge, which combines local and cloud
resources, s becounng increasingly popular due 1o 05 Rexibilay
and scalability. It is important to note that modem storage
methods must meet both efficiency and security requirenents,
espesially those mhevant 1o the medical, scientific, and
compmercial sectors.

Recent snalies show that clowd technologies significamby
impmove data access capabilities and reduce the cost of
mamtainng beal servers. Al the sane 1me, such solutions have
specific challenges. inchuding delays in accessing large amonnts
of information, which can negatively affect productivity. Many
modern companies are looking for a compromise between the
spead of processing requests and security, which increases
interest in usmg hybnd models.

The growing populanty of cloud computing necessitates a
detailed analysis of existing soluions and the developovent of

new approaches 1o mtegrating cloud services inte hybrid
storage. The use of encryption and anthentication algorithms
allows for mmsuzmg the msks of data loss or compronunse,
which is a key factor in developing these technologies.

The stady [1] considers methods for building recommender
systems for the mformation infrastncture of 8 "smart™ city,
incheding the analysis of large amounts of data and the use of
chond technologies. The anthor emphasizes the importance of
integrating cloud services to ensure the scalability and reliability
of the gystem.

The collective monograph "Artificial Imelligence and
Information Technologies® [2] considers cumment trends and
achievements in  antificial  intelligence  and  infonmation
technologees, mcheding the Bsues of storing and processing
lasge amounts of data in clond environmeents. The authors
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emphasize the importance of using hybrid approaches to ensure
data efficiency and secunty.

According to the study published in [3]. implementing
artificial m!elhsenoe in busmess processes, particularly in
tourism, requires effective solutions for storing and processing
large amounts of data. The authors note that using clowd
techmologies s key to achieving this goal.

Thus, an analysis of the cumrent literature indicates growing
attention 1o issues of hybrid image storage using clowd
teckmologics and the importance of integrating local and clowd
resources 1o enstre efficiency, scalability, and data security.

1. METHODOLOGY AND WORKING

The essence of the experiment is to implement several hybrnd
systems based on existing ones. Each model will have a security
module in which you can configure a specific image encryption
method. There will be several such methods, but they must
differ. To do this, you must choose several modem arclutectures
of hybrid systems and encryption methods.

In [4], it considers an architecnire combining blockcham
technologics and traditional databases for efficient image
storage.

The architecture of this system has several blocks (Fig 1)
L_r-fJ ==
[ o=

=)

~—aa

==

[e————
Etend B
————

Fig. 1 Arclatectre diagram of a hybnd system umng blockchan and
tradincasl dtibaes

A similar approach to integrating blockchain solutions for
data management is considered in [S]. which proposes using
decentralized technologies to improve the secunity of visual data
storage.

The main elements of this architecture mchide:

o Dblockcham component. All transactions related to
image storage are recorded in the blockchain. This
provides auditmg. protection agamst unmhonzed
changes, and the ability to track access to files:

o taditional databases. A relational database such as
PostgreSQL stores large amounts of images. File
metadata (location, owner, upload date) is stored m
database tables;

e hybnd mtegration, Mechanisns for nteraction
between the blockehain and the database allow for the
synchronization of records, ensunng data integnity m
the system.

Another approach is presented in [6), proposing a

multidimensional data warchouse architecture, allowmg for
efficient querying of aggregated and detailed data.

The warehouse built using this approach comains a list of
components (Fig 2). such as operational databases (OSS).
stagmg area (DSS), data marts (DPA), and data access facilities
(DAT).

Newos

[
D

Fig. 2 Multd d data > mchectare Gag:

Key features of this architecture:

o s used to store metadata; for example, database tables
can contain information about mage categones,
authors, or Hmestamps;

o images and extensive multimedsa files are stored in an
object format, which allows for optitnized storage and
access to them;

* to speed up access to frequently used files, caching is
used, which stores the results of the most popular
queries,

o the system provides the ability to obtam aggregated
data, which is uscful for analytics and business
decisions.

The paper (7] descnbes an woach combining local
resources with cloud services. The key eclement of the
architecture s the routing module, which is responsible for
determmmng where the data will be directed. Local storage 1s
used for data that requires quick access (for example, recent
downloads). This reduces network-nduced latency. AWS S3
cloud storage, or similar services, provides storage for large
amounts of data that are not frequently used, The routing module
determines which data should be kept locally and transferred to
the cloud. This allows optimizing storage costs, The architectire
of a hybrid clowd storage is presented in Fig 3,

Fig 3 Aslstectire dignm of a Indad systens uang Wockeham od
tradihomal databases

Data encryption algonithms are a key element of secunty in
hybrid storage systems, especially when it comes to sensitive
data such as images. Using modem cryptographic algorithms
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allows you to ensure data mtegrity, confidentiality, and security
during storage and transmuission.

The article 8] noted that advanced encryption algonthms,
paticulwrly RSA and AES-256, can significantly increase
systems' resistance to cyberattacks.

AES-256 15 a symmetric block encryption algorithm that
works with data blocks of 128 bits, Its resstance is based on
usmg a 256-bit key, which makes the algonthm extremely
secure against moder attacks, including brute foree.

RSA is an asymmetric encryption algorithm based on the
complexity of factoring large munbers mto prme factors. A
public key is used to encrypt data, and a private key is used to
decrypt it

The study [9] proposed a robust image encryption amxi
decryption algonithm, which provides a wide Key range axd
protection against basic cryptanalysis methods. A feature of this
approach is the use of bitwise operations that make it impossible
to recognize image details visually. This is achieved by using
tigonometric fnctions that are sensitive to changes in the
argument, cnsuring the nonlincarity of  pixel-intensity
transfonmations.

The study [10] proposed a method for encryptmg images in
the wavelet domam that combines chaotic nuxmg anxi
modulation.

In the study “Image Encryption Decryption Using Chaotic
Logistic Mappmg and DNA Encoding™ [11). the authors
proposed an image encryption method that combines chaotic
logistic mappmg and DNA encoding. Initially, the image is
transfonned using logistic mapping to create a chaotic sequence
that ensures paxel diffusion. Then, DNA encoding s apphied,
where the image pixels are encoded into a sequence of
mucleotides (A, T, G, C), enhancing confusion and securnty.

The programmmg language for unplementng the above-
described architectures and algonthms was Java, using the Redis
framework for daa caching and Spring Boot for creating the
mierface and structure of the program.

The program's input data for the study are lists of images of
vanous formats: JPEG, PNG, TIFF, BMP, GIF, WEBP, and
DICOM. This will allow testing the combination of the system
with the testing algonthm m different conditions and on
different data types.

Hybrid image storage
- | O
J

Fig 4 Use Case Dagram

Every application must perform two scenarios: the user
receives an image, and the user uploads an image (Fig 4).

For ahybrid image storage system, the optimal choice would
be a combination of the relational database PostgreSQL and the
nou-relational database MongoDB relying on [12]. PostgreSQL
stores image metadata, such as user ID, upload date, tags, ete.
MongoDB. in tum, provides efficient storage of unstructured
data, such as JSON documents with additional image
information or configurations.

The ¢evaluation will be perfonmed using a set of metncs that
will compare the level of data protection and the speed of
encryption and decryption algorithms.,

1. Entropy of the encnpted image (H). Information
catropy is used to estimate the level of randomness of
encrypted images.:

H(x) = = TP, P(x) log; P(x), ()

where P(x,)is the probability of the occwrrence of the vahie x;
in the histogram of pixel intensities.
High entropy mndicates high encryption secusity.
2. Neghboring pixel correlarion (R). To determine the
level of chaos of the encrypted image. the comelation
between neighbouring pixels is conpared:

R w ELXRO )] @)
oxay

where X ¥ - mtensitics of neighbouring pixels, py. gy —

average values, ox, oy - standard deviations.
The closer R is 1o 0, the mote chaotic the image is; therefore,

it is more difficult to decipher without a key.
3. The nime complexity of encnprion ( t,.. ) and
decnyption (tg..). The average execution time of the
encryption and decryption algorithm on a single mmage

is determmed:
gngﬁi&_ (3)
(P Ei) Mo (4)

-~
where tl,. - encryption time of the i-th image, th,. -
decryption time, /n — nwmber of images.

4. Image processing speed (S). Estimated as the mumber
of images processed per second:

S=

(O]

tenc® tdec
where N - total number of processed images.

5. Accesstime fo encrypled file Ty, . oeqy). Determines the
speed of retrieving a file from hybeid storage (local or
clowd) usmg the formmla:

T(a«n:) = @lypear + (l e a)tdoud (6)
WHETE 8jocqr — l0cal storage access tme, £ o4 — cloud service
access time, a ~ coefficient depending on the prioity of using
local or cloud stormge.
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IV. SELECTING CLOUD STORAGE: A MULTI-CRITERIA DECISION
ANALYSES

It is also necessary to solve the problem of choosing a clowd
service that wall be used in hybnd systems. Let us create and

solve a nulti-criteria choice problem.
. Olowd Service Provider Qegume Avelabdioy Zones
' Amaren Wk Corveos (M) » L
: M bt Ao “ LE
) Googh Cout Meforn (GLP) » (¥
. Ndese Closd 0 L
s Onpde Oond @ -
. o Qot 12 »
r Tencent Ooad +1 (2]
» Ovctond "w »
. Dngn ma . "
" Lnode {Aana) » »

Fig 5 Lustofthe mont popular clond services [15]

TABLEIL VECTOR DESCRIPTION OF ALTERNATIVES

The 5 most popular services in the world were chosen as
alternatives (Fig. 5). namely AWS, Microsoft Azure. GCP,
Alibaba Clowd, and Oracle Clond,

Several critenia were used 1o evalate the selected cloud
services: security, scalability, performance, cost, integration,
and availability.

After a vector description of the altematives, we obtin the
following result (Table 1),

After ranking and nommalizing the data, the result was as
follows (Table 2).

| Response Time |
| Senice . Securtty | Scalability | (ms)
L AWS | High | Flexible | %0
| Microsoft Azwre  High | Flxible | sS
| GCP _ High | Flexible | 60
| Alibaba Cloud | Medium | Flexible | 70
| OmcleClowd | Medium | Flexible | 65

TABLERL NORMALZED VECTOR DESCRIPTION OF ALTERNATIVES

| Cost (UaHmonth) | Integration | availability fregions)
| 3000 | 33
. 2800 | 64
2500 40
| 2200 | 30
. 2000 | 1
Cost @UAHmanth) | Integ | Avarlabiiry (regions)
0 1 041
02 067 [
Tos Y3 063
os 033 [ 047
K K lo7s

" Responte Time |
| Senice | Securnty | Scalability | fms)
AWS 100|100 | 100
Microsoft Azwe | 100 | 1.00 030
ace 100 | 100 075
AlibabaCloud | 0.67 | 1.00 050
[OmdeClowd 067 [ 100 Loss

For each criterion, weights are set that reflect their
mportance in decision-making. The followmg weights were
chosen: security — 0.25; scalability — 0.2; response time ~ 0.2;
cost - 0.15; integration — 0.1; availability - 0.1.

We cakulate the unlity value for cach altermative by
sunnmng the products of the normalized values by the weight
coefficients according to formula 7;

2 =Zlaay" By (7)

where Zi — 1wl wiility of the altemative 1. ay) - the normalized
value of criterion j for altemative i; §; - the weight coefficient
of critenion j. which reflects its relative importance; # — number
of criteria.

After calculations, we obtain the result (Table 3).

TABLEIN  UTILITY RESULT OF EACH ALTERNATIVE

Altonatne Luhny
| Amazon Web Services (AWS) 0.791
Microsoft Anwe 0825
|_Google Cloud Platform (GCP) 0.808
Alibaba Cloud 0.668
Omcle Cloud 0.809

According to calculations, Microsoft Azure is the best choice
due 1o its high availability, performance, and balanced cost.

The high availability of this platform is ensured by an
extensive global network of data centers. which mmimizes
delays in accessmg information. allowing it to be used for
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critical services. Due 1o the geogmphical distribution of Anwe
data cenires, it guarantees a stable level of service even in the
event of bocal fatlares.

Azme's performance is confirmed by high rates of request
processing speed and resowrce adagrabiliny wo changing
Advanced auto-scaling technologies allow us o adjust resonrees
ta crurent needs, sigmficantly reduaing delavs and incressing
systein efficiency. In addition, Azure supports a wide range of
maffic optimization services, sich as CDN amd Joad halsneing,
which is especially important for large enterprises.

V. EXPERIMENTAL SECURITY EVALUATION

This section presents the results of testing three encryption
algonttuns within three  hybnd  systens:  Blockchain +
Traditional Database, Multidimensional Data Storage, and
Clond Storage. All previously described algorithms were nsed:
AES-256, R5A, XOR. and Fusher-Yates, A set of 100 unagss of
varions formats was used. Using the metrses defined in
Section 3. the following results were obained (Table 4, 5, &)

TABLEIV  ANALYIERESLLTS FOR THE HYERD SYITEM "BLOCKCHADY + TRADITROMAL DIATARASE”

| Emcryption | Entropy  (H), | Conelation

| Alpoarihm | ity 1] | ms
AES-284 79082 .001% a2

| msa [ 79870 | 00012 [ 1400

| xoR [ =g0m0 | o000 [ 18
FisherYates | 79500 Loooms  |es

| Emcryption  Time, | Decryption  Time, | Processing Sprad 5. |

| m3 | umapesee
25 2.50

. 1450 [ 0.34

[11 | 7052

60 [2s

TABLEY AMALYSIE RESULTS FOR THE HYBEED S YSTEM "MUL THNMENSHIIAL AT A STORAGE™

| Ercryprion | Bntrogy  (H), | Comelaion | Emcryption

| Algoaithn | bits | ER} | Thme, hig
AES-286 | T.09096 | L0 | b}

| R5A | 79018 | 00009 | 189
XOR THEY [EC ik 10

| Fisher-Vates | +.9608 00011 | s

TABLEVI AMALFES RESULTS FOR THE HYBRID S ¥STEM “CLOLUT STORAGE™

[ Ercryprron | Ewrop (L | Comeleon | Encryprion
_.ngﬂ'ﬁm ] s | (R} | Thme, ms
| AES-I56 | 70998 | QMZ2 | ™
RSA 70896 00082 1168
[ xom [ = | a.o0a [
| Fisher-Yates | 79621 | 0009 | s6

VI, COMCLUSION
Mamy analogues of hybrid storage. designed for different
puposes, have sbvantages and disadvantages, In particular,
each hybrd storage model appronches secunty, scalability, and
performance differently.

Adter analyzang the data, several key poinits emerge that help
us understand which algorithm best suits different systems and
ks,

AES-236 showed high stability and performance across all
three systems. The encryption and decryvption times ranged from
78 1o 92 ms, which s fast enough for most applications whale
maintammg a high image processing speed (from 2.80 10 10,75
mages per second). These results indicate that AES-256 is an
excellent chowce for systems that requre a balance betwesn
security and performance. JPEG and PNG formats

| Decryption Time, | Processing Spwrad &

| mg | umagesiee
16 1078

1240 [ aa

|4 [ 8333

S | oa2

| Derryprioe Time, | Procesnng  Spead (5, |
mi

| | Luldgr;-'fﬂ"
17 10.42

[1220 [0z

|4 [ g3

s | 938

were wied in the tests, which are conmonly used in real-worlkd
scenarios, and AES-256 handles them efficienthy.

RSA. on the other hand, has significant performamnce issues.
Encryption tone ranged frons 1 168 s 1400 ms, making it slow
for processing larg e amounts of data. Degpite this, RSA remains
relevant in scenanios where security takes precedence, If strong
prodection is needed — protection that other algorithms cannot
provide — BSA is imeplaceable, However, for real-tme image
processing., BSA is not suitable as its image processing speed is
far slower (from 034 o 042 images per second). This i
especially noticeable when dealmg with larger fibes, sich as
TIFF or BMP, which require more computational resources.
RS54 will be a good choke if the system & focwsed more on
security and data protection. despite its slowness.

MOR, in coitrast, dernonstrated the best results & temms of
image processing speed. especially in the "Clond Storage™ and
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"Mubisdinsensional Data Storage™ systens, where it processed
maages at a record speed (8333 amd 83,33 images per second,
respectively). However, despite its speed. XOR has several
drawbacks, such as low comrelation, making it bess secure than
other algonithms. XOR is optimal for simple cases where speed
B pricntised, and lngh data protection 15 umecessary. It ¢ be
used when data T opequire stromg secumity, such as
temporary files in PNG or JPEG formats, which don't contam
sensitive mformation.

Fisher-Yates proved less effective than other algonthms. It
shoved decent encryption speed (from 55 w 65 ma), bt drs
mage processing perfonmance remained relatively low, making
it less preferable for systems that require high speed. If's also
worth nolmg that Fisher-Yates shows a fluchiatmg correlation
depending on the system, making it a less stable chotce. In cases
where basic encryption 15 required and high performance 1s not
a priomty, it may be used, but in more complex tasks, it should
be replaced by more reliable algorithos.

The optmal combinstion of system and algorthm depends
om the task's specific requirements. For systems focused on fast
data exchange, such as "Clond Storage” or "Multidimensional
Data Storage,” XOR is the best choice because its speed far
exceeds all other algorithms. However, for more complex
systems where data ssauity is critical, AES-256 is the best
option. REA is the nght chotee for tasks that require maximuam
protestion despite low perfonmancs,

Thus, the work mesults lay the foundation for further
experimental research of hybad image siorage and allow us 1o
continme analysing the effectiveness of vanous security and
encryption models in such systems.

Future research directions include:

+  Expanding the experimental dataset by addmg more
mage formats (eg., RAW, 336G, HEIF X

+  Developing a working protatype of the hybrid storage
system with real-world aceess scenarios;

+  Integrating machine learming algonthms for mtelligent
encryplion method selection based on image type axd
confidentiality level:

+ Explormg homomomphic encnyption within clowd
environments to enable secure computations on
encrypled images,
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