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MODERN IOT TECHNOLOGIES FOR CREATING AUTOMATED ACCESS SYSTEMS 
 
R. V. Marunich, S. V. Sotnik 
Kharkiv National University of Radio Electronics  
Ukraine, 61166, Kharkiv, Nauky av., 14   
Е-mail: rostyslav.marunich@nure.ua 
Annotation: The article analyzes modern IoT technologies for automated access control systems. 

The architecture of such systems, key components and innovative approaches, including biometric 
authentication, wireless communication protocols and the use of artificial intelligence, are 
considered. The advantages of integrating IoT into security systems and prospects for their further 
development are identified. 

Кey words: IoT, security, automated, access control, smart. 
 
Modern IoT technologies for creating automated access systems are extremely relevant, as they 

provide a high level of security, convenience and adaptability to modern requirements [1-8]. 
Traditional access control methods are gradually losing their effectiveness, giving way to innovative 
solutions that combine RFID, NFC, biometrics, artificial intelligence, blockchain, and cloud services. 
The growth of cyber threats, the need for rapid data processing, and flexibility in access control make 
the use of IoT in this area not only desirable, but also necessary to ensure the reliability and 
efficiency of modern systems [9-11]. 

Access control and management systems (ACS) based on Internet of Things (IoT) technologies 
open up fundamentally new opportunities for ensuring the security of objects for various purposes. A 
key feature of IoT solutions is the integration of physical devices into a single network with the 
ability to remotely monitor and control over the Internet. Key components of IoT access systems, 
which are divided into three layers: devices, network and application layer (Fig. 1). 

 

 
Figure 1 – Architecture of the IoT access control system 

 
The figure 1 demonstrates the three-tier architecture of the IoT access system (on the lower level, 

various devices are shown: RFID readers, biometric scanners, smart cards, electronic locks, sensors 
and NFC devices); the middle level displays the main communication protocols (Wi-Fi, BLE, 
ZigBee, LoRaWAN, NB-IoT and Thread); the upper level represents applied solutions (cloud 
services, AI analytical systems and mobile applications); in the center of the diagram, the Internet is 
shown as a key component that provides communication between levels. 

The architecture of a modern IoT access control system includes three key levels:  
1. Device Layer – Includes sensors, actuators, and access controllers: smart cards, RFID tags, 

biometric scanners, electronic locks, motion and presence sensors.  
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2. Network layer – provides communication between devices and cloud services through a variety 
of protocols: Wi-Fi, Bluetooth Low Energy (BLE), ZigBee, LoRaWAN, NB-IoT.  

3. Application layer – cloud services and software solutions for management, analytics and 
integration with other systems (ERP, CCTV, fire safety). 

Innovative technologies used in modern systems: biometric authentication; wireless technologies 
and protocols; artificial intelligence and data analytics.  

CONCLUSIONS. Modern IoT technologies play a key role in the development of automated 
access control systems, providing a high level of security, convenience and adaptability. The 
integration of RFID, NFC, biometric systems, artificial intelligence, and cloud services allows you to 
create flexible and efficient solutions that meet modern challenges, such as cyber threats and the need 
for fast data processing. Thus, IoT solutions not only change the approach to organizing access 
control, but also form a new level of security and access management, which is relevant for 
enterprises, government agencies, and private users. 
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