JIOJATOK A

['padiunnmii matepian kBanidikaiiiHoi poooTH
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XapKiBCbKWUIA HalioHaNnbHWUIM YHIBEPCUTET paioeneKTpoHiKX

L Kadegpa EOM

KeanidikauinHa pobota
Mepwwni (6akanaBpcbKUA) piBeHb

BaratokopucTtyBaubknun Beb-cepBic A/1A FPU B LLUAXU
Ha ocHOBI npoTtokony WebSocket

ABTOp: KepiBHuk:
Benikos A. O., ApoweBny P. O,
cT. rp. KIYKI-21-1 cT. BUKN. kad. EOM
EEm MeTa Ta 3aBAaHHA KBanidpikauiriHol poboTn

MerTa: po3pobka 6araToKopucTyBaL,bKoro Bed -cepBicy ANA rPU B LLAXM.

3aBgaHHAa:

-

-

-

NPOBECTN aHanis cy4dacHux irpoeux Beb-cepBicis;

pO3p0oBUTU MexaHi3M CTBOPEeHHA iIrpoBMX KiMHAT 3 06paHMK KOPUCTyBaYeM NapaMeTpamu;
peanizyBaTtu npasuna rpu «Lllaxu», BpaxoByouu Bigobpa>keHHA A0NYCTUMKX XOiB Anda obpaHoi
KopucTyBadeM ¢irypu;

peanizyBaTu MOX/IMBICTb KOMYHiKaLlil rpaBLiB 3a gonoMorok BOyaoBaHOro 4aTy;

opraHisysaTtun 36epexxeHHs 3aBepLUEHUX irop i3 3abe3neyeHHAM MOX/IMBOCTI iX Nepernaay;
peanizysaTtn 6e3neyHunin ctangapT JWT ana kepyBaHHA AOCTYMNOM A0 PecypcisB cepBepa;

BNpoOBaauTu LWIMGpPYyBaHHA Tpadiky 3 BUKOpMCTaHHAM npoTtokonie HTTP Secure Ta WebSocket Secure;

NMPOBECTW TECTYBaHHA Ta BUMipIOBaHHA NPoAyKTMBHOCTI poboTn po3pobneHoro aoaaTky.
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OrnAag iCHyruUKX pilleHb

2 Chesscom

MonynapHui cepeic Chess.com He Hajae BiAKpPWUTOro [OCTyny A0 BMXiAHOro Koay Ta
BilOMOCTEl MpO BHYTPILIHIO iMNNeMeHTauikn. 3 No3uuii KopucTyBada, HasBHICTb NMNaTHOro
$yHKLiOHanNy Ta Benuvka KinbKicTb peknaMu noripllye 3arajbHWA 0OCBIA BUKOPUCTaHHA OaHOoi

nnatpopmMu.

Lichess.org

BeskowToBHWIA cepsic Lichess € BiAKpWTMM npoektoM, nobyaoBaHMM 3 BWUKOPWUGTAHHAM
HacTyNHUX TEXHO/OriA: MoBa nporpaMmyBaHHA Scala, ¢peimeopk Play, 6asu pganux Redis,
MongoDB Ta nowykoBuiA pyLwin ElasticSearch. Benuka KinbKicTb 3aneXXHOCTeR yCKnaaHKOE aHanis
apxiTekTypu i pobuTe HegOoUINEHUM BUKOPUCTaHHA Lichess y HaByanbHMUX Lingax.

OCHOBHWM Hef0/MiKOM Cy4acHUX NNaTthopM € CKNafHICTh iX BUKOPWUCTAHHA Y HaBYaNbHWUX LiNAX Ta B
AKOCTI OCHOBW [/151 BTACHUX MPOEKTIB.

BukopwucTaHi TexHonorii
Coa P

CepBepHuiA gogaTok: MOBa nNnporpaMyeaHHA Go Ta bibnioteka Gorilla WebSocket.

- B6ynoeaHa niaTpyMMKa napanenbHUX o64YnCneHb;
v P P * Weunaka Ta gobpe

— + cTaTuM4Ha Tunizauis; . .
= . St npoTecToBaHa peanisauia
* LWBKMAKICTb KOMMINALII T8 BUKOHAHHA;
npotokony WebSocket

+ cTaHpapTtHa 6i6nioTeka oxonnwe npotokon HTTP

KnieHTCbKMiA foaaTok: MoBa nporpaMyeaHHa TypeScript Ta 6ibnioteka React.
* nonerweHHA po3pobku

+ cTaTMYHa TUnizauis; OWHaMiuHMX Be6-CTOpIHOK;
TS » niaATpUMKa BUKOHaHHA y Bpay3epi 3a paxyHok = MOXMBicTb Garatopazoso
komninauiiy JavaScript BMKOPUCTOBYBaTU CTBOPEHI

rpacdiyuHi KOMMNOHEHTH

36epiraHHA 3aBepLUEHUX iTOp Ta akayHTiB rpaBLis: 6eskowToBHa CKB/[,
3 penAuiinHo Moaenn gaHux PostgreSQL.
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lnardopma
Mailtrap

ApxiTekTypa po3pobneHoro Beb -cepaicy

HTTP-3anuTu Ha elanpaexy
ENEKTPOHHOT NOWTH

laxer Beaneunwit inTepdedic ssaemogii 3 B
Enoxrpoted nucty A auth ANA yrouesech SQL-n et
nigreepaxesna oBnikosux Aanmx
Naxer

Obnixoei fam yrooo. b

xopuCcTyBaNa
H Idiyjaniauin yeanara 3 B3
E ; CTROpeNNA TABMMLL Ta THNIG A3HNX
i i i SQL-aanwmw O . . S—— X
4 HTTP-2anumi AnA OTpUMassa MNaker a0 Tabma player, ¢ H
i X 1 AAMX NPO P0G player tokenregistration _"
H H tokenreset
: P L€HTTP-sanumrwp| KIIEHTCHKMA ] esel
: H Web-aoparok

HTTP-2anumv ANR OTPUMaHHA Naxer SQL-3anutv >
Rarwx Npo 3asepweni irpu game Ao Tabnuy game

[leocTopoHin xkaxan 38'axy
3a nporoxonom WebSocket

Maxer
ws

Xoam MoToummwi
rpasyjs  CTaN rpu

Naxer
chess

[iarpaMa cyTHoOCTel Ta 3B’A3KIiB 6a3u gaHux

+ Ta6nwua players6epirae

TokanRegiatratien oame iHpopMaLlito Npo 3apeecTpoBaHmMx
PK | Token PK|ID rpaBUiB.
mail FiC | white_id « Tabnwuusa tokenregistration
name FK | black_id TuMuacosoro 36epirae obnikosi
password_hash time_control AaHi KOpUCTyBaYiB nig vac
created_at time_bonus npoueaypuv NiaTeepoKeHHA
il eneKTPOHHOI MOLLTH.
- Flayer o « Y pasiiHiuiauii 3anuTy Ha
PK | 1D oves CKWAaHHA Napo/A CTBOPHETLCA
mail croated at sanucy Tabnuui tokenreset, AKKA
name MICTWTb XelLlOBaHe 3HaYeHHA
password_hash E TokenReset HOBOTO NaponA Ta yHIKanbHWiA
i angine X | Token TOKEH ANA NiATBeAXKeHHA
created_at FK | player_id Onepau'”' . .
P H——— - 3aBeplueHi Waxosi napTii

36epiratoteca y TaGnuui game.
created_at
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ABTeHTU®IKaLiA Ta aBTOpMU3aLia

» Coolde.
Beb-cepsic -a-—-) .
canasiin

‘—l
[——— [y p—
Aocryny cocnopore

AT OTpu s
O Omex Sdvetn. wOpwCTySa
Teeopangn 1oy

Nepesipea
BoeeHx
o 7 Admx
inchde>> .
<<indhude>>
Baeperoa ¥
paEmA 3 Talomy
a"’“' i ¥
wmmv
Tomepan gt 1onoory
AoCTYY
ﬁ Fenopacia rocossy

Kopuctysau

l » OmORIA Y
Beanesmonry HTTP.
Ondy Cookie

[iarpama ctaHiB 06’eKTy irpoBOi KIMHaATK

’ OuIKYBAHHA MBKIICNEHHT
Craopesns ximHath / Mo4atok | naox rpasuis ans novarxy rpw

rpaouR l paus
13 GUNMM XOMLOPOM 3 YOPHUM KONLOPOM
WhiteDi: ogr BlackDi
Kinnata ouMYyE Ha rPaBYR 3 O6pobixa 3pobneHnx xons, Kisenata ouye Ha rpasus 3
Ginvm ane signix L] opHIM ane sianw
TaRMOpY 0 rpaBuA OHOBNOHKA TaRMEDS n rpasun TaRMEDY NPOROBRYCTLCA
3 Gimm KonLOpOM l 3 4OPHAM KOMLOPOM

Birepnanms vacy Taimepy Busopnans wacy Taimepy
Over

Byy'caManHa OCTANHBOIO rPasuR

Bunaneuns kimsamy / Kiseus



Po3pobneHi KOMNOHEHTU
rpacdivyHoro iHTepdpency
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AHani3 oTpuMaHux peayneratis (1)
MoAy/IbHe TeCTyBaHHA
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AHani3 oTpuMaHux pe3ynbraris (2)
S BMMIpHOBAHHA NPOAYKTUBHOCTI

BUCcHOBKU

Y Xoai BMUKOHaHHA KBanigikauiiHoi poboTtk 6yno:

* MnpoaHanizoBaHo Ta BU3HAYEHO He0MIKK Cy4dacHUX Wwaxosux seb-cepeicie Chess.comTa Lichess;

* CNPOEKTOBAHO anropuvTMK CTBOPEHHA irPOBKX KiMHAaT, NpoBeeHHA aBTeHTMdiKauii Ta aBTopuaaii;

+ peanisoBaHO NpaewWna rpy Ta 3acobu KoMyHikauii rpaeuis;

= pozpobneHoTa poaropHyTo GaraToKopucTyBaubKWid Be6-cepBic 3 BUKOPUCTAaHHAM GeaneyvHux
npoTtokonie WSS ta HTTPS;

= CMNpOEKTOBaHO CTPYKTYpY 6azn AaHWxX AnA 36epexkeHHA 3aBepLlUeHWX irop Ta 06NiKOBUX aHWX rPaBLiB;

* MNpoBefeHO TeCTyBaHHA Ta BUMIpHBaHHA NPOAYKTUBHOCTI po6oTK Beb-cepBicy.

MporpamMHi KOMNOHEHTW peaniaoBaHo Ha cy4acHWX Moeax nporpaMyeaHHAGo Ta TypeScripty
cepepnoeulli pospobkmVisual Studio Code. PozpobneHuid nogaTtok MOXXHa BUKOPUCTOBYBaTK ANA
BWBYEHHA NpaBWa rpuy Ta opradizauii TypHipie 3 waxie cepeq 3aobyeadie yHisepcuTeTy. Cepeaobuiie
BWUKOHaHHA MOBW GO NiATPMMYE BUKOHAHHA Ha BCIiX Cy4YacHWX onepauifHux cuctemax.

[nA nopiBHAHHA, cy4acHMA Waxoeui eeb-cepeic Lichess opieHToBaHWIA Ha po3ropTaHHA nuwe y Linux-
cucTeMax Ta CNoXMBAE 3HAYHY KiNbKiCTb anapaTHWX pecypciB nig Yac BMKOHaHHA. Benuka KinbkicTb
BUKOPUCTaHUX TeXHonNorir 36inblwye diHanbHWIA poaMip cepeepHoro goaaTtky Lichess 6nnabkum go 120
merabaliTie, a pospobneHunii B gaHii poboTi goaaTtok 3aimMae 14 merabainTie.

MpoeKT € NOBHICTO po6oYMM Ta BUKOHYE BCi NOCTaBNeHi 3apAaHHA. MepcnekTMBHUMK HaNpAMaMu
noaanbloro yaoCKoHaneHHA NPOEKTY € BNPOBAAXKEHHA LWUTYYHOTO IHTENeKTY ANA aHanisy napTii Ta
PO3LMPEHHA MOXKIMBOCTER KOMYHIKaLii rpaBuie WNAXoM peanisauii popyMie.



JIOIATOK B

[Iporpamuuit Koz

b.1 Peamnizamist aBTenTr(ikallii Ta aBTopusarii

Jlictunr b.1.1 — BMicr ¢aiiny auth.go

import (
"bytes"
"crypto/rand"
"encoding/json"
"errors"
"Justchess/pkg/db"
"justchess/pkg/player"
"log"
"net/http"
"OS"
"regexp"
"text/template"
"time"
"github.com/google/uuid"
"golang.org/x/crypto/bcrypt"
)
type signInDTO struct {
Login string " Jjson:"login"’
Password string "~ json:"password"’
}
type mailData struct {
Name string
VerificationURL string
}
type passwordResetDTO struct {
Mail string " Json:"mail"’
Password string "~ json:"password"’
}
type PlayerDTO struct {

Player player.Player “json:"player"®
Role Role “json:"role""
AccessToken string "json:"accessToken""

}
type mailtrapDTO struct

From map[string]string “json:"from""

To [Imap([string]lstring " json:"to""
Subject string “json:"subject"”
Html string “Json:"html""

Category string "json:"category"’
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var (

nameRE

mailRE = regexp.MustCompile( [a-zA-Z0-9. ]+Q@[a-zA-Z0-

9. 1+\.[a-zA-Z20-9. 1+")

)

func Mux () *http.ServeMux {
mux := http.NewServeMux ()
mux .HandleFunc ("GET /auth/refresh", refresh)
mux .HandleFunc ("GET /auth/guest", guest)
mux.HandleFunc ("GET /auth/verify", verify)
mux.HandleFunc ("POST /auth/signup", signUp)
mux.HandleFunc ("POST /auth/signin", signIn)
mux .HandleFunc ("POST /auth/reset", passwordReset)

return mux

}

func signUp(rw http.ResponseWriter,

var
err

req player.Register
:= json.NewDecoder (r.Body) .Decode (&req)

if err !'= nil {

}
if
'mailRE

}

if player.IsTakenNameOrMail (req.Name,

}

rw.WriteHeader (http.StatusBadRequest)
return

'nameRE.Match ([]byte (reqg.Name)) ||
.Match([]byte(reqg.Mail)) ||

len(reqg.Password) < 5 || len(reqg.Password)

rw.WriteHeader (http.StatusBadRequest)
return

rw.WriteHeader (http.StatusConflict)
return

hash, err :=
bcrypt.GenerateFromPassword([]byte (reqg.Password),
bcrypt.DefaultCost)
if err != nil {

}

log.Printf ("cannot generate password hash:

rw.WriteHeader (http.StatusBadRequest)
return

reqg.Password = string(hash)
tx, err := db.Pool.Begin()
if err !'= nil {

}

r *http.Request)

reqg.Mail)

log.Printf ("Cannot begin a new transaction:
rw.WriteHeader (http.StatusInternalServerkError)

return

token := rand.Text ()

err = player.InsertTokenRegistration (token,
defer tx.Rollback()

if err !'= nil {

rw.WriteHeader (http.StatusConflict)
return

req,

{

> 72

{

svin",

svi\n",

tx)

regexp.MustCompile (" [a-zA-Z]{1}[a-zA-20-9 ]+")

err)

err)
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}

data := mailDataf{
Name: reqg.Name,
VerificationURL: os.Getenv ("DOMAIN") +

"/verify?action=registration&token=" + token,

}

err = sendMail (reqg.Mail, "Email Verification",
"./templates/mail-verify.html", data)

if err !'= nil {

log.Printf ("cannot send verification email: %v\n", err)
rw.WriteHeader (http.StatusBadRequest)
return

}

if err = tx.Commit(); err != nil {
log.Printf ("cannot commit transaction: %v\n", err)
rw.WriteHeader (http.StatusInternalServerkError)

H}
func verify(rw http.ResponseWriter, r *http.Request) {

action := r.URL.Query() .Get ("action")
token := r.URL.Query () .Get ("token")
if token == "" {
rw.WriteHeader (http.StatusBadRequest)
return

}
switch action {
case '"reset":
completeReset (rw, token)
case "registration™":
completeSignUp (rw, token)
default:
rw.WriteHeader (http.StatusBadRequest)
b}
func signIn(rw http.ResponseWriter, r *http.Request) {
var req signInDTO

err := json.NewDecoder (r.Body) .Decode (&req)

if err != nil {
rw.WriteHeader (http.StatusBadRequest)
return

}

p, err := player.SelectPlayerByLogin (reqg.Login)

if err !'= nil ||
becrypt.CompareHashAndPassword ([ ]byte (p.PasswordHash),

[Jbyte (reg.Password)) != nil {

rw.WriteHeader (http.StatusUnauthorized)
return

}
completeAuth (rw, p, RolePlayer)

}

func passwordReset (rw http.ResponseWriter, r *http.Request) {
var req passwordResetDTO
err := json.NewDecoder (r.Body) .Decode (&req
if err !'= nil || len(reqg.Password) < 5 ||

> 72 {

)
len (reqg.Password)



rw.WriteHeader (http.StatusBadRequest)

return

}

p, err := player.SelectPlayerByMail (reqg.Mail)

if err !'= nil || p.Id == uwuid.Nil {
rw.WriteHeader (http.StatusNotFound)
return

}

token := rand.Text ()

hash, err :=
bcrypt.GenerateFromPassword ([]byte (req.Password),
bcrypt.DefaultCost)
if err != nil {
log.Printf ("cannot generate hash: %v\n", err)
rw.WriteHeader (http.StatusInternalServerkError)

return }
tx, err := db.Pool.Begin()
if err !'= nil {

log.Printf ("cannot begin transaction: %v\n", err)
rw.WriteHeader (http.StatusInternalServerError)

return

}

defer tx.Rollback/()

err = player.InsertTokenReset (token, p.Id.String(),

string (hash), tx)

if err !'= nil {
log.Printf ("cannot insert token reset: %v\n", err)
rw.WriteHeader (http.StatusInternalServerError)

return

}

data := mailDataf{
Name: p.Name,
VerificationURL: os.Getenv ("DOMAIN") +

"/verify?action=reset&token=" + token,

}

if err = sendMail (p.Mail, "Password Reset",
"./templates/password-reset.html", data); err != nil {
log.Printf ("cannot send mail: %v\n", err)
rw.WriteHeader (http.StatusInternalServerError)
return

}

if err = tx.Commit(); err != nil {
rw.WriteHeader (http.StatusInternalServerkError)
return

b}
func completeSignUp (rw http.ResponseWriter, token string) {

r, err := player.SelectTokenRegistration (token)
if err != nil || r.Mail == "" {

rw.WriteHeader (http.StatusNotFound)

return

id := uuid.New ()
err player.InsertPlayer (id.String (), r)
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if err != nil {
log.Printf ("cannot insert player %s: %v\n", r.Mail, err)
rw.WriteHeader (http.StatusConflict)
return
}
completeAuth (rw, player.Player{Id: id, Name: r.Name,
CreatedAt: time.Now ()}, RolePlayer)

}

func completeReset (rw http.ResponseWriter, token string) {

id, hash, err := player.SelectTokenReset (token)
if err != nil || hash == "" {
rw.WriteHeader (http.StatusNotFound)
return
}
p, err := player.UpdatePasswordHash (hash, id)
if err !'= nil || p.Id == uwuid.Nil {
rw.WriteHeader (http.StatusNotFound)
return

}
completeAuth (rw, p, RolePlayer)

}
func sendMail (addr, subject, templatePath string, data mailData)

error {
body, err := genTemplate (templatePath, data)
if err !'= nil {
return err
}
dto := mailtrapDTO{
From: map[string]string{
"email": os.Getenv ("SMTP_ FROM"),
"name": "Support",
bo
To: [Ilmap[string]string{{"email": addr}},
Subject: subject,
Html: body,
Category: "Email verification",
}
payload, err := json.Marshal (dto)
if err != nil {
return err
}
req, err := http.NewRequest ("POST",
"https://send.api.mailtrap.io/api/send",
bytes.NewReader (payload))
if err !'= nil {
return err
}
req.Header.Add ("Authorization", "Bearer
"+os.Getenv ("MAILTRAP API TOKEN"))
req.Header.Add ("Content-Type", "application/json")
res, err := http.DefaultClient.Do(req)
if err !'= nil || (res.StatusCode != http.StatusOK &&
res.StatusCode != http.StatusNoContent) {



return errors.New("Mailtrap error")

}

return res.Body.Close()

}

func genTemplate (path string, data mailData) (string, error) {
t, err := template.ParseFiles (path)
if err != nil {
return "", err

}
var buff bytes.Buffer

err = t.Execute(&buff, data)
return buff.String (), err

}
func refresh(rw http.ResponseWriter, r *http.Request) {

encoded, err := parseRefreshTokenCookie (r)
if err !'= nil {
rw.WriteHeader (http.StatusUnauthorized)
return
}
cms, err := DecodeToken (encoded, "REFRESH TOKEN SECRET")
if err !'= nil {
rw.WriteHeader (http.StatusUnauthorized)
return
}
p, err := player.SelectPlayerById(cms.Id.String())
if err !'= nil {
rw.WriteHeader (http.StatusUnauthorized)
return

}
completeAuth (rw, p, RolePlayer)

}
func guest (rw http.ResponseWriter, r *http.Request) {

id := uuid.New ()
guest := player.Player{
Id: id,
Name: "Guest-" + id.String() [0:8],

CreatedAt: time.Now/(),

}
completeAuth (rw, guest, RoleGuest)

}
func completeAuth (rw http.ResponseWriter, p player.Player, r

Role) {
at, rt, err := generatePair(p.Id, p.Name, r)
if err !'= nil {
log.Printf ("cannot generate pair: %v\n", err)
rw.WriteHeader (http.StatusInternalServerkError)
return

}

setRefreshTokenCookie (rw, rt)

rw.Header () .Add ("Content-Type", "application/json")

err = json.NewEncoder (rw) .Encode (PlayerDTO{Player: p,
AccessToken: at, Role: r})

if err != nil {
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log.Printf ("cannot decode response: %$v\n", err)
rw.WriteHeader (http.StatusInternalServerError)
return
}
}

func setRefreshTokenCookie (rw http.ResponseWriter, et string) {

cookie := http.Cookie{
Name : "Authorization",
Value: "Bearer " + et,
Path: LA
MaxAge: 2592000, // Token will last 30 days.
HttpOnly: true,
Secure: true,

SameSite: http.SameSiteStrictMode,

}
http.SetCookie (rw, &cookie)

}

func parseRefreshTokenCookie (r *http.Request) (string, error) {
cookie, err := r.Cookie("Authorization™)
if err !'= nil {
return "", err
}
if len(cookie.Value) < 100 || cookie.Value[:7] != "Bearer "
{
return "", err

}

return cookie.Value[7:], nil

Jlictunr b.1.2 — BMmicT datiny jwt.go

package auth
import (
"errors"
"log"
"OS"
"time"
"github.com/golang-Jjwt/jwt/v5"
"github.com/google/uuid"
)
type Role int
type CtxKey string

const (
RoleGuest Role = iota
RolePlayer
Cms CtxKey = "claims"

)

type Claims struct {
Id uuid.UUID “json:"id""
Name string "json:"username
Role Role “json:"role""
jwt.RegisteredClaims

w>
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func generateToken (id uuid.UUID, name string, r Role, secret
string, d time.Duration) (string, error) {

unsigned := jwt.NewWithClaims (jwt.SigningMethodHS256,
Claims{id, name, r,

jwt.RegisteredClaims{ExpiresAt:

Jjwt .NewNumericDate (time.Now () .Add (d)) },

})

return unsigned.SignedString([]byte (os.Getenv (secret)))
}
func generatePair (id uuid.UUID, name string, r Role) (at, rt
string, err error) {

at, err = generateToken(id, name, r, "ACCESS TOKEN SECRET",
time.Minute*30)

if err !'= nil {
log.Printf ("cannot generate access token: %v\n", err)
return

}
rt, err = generateToken(id, name, r, "REFRESH TOKEN SECRET",

time.Hour*24*30)
if err !'= nil {
log.Printf ("cannot generate refresh token: %v\n", err)

}

return
}
func DecodeToken (encoded, secret string) (Claims, error) {
t, err := jwt.ParseWithClaims (encoded, &Claims{},
func (t *jwt.Token) (any, error) {
return []byte(os.Getenv(secret)), nil
b
)
if err != nil {
return Claims{}, err

}

c, ok := t.Claims. (*Claims)
if lok {
err = errors.New("cannot parse claims")

}

return *c, err

b.2 I'enepariis MOKIIMBUX XOJIB ITiIIaKa

Jlictunr b.2.1 — ®ynkuis genPawnsPseudoLegalMoves (dhaiin movegen.go)

func genPawnsPseudolLegalMoves (pawns, allies, enemies uint64, c
enums.Color,
epTarget int) (moves []Move) {
occupied := allies | enemies
for ; pawns > 0; pawns &= pawns - 1 {
pawnFrom := GetLSB (pawns)
north, doubleNorth := 0, O



west, east, pawnBB := uint64(0), uint64(0),

uint64 (1) <<pawnFrom

canDoublePush = pawnBB&0OxFF000000000000 != 0
}
if (1<<north) &occupied == 0 {
if (1<<north) &0xFF != 0 ||
uint64 (1<<north) &0xFF00000000000000 != 0 {
moves = append (moves, NewMove (north, pawnFrom,
enums .QueenPromo) )
} else {
moves = append (moves, NewMove (north, pawnFrom,

canDoublePush := false

if ¢ == enums.White {
north, doubleNorth = pawnFrom+8, pawnFrom+16
west, east = pawnBB&notA<<7, pawnBB&notH<<9
canDoublePush = pawnBB&OxXFF00 != 0

} else {
north, doubleNorth = pawnFrom-8, pawnFrom-16
west, east = pawnBB&notA>>9, pawnBB&notH>>7

enums.Quiet))

}

if canDoublePush && (1<<doubleNorth) &occupied
moves = append (moves, NewMove (doubleNorth,

pawnFrom, enums.DoublePawnPush))

if westé&enemies != 0 {
if west&OxFF !'= 0 || west&OxFF00000000000000
moves = append (moves, NewMove (GetLSB (west),
pawnFrom, enums.QueenPromoCapture))
} else {
moves = append (moves, NewMove (GetLSB (west),

}
}

pawnFrom, enums.Capture))

}

} else if epTarget != enums.NoSquare &&
westé& (1<<epTarget) != 0 {
moves = append (moves, NewMove (GetLSB (west),

pawnFrom, enums.EPCapture))

if easté&enemies != 0 {
if east&OxFF !'= 0 || east&O0xFF00000000000000
moves = append (moves, NewMove (GetLSB(east),
pawnFrom, enums.QueenPromoCapture))
} else {
moves = append (moves, NewMove (GetLSB(east),

}

pawnFrom, enums.Capture))

}

} else if epTarget != enums.NoSquare &&
easté& (1<<epTarget) != 0 {
moves = append (moves, NewMove (GetLSB(east),

pawnFrom, enums.EPCapture))

}

}
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return

}

b.3 Kox makery game

Jlictunar B.3.1 — Bwmict daiiny game.go

package game
import (
"encoding/json"
HlOgH
"net/http"
"github.com/google/uuid"
)
func Mux () *http.ServeMux ({
mux := http.NewServeMux ()

mux.HandleFunc ("GET /game/id/{id}", getById)
mux.HandleFunc ("GET /game/player/{id}", getByPlayerId)

return mux

}
func getById(rw http.ResponseWriter,

r *http.Request) {

id, err := uuid.Parse(r.PathValue ("id"))
if err !'= nil {
rw.WriteHeader (http.StatusBadRequest)
return
}
g, err := selectById(id.String())
if err !'= nil {

rw.WriteHeader (http.StatusNotFound)

return

}
rw.Header () .Add ("Content-Type",

"application/json")

err = json.NewEncoder (rw) .Encode (g)

if err != nil {

log.Printf ("cannot encode game: %v\n", err)
rw.WriteHeader (http.StatusInternalServerkError)

}
}

func getByPlayerId(rw http.ResponseWriter, r *http.Request)
id, err := uuid.Parse(r.PathvValue ("id"))

if err != nil {

rw.WriteHeader (http.StatusBadRequest)

return

}

g, err := selectByPlayerId(id.String())

if len(g) < 1 {

rw.WriteHeader (http.StatusNotFound)

return

}
rw.Header () .Add ("Content-Type",

"application/json™)

{
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err = Jjson.NewEncoder (rw) .Encode (g)

if err != nil {
log.Printf ("cannot encode games: %v\n", err)
rw.WriteHeader (http.StatusInternalServerError)

I8

Jlictunr b.3.2 — BMmicT ¢aiiny gamerepository.go

package game
import (
"errors"

"justchess/pkg/chess"
"justchess/pkg/chess/bitboard"
"Jjustchess/pkg/chess/enums"
"justchess/pkg/chess/fen"
"Justchess/pkg/db"

"time"

"github.com/google/uuid"
"github.com/lib/pg"

)

type GameDTO struct |

Id
WhiteId
BlackId
TimeControl
TimeBonus
Result
Winner
Moves
CreatedAt
WhiteName
BlackName
}

uuid.UUID
uuid.UUID
uuid.UUID
int

int
enums.Result
enums.Color

“json:"id"”
"json:"whiteId""
"json:"blackId"®

"json:"timeControl""

"json:"timeBonus""®
"json:"result""®
"json:"winner""

[Ichess.CompletedMove ~Json:"moves"’

time.Time
string
string

type shortGameDTO struct {

Id
WhiteId
BlackId
Result
Winner
MovesLen
WhiteName
BlackName
TimeControl
TimeBonus
CreatedAt
}

uuid.UUID
uuid.UUID
uuid.UUID
enums.Result
enums.Color
int

string
string

int

int
time.Time

func selectById(id string) (g

query :=
"SELECT

game. *,

white player.name

black player.name AS black name
FROM game

"json:"createdAt""
"json:"whiteName""
"json:"blackName" "

“json:"id"”
“Json:"wid""
“Jjson:"bid""
“json:"r""
“Json:"w""®
“Json:"m""
“Json:"wn""
“json:"bn""
“json:"tc"”
“json:"tb""

“json:"ca""

GameDTO, err error) {

AS white name,
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JOIN player AS white player ON game.white id
white player.id

JOIN player AS black player ON game.black id
black player.id

WHERE game.id = $1;°

rows, err := db.Pool.Query(query, id)
if err != nil {
return
}
if !'rows.Next () {

return g, errors.New("game not found")
}
var compressedMoves []int32
err = rows.Scan(&g.Id, &g.WhitelId, &g.BlackId,
&g.TimeControl, &g.TimeBonus,
&g.Result, &g.Winner, pg.Array(&compressedMoves),
&g.CreatedAt,
&g.WhiteName, &g.BlackName)
g.Moves = decompressMoves (compressedMoves, fen.DefaultFEN,
g.TimeControl)
return
}
func selectByPlayerId(id string) (games []shortGameDTO, err
error) {
query :=
"SELECT
game. *,
white player.name AS white name,
black player.name AS black name
FROM game
JOIN player AS white player ON game.white id
white player.id
JOIN player AS black player ON game.black id =
black player.id
WHERE game.white id = $1 OR game.black id = $1
ORDER BY game.created at DESC LIMIT 100;°

rows, err := db.Pool.Query(gquery, id)
if err !'= nil {
return
}
for i := 0; rows.Next(); i++ {
var g shortGameDTO
var compressedMoves []int32

err = rows.Scan(&g.Id, &g.WhitelId, &g.BlackId,
&g.TimeControl, &g.TimeBonus,
&g.Result, &g.Winner, pg.Array(&compressedMoves),
&g.CreatedAt,
&g.WhiteName, &g.BlackName)

g.MovesLen = len (compressedMoves)
if err !'= nil {
return

}

games = append(games, g)



}
return
}
func Insert (id string, g chess.Game) error {

query := "INSERT INTO game (id, white id, black id,\n" +
"time control, time bonus, result, winner, moves)\n" +
"VALUES (S1, $2, $3, $4, $5, $6, $7, $8);"

_, err := db.Pool.Exec(query, id, g.WhiteId, g.BlackId,
g.TimeControl, g.TimeBonus, g.Result, g.Winner,
pg.Array (compressMoves (g.Moves) ) )

return err

}

func compressMoves (moves []chess.CompletedMove) []int {
compressed := make([]int, len (moves))
for i, m := range moves {
compressed[i] = int (m.Move) | (m.TimeLeft << 16)

}

return compressed

}

func decompressMoves (moves []int32, fenStr string, control int)
[]chess.CompletedMove {
g := chess.NewGame (fenStr, control, 0)
for i, comp := range moves {
m := bitboard.Move (comp & OXFFFF)
if 1%2 == 0 {
g.WhiteTime = int (comp >> 16)

} else {
g.BlackTime = int (comp >> 16)

}
g.ProcessMove (m)

}

return g.Moves

b.4 Kox makery player

Jlictunr b.4.1 — Bwmict daiiny player.go

package player
import (
"encoding/json"
"log"
"net/http"
"github.com/google/uuid"
)
func Mux () *http.ServeMux ({
mux := http.NewServeMux ()
mux.HandleFunc ("GET /api/player/id/{id}", getById)
mux.HandleFunc ("GET /api/player/name/{name}", getByName)
return mux



func getById(rw http.ResponseWriter, r *http.Request) {

id, err := uuid.Parse(r.PathvValue ("id"))
if err !'= nil {
rw.WriteHeader (http.StatusBadRequest)
return
}
p, err := SelectPlayerByIld(id.String())
if err !'= nil {
rw.WriteHeader (http.StatusNotFound)
return

}

rw.Header () .Add ("Content-Type", "application/json")

err = Jjson.NewEncoder (rw) .Encode (p)

if err !'= nil {
log.Printf ("cannot encode response: %$v\n", err)
rw.WriteHeader (http.StatusInternalServerkError)
return

b}

Jlictunr b.4.2 — BMmict ¢aiiny playerrepository.go

package player

import (
"database/sqgl"
"errors"
"justchess/pkg/db"
"time"
"github.com/google/uuid"

)

type Player struct ({

Id uuid.UUID “json:"id""
Mail string “json:"-""
Name string "json:"username"’
PasswordHash string “json:"-=-""
IsEngine bool "json:"isEngine"’
CreatedAt time.Time "“Jjson:"createdAt""
UpdatedAt time.Time “json:"-""

}

type Register struct {
Mail string "Jjson:"mail"’
Name string “json:"username"’
Password string "~ json:"password"’

}

func SelectPlayerById(id string) (p Player, err error) {
query := "SELECT * FROM player WHERE id = $1;"
return selectPlayer (query, id)

}

func SelectPlayerByLogin(login string) (p Player, err error)

query := "SELECT * FROM player WHERE name = $1 OR mail
AND is _engine = false;"
return selectPlayer (query, login)

}

func SelectPlayerByMail (mail string) (p Player, err error)

{

{
$1

77



78

query := "SELECT * FROM player WHERE mail = $1 AND is engine

= false;"
return selectPlayer (query, mail)

}

func IsTakenNameOrMail (name, mail string) bool {

query := "SELECT id FROM player WHERE name = $1 OR mail =
AND is engine = false;"

rows, err := db.Pool.Query(query, name, mail)

if err !'= nil {

return false
}
defer rows.Close ()
return rows.Next ()
}
func SelectTokenRegistration(token string) (r Register, err
error) {
query := "SELECT mail, password hash, name FROM
tokenregistration WHERE token = $1\n" +
"AND created at >= NOW() - INTERVAL '20 minutes';"
(query, token)

rows, err := db.Pool.Query
if err !'= nil {
return

}

defer rows.Close()
if !rows.Next () {
return r, errors.New ("token not found")

}

err = rows.Scan(&r.Mail, &r.Password, &r.Name)
return

}

func SelectTokenReset (token string) (id, passwordHash string,
err error) {

query := "SELECT player id, password hash FROM tokenreset
WHERE token = $1\n" +
"AND created at >= NOW() - INTERVAL '20 minutes';"
rows, err := db.Pool.Query(query, token)
if err != nil {
return

}

defer rows.Close ()
if !'rows.Next () {
return id, passwordHash, errors.New("token not found")
}
err = rows.Scan(&id, &passwordHash)
return

}

func selectPlayer (query, arg string) (p Player, err error) {

rows, err := db.Pool.Query(query, arqg)
if err !'= nil {
return

}

defer rows.Close ()
if !rows.Next () {

$2



79

return p, errors.New("player not found")
}
err = rows.Scan (&p.Id, &p.Mail, &p.Name, &p.PasswordHash,
&p.IsEngine,
&p.CreatedAt, &p.UpdatedAt)
return

}

func InsertTokenRegistration(token string, r Register, tx
*sgl.Tx) error {
query := "INSERT INTO tokenregistration (token, mail,
password hash, name)\n" +
"VALUES ($1, $2, $3, $4);"
_, err := tx.Exec(query, token, r.Mail, r.Password, r.Name)
return err
}
func InsertPlayer (id string, r Register) error {
query := "INSERT INTO player (id, mail, password hash,
name) \n" +
"VALUES ($1, $2, $3, $4);"
_, err := db.Pool.Exec(query, id, r.Mail, r.Password,
r.Name)
return err

}

func InsertTokenReset (token, userId, hash string, tx *sqgl.Tx)
error {
query := "INSERT INTO tokenreset (token, player id,
password hash)\n" +
"VALUES ($1, $2, $3);"
_, err := tx.Exec(query, token, userId, hash)
return err

}

func UpdatePasswordHash (hash, id string) (p Player, err error) {

query := "UPDATE player SET password hash = $1 WHERE id = $2
RETURNING *;"
rows, err := db.Pool.Query(gquery, hash, id)
if err != nil {
return

}

defer rows.Close ()
if rows.Next () {
err = rows.Scan(&p.Id, &p.Mail, &p.Name,
&p.PasswordHash, &p.IsEngine,
&p.CreatedAt, &p.UpdatedAt)

}

return }

b.5 Kopn makery ws

Jlictunr B.5.1 — Bwmict ¢aiiny client.go

package ws
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import (
"encoding/Jjson"
"time"
"github.com/google/uuid"
"github.com/gorilla/websocket™"
)

const (
writeWait = 10 * time.Second
pongWait = 60 * time.Second
pingPeriod = (pongWait * 9) / 10
maxMessageSize = 512

)
type client struct {

id uuid.UUID

name string

isGuest bool

hub *Hub

room *Room

send chan []byte

connection *websocket.Conn
}
func newClient (id uuid.UUID, name string, isGuest bool, conn
*websocket.Conn) *client {

return &client{

id: id,

name: name,

isGuest: isGuest,

send: make (chan []byte, 256),

connection: conn,

}

func (c *client) readRoutine() {
defer func() { c.cleanup() 1} ()
c.connection.SetReadlLimit (maxMessageSize)
c.connection.SetReadDeadline (time.Now () .Add (pongWait))
c.connection.SetPongHandler (func (appData string) error {

return c.connection.SetReadDeadline (time.Now () .Add (pongWait)) 1})
for {
_, msg, err := c.connection.ReadMessage ()
if err !'= nil {
return

}

c.handleMessage (msqg)

}

func (¢ *client) writeRoutine () {
ticker := time.NewTicker (pingPeriod)
defer func () { ticker.Stop(); c.cleanup() } ()
for {
select {
case msg, ok := <-c.send:

c.connection.SetWriteDeadline (time.Now () .Add (writeWait))
1if ok {



return

}
if err :=
c.connection.WriteMessage (websocket.TextMessage, msg); err !=
nil {
return

}

case <-ticker.C:

c.connection.SetWriteDeadline (time.Now () .Add (writeWait))
if err :=
c.connection.WriteMessage (websocket.PingMessage, nil); err !=
nil {
return

}

func (¢ *client) handleMessage(raw []byte) {

msg := Message({}
err := json.Unmarshal (raw, &msqg)
if err != nil { return }

switch msg.Type {
case CREATE ROOM:
data := CreateRoomDTO{}
err := json.Unmarshal (msg.Data, &data)
if err != nil || data.TimeControl < 1 || data.TimeBonus
< 0 |] c.hub == nil ||
(!data.IsVSEngine && c.isGuest) {
return

}

r := newRoom(c.hub, c.name, data.IsVSEngine,
data.TimeControl, data.TimeBonus)
c.hub.add(r)

case MAKE MOVE:
var move MoveDTO

err = json.Unmarshal (msg.Data, &move)
if c.room == nil || err != nil {
return

}

c.room.move <- moveEvent{client: c, move: move}

case CHAT:
data := ChatDTO{}
err := json.Unmarshal (msg.Data, &data)
if err != nil || c.room != nil {

c.room.chat <- chatEvent{data: data, client: c}
}
case RESIGN:

if c.room != nil {

c.room.clientEvents <- clientEvent{client: c, eType:
typeResign}
}
case DRAW OFFER:

81



if c.room != nil {

c.room.clientEvents <- clientEvent{client:

typeOfferDraw}

}
case DECLINE DRAW:

if c.room != nil {
c.room.clientEvents <- clientEvent{client:
typeDeclineDraw}
}
}
}
func (¢ *client) cleanup() {
c.connection.Close()
if c.hub != nil { c.hub.unregister(c) }
if c.room != nil { c.room.unregister(c) }

Jlictunr b.5.2 — BMmict ¢aiiny room.go

package ws

import (
"encoding/json"
"Justchess/pkg/auth"
"justchess/pkg/chess"
"jJustchess/pkg/chess/bitboard"
"justchess/pkg/chess/enums"
"justchess/pkg/game"
Hlog"
"math/rand"
"net/http"
"github.com/google/uuid"

)

type roomStatus int

type clientEventType int

type moveEvent struct {
client *client
move MoveDTO

}

type clientEvent struct {
client *client
eType clientEventType

}

type chatEvent struct {
client *client
data ChatDTO

}

const (
statusOpen roomStatus = iota
statusInProgress
statusWhiteDisconnected
statusBlackDisconnected
statusOver
typeRegister clientEventType = iota - 5

Cy

Cy
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eType:

eType:



typeUnregister
typeResign
typeOfferDraw
typeDeclineDraw

)
type Room struct {

Id uuid.UUID “Json:"id""
CreatorName string "Jjson:"cn"’
Status roomStatus " json:"s"°
IsVSEngine bool “json:"e""
pendingDrawIssuer uuid.UUID

hub *Hub

game *chess.Game

clients []*client

timeout chan struct{}
clientEvents chan clientEvent

move chan moveEvent

chat chan chatEvent

}

func newRoom (h *Hub, creatorName string, isVSEngine bool,
control, bonus int) *Room {

id := uuid.New ()
return &Room{
Id: id,
CreatorName: creatorName,
Status: statusOpen,
IsVSEngine: isVSEngine,
hub: h,
game: chess.NewGame ("", control, bonus),
clients: make ([]*client, 0),
timeout: make (chan struct{}),
clientEvents: make (chan clientEvent),
move: make (chan moveEvent),
chat: make (chan chatEvent),
}
}
func (r *Room) runRoutine() {
for {
select {
case e := <-r.clientEvents:

switch e.eType {

case typeRegister:
r.register(e.client)

case typeUnregister:
r.unregister(e.client)
if len(r.clients) == 0 {

return

}

case typeResign:
r.resign(e.client)

case typeOfferDraw:
r.offerDraw(e.client)

case typeDeclineDraw:
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r.declineDraw(e.client)

}

case me := <-r.move:
r.handleMove (me)
case ce := <-r.chat:

r.broadcastChat (ce.data, ce.client.name)
case <-r.timeout:
r.endGame ()

}

func (r *Room) HandleNewConnection (rw http.ResponseWriter, req
*http.Request) {

ctx := reqg.Context () .Value (auth.Cms)

if ctx == nil {
rw.WriteHeader (http.StatusUnauthorized)
return

}

cms := ctx. (auth.Claims)

if !r.IsVSEngine && cms.Role == auth.RoleGuest ({
rw.WriteHeader (http.StatusUnauthorized)
return

}

conn, err := upgrader.Upgrade (rw, req, nil)

if err !'= nil {
log.Printf ("%v\n", err)
return

}

c := newClient (cms.Id, cms.Name, cms.Role == auth.RoleGuest,

conn)
c.room = r

go c.readRoutine ()
go c.writeRoutine ()
r.clientEvents <- clientEvent{client: ¢, eType:
typeRegister}
}
func (r *Room) register(c *client) {
for , conn := range r.clients {
if conn.id == c¢.id || r.Status == statusOver {
close (c.send)
return

}
r.clients = append(r.clients, c)
log.Printf ("client %s registered\n", c.id.String())

switch r.Status {
case statusOpen:
if r.IsVSEngine || len(r.clients) == 2 {
r.startGame ()
}
case statusWhiteDisconnected:
if r.game.WhiteId == c.id {
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r.Status = statusInProgress
}
case statusBlackDisconnected:
if r.game.BlackId == c.id {
r.Status = statusInProgress
}
}

r.broadcastRoomStatus ()

}

func (r *Room) unregister(c *client) {

for i, conn := range r.clients {
if conn.id == c.id {
close (c.send)
r.clients[i] = r.clients[len(r.clients)-1]
r.clients = r.clients[:len(r.clients)-1]

log.Printf ("client %s unregistered\n",
c.id.String())
if len(r.clients) == 0 {
if r.Status != statusOpen && r.Status !=
statusOver {
r.game.End <- struct{}{}
r.game.SetEndInfo (enums.Unknown, enums.None)

}

r.hub.remove (r)

return
}
if c.id == r.game.WhitelId && r.Status != statusOver
r.Status = statusWhiteDisconnected
} else if c.id == r.game.BlackId && r.Status !=
statusOver {
r.Status = statusBlackDisconnected

}

r.broadcastRoomStatus ()
break

}
func (r *Room) handleMove (m moveEvent)
isPlayerTurn := (r.game.Bitboard.ActiveColor == enums.White
&& r.game.WhiteId == m.client.id) ||
(r.game.Bitboard.ActiveColor == enums.Black &&
r.game.BlackId == m.client.id)
if r.Status == statusOpen || r.Status == statusOver ||
(r.game.WhiteId != m.client.id && r.game.BlackId !=
m.client.id) ||
(!r.IsVSEngine && !isPlayerTurn) {
return
}
res := make (chan bool)
r.game.Move <- chess.MoveEvent{
ClientId: m.client.id,
Move: bitboard.NewMove (m.move.Destination,
m.move.Source, m.move.Type),
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Response: res,

}

if !<-res { return }

lastMove := r.game.Moves[len(r.game.Moves)-1]
data, err := json.Marshal (Message{Type: LAST MOVE, Data:
r.serializelastMove (lastMove, r.game.Bitboard.LegalMoves) })
if err != nil {
log.Printf ("cannot Marshal data: %v\n", err)
return

}
r.broadcast (data)
if r.game.Result != enums.Unknown {
r.endGame ()
}
}

func (r *Room) resign(c *client) {

if r.Status == statusOpen || r.Status == statusOver {
return

}

if c.id == r.game.WhitelId {

r.game.End <- struct{}{}
r.game.SetEndInfo (enums.Resignation, enums.Black)
r.endGame ()

} else if c.id == r.game.BlackId {
r.game.End <- struct{}{}
r.game.SetEndInfo (enums.Resignation, enums.White)
r.endGame ()

}

func (r *Room) offerDraw(c *client) {

if r.Status == statusOpen || r.Status == statusOver {
return

}

if r.pendingDrawIssuer == uuid.Nil {

var oppld uuid.UUID
var msg []byte

if c.id == r.game.WhiteId {
oppld = r.game.BlackId
msg, _ = Jjson.Marshal (Message{Type: CHAT, Data:
[Ibyte (" "White offers draw" ) })
} else if c.id == r.game.BlackId {
opplId = r.game.WhiteId
msg, _ = Json.Marshal (Message{Type: CHAT, Data:
[Ibyte (" "Black offers draw" ) })
} else {
return

}

r.broadcast (msqg)

r.pendingDrawIssuer = c.id

msg, _ = Jjson.Marshal (Message{Type: DRAW OFFER, Data:
nil})

for , conn := range r.clients {

if conn.id == oppId {
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conn.send <- msg

}
}

} else if r.pendingDrawIssuer != c.id && (c.id ==
r.game.WhiteId ||
c.id == r.game.BlackId) {
msg, _ := Json.Marshal (Message{Type: CHAT, Data:

[Jbyte (" "Draw accepted" ) })
r.broadcast (msqg)
r.game.End <- struct{}{}
r.game.SetEndInfo (enums.Agreement, enums.None)
r.endGame ()

}
func (r *Room) declineDraw(c *client) {
if r.Status == statusOpen || r.Status == statusOver ||
c.id == r.pendingDrawlIssuer || r.pendingDrawlIssuer ==
uuid.Nil ||
(c.id !'= r.game.WhitelId && c.id != r.game.BlackId) {
return

}
msqg, := json.Marshal (Message{Type: CHAT, Data:

[]byte (" "Draw declined" )})
r.broadcast (msqg)
r.pendingDrawIssuer = uuid.Nil

}
func (r *Room) broadcastChat (data ChatDTO, senderName string) {

data.Message = "' + senderName + ~: °~ + data.Message + "
msg, err := json.Marshal (Message{Type: CHAT, Data:

[l]byte (data.Message) })
if err != nil { return }

r.broadcast (msqg)
}
func (r *Room) startGame () {
r.Status = statusInProgress
go r.game.RunRoutine (r.timeout)
if rand.Intn(2) == 1 {
r.game.WhiteId = r.clients[0].id
if len(r.clients) == 2 {
r.game.BlackId = r.clients[1].id
} else {
r.game.BlackId
b85f-7e8bbaledae2")
}

uuid.MustParse ("ccaf962b-855e-49da-

} else {
r.game.BlackId = r.clients[0].id
if len(r.clients) == 2 {
r.game.WhiteId = r.clients[1l].id
} else {

r.game.WhiteId = uuid.MustParse ("ccaf962b-855e-49da-
b85f-7e8bbaledae2™)
}
}
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}

func (r *Room) endGame () {

r.Status = statusOver

data, _ := json.Marshal (GameResultDTO{Result: r.game.Result,
Winner: r.game.Winner})

msg, _ := Jjson.Marshal (Message{Type: GAME RESULT, Data:
datal)

r.broadcast (msqg)
r.hub.remove (r)
if len(r.game.Moves) > 1 {
err := game.Insert(r.Id.String(), *r.game)
if err !'= nil {
log.Printf ("cannot store game in the db: %v, game:
$v\n", err, *r.game)

}

}
func (r *Room) broadcast (msg []byte) {
for , ¢ := range r.clients {
c.send <- msg

}

func (r *Room) broadcastRoomStatus () {
info := chess.GameInfo{}
if r.Status == statusOpen || r.Status == statusOver {
info = chess.GamelInfo{
WhiteTime: r.game.WhiteTime,
BlackTime: r.game.BlackTime,
Result: r.game.Result,
Winner: r.game.Winner,
Moves: r.game.Moves,
LegalMoves: r.game.Bitboard.LegalMoves,
}
} else {
res := make (chan chess.GamelInfo)
r.game.Info <- chess.GameInfoEvent{Response: res}
info = <-res
}
data, err := Json.Marshal (Message{Type: ROOM STATUS, Data:
r.serializeRoomStatus (info) })
if err !'= nil {
log.Printf ("cannot Marshal data: %v\n", err)
return
}
r.broadcast (data)

}

func (r *Room) serializeRoomStatus (info chess.GameInfo) []byte {
data, err := json.Marshal (RoomStatusDTO{
Status: r.Status,
White: r.game.WhiteId,
Black: r.game.BlackId,
WhiteTime: 1info.WhiteTime,

BlackTime: info.BlackTime,



}

Control: r.game.TimeControl,
IsVSEngine: r.IsVSEngine,
Clients: len(r.clients),

})

if err != nil {
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log.Printf ("cannot Marshal room status: %v\n", err)

}

return data

(r *Room) serializelLastMove (move chess.CompletedMove, 1m

func
[Ibitboard.Move) []Jbyte {
data, err := json.Marshal (LastMoveDTO({
SAN: move.SAN,
FEN: move.FEN,
TimeLeft: move.Timeleft,
LegalMoves: 1m,
})
if err !'= nil {

log.Printf ("cannot Marshal last move:

}

return data

Jlictunr b.5.3 — BMicr ¢aiiny hub.go

package ws
import (

var

r.Header.Get ("Origin")

}

"encoding/json"
"justchess/pkg/auth"

"log"

"net/http"

"OS"

"sync"
"github.com/google/uuid"
"github.com/gorilla/websocket"

upgrader = websocket.Upgrader{
WriteBufferSize: 1024,
ReadBufferSize: 1024,

sv\n", err)

CheckOrigin: func (r *http.Request) bool { return

type Hub struct {

}

sync.Mutex
rooms map [ *Room] struct{}
clients map[*client]struct{}

func NewHub () *Hub {

return &Hub/{
rooms : make (map [*Room] struct{}),
clients: make (map[*client]struct{}),

== 0s.Getenv ("DOMAIN")

by
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func (h *Hub) HandleNewConnection (rw http.ResponseWriter, r
*http.Request) {
ctx := r.Context () .Value (auth.Cms)
if ctx == nil {
log.Println ("request with nil context")
rw.WriteHeader (http.StatusUnauthorized)

return
}
cms := ctx. (auth.Claims)
conn, err := upgrader.Upgrade(rw, r, nil)
if err !'= nil {

log.Printf ("request from: %$s\n", r.Header.Get ("Origin"))
log.Printf ("%v\n", err)
return

}

c := newClient(cms.Id, cms.Name, cms.Role == auth.RoleGuest,
conn)
c.hub = h
go c.readRoutine ()
go c.writeRoutine ()
h.register(c)

}
func (h *Hub) register(c *client) {

h.Lock ()

defer h.Unlock ()

for connected := range h.clients {

if connected.id == c.id {
return
}

}

h.clients[c] = struct{}{}

log.Printf ("client %s registered\n", c.id.String())

h.broadcastClientsCounter ()

h.sendl0Rooms (c)

}

func (h *Hub) unregister(c *client) {

h.Lock ()

defer h.Unlock ()

if , ok := h.clients[c]; !ok {
return

}
delete(h.clients, <)
log.Printf ("client %s unregistered\n", c.id.String())
h.broadcastClientsCounter ()
}
func (h *Hub) add(r *Room) {
h.Lock ()
defer h.Unlock ()
go r.runRoutine ()
h.rooms[r] = struct{}{}
log.Printf ("room %s added\n", r.Id.String())
h.broadcastAddRoom (r)



func

}

func

(h *Hub)

h.Lock

0)

remove (r *Room) {

defer h.Unlock ()

if

ok

:= h.rooms[r]; !ok {

return

}

delete (h.rooms, r)
log.Printf ("room %$s removed\n", r.Id.String())
h.broadcastRemoveRoom (r.Id)

(h *H
data,

ub)
err

broadcastClientsCounter () {
:= json.Marshal (ClientsCounterDTO{Counter:

len(h.clients) })

data

}

func

}

func

if err

nil {

log.Printf ("cannot Marshal message: %v\n", err)
return

}

msg,

)

for c

json.Marshal (Message{Type: CLIENTS COUNTER, Data:

range h.clients {

c.send <- msg

(h *H
data,
Id

ub)
err

broadcastAddRoom (r *Room) {
:= json.Marshal (AddRoomDTO{
r.Id,

Creator: r.CreatorName,
TimeControl: r.game.TimeControl,
TimeBonus: r.game.TimeBonus,

})

if err

nil {

log.Printf ("cannot Marshal message: %v\n", err)
return

}
msg,
for c

json.Marshal (Message{Type: ADD ROOM, Data: data}l)
range h.clients {

c.send <- msg

(h *H
data,

ub)
err

broadcastRemoveRoom (roomId uuid.UUID) {
:= json.Marshal (RemoveRoomDTO {

RoomId: roomId.String(),

})

if err !=
log.Printf ("cannot Marshal message: %v\n", err)
return

}

msg,

data}l)

for c

nil {

json.Marshal (Message{Type: REMOVE ROOM, Data:

range h.clients {

c.send <- msg
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func

data

}

func

(h *Hub) sendlORooms (c *client) {
cnt := 0
for r := range h.rooms ({
cnt++
if cnt == 10 {
return
}
data, err := json.Marshal (AddRoomDTO {
Id: r.Id,
Creator: r.CreatorName,
TimeBonus: r.game.TimeBonus,
TimeControl: r.game.TimeControl,
1)
if err !'= nil {
log.Printf ("cannot Marshal message: %v\n",
return
}
msg, _ := Jjson.Marshal (Message{Type: ADD ROOM,
)
c.send <- msg
}
(h *Hub) GetRoomById(id uuid.UUID) *Room {
h.Lock ()
defer h.Unlock ()
for r := range h.rooms {
if r.Id == id { return r }

}

return nil

err)

Data:
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