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PE®EPAT
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METOIUKA, MEHEJ)KMEHT, IHOOPMAIIIMHA BE3IIEKA, AHAJII3
PUCKIB, BHYTPILIHIA AYIUT

OO0’exT MOCHIDKEHHA — CHUCTEMH MEHEIKMEHTY 1H(opMaliiiHoi Oe3nexu
M1IPUEMCTB.
[Ipenmer nOCHIKEHHS — METOJAUMKAa TOOYIOBM CHCTEM MEHEKMEHTY

1H(pOopMaLiiHOT Oe3MeKH.

Merta po60TH — cUCTEM MEHEHKMEHTY 1HGOpMaIiifHOT Oe3MeKH MiANMPUEMCTB Ha
mijcTaBi BUMor MikHapoaHoro craraapty [SO / IEC 27001-2013.

Metoau nochiDkeHb — aHaM3 HAyKOBO-TEXHIYHOI JITEpaTypHu, OIIUC,
MOPIBHSHHS, 31CTaBJIEHHS, (popMatizallis, po3paxyHoK, moOya0Ba MOENCH, aiarpam.

VY po6oTi po3rIgHYyTI 3arajbHi BUMOTH JI0 CHCTEM YNpPaBIiHHS 1HPOPMAIiHOO
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VOPABIIHHS, TMOPSAOK TMPOBEACHHS BHYTPINIHHOTO AayAUTY CUCTEMH YIPABIIHHS
1H(OopMaIIiitHOIO OE3MEeKOr0 MiANPUEMCTBA.

PosrnsHyTHiI mpuUKIax  BHYTPINIHBOTO — ayAWTa CHUCTEMH  yIPaBIiHHS

1H(popMariiHOT Oe3MeKH sl HEBEJIMKO1 OpraHi3aliii.



ABSTRACT

The work contains: 47 pages, 3 figures, 6 tables, 18 sources.

METHOD, MANAGEMENT, INFORMATION SECURITY, RISK ANALYSIS,
INTERNAL AUDIT

The object of research - information security management systems of enterprises.

The subject of research is the method of building information security
management systems.

The purpose of the work - information security management systems of
enterprises based on the requirements of the international standard ISO/IEC
27001:2013.

Research methods —analysis of scientific and technical literature, description,
comparison, comparison, formalization, calculation, construction of models, diagrams.

The paper considers the general requirements for information security
management systems, their monitoring and verification, documentation requirements,
management responsibilities, the procedure for conducting an internal audit of the
information security management system of the enterprise.

An example of internal audit of information security management system for a

small organization is considered.



CONTENT

LIST OF ABBREVIATIONS, SYMBOLS, UNITS AND TERMS
INTRODUCTION
1 INFORMATION SECURITY MANAGEMENT SYSTEM

1.1 General requirements
1.2 Establishing and managing the ISMS
1.2.1 Establish the ISMS
1.2.2 Implement and maintain the ISMS
1.2.3 Monitor and review the ISMS
1.2.4 Maintain and improve the ISMS
1.3 Documentation requirements
1.3.1 General
1.3.2 Control of documents
1.3.3 Control of records
2 MANAGEMENT RESPONSIBILITY
2.1 Management commitment
2.2 Resource management
2.2.1 Provision of resources
2.2.2 Training, awareness and competence
3 INTERNAL ISMS AUDITS
3.1 Management review of the ISMS
3.1.1 General
3.1.2 Review input
3.1.3 Review output
3.2 ISMS improvement
3.2.1 Continual improvement

3.2.2 Corrective action

10
11

12
14
14
16
16
18
18
18
19
19
20
21
21
21
22
22
23
23
24
24
25
25
25



3.2.3 Preventive action

4. EXAMPLE OF INTERNAL ISMS AUDITS FOR SMALL ORGANIZATION
4.1 What companies should manage their information security?

4.2 Defining an Information Security Management System
Step 1. Secure executive support and set the objectives
Step 2. Define the scope of the system
Step 3. Evaluate assets and analyze the risk
Step 4. Define the Information Security Management System
Step 5. Train and build competencies for the Roles
Step 6. System maintenance and monitoring
Step 7. Certification audit
4.3 Maintenance and continuous improvement
4.3.1 Benefits from the Information Security Management System
4.4. Building an ISMS Private healthcare organization
4.5 Steps to establish ISMS for this example
4.6 Implementation of ISMS for personal data protection
4.7. Risk analysis
4.7.1 Risk analysis key terms
4.7.2 Risk analysis methodology description - case study
CONCLUSION
REFERENCES

25

27
27

27
28
29
29
30
31
32
32
33
33
34
34
35
36
37
40
44
44



LIST OF ABBREVIATIONS, SYMBOLS, UNITS AND TERMS

ALE — Annual Loss Expectancy

C — consequence

DMS — Data Management System

DPP - Data Protection and Privacy

EAC — Estimated Annual Cost

ISMS — Information Security Management System
L — likelihood

PDCA - plan—do—check-act

RF  —risk factor



10
INTRODUCTION

An International Standard ISO/IEC 27001-2013 [1] has developed a model for
creating, implementing, running, monitoring, evaluating, maintaining, and upgrading
an Information Security Management System (ISMS). The implementation of an ISMS
should be viewed as a strategic choice for the organization. The design and execution
of a company’s ISMS 1is determined by its needs and expectations, security
requirements, procedures used, and size. It is envisioned that the supports will evolve
over time. It is assumed that an ICSS installation will be downscaled as the
organization’s needs evolve.

An International Standard [1] is used to check conformity by internal or external
parties. It takes a methodical approach to creating, implementing, monitoring, and
enhancing a company’s ISMS. A company must define and monitor a variety of
processes in order to run effectively.

A process is an activity which involves resources and is regulated to change
inputs into outputs. One operation's output is commonly utilized as the source input
text for the next. A process is the use of a process system inside an organization, and
the inspection and monitoring of the operations and interactions.

According to [1], users are invited to emphasize the relevance of the information
security management procedure:

a) comprehending a company's security requirements and the need to set
information security policies and objectives.

b) establishing and maintaining controls to manage a company's threats and risks

¢) monitoring and analyzing the performance and efficacy of the ISMS.

d) continuous enhancement based on objective measurement.

International Standard [1] applies to all organizations (ex: commercial
enterprises, government agencies, and non-governmental organizations). It provides the

standards for developing, implementing, monitoring, maintaining a documented ISMS
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within the context of the organization's overall business risks. It outlines the standards

for implementing security measures tailored to the needs of specific companies or
portions of organizations. The ISMS is intended to guarantee the selection of suitable

and proportional security procedures that safeguard information assets and provide

interested parties with trust.



1 INFORMATION SECURITY MANAGEMENT SYSTEM

1.1 General requirements

Within the context of the company's overall business activities and the risks it

confronts, the organization must create, implement, operate, monitor, evaluate,

maintain, and enhance a documented ISM.

The approach utilized for this International Standard is based on the plan—do—

check—act (PDCA) model presented in Figure 1.

Interested
Parties

Information
security
requirements
and expectations

Implement and Maintain and

operate the ISMS improve the ISMS

Figure 1.1 shows how an ISMS takes the involved parties' data security

requirements and aspirations as input and delivers information security outputs that

Interested
Parties

Managed
information
security

Figure 1.1 — PDCA model applied to ISMS processes

meet those needs and expectations through required actions and processes.
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All ISMS processes in this International Standard are organized using the “Plan-
Do-Check-Act” (PDCA) paradigm. Figure 1 depicts how an ISMS takes the interested
parties’ information security needs and expectations as input and delivers information
security results that meet those demands and standards through the applicable actions
and processes.

A criteria could be that breaches involving information security do not lead to
severe financial damage or a negative reputation for the firm.

If a severe incident occurs, such as hacking of a company's website, there should
be employees with adequate training in proper measures to mitigate the damage.

All ISMS processes in this International Standard are organized using the “Plan-

Do-Check-Act” PDCA paradigm (Table 1.1).

Table 1.1 — PDCA paradigm

Plan (establish the ISMS) | Establish ISMS policies, objectives, processes, and
procedures related to risk management and
information security in order to reach outcomes in
accordance with an organization‘s policies and

objectives.
Do (implement and Implement and run the ISMS policies, controls,
operate the ISMS) processes, and procedures.
Check (monitor and Assess and, if necessary, measure process
review the ISMS) performance in relation to ISMS policy, objectives,

and practical experience, and communicate the
findings to management for review.

Act (maintain and Take appropriate mitigating steps based on the results
improve the ISMS) of the internal ISMS audit and comprehensively
review, and perhaps other supporting documentation,
to enhance efficiency and effectiveness of the ISMS.
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1.2 Establishing and managing the ISMS

1.2.1 Establish the ISMS

The following actions must be taken by the organization:

a) Define the scope and constraints of the ISMS in terms of the aspects of the
company, the organization, its location, assets, and technology, as well as any
exclusions from the scope and their explanation.

b) Define an ISMS policy based on the characteristics of the enterprise, its
geography, resources, and technologies :

1) contains a framework for creating objectives, as well as a comprehensive
sense of direction with action guidelines for information security;

2) considers corporate, legal, or regulatory requirements, as well as contractual
security responsibilities;

3) fits with the organization's strategic risk management environment in which
the ISMS will be established and maintained;

4) defines the criteria through which risk will be assessed.

c¢) Define the organization’s risk assessment methodology:

1) determine an appropriate risk assessment approach for the ISMS and the
stated corporate information security, legal, and regulatory needs;
2) create risk acceptance criteria and determine acceptable levels of risk.

The technique chosen for risk assessment must guarantee that risk assessments
yield comparable and repeatable findings.

d) Determine the threats:

1) determine the assets covered by the ISMS, as well as the owners of these
assets;
2) determine the risks to those assets and their value;

3) determine the flaws that the threats may exploit;
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4) evaluate the impact of loss of confidentiality, integrity, and availability on
the assets.

e) Analyze and assess the risks:

1) assess the business implications of security failures on the business, taking
into consideration the consequences of asset confidentiality, integrity, or availability
loss;

2) determine the actual chance of security breaches happening within
context of current threats and vulnerabilities, as well as the effects associated with these
assets and the measures already in place;

3) estimate the risk levels;

4) using the risk acceptance criteria provided, determine if the risks are
acceptable or require treatment.

f) Identify and assess risk-management options. Among the potential responses
are:

1) implementing suitable controls;

2) taking risks consciously and objectively, if meet the organization's policies
and risk acceptance criteria;

3) attempting to avoid risks;

4) offloading the related business risks to third parties, such as insurance and
suppliers.

g) Pick control objectives and controls for risk mitigation:

Control objectives and controls must be chosen and implemented to fulfill the
needs indicated by the risk assessment and risk treatment processes. The choices must
take into consideration risk acceptance criteria as well as legal, regulatory, and
contractual obligations.

h) Seek approval from management for the proposed mitigations.

1) Seek management approval to deploy and maintain the ISMS.

j) Make an Applicability Statement.
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A Statement of Applicability must be written, which includes the following
information:
1) control objectives and controls already in place
2) the absence of any control objectives , as well as the explanation for their

absence.

1.2.2 Implement and maintain the ISMS

The following actions need to be taken by the organization.

a) Create a risk management strategy that specifies the proper management action,
resources, responsibilities, and priorities for dealing with information security threats.

b) Carry out the risk treatment strategy in order to accomplish the defined control

c) objectives, which includes finance considerations and the assignment of roles
and duties.

d) Put controls in place to achieve the control aims.

e) Specify how the efficacy of the selected controls or groups of controls will be.

f) measured and how these data will be utilized to assess program ’s effectiveness
in order to create comparable and repeatable findings.

e) Put in place training and awareness programs

f) Manage the ISMS's functioning.

g) Control ISMS assets

h) Establish processes and other controls capable of detecting and responding to

security problems quickly.

1.2.3 Monitor and review the ISMS

The following actions must be taken by the organization.

a) Implement monitoring and review procedures and other controls to:
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1) promptly detect errors in processing results;

2) promptly identify attempted and successful security breaches and incidents;

3) allow management to verify whether security actions assigned to people or
performed by IT are operating as required;

4) assist in the detection of security events and thus the prevention of security
incidents using indicators;

5) decide if the efforts made to remedy a security breach were successful.

b) Conduct frequent assessments of the ISMS's efficacy (including compliance
with ISMS policy and objectives and a review of security controls), taking into account
the findings of security audits, incidents, effectiveness measurements, suggestions, and
input from all interested parties.

c) Assess the efficacy of measures to ensure that security requirements are
satisfied.

d) Review risk assessments at scheduled times and evaluate risk exposures and
specified acceptable risk levels, considering changes to:

1) the organization;

2) technologies used,

3) business strategy and processes;

4) vulnerabilities discovered;

5) the efficacy of the controls put in place;

6) changes in the legal or regulatory environment, new contractual duties.

e) Regularly conduct ISMS audits.

f) Perform a management assessment of the ISMS on a regular basis to verify
that the scope is sufficient and that enhancements to the ISMS process are recognized.

g) Update security strategies to reflect the results of monitoring and evaluating
actions.

h) Keep track of any activities or occurrences that may have an influence on the

efficacy or performance of the ISMS.
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1.2.4 Maintain and improve the ISMS

The organization must conduct the following on a regular basis:

a) Implement the recommended ISMS enhancements.

b) Take necessary corrections and preventative steps, applying experience gained
from other companies’ and the organization's own security experiences.

c) Explain the actions and improvements to all interested parties in sufficient
detail.

d) Ensure that the enhancements meet their targeted outcomes.

1.3 Documentation requirements

1.3.1 General

Documentation must include documents of management choices, activities that
can be traced back to managerial policies and decisions, and capable of producing
accurate reproducible results. It is critical to be able to demonstrate the link between
the selected controls and the findings of the risk assessment and risk treatment process,
and from there to the ISMS policy and objectives.

The ISMS documentation must cover the following items:

a) documented statements of the ISMS objectives and policies;

b) the scope of the Information security management system;

c) guidelines and procedures in assistance of the ISMS;

d) a summary of the risk assessment;

e) risk assessment review report;

f) risk mitigation plan;

g) ocumented procedures required by the organization to ensure the effective

planning, operation, and control of its information security processes, as well as
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descriptions of how to measure control effectiveness;

h) the Statement of Applicability.

1.3.2 Control of documents

Required documents must be safeguarded and managed. A written method must
be conducted to determine the management actions required to:

a) confirm documents for adequacy prior to issue

b) monitor and revise documents as needed, and re-approve document;

c¢) make sure that improvements of documents are recognized

d) guarantee that relevant versions of applicable data are attached

e) guarantee that documents are still legible and easily recognizable

f) guarantee that documents are available to those who need them, and are
forwarded, stored, and eventually discarded.

g) guarantee that documents of external nature are identifiable.

h) limit document distribution.

1) avoid the unintended use of old documents

J) apply appropriate classification to old documents if they are maintained for

most any reason.

1.3.3 Control of records

Records must be generated and maintained to demonstrate compliance with
regulations and the successful operation of the ISMS. They must be preserved and
governed. The ISMS must take into consideration any applicable legal or regulatory
requirements as well as contractual commitments. Records must be readable, easily
recognized, and retrievable always. Controls for record identification, storage,

protection, retrieval, retention time, and destruction must be established and
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implemented. Records of the process’s performance and all instances of serious security

events connected to the ISMS must be retained.
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2 MANAGEMENT RESPONSIBILITY

2.1 Management commitment

Management must prove its dedication to the organization, implementation,
operation, monitoring, review, maintenance, and improvement of the ISMS by:

a) developing an ISMS policy;

b) constructing ISMS goals and strategy;

c) establishing roles and responsibilities for information security;

d communicating to the organization the terms of engaging information security
objectives and abiding to the information security policy;

e) providing sufficient resources to establish, implement, operate, monitor,
review, maintain and improve the ISMS;

f) determining the risk acceptance criteria and acceptable riskiness;

g) guaranteeing that internally ISMS audits are conducted;

h) performing management evaluations of the ISMS.

2.2 Resource management
2.2.1 Provision of resources

The company shall assess and to provide the resources required to:

a) define, implement, monitor maintain, and enhance an ISM;

b) guarantee that information security protocols support business needs;

c) address legal requirements and contract terms security commitments;

d) preserve proper protection by successful implementation of all performed
controls;

e) write reviews as needed and respond appropriately;

f) Improve the efficacy of the ISMS as needed.



22

2.2.2 Training, awareness and competence

The company should guarantee that all personnel delegated responsibilities
defined in the ISMS are skilled to complete the necessary tasks by:

a) deciding the required skills for personnel able to perform work affecting the
ISMS

b) training employees or carrying other actions (for example, employing talented
employees) to meet business requirements..

c) assessing the success of activities done;

d) Collecting data of education, skills, training done, expertise, and certifications.

The company must also ensure that appropriate employees are aware of the
significance and relevance of their information security actions and how they contribute

to the fulfillment of the ISMS goals.
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3 INTERNAL ISMS AUDITS

Internal ISMS audits must be conducted periodically by the organization to
assess if the control targets, processes, and procedures of its ISMS:

a) meet the criteria of this International Standard and any relevant laws or
regulations.

b) meet the specified information security requirements:

1) are implemented and maintained properly;

i1) work as planned.

Such audit program must be established, considering the state and importance of
the processes and areas to be examined, as well as prior audit outcomes. The scope,
frequency, and techniques of the audit must be determined. The appointment of auditors
and the performance of audits must assure the audit process's objectivity and
impartiality. Auditors are not permitted to audit their own work.

A written protocol must outline the duties and procedures for planning and
performing audits, as well as reporting results and preserving records. The management
responsible for the inspected area must guarantee that steps are done as soon as possible
to eradicate discovered inconsistencies and their causes. Verification of actions done

and reporting of verification findings are examples of follow-up activities.

3.1 Management review of the ISMS

3.1.1 General

Management must conduct an annual evaluation of the organization's ISMS to
verify its continued appropriateness, sufficiency, and effectiveness. This assessment
will entail examining potential for improvement and the need for modifications to the
ISMS, including the information security policy and objectives. The outcomes of the

evaluations must be documented, and recordings must be kept.
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3.1.2 Review input

A managerial report shall must include following:

a) outcomes of ISMS audit activities;

b) Feedback or suggestions from relevant parties;

c) methods, products, or procedures that can be used in the organization to
enhance the ISMS performance and effectiveness;

d) designation of corrective and preventative decisions;

e) security flaws or risks not addressed properly in the prior risk analysis;

f) outcomes from performance measured data;

g) advice regarding improvements.

3.1.3 Review output

The management review's output must contain any behavior and choices relating
to the following.

a) Enhancement of the ISMS's performance.

b) A risk assessment and risk recommended mitigations update.

c) Adjustment of procedures and methods impacting information security as
required to react to direct or indirect incidents that may have an impact on the ISMS,
such as modifications to:

1) business needs;
2) security services;
3) business functions influencing the current business prerequisites;
4) legal and regulatory needs;
5) risk measures and/or risk acceptance criteria
d) Resource requirements.

e) Enhancements to how control efficacy is assessed.
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3.2 ISMS improvement

3.2.1 Continual improvement

The company must constantly enhance the efficacy of the ISMS by implementing
the information security plan, information security goals, internal audits, evaluation of

observed incidents, preventive and corrective measures, and performance reviews.

3.2.2 Corrective action

To prevent recurrence, the business must take steps to eradicate the source of
malfunctions with the ISMS criteria. The planned process for corrective measures must
include requirements for:

a) identifying malfunctions;

b) calculating the underlying cause of discrepancies;

c) assessing necessity efforts to ensure that discrepancies do not reoccur;

d) deciding and incorporating the remedial steps required;

e) recording outcomes of measures undertaken;

f) analyzing corrective measures taken.

3.3 Preventive action

To avoid any inconsistencies with the ISMS criteria, the business must take steps
to eradicate the source of the problem. Preventive measures must be proportionate to
the severity of prospective issues. The documented preventative action procedure must
include elements for:

a) detecting probable discrepancies and their origins;

b) deciding and performing preventative measures required;
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c) deciding and executing appropriate precautions required;
d) documenting outcomes of measures undertaken;
e) evaluating appropriate precautions done.
The company must define altered risks and determine preventative measure
needs, with an emphasis on considerably modified risks.
The threat assessment findings will be used to decide the priority of preventative

activities.
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4 EXAMPLE OF INTERNAL ISMS AUDITS FOR A SMALL ORGANIZATION

4.1 What companies should manage their information security?

It is entirely optional to implement an information security management system
based on the ISO/IEC 27001 standard. In this perspective, it is up to the company to
determine whether or not to establish an ISO/IEC 27001-compliant management
system.

Obtaining this accreditation is an indirect confirmation that the business fulfills
the legal system’s necessary safety requirements. It is now feasible to identify which
firms in the European Union, are or will be obliged to have a part of such an information
security system. These are some examples:

1. Providers of critical services, such as power and oil and gas companies, supply
chain operator, manufacturing operators, businesses in the air and rail transport sector,
finance, medical services, and drinkable water providers.

2. Corporations are actively deciding to establish an Information Security System

In order to meet industry-specific standards or to develop consumer confidence.

4.2 Defining an Information Security Management System

It is a good idea to seek the assistance of an information security professional or
to use capabilities inside the business and purchase documentation samples as a starting
place for the implementation when creating and executing an Information Security
Management System. The following ISMS installation stages can be recognized for

each of these alternatives (Figure 4.1).
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Step 1. Secure executive support and set the objectives

Choosing to deploy an ISO/IEC 27001-compliant ISMS should always begin
with obtaining the cooperation / approval of the organization's senior management. This
group decides on the distribution of resources and money for developing and
maintaining the management program, establishes its goals, and promotes and oversees
it within the organization.

Setting goals is an incremental process that requires annual updates. The senior
management should set the ISMS objectives, which should match the organization's

commercial and legal demands.

Step 2. Define the scope of the system

Despite popular belief, which stems from past experiences with ISO 9001 norms,
ISO/IEC 27001 is firmly rooted in the realities and technological needs of information
security. This is why, first and foremost, the business should select the security
procedures and standards outlined in the standards that directly impact it. The standard
describes the procedures that should comprise the organization's Management System,
as well as the security protocols that should be established to achieve information
security. The outcomes of these actions serve as the foundation for the succeeding

phases of implementation.
Step 3. Evaluate assets and analyze the risk

The following stage is to assess data processing assets and do a risk assessment
on these. What exactly is asset assessment? It is a review paper that leads in a
characterization of the organization’s information processing assets. Among the asset
categories are:

1) equipment consists of laptops, telephones, and mechanical data storage
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devices;

2) servers — including physical and virtual servers that make up the
business’s infrastructure;

3) network equipment — components of a firm's infrastructure;

4) cloud services, for example, 365, AWS, AZURE, GOOGLE CLOUD, JIRA,
Confluence, Dropbox, banking services, and so on;

5) customer information - information given by customers; generally carries the
highest level of company risk;

6) paper data medium.

Those resources that are relevant in terms of information processing should be
appraised. This part corresponds to the requirements of the Data Protection Act
Regulation (EU) 2016/679, which requires an organization to identify and maintain file
systems sensitive classified information.

A risk analysis is performed for each stated asset or group of assets to identify,
for example, those associated to the theft of such data. Then, for each asset, an

accountable individual is assigned, and a control measure is established.

Step 4. Define the Information Security Management System

At this point in the implementation process, executive endorsement has been
obtained, objectives have been established, assets have been appraised, risk analysis
results are accessible, and a risk management strategy is in place. As a consequence,
the remaining aspects of the Information Security Management System may be
specified, and security measures in the company can be applied. This is often an
iterative process in which the main ISMS elements are described:

1. Policies;

2. Processes and Procedures;

3. Normative sources;
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4. Guides and Training;

5. Instructions;

6. Roles.

This scope of operations is often carried out by a consultant; in any event, the
management system should mirror the real processes inside the business while also
providing the relevant documentation when appropriate.

Documentation definitions might describe who in the company will be in charge
of the specific documentation. During every system maintenance and constant
improvement phase, they will be able to maintain and updating data, as well as sending

it on to other individuals within the company, in collaboration with the working group.

Step 5. Train and build competencies for the Roles

The company should describe the qualities and skills of the individuals
participating in the ISMS at this stage. Following the definition of the ISMS, the first
step is to explain it and alert the company about the scope and method of the ISMS
functioning, as well as how each employee influences information security. This
component should be included into the organization's management system by
identifying roles, competences necessary for the jobs, and the method of imparting this
expertise on to new workers and renewing it in employees who have previously been
taught. It is now time to define the training, guidelines, and competency profiles for
each position.

Some of the most common information security jobs seen in most
implementations are:

o Employee — role indicating any individual hired by the business;
e Internal auditor - required to perform management system audits;
e IT administrator — reflecting personnel in charge of the organization's IT

infrastructure;
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o Top management — job that represents the group that is in charge of determining
the organization's direction and controlling it at the highest level;

e The Personal Data Protection Regulation (EU) 2016/679 1 states that a DPO must

be appointed, as in Data Protection Officer.

Step 6. System maintenance and monitoring

Before beginning the certification process for the ISMS, it should be operational
in the organization. A fully defined system should have been installed and enforced in
the institution for at least a couple of months prior to the beginning of the certification
audit, allowing time for undertaking the training required, conducting a management
system review, utilizing the security mechanisms, and adjusting the risk assessment and
mitigation strategy. During this time, the initial steps outlined in the system
management and safety management strategy should also be completed.

When the certification audit begins, the company will have the paperwork and
execution records to demonstrate that the ISMS is properly implemented and secure. It
should be noted that the capacity to assure constant improvement through tracking,
monitoring internal audits, reporting countermeasures, and structured management

system evaluations is a basic prerequisite for every management system.

Step 7. Certification audit

A certificate of compliance with the ISO/IEC 27001 standard confirms a
company’s installation of an information security management system. The
certification involves passing a certification audit conducted by a management system
certification agency. The certification audit is divided into two stages. Phase I typically

entails a review of the ISMS's breadth and completeness, i.e. a formal evaluation of the
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needed aspects of a management system, whereas phase II verifies if the system has
been implemented in the organization and truly conforms to its activities.

The organization receives ISO/IEC 27001 accreditation after successful
completion the certification process audit. As confirmed, the ISMS must be maintained

and upgraded in order to be maintained.

4.3 Maintenance and continuous improvement

The business has already received ISO/IEC 27001 certification. Following the
certification audit, top management may presume that the fundamental assets
associated with the collection of personal data and data have been recognized, risks
have been identified, and adequate security measures to solve the major risk have been
implemented. Does this imply you can sit back and relax? No way, no how. In truth,
the daily task of ISMS has indeed recently begun. People participating in the operations
and security procedures will give suggestions for improvement and modification. The
firm will discover which security precautions and procedures need to be improved by
performing management system audits. As part of the strategic management system
review, the findings of current operational monitoring and system status will be given
to senior management.

The ability of any management system to continuously improve and respond to the
changing internal and external circumstances of the business is the most significant

component of it..

4.3.1 Benefits from the Information Security Management System

What are the advantages of adopting and certifying an ISMS for a company?

1. The organization established and executed a management system by training

staff, raising awareness, implementing appropriate security measures, and
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implementing a methodical approach to information security management.
2. The possibility of information loss or illegal access.
3. Development of information security professionals' awareness and abilities.
4. Customers’ confidence is increased by proving that the organization is
ISO/IEC 27001 certified.
5. The business complies with all regulatory standards, including those outlined
n:
o PDPR = Personal Data Protection Regulation (EU) 2016/679,
o cyber-security directive (EU) 2016/1148.

4.4. Building an ISMS Private healthcare organization

This project will discuss an example of how to build a robust information security
management system for a healthcare organization. The results will be as the following:

o Creation of an audit checklist in accordance with PDP - personal data
protection legislation.

o Risk analysis design and risk reduction approaches.

o External audit of DMS — Data management system

4.5 Steps to establish ISMS for this example

o Identify the scope of the ISMS with respect of the company's traits, location,
assertions, and technologies involved.

e Define an ISMS policy.

o Define a systematic approach to risk assessment.

Identify the risks.

Risk assessment.

Identity and evaluate options for the treatment of risks.
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o Choose control objectives and risk control mechanisms;

o Create an applicability statement.

4.6 Implementation of ISMS for personal data protection

ISMS requires the development of a security management system centered on
personal data protection. As a result, ISMS standards (for example, ISO/IEC 17799)
may be used to data management security.

The organization‘s ISMS needs are to create, implement, maintain, and
constantly enhance documented ISMS, in this instance DMS is focused on sensitive
personal data protection within the framework of the company’s broader business

operations and risk (Table 4.1).

Table 4.1 — PDCA description for ISMS

PDCA Description

Plan Establish security policy, objectives, targets, processes and
procedures relevant to managing risk and improving information
security to deliver results in accordance with an organization’s overall
policies and projective

Do Implement and operate the security policy, controls, process and
procedures

Check Asses and, where applicable, measure process performance against
security policy, objectives and practical experience and report the
results to management for review

Act Take corrective and preventive actions, based on results of the
management review, to achieve continual improvement of the ISMS
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ACT Plan

How to improve What to do ?
next time ? How to doit ?

Check Do

Eld things Do what was
appen planned ?
according to

plan ?

Fig 4.1 — The PDCA model applied to ISMS process

The steps to establish the ISMS are:

e define the scope of the ISMS in terms of the characteristics of the business,
the organization, its location, assets and technology;

e define and ISMS policy;

o define a systematic approach to risk assessment;

o identify the risks;

e risks assessment;

o identify and evaluate options for the treatment of risks;

e select control objectives and control for the treatment of risk.

4.7 Risk analysis
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Risk analysis is the most important phase of ISMS establishment, that is the
process which compares assessed risks with benefit and price of possible security
control. Standard ISO/IEC TR 1335 [5] defines four possible ways of risk analysis. We
chose informal access. Advantage of this access is speed and financial modesty base of
risk analysis 1s fulfillment of following activities:

o threats identification;

o cstimation of threat likelihood;

o identification of assets;

o rating of assets;

o determination of vulnerabilities;

o calculation of expected losses at threat impact;

 evaluation of risk analysis.

The interrelationships in risk management are shown in Fig. 4.2 this diagram

helps us to understand analysis.
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&t “er, 25 &
e
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requirement »

Potential impact on

Fig. 4.2 — Diagram of interrelationship in risk management
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4.7.1 Risk analysis key terms

The major analysis key terms are:

Risk: The change or likelihood of an undesirable event occurring and causing
loss or harm. Note that the key element of risk is uncertainty, without which there is
no “Risk™.

Risk analysis: The process of gathering and analyzing risk-related information
in the preparation of a risk assessment.

Risk assessment: A detailed articulation of the risks associated with the
information assets and supporting ITC resources at risk, threats that could adversely
impact those assets and vulnerabilities that could allow those threats to occur with
greater frequency or impact.

Threat: A potentially undesirable event that could result in loss or harm. The
experience of threat event and its measurable loss or harm is distinct from potential
threat events and associated estimates of loss or harm the aggregation of threat-event
experience data provides the basis for estimating expected threat-event loss or harm in
the future.

Vulnerability: A lack or inadequate application of a safeguard or control that
allows a threat event to occur with greater frequency or impact.

Probability: Measures the chance or likelihood of an outcome or event occurring
within a finite universe of possibilities or time between 0 and 1.

Uncertainty: The central issue of risk and risk metrics, reflected as the level of
confidence, from 0 to 100%, that the associated numbers - and derived results are
credible and useful, failure to integrate uncertainty into risk analysis and assessment
approaches reduces the credibility of their results.

Quantitative risk analysis: it employs 2 fundamental elements: the probability
of an event occurring and its loss.

Quantitative risk analysis makes use of a single figure produced from these
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elements, this is called the “Annual Loss Expectancy (ALE)” or the “Estimated Annual
Cost (EAC)”, this is calculated for an event by simply multiplying the potential loss by
the probability.

It is theoretically possible to rank events in order of risk (ALE) and to make
decisions based upon this.

The problems with this type of risk analysis are associated with unreliability and
inaccuracy of the data Probability can rarely be precise and can in some cases promote
complacency. In addition controls and counter-measures often tackle a number of
potential events and the events themselves are frequently interrelated, a lot of
organizations successfully adopted Quantitative Risk Analysis.

Quantitative risk analysis: This is by far the most widely used approach to risk
analysis, Probability data is not required and only estimated potential loss is used. Most
qualitative risk analysis methodologies make use of number of interrelated elements:

e Threats => these are things that can go wrong or that can “attack™ the system
examples might include fire or fraud, threats are ever present for every system;

e Vulnerabilities => these make a system more prone to attack by a threat or
make an attack more likely to have some success or impact; for example, for fire
vulnerability would be the presence of inflammable materials like papers or walls built
from wood;

o Controls

Next are countermeasures for vulnerabilities:

o Deterrent controls reduce the likelihood of a deliberate attack

o Preventative controls protect vulnerabilities and make an attack unsuccessful
or reduce its impact

o Corrective controls reduce the effect of an attack

e Detective controls discover attacks and trigger preventive or corrective

controls.
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4.7.2 Risk analysis methodology description — case study

Results of audit made the base for design of the risk analysis methodology.

The methodology combines the basic principles of quantity risk analysis with
qualitative risk analysis. The principles of failure modes and effects analysis (FMEA)
analysis can be applied for the methodology design too.

The basic idea of this methodology is:

1.The risks are generated by the processes in the organization. That means that
we can search the risks in the processes which process the private information about
patients and about organization (transfer, records, liquidation, storage, etc.)

2. The processes are part of an asset in the organization. An object makes the
assets of an organization and contains the processes which process the information.

An example of risk analysis results is summarized in the risk analysis forms
(Table 4.2 and Table 4.3).

The risk analysis form (Table 4.2) uses those terms:
Process - Activities in the scope of an object
Risk - Description of a given risk

Risk code - Number of risks

D=

Risk assessment - risk assessment contains three date:

Consequence => C

Likelithood => L

Risk factor => RF

Next columns in the form (Table 4.2) show the current safety precaution and control

method of process (internal documentation for process control)
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Table 4.2 — Risk analysis form - example of asset risk analysis

Asset Information system
Process Risk - Risk | Risk assessment | Current | Control
identification of | Code cl L RF safety method
undesirable event precaution
IS Creation of 1.01 {32 10 | 320 No No
administration| uncontrolled
back-up and
database during
IS
implementation
Backupmedia | 1.02 [ 16| 5 80 Storing |Documenta
loss backup tion for
media into data
a safe |administrati
place on
procedure
IS operating | Fire (over heat) | 1.03 | 8 5 40 NO NO
Object risk factor average: 147
Risk assessment summary (risk class): Risk class 2 that means increased risk level.
The increase of
Standards and monitoring of security process is recommended

Risk Consequences. In Table 4.4 a review of the impact, the consequence is
calculated as a quadrate of risk level (this is the expression of the risk intensity in
accordance with impact and level). And the table uses the description and
characterization of impact to the healthcare organization, the next table will evaluate
the consequence risk.

Likelihood measures the change or probability of an outcome or event occurring
within a finite universe of possibilities or time, we can estimate the likelihood on
experience and knowledge basis or from records of incidents and events, the Table 5
shows the likelihood of incident or event in fifth difference level. The different levels

reflect the weight of likelihood for the risk factor calculation.
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Asset Risk assessment summary
Asset Code Name Asset risk Risk class Asset value
factor average
0.1 Information 147 2 7500
system
0.2 Physical 20 1 1500
network
devices and
architecture
0.3 Doctors 170 2 2500
desktops
0.4 Main Server 250 3 3700
0.5 Patient card 35 2 10750
index
0.6 Archive 130 2 17000
0.7 Server room 120 2 500
0.8 Work room 50 2 1200
0.9 Laboratories 15 1 6500
0.10 Medical 10 1 6800
offices
Average 109 2 88750 EUR
Value are determined from accounting system as investment and overhead cost

Risk factor (RF) is the numeric value of a risk. Risk factor is the product of

likelihood (L) and consequence (C) calculated by the given equation: RF =L -C.
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Level

Consequence

Characterization

Impact description

1

1

insignificant

Insignificant  infringement of operating
procedure in the organization with immediate
correction, 0 financial loss

Minor

Low financial loss, infringement of operating
discipline, infringement of  operating
instruction sin the I'T/SI area

Moderate

Unauthorized operating with information in the
organization infringement of security policy
and legislative rules, major financial loss,
decrease of patients

16

Major

Damage to the goodwill, major decrease of
patients, major financial loss, escape
insignificant information outside organization,
wilful infringement of operating discipline,
uncontrolled and unauthorized operating with
information and data outside organization

32

Catastrophic

Enormous financial loss, heavy decrease of]
patients, escapes sensitive information and
personal data about patients outside
organization, permanent damage to the
organization

Table 4.5 — Risk Likelihood

Risk likelihood Weight
Practically impossible incident or event 1
Uncommon incident or event, but coming in specific situation 5
Possible incident or event, incident or event was identified before 10

Frequent incident or event

15

Very often recurrent event and incident 20
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CONCLUSION

The risk analysis is simple methodology developed for risk assessment and risk
management as part of implementation of ISMS in the healthcare organization

The example of the risk analysis is shown in the risk analysis forms (Table 4.2
and Table 4.3), the goals of action plan are elimination of risks with high risk factor.

The elements used in accordance with ISO/IEC 17799 [6] which were applied

for the patient’s information system.
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