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3AXUCT IHOOPMALIT B MEPEXI CUCTEM CNOCTEPEXEHHSA
NOBITPAHOIO NMPOCTOPY

Y cmammi, na ocnoei pozenady ¢ynxkyiti cucmemu KOHMpOIO NOGIMPAHO20 NPOCMOPY MA 8UMO2 00 IHopMa-
yii, wWo npomikae 6 Hitl, HAOAHO AHANI3 ICHYIOYUX cucmem cnocmepedicenns. Tlokazano, wo 3axucm ingopmayii 6
Mepedici cucmemuy KOHmpOao NOGIMPSIHO20 NPOCMOPY NOBUHEH 30IUICHIOBAMUCS HA emanax ii ompumanHs ma npu
nepeodaui. Ilokazano, wo 6 cucmemi i0eHmuiKayii € MONCIUBICMb NEPeKPYHY8anHs iHpopmayii, wo He 00360/15€
NPUTIHAMU GipHe PileHHs. A NPU3600Umb 00 3HAYHUX He2AMUGHUX HACTIOKIE.

Knrwowuosi crosa: cucmema KOHmMpoOo nNOGIMPHO20 NPOCMOPY, 3aXUCH THGopmayii.

BcTtyn

IlocTanoBka mpoliemMm il aHadi3 Jiteparypu.
JlocBin pOBIMHUX KpaiH CBITY CBIAUUTH, IO B HUX BXKE
JIOCUTh TPUBAJIMH TEPMiH ICHYIOTh HAlllOHAJIBHI €AWHI
CHCTEMHU KOHTpOIIO ToBiTpsiHOro mpocropy (III1) sik
BifiCBKOBOIO, TaK 1 IUBIILHOIO aBiamiero. OUeBHIHO, IO
IpU I[bOMY JOCSTAa€ThCS MaKCHMallbHa e(EeKTHBHICTH
BuKopuctanus I1I1.

OcHoBHI enemeHTH npouenypu konrpoiro IIT [1,
2] me: aHami3 MOBITPSHOI OOCTAHOBKH W NPUHHSTTS pi-
IIeHb. PimieHHs mpuiiMae oco0a Ha OCHOBI aHaNI3y Bij-
MOBITHMM YHHOM IIiITOTOBJICHOI iH(OpMaIlii Mpo CTaH
MOBITPSIHOI  0OCTaHOBKH. [IpaBWiibHE pIllIEeHHS MOXe
OyTH NPUIHATO JIUIIE TO/I, KOJIM € IOCUTh ITOBHA, TOYHa,
JIOCTOBipHa 1 Oe3mepepBHa iH(pOpMallis MPO MOBITPSHY
00CTaHOBKY B 30Hi ynpapiiHHs. OTKe, SKICTh IPUHHATTS
pilllecHh BM3HAYAIOTHCS CKJIAJIOM Ta JOCTOBIpPHICTIO 1H(DO-
pMarii, Ha OCHOBI 5IKOi 0oco0a mpuiiMae piteHHs. Takum
yuHOM iH(popMalis, mo nupkymaoe B cucremu KIIII,
MOBUHHA OyTH BCeOIYHO 3aXHUILEHA.

Meta po6oTn — 3axucT iHpOpMAIIi CHCTEM CIIO-
CTEPEXKEHHS TOBITPSHOTO IIPOCTOPY.

OcHOBHa YacTuHa

Bumoru o sikocti iHdopmanii Ta piBHS i 3axu-
meHocti B cucteMi konrtpomo III1 Bu3Hawarotees ii
NIPU3HAYEHHSIM Ta POJUIIO, SIKY BOHA BiJirpae.

Cucrema xkoHtpomo IIIT sk  indopmariiiHo-
KOHTpOJIIOIOYa Ta iH(pOpPMAIliifHO-KepyoYa CcHcTeMa
MTOBHHHA 3a0e3MeuyBaTH BUKOHAHHS TaKUX (hYHKITIH:

» BegeHHs OesnepepsHOl po3siaku I1I1(s peann-
HOMY mMacumaoi yacy),

» 300py, HAKOMUYEHHS 1 0OPOOKH JaHHUX BiJl yCiX
3ac00iB aKTUBHOTO 1 IMACHBHOIO PaioeleKTPOHHOrO
CIOCTEPEKEHHS 1 pO3BIJIKH;

» 171 po3poOKH Ha OCHOBI IMX JAHUX KapTH TIO-
BITPSIHOT OOCTaHOBKH;

» indopmariiiiHy aoctaTtHicTh I (QYHKI[OHY-
BaHHSA cucteMu KoHTpomo [1IT;

» BHCOKY TOYHICTh Ta HENEpeKpy4eHICTh iH]op-
Maiyi Ta id.;

» BTpYy4aHHs Ta OpraHi30BaHOI IPOTHJIII.

Indopmanisi, sika MpoTikae B CHUCTEMi KOHTPOIIO
I1I1, moBuHHA OyTH:

(YHKIIIOHAJIBHO Ta 3MiCTOBHO JJOCTAaTHBHOIO;
CBOEYACHOIO, ONIEPATUBHO IIOHOBITIOBAIBLHOIO;
MIOBHOOCSDKHOIO 32 3MICTOM Ta 00CATOM;
TOYHOIO Ta BIPOTiTHOIO;

JIOCTYITHOIO ISl CHPUIHHSATTS Ta BUKOPUCTAHHS;
3aBaJIOCTIMKOIO Ta 3aBa/I03aXHIIECHOIO;
JIOCTYITHOIO JUISl OTPUMaHHS, Iepeiadi, MpHiH-
ATTsI, 00pOOKH, 30epiraHHs, BiOOpa’KEHHS, CIIPUHHSIT-
T, BAKOPHCTAHHSI;

> 00’ €KTUBHOIO;

» KOH(QIACHIIHHOI B Mipy IOTPEOH.

B cuctremi xontpomto KIIIT icHye Oarato mkepen
iHpopmartii. JIo HAX BiTHOCATHCS PallioOKaIilHi, pa-
JIIOHABITAIlfHI Ta 3B’SI3KOBI 3aCO0H, CIICKTPOHI Ta Mar-
HiTHI Hocii iHpopMarii Tomo. Bei BoHM B meBHil Mipi
MOXYTb BiJJYyBaTH BIUIMB Pi3HOT'O POXY JecTaliii3yro-
yux (haKTOPIiB i BUMAraroTh 3aXucTy [3].

Po6ora cuctemu KIIII Ta indopmaris, oo upKy-
JIIOE B HUX, TIOBUHHI OyTH BCeOIYHO 3aXMILEHI BiJ pi3-
HOT'0 POAY AECTaOLII3yrounXx Ta IIKIIIUBUX (HhaKTOPiB,
JIO SIKMX B1ITHOCSITHCSL:

» WITy4HI 3aBajJy Ta €JEKTPOMAarHiTHa HecyMic-
HICTb;

» aKTH aKTUBHOI NMPOTUii QyHKIIOHYBaHHIO CH-
cremu KIIIT;

» aKTH HECaHKI[IOHOBAaHOTO BHMKOpPUCTaHHS iH-
(dopmarii;

» aKTH nepeKkpydyBaHHs iH(pOpMaIlii.

Crin 3a3HauuTH, 10 3aXHCT iH(OPMALl TOBUHEH
3MIACHIOBATHCS Ha eTamax il OTpUMaHHs, TOOTO B CHC-
temax criocrepexxeHHs (CC) Ta mpu nepeiadi B MEpPExi.

3abe3mneueHHs] 3aBaJIOCTIHKOCTI Ta 3axXHIIEHOCTI
i opmartiitaux cucreM (IC) € opra"igyHO0 TOTPEOOIO Y
3B’sI3Ky 3 HEOOXIJHICTIO 3a0€3MeUYeHHs iX BHCOKOHA M-
HOTO (pyHKIIiOHYBaHHS.

VVVVYVYVYYVY

© LI O6ox, O.0. CtpenbHUIBKUIA

47



Cucmemu 0opooku ingpopmauii, 2016, eunyck 2 (139)

ISSN 1681-7710

Sk mokazano y [5], IM ckinamaetbest 3 pi3HOMaHIT-
Hux CC sx mpKepen iHpopMallii 3 BiAMOBIIHIMY eTariaMu
00poOku iHdopMalii, kaHamiB mepeaadi iHdopmarii,
3aco0iB ii OTpUMaHHs, aHANI3Y, peecTpallii, BiqoOpakeH-
Hsl, 30epiraHHs, ONepaTopiB Ta KOPUCTYBaYiB iHpoOpMAITii.
Takum unHOM O0cHOBOIO po3risigaeMoi IM e CC.

00’exroMm criocrepeskenns y cucremi KIIII e nogi-
Tpsiauii 00’ext (I10) [4 — 6].[dns1 cucteMu KOHTPOIIO
IIIT oCHOBHMM BHJIOM CIIOCTEPEXKEHHA € HE3aJEKHE,
HEKOOIlepaTHBHE Ha OCHOBI JIOKAJbHOI MEpEKi CIIocTe-
pexenHst B cocrasi nepBuHHoi CC Ta cuCTEMH 1AE€HTH-
¢ikamii (CI) 3a o3Hakor «cBi-uyxuit» [6]. JlilicHo,
nepsuaHa CC Hagae mani npo micuesHaxomkenHs 10,
TOOTO BIAIIOBiZa€ Ha 3aBIAaHHS «J€», a CHCTEMa 11eH-
Tudikamnii BiAMOBiTae HA 3aNMTaHH] «XTO». HasBHICTH
BropuHHOi CC [103BOJISIE OTPUMATH MONBOTHY iH(OP-
Marito (PI) 3 6opry I1O. IlepBunHa 00pobOka iHpopma-

uii CC 3akiHuyerbest GopmyBaHHsM (opmymsipy I10,
KOTpil BKIIIOYAE:

Wp,é;)],PI,"CBiﬁ—'—ly)KHfI",Ti , (1

ne Wp — BekTop crany I10, ér_)l — KoOpensIiiiHa MaT-
pui noMwIok, T; —uac dopmyBanHs iHpopMariiiHOro
nakery (IIT).

TakuM YUHOM MOJIJIMBO CTBEPKYBATU IIO SKICTh
ta pocroBipHicte nepBuHHOrO IIT mpo IO 3HauHOMO
MIpOI0 BH3HAuYa€ TNPABWIBHICTH DIlIEHHS OCOOH, IO
npuiiMae pinieHHs. PO3risHEMO KOPOTKO XapaKTepHC-
tukn CC, iHdopmanist korpux ¢opmye II1, TodTo mep-
BHHHOI, BTOPHHHOI Ta iZeHTU(IKaliiHOI. XapaKTepuc-
tuku 1ux CC HaBezeHi B Tabm. 1. JlilicHO nmepepaxoBaHi
CC MaroTh 33JI0BUIbHY 3aBaIOCTIHKICTh PU POOOTI MpH
HasIBHOCTI BHYTPIITHbOCUCTEMHHX Ta HABMHCHHX 3aBa]l.

Tabnums 1
Xapaxrepuctuku CC, sixi popmyrots niepBuHami 111
- MOoXJIHMBICTD MOXJIHMBICTD
Indopmaniiina o . .
cHcTeMa 3aBagocriiikicte | CKpHUTHICTH HECaHKI[IOHOBAHOT'O TepeKpy yBAHHS

BUKOPHUCTAHHS iHbopMmarii
[lepBunHa 3aJI0BiJIbHA 3aJI0BiJIbHA HEeMae HeMae
Bropunna 3aJI0BiJIbHA BiJICYTHS He oOMexeHa HeMae
Inentudikaniiina 3aJI0BiJIbHA BiJICYTHS He oOMexeHa BHCOKA

Enepreruuna ckpurhicts CC BH3Ha4a€eThCs iH(O-
pMauiifHUM CUTHAJIOM, SIKWH BOHU BUKOpHUCTaroTh. EHe-
preTM4Ha CKpHUTHICTH TnepenaBauiB nepBuHHHX CC
MOXe OYTH MiJBHINCHHS 338 PaxyHOK BUKOPUCTAHHS
LIMPOKOCMYTOBHX CHUTHAIiB. BHKOpUCTaHHS IIHPOKOC-
MYIOBHX CUTHAJIB Y BTOPMHHUX Ta iJeHTH]IKaLiiHIX
CC HeMOXIIUBE 3a TPUHIIMIIOM MOOYIOBU IMX iHGOp-
MaliiHux 3aco0iB. lle mnpU3BOAMTH 1O TNPAaKTUYHOI
BiJICYTHOCTI €HEpreTHYHOI CKPUTHOCTI HuX iH(opMa-
LiiiHMX 3aco0iB (SIK HA3EMHMX 3alUTYBadyiB, TaK i JiTa-
KoBHX Bianosinauis (JIB)) i, sik HACIiIOK, 0 IIUPOKOTO
BuKopucTaHHs JIB 3allikaBIEHOI0 CTOPOHOIO SIK [0
JTANIbHBOTO BHSIBJIEHHS T4 HABMHCHOTO 1H(OopMaiiitHOro
MOIaBJICHHSI.

MOXJIMBICTh HECAHKIIIOHOBAHOT'O BUKOPHUCTAHHSI €
TIJIBKK Y BTOpUHHHX Ta igeHTudikamiinnx CC. JlilicHo
icayroui 3amutanbHi CC, 0 SIKUX BiIHOCATHCS 1 BTO-
puHHI 1 ineHTHdikamiiiHi, ToOyIOBaHi 32 OJHAKOBUMHU
MIPUHINTIAMH:

» HECHHXPOHHOI MEpeKi;

» OJHOKAaHAJIBHOI CHCTEMH MAaCOBOrO 00CIyro-
BYBaHHSI 3 Bi]MOBaMU.

[Mo6ynosa IC 3a TakiuMu TPUHIMIIAME BHKITIOYHIIA
SIK YaCOBI, TaK i MPOCTOPOBI Pi3HUIII M)k KODUCHHMU Ta
IMITOBaHUMHU CHTHajaMH. LIS O0COOIUBICT MPHU3BOIUTH
TO TOrO, IO 3alliKaBJIeHa CTOPOHA MAa€ MOXIIUBICTH SIK
HECaHKI[IOHOBaHE OTpUMYyBaTH iH¢opMmalio Big JIB
posrismaemux IC, Tak i moAaBuATH iX poOOTY iMiTOBa-
HUMHU CHUTHaJIaMH TOTPiOHOI iHTeHCUBHOCTI. [lokaxkeMo
IIe JUIsl CUCTeMU iaeHTrdikarii.

Jlnst poro mpumyctumo, mo Ha Bxix JIB Hamxo-
IIATh XaOTWYHA iMIyJIbcHa 3aBana (XI3) iHTEHCUBHICTIO
Ag, IIC3, mo BUKIUKAE BUIIPOMIHIOBAHHSA CUTHAIIB
Bimnosiai (CB), mo BKIIOYAE MOTIK CHTHAJIB 3aIUTy
(C3) cycimnix 3anuryBaviB i MOTIK imiToBanux C3,
IHTEHCUBHICTIO Ay, 1 mOTiK C3, 0 BUKIMKAE CIIPalbO-
BYBaHHI CXEMHU ITOJIaBJICHHS] OOKOBUX TEIIOCTOK, IHTEH-
CHBHICTIO A, .

Jomyctumo, 110 3aranbHi noTokd C3 CKIIaaaroThCs
3 k wacTuH HeimiTocTiliKOro pexxumy i (1-k) 4acTus
IMITOCTIHKOT'O PEXKHUMY.

Koegiuienr rorosHocti (KI') JIB, ToOTO iMOBIip-
HICTB BiANOBiAI Ha KOHKpeTHHH C3, HaBeneHo Ha puc. 1.
IntencuBHicTs XI3 ckmagana Ay = 0;500;1000.

Puc. 1. Ouinka KI" JIB
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Awnani3 puc. 1 HarIAIHO MOKa3ye, M0 KoedilieHT
roroBHocti JIB IC mpu iHTeHcuBHOCTI moTtoky C3
A1 =5000 ckranae menm Hix 0,3. HaBemeHi pospa-

XYHKH IOKa3ylOTh MOXKJIHMBICTH 3alliKaBJICHIH CTOpOHI
K oTpuMyBatu koopauHaTu [1O 3a paxyHOK HecaHK-
IIOHOBAHOTO BUKOpHUCTaHHs ¥oro JIB, Tak i mapami3y-
Bati JIB 3a paXyHOK NMOCTaHOBKHM iMITOBaHOI 3aBajH
MoTpiOHOI IHTEHCUBHOCTI.

HaBeneni po3paxyHKH IOKa3yloOTh, M0 iCHYIOYI
BTOPUHHI Ta 1JIeHTH(]IKAliiHI CUCTEMU MalTh HE0O-
MEXEHY MOXIJIUBICTh HECAHKI[IOHOBAHOI'O BUKOPHC-
TaHHSL.

IIpu upomy ciin 3a3Haunth, mo Cl mMae BHCOKY
MOXIIUBICTh TlepekpydyBanHi iHdopmaii. [iiicno, CI
BUPIIIYIOTh OAHY 3a7auy — ifeHTH]iKalii BUSBICHUX
I1O 3a o3nakoro «cBil-uyxui». IcHytoun Cl maroTh
OJIHAKOBHY NMPUHUIWN (PYHKIIOHYBAHHS i MalOTh iMiTO-
critikuii pexxum. llel pexxum I03BOJSIE, 32 PaXyHOK
BUKOpHUCTaHHA 3Ha4yHOro nosust C3 ta CB, BunaakoBuM
Bubopom yeprosoro C3 3 monst C3 Ta MOCTIHHOKO 3Mi-
Hoto BignoBinHOCTI CB koHKpeTHOMY C3, HE 103BOJISIE
iMiTyBaTH 3alikaBieHid cropoHi «S1 cBiit». OnHak
imityBaHHs C3 moTpiOHOI iHTeHCHBHOCTI (pHC. 1)
JTO3BOJISIE 3alliKaBJICHIA CTOPOHI MEPEKPYTUTH 1HQOP-
Marliro npo inenrugikamnito [10, TOOTO CTBOPUTH CHUTY-
aIfiio MpH SIKUI MU HE MOXKEMO 1ZIeHTU(IKYBaTH «CBOI»
I1o.

s ocobnueicte Cl icToTHO 3HMXKYE e(eKTHB-
HICTbH 11 BUKOPHCTaHHS, TOMY IIIO 3alliKaBJieHa CTOPOHA
MOXKE Mapalli3yBaTH II0 CUCTEMY Ha 3HAYHOMY BHJa-
JIEHHI 32 JIOIIOMOTOI0 OJHOTO 3aIlUTyBaya, IO IMITYyE
C3 HeoOXi/1HOT IHTEHCUBHOCTI.

[IpaxTuka Bukopuctanss IC 3Hae Hemano BUNa-
KiB aKTHBHOI mNpoTHAil iX (yHKUIOHYBaHHIO, TOMY
BUHHUKAa€E HEOOXiHICTh B ICHYBaHHI CIIEliajJbHUX 3aC0-
0iB 3aXHCTY BiJl TAKOI OPTaHi30BaHOI MPOTHIII.

Jesxi iHpopMamiiiHi cucTeMu, A0 SIKUX BiJHO-
catbest 1 KIITI, moBuHHI OyTH 3axuIIeH] BiJ] MOXINBO-
IO HECaHKI[IOHOBAaHOTO BTpPYYaHHs, HEI03BOJICHOIO
BUKOPUCTaHHS iHPOpMAIIii.

Linnicte iHQOpMaLii MOXe 3MIHIOBaTHCh HE
TIJIBKY 3 4acoM, ajie ¥ B 3aJIe)KHOCTI BiJ MipH 11 3axu-
IIEHOCTI — 3aBaJ03aXHINEHOCTI, 3aXHIIEHOCTI BiJ He-
CaHKI[IOHOBAHOTO JIOCTYIY.

BucHoBKMu

HecankuioHoBane BTpy4aHHs B POOOTY OKpEMHX
CC indopmarriiiHoi Mepexi MOXKe 3/iHICHIOBATUCS K Ha
eTari oTpuMaHHs iHpopMalii, Tak 1 Ha eramax po3mo-
BCIO/DKCHHSI JJAHUX CIOCTEPEKEHHS 3 METOI0 IOpYIICH-
Hs mpouecy 1i ¢yHKuioHyBaHHS. Bce 1e mokasye, 1o
3aXHMCTOM iH(OpMAIli B CHCTEMI KOHTPOJIO MOBITPSHO-
rO MPOCTOPY MOTPIOHO ITOYMHATH 3 CHCTEM CIIOCTepe-
HKEHHSL.
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SALLNTA MHOOPMALIUKN B CETU CUCTEM HABNKOOEHNA BO3QYLWHOIO MPOCTPAHCTBA
WM. O6on, A.A. CTpenbHUIIKHI

B cmamve, na ocrnose paccmompenus QYHKYuL cucmemvl KOHMPOIA 8030YUHO20 NPOCMPAHCMEA U mpebosanuil K unpop-
Mayuu, npomexkarowel 6 Hell, OaH aHaIu3 Cyuwecmeylowux cucmem Haomooenus. Ilokasano, ymo 3auuma un@opmayuu 6 cemu
cucmembl KOHMPOIS 6030YUIHO20 NPOCMPAHCMBA OONIHCHA OCYWECMBIAMbCA HA IMANAX ee noyyeHus u npu hepeoade. Iloxasa-
HO, Ymo 6 cucmeme UOEHMUDUKAYUU UMEEMCST B03MONCHOCHL UCKAMICEHUA UHPOPpMAYUL, YMO He NO38OJsem NPUHAMb GePHOE
peuienue u RPUBOOUM K 3HAUUMENbHbIM He2AMUEHBIM NOCIE0CMBUAM.

Knroueswie cnosa: cucmema Konmpoas 6030yuiHo20 NpOCMpancmea, 3auuma uH@opmayuu.

DATA PROTECTION IN THE NETWORK OF OBSERVATION AIRSPACE
LI Obad, A.A. Strelnickiy

The article, based on consideration of the functions of the control of air space and information requirements flowing in her
analyzes of existing surveillance systems. It is shown that the protection of information in the control of air space should be
carried out at the stages of its preparation and transmission. Show-but that the identification system it is possible to twist the
information, which does not make the right decision and leads to significant negative consequences.

Keywords: airspace control system, information security.
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