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This work is devoted to research and analysis of key expansion scheme of
symmetric block cipher “Kalina” proposed as a candidate to a national standard
of Ukraine. Statistic properties of “Kalina™ 128 bit version were tested by NIST
STS. Collision properties were researched on reduced versions of the cipher.
Important facts and assumptions were received.

brnounsiit cummeTpuuHbiit anroput™ «KanuHa» ObUT CO34aH Ha OCHOBE
UJeH, ucmob3yemMbix B anroputme «Rijndaely, koTopsiit cTan HarmoOHAIBHBIM
crangapToMm Onounoro mmdpoBanaus CIHIA u ge-dakTo SIBISETCS CaMbIM
pPacnpoCTPaHEHHBIM W IAPOKO HCIIONB3YEMBIM B MHPE B HACTOSIIECE BPEMH.
[Mndp «Kanuaay sBIsgeTCS OMHAM M3 KaHIUAATOB HA HAITMOHAJIBHBIN CTaHAAPT
OJOYHOTO CHMMETPUYHOTO TH(pPOBAHKS YKPaWHBI, MOATOMY CeHYac MHIPOKO
BEyTCA pabOTHI MO €ro UCCIIEIOBAHUIO.

Cxema pasBopaumBaHUs KIIOUEH OJIOYHOTO CHUMMETPHUYHOTO TmHdpa
SABJIACTCS] OJTHAM M3 €TO CAMbIX BAaXXHBIX KOMITOHEHTOB, «CITA00CTh» WJIH «CHJIAY,
KOTOPOTO BO MHOTOM OINpPEACNSIeT CIMOCOOHOCTh TMH(pa MPOTHBOCTOATH
Pa3IMYHOTO POJa aTakaM M YCIMEIIHO BBIMOJHATh BO3JI0KEHHBIC HA HETO 3a1aUH.

[lenpt0 maHHBIX HWCCIEAOBAHWUN OBIIO M3YUEHHUE CXEMBlI Pa3BOPAUMBAHUS
Kmoueld  O6mounoro cummerpuuHoro mmgpa «Kammnra». beima peanmsoBana
128-6utHast Bepcus crenuuKauA, C MEABI0 TONYYCHHUS CTAaTHCTHUECKON
BBEIOOPKH, KOTOpas Obila momBeprHyta Tectam w3 makera NIST STS (maker
CTAaTHCTUYECKOTO TECTHPOBAaHWA). Takke OblJla BBITIOJHEHA pean3aIus
MacmTabupoBaHHbIX Mozene mmmdpa «KagwHay ¢ COOTBETCTBYIOIIMMH
pasMepamu Ojoka m kodya mudposanus 16\16 out m 32\32 6ur. Cxembl
pa3BOpauMBAHUSA KITIOUEH 3TUX MOJCTICH OB MOABEPTHYTHI H3YUCHUIO C TOUKH
3peHUs KOJUTU3MOHHBIX CBOWCTB. B XO07€ BBIYHCIWUTEILHOTO SKCIICPUMEHTA
ObLJIO TOJIYYEHO YHUCIO0 OOIIMX KIHOUEH, MArIINX KOJUIM3WU, X MPOLIEHTHOE
COOTHOTICHHUE SMITUPUICCKON BEPOSITHOCTH KOJUTM3UH U JIP. XapPAKTCPUCTHKH.,

B pesynmerare, moiydeHHBIC SKCTICPUMEHTABHBIE JaHHBIC TTOTHOCTHIO
MOATBEPIMTN TEOPETHUECKUE TPEAMONIOKEHUA O XOPOIITNUX CBOMCTBAX CXEMBI
pasBopaumBaHusa moder mmdpa «Kammray. CraTucTHUecKue MaHHBIC,
noyiyueHHble U3 128-paspsamHoit Bepcuu mmdpa, YCIemHO MPOIINH BCE TECTHI
naketa NIST STS. Cnenyer Tak:ke OTMETUTh CBOMCTBA MacCIITAOMPOBAHHBIX
Bepcuit mmdpa: MPU YBEIMUEHWH pasMepa Oloka W KII0Ya BEPOSITHOCTH
MOSBJICHUS KITFOUEH, NAIOTINX KOJUTH3WH, CHIYKACTCS SKCTIOHCHITMATBHO.



