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Abstract—Method of proactive detection of faults in computer networks is  proposed. For this purpose apply testing states of computer network components with Bayesian belief networks. This approach can be used for procedure of proactive detecting faults of computer network component. Method can be implemented in program application for detect faults in corporate computer networks.
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I.  Introduction
Importances of using modern infocommunications technologies in today’s world is increased. However, a computer network is still the basis for infocommunication systems. But now in a computer communication process  it is included not only user workstations and servers.  Now mobile devices, TV sets and even household components are connected to a network. In this regard, requirements to uninterrupted operations are growing. Even small delays can lead to dissatisfaction of the user. Therefore,  proactive diagnostics faults of components in the network would be a good solving of this problem. This kind of diagnosis can be based on continuous monitoring of the behavior of network components. And this observation can be realized either by network users, or specialized software and hardware components. These observations are symptoms of faults.  Thus, by having knowledge about observed symptoms we can determine the cause of the fault. [1,2].

The purpose of this paper is to develop a method of preventive detection of component faults in a computer network by using Bayesian belief networks.

II. Statement of problem and decription of research object
Researches object description. Let there is a corporate computer network that is presented by it’s components. The components of computer network are routers, switches, workstations, or servers [3].

The growing of complexity of computer network goes to increasing of their faults. Very often, such faults are difficult to detect or test by direct methods. One of the way at this case is a using of the probability methods of detection.
It is proposed to use Bayesian belief networks to solve such problems.

A method of fault detection for components of computer network has to be developed. Method is based on observation ​​of parameters that can characterize the operation of a computer network. The results of observations are used for Bayesian belief networks analysis. The correct functioning of network equipment depends on the correct cooperation of the related components. One component failure may incur a dominoes  effect and lead the equipment to malfunction. These relationships among the components can also be naturally modeled by using a belief network model.

III. Method of using bayes network for computer network testing procedure 
Let the alarm events are occurred in a computer network. Probability of the joint occurrence of certain events


P(A,B)=P(A|B)P(B)

(1)

Let we have two events (A,B) that correspond the conditional events. So, a conditional probability P(A|B) of occurrence of an event A, provided that the event B has occurred. Let`s have a problem: what is the likelihood of an earlier event B, if it is known that the later event A has occurred. Let A1,…,An a set of mutually incompatible events. Then posterior probability P(Aj|B) of each event Aj provided that the event B has occurred, expressed in terms of priory probability P(Aj): 
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(2)

Here P(B|Aj) is named likelihood and P(B) is an evidence.

1) A belief network for existing computer network is created. Belief network includes a sets of causes, symptoms and their relationsheeps.
2) Conditional probability tables for causes and symptoms are defined. 
3) Full probabilities of causes are calculated.
4) Observation of the network parameters is continue. When a value of symptom is changed, observation is stopped. This is the evidence. 

5) Belief propagation process is started with evidences.
6) As a result of the belief propagation is the renew of the belief network. 
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Renewed values are checked. As a result we obtain a cause for the observed symptom.
A usage of this method allows to set a proactive detection of faults in a computer network. This is important feature because a symptom can be just worsening of some network performance indicators (eg, delay time, packet loss).  
IV. Practical usage of proposed method

1) Create a belief network for existing computer network. Let there are  switch (Switch) and  cable (Cable) in a computer network, they are causes. Passing packets between network nodes (Ping) and link availability between nodes (Link) is a  symptoms. 
2) Create conditional probability tables for belief network. Conditional probability values for switch and cable are P(S=True)=0.8, P(C=True)=0,9. Values of conditional probabilities for symptoms “Ping” and “Link” are given in Table 1 and Table 2. 
TABLE I.  Conditional probability table for node “Ping”
	S
	P=True
	P=False

	True
	0,9
	0,1

	False
	0,2
	0,8


TABLE II.  Conditional probability table for node ”Link”
	S
	C
	L=True
	L=False

	True
	True
	0,9
	0,1

	True
	False
	0,8
	0,2

	False
	True
	0,4
	0,6

	False
	False
	0,1
	0,9


3) Find a probability of link available (L=True)   P(L=True)=(P(S)P(C)P(L=True|S,C)=0.789. Calculate the probability of  passing packets (P=True) P(P=True)=(P(S)P(P=True|S)=0.76.
4) Let’s during observation it is found that the  link state is are normal P(L=True). Fix this observation and initiate belief propagation. Let`s propagate this observation to cause “switch” P(S=True|L=True), i.e. calculate probability of the switch with normal link state. 
5)  Make an observation with condition that link is unavailable. Then the switch probability can be calculate as follow: 
With this symptom the posterior probability of switch fault is above the initial probability of switch fault.
6) Make the observation with probability of a symptom P(P=False), i.e. a packet not pass through the  network. With the observed symptom, probability that the switch fault is a cause of symptoms are increased. 
7)  When during observation fixed simultaneous are unavailability of link and packets not pass through network (P(P=False) and P(L=False)), belief network after belief propagation takes the form, illustrated on figure 1.  
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Fig. 1.  Belief network with observation P=False and Link=False
After the  results are obtained, the  analysis of the most probable cause of observed symptoms may be defined. In this case with given conditions of the most probable cause of observed symptoms are a fault of switch P(S=True|L=False, P=False)=0.0803, i.e. P(S=F| L=False, P=False)=0.92. 
CONCLUSIONS
In this paper the method of proactive fault detection   in computer networks is present. Method is based on a Bayesian belief networks as the framework for knowledge representation and evidence propagation. 
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