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IHOOPMAILIIMHA BE3IIEKA, 3AI'PO3H, BPA3JIMBOCTI, BEE-JOJATKU,
PU3BUKN  BE3IIEKH, ATAKH, CKAHYBAHH!, TECTYBAHHA HA
[TPOHMKHEHHA.

OO0’ €eKT AOCTIHKEHHS — TPOLIEC BUSIBJICHHS BPA3JIMBOCTEH Ta 3aXUCT BiJl HUX BeO-
JIOJATKIB.

[IpeameT mocaimKEeHHS — METOIU TECTYBaHHS Ta BUSBJICHHS BPAa3JIMBOCTEH BeO-
JTOJATKIB.

Merta poOOTH — aHalli3 HAWMOIIMPEHIIIMX BHUIIB aTak Ha BeO-I0JaTKH, aHai3
ICHYIOYUX METOJIIB TECTyBaHHsS BEO-IOJATKIB JJis BHSIBJICHHS Bpas3lMBOCTEH Ta
peKoMeHaIlli 1040 3aXUCTy BeO-10/1aTKiB.

Metoau 1OCHIIKEHHS — eMIIPUYHUIA aHa3, TOPIBHSHHS.

Ha choronnimHiii 1eHb TeMa 3aXHCTy BeO-II0JaTKIB € aKTyaJIbHOI), OCKIIbKU B
HAIIl Yyac XKUTTS JIIOJCH HE MOXKIJIMBO MPEJCTaBUTH 0€3 BUKOPUCTAHHS BeO-/10/1aTKIB.

Y  namiit  kBamidikariiiHii poOOTI BHUKOHAHO aHAI3 HAWUMOIIMPEHIIINX
aKTyaJIbHUX BHUJIB 3arpo3 1 Bpa3iuBoOCTeW BeO-moAaTkiB. PoO3risiHyTO METOmu sKi
JO3BOJISIIOTH  TIPOBECTH  TECTYBaHHS BEO-TOMATKIB JUISI  BHSBICHHS  MOJMKIIMBHX
BpaznuBocTel. [IpoBeneHo aHali3 CydacHUX METOIB 3aXUCTy BeO-10/aTKiB. BukoHaHO
MOJIC/IIOBaHHs 3 BHKOpHCTaHHsAM tuiatdopmu Damn Vulnerable Web Application
(DVWA) Tta HagaHoO pEKOMEHMIAIll 00 BHKOPHCTAaHHS METOJIB 3aXHCTy BeO-

JTIOJATKIB.



ABSTRACT

Explanatory note: 77 pp., 47 figures, 7 tables, 17 sources.

INFORMATION SECURITY, THREATS, VULNERABILITIES, WEB
APPLICATIONS, SECURITY RISKS, ATTACKS, SCANNING, PENETRATION
TESTING.

The object of research is the process of detecting vulnerabilities and protecting
web applications against them.

The subject of the research is methods of testing and detecting vulnerabilities of
web applications.

The purpose of the work is the analysis of the most common types of attacks on
web applications, the analysis of existing methods of testing web applications to
identify vulnerabilities, and recommendations for the protection of web applications.

Research methods — empirical analysis, comparison.

Today, the topic of protecting web applications is relevant, because nowadays
people’s lives cannot be imagined without the use of web applications.

This qualification work analyzes the most common current types of threats and
vulnerabilities of web applications. Methods that allow testing of web applications to
detect possible vulnerabilities are considered. An analysis of modern methods of
protecting web applications has been carried out. Simulations using the Damn
Vulnerable Web Application (DVWA) framework are performed and recommendations
are provided for the use of web application protection methods.
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INTRODUCTION

The security of online systems and applications has become more important
today, since practically everything is connected to the internet. Cybercriminals are
always devising new and sophisticated methods to exploit flaws in online systems and
apps. As a result, people, corporations, and organizations must take preventative actions
to safeguard their internet assets.

The usage of cyber security frameworks is an important way to assuring the
security of online systems and applications. Cyber security frameworks offer companies
with a set of principles, best practices, and standards to strengthen their cyber security
posture. These frameworks assist firms in identifying and mitigating possible security
threats, preventing data breaches, and ensuring regulatory compliance.

The National Institute of Standards and Technology (NIST) Cyber security
Framework is a well-known cyber security framework. This paradigm provides a
flexible, risk-based approach to cyber security risk management. It provides a collection
of principles and procedures that may be used by companies to identify, protect, detect,
respond to, and recover from possible cyber security issues.

Finally, as our dependence on online systems and applications grows, cyber
security has become a critical factor. Cyber security frameworks provide an organized
strategy to detecting and managing possible security risks, maintaining regulatory
compliance, and safeguarding user data from cyber-attacks. To safeguard the security
and privacy of their online assets, organizations must prioritize cyber security and adopt
proactive actions.
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1 ANALYSIS OF MODERN WEB APPLICATIONS SECURITY THREATS AND
VULNERABILITIES

1.1  Overview of modern web application architecture and technologies

When a user accesses a web page, the server responds to the user's request by
sending specified data to the browser. To be more precise, a web client (or user agent)
may ask a web server for web resources or more widely used online documents (such as
HTML, JSON, PDF, and so on). The requested information then materializes after these
simple operations. Following that, a user and a website begin interacting.

o Collect Data Request m
+«—— o «—— o
- Display Results Response \E
Users What user sees Contains App Logic
& interacts with PHP, JavaScript, Python, Java
ML, E5S; Javasaript Web Server 4—:
4_} L} -
Frontend i e
—
File System Database
ITML, CSS, Images MySQL, PostgresSQL,
MariaDB
Backend

Web Application Architecture

Figure 1.1 - Web application simplified architecture

Simplified diagram of web application architecture was shown on Figure 1.1. It
illustrates the overall structure and components of a typical web application. The
diagram showcases the interaction between the user, frontend, and backend
components.

At the left side of the diagram, we have the user, who interacts with the web
application through a user interface, commonly referred to as the frontend. The frontend
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encompasses the visual elements, such as web pages, forms, buttons, and other
interactive elements that users interact with directly. It provides the means for users to
input data, navigate through the application, and view information. For web applications
it is usually built on HTML, CSS and JavaScript based on some kind of frontend
frameworks.

The frontend side communicates with the backend side of the web application,
which handles the processing and management of data and logic behind the scenes. The
backend includes several key components that work together to fulfill user requests and
deliver the desired functionality.

The first component of the backend is the web server, which receives requests
from the frontend and processes them. The web server is responsible for routing the
requests to the appropriate components within the application and generating responses
that are sent back to the frontend. It serves as the intermediary between the user and the
application's functionality.

Connected to the web server, we have the file system, which stores various files
and resources utilized by the web application. This includes HTML, CSS, JavaScript
files, images, and other static assets required for the proper rendering and functioning of
the frontend.

Another integral part of the backend is the database, which serves as a persistent
storage system for the application’'s data. The database stores and organizes structured
information, such as user accounts, configuration settings, and content specific to the
application. It allows for efficient data retrieval, storage, and manipulation, ensuring the
web application can provide dynamic and personalized experiences for users.

Consider the Layers of Web Application Architecture.

Modern web application architecture typically consists of several layers, each
responsible for a specific aspect of the application's functionality.

Here's a simplified overview of the architecture and technologies commonly
used.

1) Presentation layer: This layer handles the user interface and presentation of
the application. It typically consists of HTML, CSS, and JavaScript, which are used to
create the frontend of the application.

2) Application layer: This layer contains the business logic of the application. It
processes user requests, communicates with the database, and generates responses.
Popular programming languages for this layer include Java, Python, Ruby, and Node.js.
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3) Data layer: This layer stores and manages the application’s data. It can include
both SQL and NoSQL databases, such as MySQL, PostgreSQL, Mongo DB, and Redis.

4) API layer: This layer provides a standardized interface for communication
between the frontend and backend of the application. RESTful APIs are Common use to
facilitate this communication.

5) Cloud infrastructure: Many modern web applications are hosted on cloud
infrastructure, such as Amazon Web Services (AWS), Google Cloud Platform (GCP),
or Microsoft Azure. These services provide scalable and reliable infrastructure for
running and managing web applications.

6) Containerization and orchestration tools: Tools like Docker and Kubernetes
are often used to manage and deploy applications in a scalable and portable way.

7) Security: Modern web applications must be designed with security in mind.
Common security measures include authentication and authorization, encryption, and
secure coding practices.

Let’s take a look at the architecture diagram and its components.

oDNS ‘d—b‘ User's browser ‘

IO
Load Balancer ‘ Cloud Storage

o Copy of data

+—>
Database 6
{ ' Web app servers — @
Data
e Caching service L _ o Data warehouse
a “firehouse”
Job -
Queue o
Services
A J
@ Full text search
Job servers service

Figure 1.2 - Web application architecture diagram

Consider the elements of architecture.
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1) DNS (Domain Name System).

DNS, or the Domain Name System, is a critical component of web application
architecture. It serves as a distributed naming system that translates human-readable
domain names into their corresponding IP addresses. The DNS enables users to access
web applications using user-friendly URLSs instead of requiring them to remember
complex IP addresses. It acts as a fundamental building block by resolving domain
names to the IP addresses of web application servers, facilitating the routing of user
requests to the correct destination.

2) Load Balancer.

A Load Balancer plays a crucial role in distributing incoming web application
traffic across multiple servers. Its primary function is to optimize resource utilization,
enhance scalability, and ensure high availability. By intelligently distributing requests
among multiple web application servers, a load balancer prevents any single server from
being overwhelmed, thus improving performance and fault tolerance. Load balancers
use various algorithms to determine how requests are distributed, such as round-robin,
least connection, or weighted round-robin.

3) Web App Servers.

Web application servers are responsible for hosting and executing the code that
drives the web application's logic and functionality. They receive incoming requests
from users and process them by executing the necessary business logic, accessing
databases, and generating responses. Web app servers typically support multiple
programming languages and frameworks, enabling developers to build and deploy
dynamic web applications.

4) Databases.

Databases serve as the central repositories for storing and managing structured
data within web applications. They provide a reliable and scalable way to store user
data, application configurations, content, and other critical information. Databases are
designed to efficiently handle data retrieval, storage, and manipulation operations. They
support query languages like SQL (Structured Query Language) and provide
mechanisms for data integrity, transaction management, and data consistency.

5) Caching Service.

A caching service is an optional component that improves the performance and
responsiveness of web applications. It stores frequently accessed data, such as database
query results or rendered web pages, in a cache. By retrieving data from the cache
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instead of accessing the original data source, the caching service reduces the response
time and the load on the backend systems. Caching services employ strategies like
expiration policies, cache invalidation mechanisms, and intelligent data fetching to
ensure the freshness and consistency of cached data.

6) Job Queue (optional).

A job queue is an optional component used to manage and process asynchronous
tasks within a web application. It allows the decoupling of time-consuming or resource-
intensive tasks from immediate user requests, improving application performance and
responsiveness. The job queue receives tasks or jobs from the application and processes
them asynchronously, often leveraging background workers or distributed computing
resources. Common use cases for job queues include sending emails, generating reports,
and performing batch data processing.

7) Full-Text Search Service (optional).

A full-text search service is an optional component that enhances the search
functionality within web applications. It enables users to search and retrieve relevant
information from large volumes of unstructured or semi-structured textual data. Full-
text search services employ indexing and search algorithms optimized for efficiency and
relevance ranking. They enable features such as fuzzy matching, stemming, and
advanced search capabilities to deliver accurate and fast search results.

8) Services.

Services encompass a broad category of components that offer specific
functionalities or integrations within a web application architecture. Examples of
services include authentication and authorization services, payment gateways, third-
party API integrations, notification services, and messaging services. Services are
designed to provide specialized capabilities that can be utilized across different parts of
a web application, promoting code modularity, reusability, and interoperability.

9) Data Warehouse.

A data warehouse is a component that facilitates the consolidation and analysis of
data from multiple sources within a web application. It provides a centralized repository
where data from various databases and systems can be extracted, transformed, and
loaded for reporting, business intelligence

10) CDN (Content Delivery Network).

A Content Delivery Network (CDN) is an essential component of modern web
application architecture. It is a distributed network of servers strategically located in
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multiple geographic locations worldwide. The primary function of a CDN is to improve
the delivery and performance of web content, such as images, videos, JavaScript files,
and CSS stylesheets, to end users.

Overall, modern web application architecture is designed to be scalable, flexible,
and secure, using a variety of technologies to provide a robust and reliable user
experience.

1.2 Types of modern web application architectures

In addition to traditional architecture, there are several other modern web
application architectures that have gained popularity in recent years. These architectures
offer different approaches to building web applications, each with its own advantages
and use cases. Here are a few examples.

Single-Page Application (SPA) architecture is a type of web application
architecture that focuses on delivering a seamless and interactive user experience by
loading a single HTML page initially and dynamically updating its content without full
page reloads. SPAs rely heavily on client-side rendering and JavaScript frameworks to
handle the application logic and data retrieval.

I Initial GET Request = . nitial GET Request =
: : > - @ E : g =
200, = (02 , =
' ‘.’ ' Form Post ' ‘ ' ' ‘.’ ' AJAK ' ‘
5 : i = g : JSON ——
Client f. % Server Client 4 :! Server
Traditional Page Life Cycle SPA Life Cycle

Figure 1.3 - SPA web application

Microservices architecture is a modular approach where an application is divided
into small, loosely coupled services that are independently deployable. Each service
focuses on a specific business capability and communicates with other services through
APIs. Microservices allow for flexibility, scalability, and independent development and
deployment of different application components.
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Identity
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Figure 1.4 - Microservices architecture of web application

Serverless architecture, also known as Function as a Service (FaaS), allows
developers to focus on writing code without managing the underlying infrastructure. In
this model, applications are built using individual functions or services that are triggered
by specific events or requests. The cloud provider takes care of scaling, managing
resources, and charging based on actual usage, providing a cost-effective and scalable
solution.

Authentication

f'-"] Service A
e - Furchase S
Function ——
AP =
Gateway - =
Search -
Function
-— T =
Database
Web App Purchase Database

Figure 1.5 - Serverless architecture of web application

Progressive Web Applications combine the capabilities of web technologies
with the user experience of native mobile apps. PWAs are designed to be reliable, fast,
and engaging, offering features like offline access, push notifications, and device
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hardware access. They leverage service workers to cache content and enable offline
functionality, providing a seamless experience across different devices and platforms.
One of the key features of PWAs is their ability to work offline or with a poor internet
connection. They use service workers, a script that runs in the background, to cache
essential resources and data. This enables users to access the application and continue
using it even when they are offline, providing a seamless experience.

Local Network
——
Browser T —
Worker
| s—
—
o
——
No longer depend
Cache on Network Connection
=
)
| m—
Server

Figure 1.6 - Progressive Web Applications

Choosing the right web application architecture depends on various factors,
including the nature of your project, scalability requirements, development team's
expertise, timeline, and specific project goals. For example if you anticipate high traffic
or expect the need to handle a large number of concurrent users, architectures like
Microservices or Serverless can provide scalability and auto-scaling capabilities.
Caching mechanisms and Content Delivery Networks (CDNs) can also improve
performance and reduce server load. If it's just a simple website with primarily static
content, a traditional architecture may suffice.

1.3 OWASP risk rating methodology

The OWASP Risk Rating Methodology is a method for determining the severity
of security flaws in web applications. The Open Web Application Security Project
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(OWASP), a non-profit organization dedicated to improving software security,
built it.

The methodology uses a formula that considers the likelihood of exploitation, the
potential impact of the exploit, and the overall severity of the vulnerability. The formula
is as follows:

Risk Rating = Probability x Impact x Severity. (1.1)

Here's an explanation of each of the three components:

Likelihood: The likelihood that the vulnerability will be exploited. It considers
factors such as the ease of exploitation, the level of skill required to exploit the
vulnerability, and the prevalence of the vulnerability in the code base of the application.

Impact: The potential damage caused by an exploit of the vulnerability is referred
to as its impact. It considers factors such as the confidentiality, integrity, and
availability of the data or systems that are vulnerable.

The severity of the vulnerability is determined by factors such as the ease of
detection, the availability of a fix or workaround, and the level of effort required to
exploit the vulnerability.

The resulting risk rating is expressed on a scale of 0 to 25, with 25 being the
highest possible risk rating. Here's a breakdown of the risk rating levels:

- 0 - Informational only;

- 1-3 - Low Risk;

- 4-6 - Medium Risk;

- 7-9 - High Risk;

- 10-25 - Critical Risk.

In example on Figure 1.7, the cells in the table represent the overall risk severity
levels based on the assigned impact and likelihood values. The severity levels can guide
the prioritization of risks, with higher severity risks requiring more immediate attention
and mitigation actions.

The OWASP Risk Rating Methodology is a useful tool for prioritizing security
vulnerabilities and determining which ones require the most urgent attention. By using
this methodology, developers can focus their efforts on fixing the most serious
vulnerabilities first, reducing the overall risk of the web application.
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Overall Risk Severity

HIGH Medium - Critical
MEDIUM Low Medium -
Impact

LOW Note Low Medium
LOW MEDIUM HIGH

Likelihood

Figure 1.7 - Determining overall risk Severity
1.4 Top Security Threats According to the OWASP Security Project

The OWASP Top 10 is a list of the top 10 security threats to online applications.
OWASP Top 10 - 2022, the most recent edition, was launched in 2021 and represents
the increasing threat environment in web application security.

The following ten threats are included in the OWASP Top 10 — 2022.

1) Injection: Injection attacks include introducing malicious code into a web site
via user input, such as SQL, command, or script injection attacks.

2) Broken Authentication and Session Management: This refers to flaws in a
web application's authentication and session management methods, such as weak
passwords, session hijacking, and cross-site scripting (XSS) assaults.

3) Broken Access Control: This refers to flaws in a web application's access
control methods, such as privilege escalation and unauthorized access to sensitive data.

4) XML External Entities (XXE): This refers to vulnerabilities in XML data
processing, such as XML injection and remote code execution.

5) Broken Cryptographic Storage: This refers to flaws in the storage and
security of cryptographic keys, passwords, and other sensitive information, such as
inadequate key management and weak encryption methods.

6) Insufficient Logging & Monitoring: This entails inadequate logging and
monitoring procedures, making it harder to notice and respond to security events.
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7) Cross-Site Scripting (XSS): This refers to vulnerabilities that allow attackers,
such as stored and reflected XSS attacks, to inject malicious scripts onto web pages seen
by other users.

8) Employing Components with Known Vulnerabilities: This entails using
software components with known security flaws, such as obsolete and unsupported
libraries and frameworks.

9) Inadequate Security Configuration: This is caused by incorrectly configured
security settings in the online application, such as open firewall ports, weak passwords,
and untrusted SSL certificates.

10) Improper Error Handling and Exception Management: This concerns the
web application's poor error handling and exception management, such as stack traces
and extensive error messages, which might disclose critical information to attackers.

change  OWASP Top 10 2022 proposal
A1l Injections asis A1l Injections
A2 Broken Authentication asis A2 Broken Authentication
A3 Cross-Site Scripting (XSS) down2 A3 Known Vulnerabilities
A4 Sensitive Data Exposure down2 A4 Insecure Deserialization
Insecure Deserialization
A5 (merged with XXE) up 1 A5 Cross-Site Scripting (XSS)
A6 Broken Access Control down1 A6 Sensitive Data Exposure
A7 Insufficient Logaging & Monitoring down1 A7 Broken Access Control
NEW: Server Side Request Insufficient Logging &
AS Forgery (SSRF) down1i A8 Monitoring
NEW: Server Side Request
A9 Known Vulnerabilities up 6 A9 Forgery (SSRF)
A10 Security Misconfiguration asis A10 Security Misconfiguration

Figure 1.8 - OWASP 2021 VS OWASP 2022

Understanding and addressing these OWASP Top 10 security threats is crucial
for developers, security professionals, and organizations to build robust and secure web
applications. By implementing best practices and applying appropriate security
measures, the risks associated with these threats can be significantly mitigated.

Improving security for the OWASP Top 10 security threats involves
implementing best practices and adopting appropriate security measures. Here are some
suggestions to enhance security for each of the OWASP Top 10 threats.
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1) Injection:

- utilize parameterized queries or prepared statements to prevent SQL injection
and other injection attacks;

- apply input validation and sanitization techniques to filter and validate user
input;

- implement strong input validation rules and enforce strict data type checking.

2) Broken Authentication and Session Management:

- implement secure authentication mechanisms, such as multi-factor
authentication (MFA) and strong password policies;

- use secure session management techniques, such as generating unique session
identifiers, setting secure session cookies, and implementing session expiration;

- protect session data from unauthorized access or tampering by employing
encryption and secure session storage.

3) Broken Access Control:

- implement role-based access control (RBAC) to ensure that users have
appropriate privileges and can access only authorized resources;

- use parameterized access control methods to prevent unauthorized access and
enforce proper authorization checks;

- regularly review and test access control configurations to identify and fix any
mis configurations or vulnerabilities.

4) XML External Entities (XXE):

- disable XML external entity processing unless it is explicitly required;

- implement secure XML parsing libraries that mitigate XXE vulnerabilities;

- validate and sanitize XML input to ensure it does not contain malicious entities
or external references.

5) Broken Cryptographic Storage:

- use strong encryption algorithms and secure hashing methods to protect
sensitive data at rest;

- employ proper key management practices, such as using secure key storage and
rotation mechanisms;

- encrypt sensitive data before storing it in databases or other persistent storage
systems.

6) Insufficient Logging & Monitoring:

- implement comprehensive logging mechanisms that capture relevant security
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events and activities;

- regularly review and analyze logs to detect suspicious or malicious activities;

- set up real-time monitoring and alerts to quickly identify and respond to security
incidents.

7) Cross-Site Scripting (XSS):

- implement input validation and output encoding techniques to sanitize user
input and prevent XSS attacks;

- use security libraries or frameworks that automatically sanitize user input and
escape potentially dangerous characters;

- employ content security policies (CSP) to restrict the execution of untrusted
scripts.

8) Using Components with Known Vulnerabilities:

- regularly update and patch software components to ensure they are free of
known vulnerabilities;

- use software composition analysis tools to identify and manage dependencies
with known security flaws;

- monitor vulnerability databases and subscribe to security alerts to stay informed
about new vulnerabilities.

9) Inadequate Security Configuration:

- follow security best practices and harden the configuration of servers,
frameworks, and web application components;

- disable unnecessary services and features to reduce the attack surface;

- regularly perform security audits and vulnerability assessments to identify and
remediate configuration weaknesses.

10) Improper Error Handling and Exception Management:

- implement custom error messages that provide minimal details and do not
disclose sensitive information;

- utilize centralized exception handling mechanisms to ensure consistent and
secure error handling;

- implement logging and monitoring of error events to detect and respond to
potential security incidents.

It's important to note that addressing these security threats requires a holistic and
proactive approach to web application security. Regular security assessments, secure
coding practices, employee awareness and training, and ongoing monitoring and
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maintenance are essential for maintaining a robust and secure web application
environment.

1.5 Standard 1SO / IEC 27001 A.14.2.8

Standard ISO / IEC 27001 A.14.2.8 is an information security management
standard that specifies the standards for system security testing. The standard requires
companies to execute system security testing on a regular basis to assure the
confidentiality, integrity, and availability of information handled by the system.

The standard addresses a variety of security testing techniques, such as
vulnerability scanning, penetration testing, and code review. Qualified persons or
groups should conduct the testing, and the findings should be documented and analyzed
to identify areas for improvement.

Organizations must also create and execute a security testing policy and method,
which must be evaluated and updated on a regular basis, according to ISO/IEC 27001
A.14.2.8. The purpose of this standard is to guarantee that businesses use a consistent
and effective approach to security testing and that their information security posture is
constantly improved.

The ISO/IEC 27001 A.14.2.8 standard can help firms demonstrate their
commitment to information security while also meeting regulatory and compliance
obligations.
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2. BASIC PENETRATION AND SECURITY TESTING TOOLS AND
TECHNIQUES TO TEST WEB APPLICATIONS

Basic penetration and security testing tools and techniques to test web
applications include:

- scanners for Web Applications: Automated programs that scan web applications
for known vulnerabilities and security concerns such as SQL injection and XSS.
OWASP ZAP, Nessus, and Burp Suite are some web application scanners;

- manual testing involves simulating attacks and evaluating the replies to find
vulnerabilities in the web application. This method enables more in-depth testing,
including checking for vulnerabilities that automated tools may miss;

- fuzz testing is providing huge volumes of random data to the program in order
to uncover any input validation or buffer overflow problems;

- social engineering attacks involve tricking users into disclosing sensitive
information or taking activities that might affect the web application's security;

- log analysis is the process of analyzing log files created by the web application
and it’s supporting systems to discover security events and evaluate the effectiveness of
security measures;

- code Review: Code review is the process of evaluating a web application's
source code to find vulnerabilities and security problems.

These tools and approaches should be used in concert to give a comprehensive
security evaluation of a web application. It is critical to test web apps on a regular basis
to discover and resolve security problems as soon as possible.

2.1 Penetration testing and its role in improving the security of modern web
applications

Penetration testing is the process of evaluating a web application's security by
simulating attacks and attempting to identify vulnerabilities that an attacker could
exploit. It includes a full evaluation of the web application's safety record, which
includes testing for known vulnerabilities, weaknesses in access controls, configuration
Issues, and other issues.
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Penetration testing's primary goal is to identify vulnerabilities in web applications
before they can be exploited by attackers. Organizations can address security risks and
improve the overall security of their web applications by doing so.

Penetration testing can help to improve the security of modern web applications
by:

- identifying vulnerabilities: Penetration testing helps in the identification of
vulnerabilities in web applications that may have gone undetected during regular
security testing, such as vulnerability scanning or code reviews. Penetration testers
employ a variety of techniques and tools to simulate attacks and identify potential
security flaws in applications;

- assessing the impact of security controls: Penetration testing can also be used to
evaluate the efficacy of security controls implemented in a web application, such as
firewalls, access controls, and encryption. Penetration testers can identify flaws in these
controls and make suggestions for improvements;

- prioritizing security risks: Penetration testing can also assist in the prioritization
of security risks based on their severity and potential impact on the web application and
the organization. This enables organizations to focus their resources on the most critical
problems risks first.

Many compliance standards, such as PCI DSS and HIPAA, require penetration
testing to ensure that web applications are secure and meet regulatory requirements.

In conclusion, penetration testing is a critical component of improving the
security of modern web applications. Organizations can address security risks and
prevent potential security incidents by identifying vulnerabilities and assessing the
effectiveness of security controls.

2.2 Penetration testing tools

There are many penetration testing tools available to security professionals to
identify vulnerabilities in web applications. Here are some commonly used tools:

Burp Suite is a web application security testing suite that includes a scanner,
proxy and intruder. Intruder enables security professionals to intercept and modify
HTTP requests and responses, as well as identify and test the effectiveness of security
controls.
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Figure 2.1 - Web application security testing Burp Suite
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Figure 2.2 - Network scanner Nmap
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Nmap is a network scanner that can detect open ports, services, and
vulnerabilities in web applications. It can also perform OS fingerprinting and host
discovery.

Metasploit is a penetration testing framework that includes a database of known
vulnerabilities and exploits. It enables security professionals to test web applications for
known vulnerabilities and to automate the exploitation process.

Figure 2.3 - Penetration testing framework Metasploit

OWASP ZAP is an open-source web application security testing tool that
includes an intercepting proxy, a scanner, and automated vulnerability testing. Based on
the OWASP Top 10 list, it is intended to detect vulnerabilities in web applications.
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Figure 2.4 - Open-source web application security testing tool OWASP ZAP

Nikto is a web application scanner that looks for known vulnerabilities,
misconfigurations, and other security issues on web servers. It is intended to be used in
conjunction with other security tools and provides detailed reports on identified
vulnerabilities.
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Figure 2.5 — Web application scanner Nessus
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Nessus is a vulnerability scanner that can be used to find flaws in web
applications as well as other network devices and systems. It includes a large database
of known vulnerabilities as well as detailed reports on vulnerabilities discovered.

Aircrack-ng is a tool used for wireless network penetration testing, including
testing the security of Wi-Fi networks.
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Figure 2.6 - Tool used for wireless network penetration testing Airckrack-ng

Example of steps for a web application penetration testing.
The following are some steps for a web application penetration testing
engagement:

2.2.1 Reconnaissance

The tester begins by learning about the target online application and the company
that controls it. This might entail looking through the company's website, social media
pages, and other publicly available information regarding the application.

There are various tools that can be used for reconnaissance in a penetration
testing process, here are some common tools.
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1) Shodan: A search engine that allows you to look for internet-connected devices
and systems, as well as information on open ports, services, and vulnerabilities.

2) Recon-ng is an open-source reconnaissance program that automates the
process of acquiring target information such as DNS information, email addresses, and
network topology.

3) The Harvester: A tool for collecting email addresses, subdomains, and other
information about a target from search engines, social networks, and other publicly
available sources.

4) Maltego is a graphical application for visualizing and analyzing complicated
networks, such as social networks, DNS information, and other sources of target
information.

5) OSINT Framework: A complete set of open-source intelligence (OSINT) tools
and resources for reconnaissance and various phases of penetration testing.

2.2.2 Mapping

The tester maps out the various areas of the program and identifies any access
points, such as login pages, user profile pages, and forms, using tools.

Many tools are available for mapping during a web application penetration testing
engagement.

1) Burp Suite: Burp Suite is a comprehensive web application security testing
toolkit. It comes with a mapping tool that lets you crawl a website and map out all its
pages and forms.

2) Nmap is a network scanner that can be used to map all the many ports and
services that are operating on a web server. This can be useful for detecting services that
utilize non-standard ports or are vulnerable to attack.

3) Sglmap: SQL map is a tool for automating the detection and exploitation of
SQL injection vulnerabilities. It may be used to diagram the various tables and columns
in a database.

4) OWASP ZAP: The OWASP ZAP web application security scanner is free and
open source. It contains a spider that can explore a website and map out all the different
pages, which may be utilized for mapping the web application.

Google Dork is a search phrase that may be used to locate categories of material
on the internet. It may be used to locate sensitive material on the internet, such as login
sites, backups, or test pages.
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2.2.3 Attack simulation

The tester uses a variety of tools and techniques to attempt to attack known
application vulnerabilities such as SQL injection and cross-site scripting (XSS). In
addition, the tester will employ automated techniques to identify any new
vulnerabilities.

An example of steps for a web application penetration testing engagement could
be as follows:

- Metasploit is a framework for creating and running exploit code. It may be used
to carry out a variety of attacks, including remote code execution and privilege
escalation;

- OWASP ZAP: The OWASP ZAP web application security scanner is free and
open source. It may be used to do both automatic and manual web application
vulnerability scans;

- Vega: Vega is an online vulnerability scanner that can detect a wide range of
vulnerabilities, including XSS and SQL injection;

- w3af: w3af is a web application attack and audit framework that may be used to
detect and exploit many sorts of vulnerabilities, such as XSS and SQL injection.

2.2.4 Evaluation

The tester examines the attack simulation findings to assess the implications of
any discovered vulnerabilities, such as the potential to access sensitive data or take
control of the program. In addition, the tester will assess the effectiveness of the
application's security safeguards.

During a web application penetration testing engagement, various tools can be
used to evaluate the impact of vulnerabilities that have been identified. Some popular
tools include:

- Metasploit. By executing exploit code, Metasploit may be used to assess the
effect of vulnerabilities. This allows you to test the application's response to various
forms of assaults to evaluate the possible effect of a vulnerability;

- Nessus. Nessus is a vulnerability scanner that may be used to do automated
vulnerability assessments to assess the impact of vulnerabilities. It may offer specific
information about the found vulnerabilities, including the possible effect of each issue;
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- Nmap. Nmap may be used to assess the impact of vulnerabilities by mapping
out the many ports and services that are active on a web server. This can be useful for
detecting services that utilize non-standard ports or are vulnerable to attack.

2.2.5 Reporting

The tester will then write a report that details the vulnerabilities discovered, their
effect, and suggestions for remedy. This report will subsequently be delivered to the
entity in charge of the online application.

It is crucial to remember that the testing process may include additional phases or
be more detailed depending on the size, complexity, and security needs of the
application. Furthermore, testing should be done ethically and legally with the website's
consent.

2.3 Limitations of penetration testing

Penetration testing (PT) is one of the most widely used techniques for identifying
vulnerabilities in networks and systems.

However, the effectiveness of PT as a security assessment method is limited by
several factors, such as the complexity of network infrastructure, the expertise of the
tester, and the scope of the test. Paper [9] presents a survey and analysis of the
limitations of PT in network security, based on a review of the relevant literature. The
paper identifies six major limitations of PT: 1 - limited scope of testing, 2 - dependence
on manual techniques, 3 - lack of visibility into the underlying system, 4 - insufficient
knowledge of attacker techniques, 5 - limited ability to detect zero-day vulnerabilities,
and 6 - the dynamic nature of the threat landscape.

The paper [9] discusses each of these limitations in detail and proposes some
possible solutions to address them.

1) Limited testing scope: PT has limitations in terms of testing scope since it is
unable to protect all potential attack scenarios and vulnerabilities.

2) Reliance on manual techniques: Physical therapy is heavily reliant on manual
techniques, which can result in errors and errors in the testing process.

3) Lack of visibility into the underlying system: Because PT has limited visibility
into the underlying system, false positives and false negatives can occur.
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4) Inadequate knowledge of attacker techniques: PT testers may have little actual
knowledge of attacker techniques, limiting their ability to identify vulnerabilities.

5) Restricted ability to detect zero-day vulnerabilities: PT may be limited in its
ability to detect zero-day vulnerabilities, which are vulnerabilities that are unknown to
the public because there are no patches or fixes available.

6) The threat landscape's dynamic nature: The threat landscape is constantly
evolving, making it difficult for PT to keep up with the latest threats and vulnerabilities.
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3 RESEARCH OF WEB APPLICATION PENETRATION TESTING AND
SECURITY

3.1 Penetration testing and Web Application Security research based on the
DVWA platform

DVWA (Damn Vulnerable Web Application) is a web application that is
intentionally designed to be vulnerable to various types of attacks. It is commonly used

as a training tool for learning about web application security.
Here are some of the vulnerabilities that can be found in the DVWA lab.

3.1.1 Brute Force attack simulation
This vulnerability occurs when an attacker can use automated tools to guess a

user's password by trying different combinations of characters.
Here an example of a brute force attack.
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Figure 3.1 - Intercepting in burp suite



36

Any requests made from our browser will be intercepted by the proxy server if
interceptor is enabled. The request can then be inspected, modified, dropped, or
forwarded.
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Figure 3.2 - Send it to intruder

Change the attack type to a Cluster bomb by clicking on the "Intruder" tab now,
click the clear button and enter only the username and password.
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(3) Payload sets
You can define one or mare payload sets. The number of payload sets depends on the sttack type defined in the Positions tab. Various payload fypes are available for each payload set, and each payload type can be customized in
different ways.

Payload set: | 1 ~ Payload count: 9

Payload type: | Simple list ~ Request count: 8

(2) Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.
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(3) Payload processing

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled Rule
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Figure 3.3 - Setting the payloads
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Navigate to the Payloads tab in the Intruder tab. Fill in the blank field with some
possible usernames.
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7 Accept-Encoding: gzip, deflace
4 Accept-Language: fr-FR,fr;q=D.9,en-US;q=0.8,en;q=0.7
% Cookie: PHPSESSID=apni&Svmvin79ednfahlkgsf3k0; security=low
10 Connection: close
11
12
@@ €| | Searc 0 matches
Finished
Figure 3.4 - Brute force attack
Attack  Save  Columns 2. Intruder attack of http://192.168.121.128:1335 - Temporary attack - Not saved to project file - x
Results  Positions  Paloads  Resourcepool  Settings
Filter: Showing all items ‘@
Request Payload Status  Emor Timeout  Length Comment
0 200 4666
1 pass 200 886
2 123 200 86
3 123456 200 4866
4 passwa 200 4666
5 admin 200 4666
5 password 200 4704
7 admin123 200 4666
8 admin123456 200 86
9 adminadmin 200 4666
Request  Response
Pretty Raw Hex Render Wno=
7 <form action="#" method="GET">
Username: <br />
75 <input type='text® name='username’>
<br />
80 Fassword: <br />
81 <input type='password” AUTOCOMPLETE="off’ name="password">
<br />
8z <br />
a3 <input type="submit' value="Login' name="Login's
24
as </form>
0¢ <>
Welcome to the password protected area admin
<sv>
<img sre="/hackable/users/admin. jpg" />
27 </fdiv>
28
89 <hI>
More Information
</hI>
90 <ul>
@fé} € > 0 matches
Finished

Figure 3.5 - Response for the password
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The user is now logged in. As a result, the attack was successful.

Vulnerability: Brute Force = Dam: X 18 FoxyProxy Standard - Chrome

Non 5e I A00 1L 322
< X A 192.168.121.128:1335

B Gmal » YouTube 4 Maps

e Vulnerability: Brute Force

Instructions LOgin
Setup / Reset DB
Username:
|
Password:
Command Injection ‘ [ ]
CSRF
File Inclusion
» Welcome to the password protected area admin
File Upload
Insecure CAPTCHA ¥ 1
1
SQL Injection |
SQL Injection (Blind) | w
XS5 (DOW) More Information
X3S (Reflected) .
EESI
CSP Bypass
JavaScript

DVWA Security

nun |

‘ Login ‘

Figure 3.6 - Password Set

Problems brought on by Brute Force Attack:

- To gain access to the account, the attacker can use a variety of username and
password combinations;

- if the attacker obtains the username and password, the personal data can be
obtained.

The following recommendations can be made to reduce the impact of attacks:

- use Secure Passwords;

- make use of CAPTCHAs;

- implement Two-Factor Authentication (2FA);

- rename the default username ‘admin' and replace it with a strong username.

3.1.2 Simulating SQL Malicious Code Injection

This is a vulnerability where an attacker can inject malicious SQL code into a
web application's input fields. This can lead to unauthorized access to the application's
database or the ability to execute arbitrary SQL commands.
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We are now going to perform a manual SQL Injection attack on the DVWA page
to obtain information about the database and the information that it contains regarding

the column headings, to work out where the user information is sitting.

Step 1.
Click on the Tab for SQL Injection.

J Vulnerability: SQL Injection z Dar % +

&

B Gmai

C A Nonsécurisé

» YouTube (4 Maps

192.168.121.128

Home

[nstructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecura CAPTCHA
Sl
SQL Injection (Blind)
Weak Session IDs
XS5 (DOM)

XS5 (Reflected)

XS5 (Stored)

CSP Bypass
JavaScript

DVWA Security

LN A |

Vulnerability: SQL Injection

User |D:| H Submit |

More Information

Figure 3.7 - Screenshot DVWA SQL Injection

Now we'll enter some specifics.



Step 2.

A space for entering a User ID appears. Let's start with some basic credentials.
User ID: 2.

J Vulnerability: SOL Injection z Dar X+

= C A Nonsécurisé | 192.168.121.128

H Omal » YouTube JA Maps

Home Vulnerability: SQL Injection

Instructions
Setup / Reset DB User D | Submit |

Brute Force F1r: name: Gordan
Command Injection surrere: rewe
CSRF

File Inclusion More Information
File Upload

Insecure CAPTCHA
Sibjcin

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

X85 (Reflected)

X85 (Stored)

CSP Bypass

JavaScript

DVWA Security

LT A |

Figure 3.8 - DVWA SQL Injection ID results

You will be given the following information. First name: Gordon. Brown is a
surname.

Step 3

If we type (3) into the User ID Field.



¢J Vulnerability: SOL Injection z Dar X 4

= C ANo isé | 192.168.121.128

B Gmal » YouTube [4 Maps

Home Vulnerability: SQL Injection

Instructions
Setup | Reset DB User ID: || Submit |

ID: 3

Brute Force I;-ir"st name: Hack
Surnams: Me
Command Injection :

e
Filelncision | More Information
SQinjecion |

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

DVWA Security

Figure 3.9 - DVWA SQL Injection ID results

We see results of: ID: 3. First Name: Hack. Surname: Me.

We will move onto more advanced SQL terms now to work out the columns.

If we type into the User ID Field and click Submit: 3.

() 2168121128 5 wlnerbl X

€3 (A Nonséoursé | 101621128

M Omal > Youlube A Maps

You have an error 1n your SQL syntax; check the manual that correspands to your MarialB server version for the right syntax to use near '3t Line 1

Figure 3.10 - DVWA error screen
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This error message is a good sign because it indicates that this website is
vulnerable to SQL Injection.

Step 4

If we type into the User ID Field and click Submit: 3” and 1=1 #

3 Vulnerability: SQL Injection : Dar X +

sé | 192.168.121.128

s Vulnerability: SQL Injection

Instructions
Setup / Reset DB User ID: | || Submit |

Brute Force E;mi,-?e :iack
Command Injection surnane: e
oL
Filelnclusion | More Information
T .

Insocuro CAPTCHA |
 SQinjecion |

$QL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

DVWA Security

L. |

Figure 3.11 - DVWA SQL Injection results

A. Based on always true value.

We can find all the data in the database by using a value that will always be true.
'1'="1" or '2'="2" are examples of always true values. So, it will look like this in a query.

Now if we type into the User ID Field: a' OR '1'="1'

SELECT first _name, 1last name FROM users WHERE wuser_id =
'<anything>' OR <always true value>

For the example, I’'m going to replace <anything> with €‘a’ and <always
true value> with ‘1°="1"



SELECT first_name,
OR "1'="1

«J Vulnerability: SOL Injection : Dar X +

& | 192.168.121.128

last _name
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FROM users WHERE user_id = 'a’

Home

Instructions
Setup [ Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload

Insecure CAPTCHA
EIT
SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)

XSS§ (Stored)

CSP Bypass
JavaScript

DVWA Security

Vulnerability: SQL Injection

User ID: ‘

|| submit |

ID: a" OR '1°="1
First name: admin

a" OR '1'="1
First name: Gordon
Surnams: Brown

ID: a' OR '1°="1
First name: Hack

a" OR '1'="1
First name: Pablo
Surnamz: Picasso

More Information

Figure 3.12 - DVWA SQL Injection results

As we can see, it shows ID, first name, and surname for all IDs in database.

B. Union-based.

Attackers can use the Union clause to execute additional Select queries and add
the results to the original query. It can be used to retrieve information from other tables.

However, you must ensure that:

Each query gives the same number of columns.
Each column's data types must be compatible across queries.
I will attempt to look up the columns in the Users table. To accomplish this, | will

assign '' and '1'='1"

UNION CONCAT (table_name,©0x@a,column_name)

FROM information_schema.columns SELECT null WHERE table name =
‘users' #to variable $id, resulting in the following query:



$query =

user_id

and

"SELECT first_name,
I1I=I1I

CONCAT(table_name,©x0a,column_name)

information_schema.

J Vulnerability: SQL Injection zDar X +

€ C A Nonséc
M

Gmail

urisé | 192.168.121.128

» YouTube [4 Maps

Home

Instructions
Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA
SiLijecion__|

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

DVWA Security |

Figure 3.13 - Result of the query execution

columns WHERE table name =

Vulnerability: SQL Injection

UNION

UserlD[|[5ubma]

1D: ' UNION SELECT null,
First name:
surname: users
first_name

="1" UNION SELECT null,

o4

="1" UNION SELECT null,

r5

First nam

="1" UNION SELECT null,

="1" UNION SELECT null,

iy

Surname: users

CONCA

CONCA

CONCA

CONCA

CONCA

CAT(t

T(t

T(t

T(t

T(t

T(t

able_name,@x@a,column

able_name,8x@a, co

able_name,0x0a, co

able_name,@x@a, co

able_name,@x8a, co

able_name,8xda, co

Tumn

Lumn

Lumn

Lumn

Lumn

_neme) FROM informatiop schema

_name) FROM informatiop_schema

_name) FROM informatiop_schema

_name) FROM informatiop_schema

_name) FROM informatiop_schema.

_name) FROM informatiop schema

-columns

-columns

.columns

.columns

-columns

It shows that Users table have 10 columns: user_id (the

first_name,

last name,

user,

passwonrd,

avatar,

columns

44

last name FROM users WHERE
SELECT

null,
FROM

‘users' #';";

WHERE table name = ‘users' #

WHERE table_name = ‘users' #

WHERE table_name = ‘users' #

WHERE table_name = ‘users' #

WHERE table_name = 'users' #

WHERE table name = 'users' #

identifier),
last login,

failed login, CURRENT_CONNECTIONS, and TOTAL_ CONNECTIONS.
Then we'll try to get all users' user_id, first_name, last _name, user,

password, avatar, last login, and failed login. | separate the data into
two CONCAT clauses. The first CONCAT contains the following values: user_id,

first _name,

last _name,

user,

and password, while the second CONCAT

contains the following values: avatar, last_login, and failed_login. The query that was
run is shown below:
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$query = "SELECT first_name, last _name FROM users WHERE

user_id =

""'or "1'="1" UNION SELECT

CONCAT (user_id,0x0a,first name,0x0a,last name,0x0a,user,0x0a,pas
sword) ,CONCAT (avatar,0x0a,last_login,0x0a,failed _login) FROM

users #';";

& Vulnerability: SQL Injection :Dar X +

& C A Non

& Gmail » YouTube

sécurisé | 192.168.121.126:1335/vulnerabilities/sali/2id=5%27+0r+%271%27%3D%271%27+

A Maps

ctions
I Reset DB

EEN
EEEEE
[
iclusion

pload

ure CAPTCHA
plocton_____|
njection (Blind)
Session IDs

DOM)

Reflected)

Stored)

Jypass

icript

\ Security

nfo

t
I

We can even get the users' passwords from the data above, which is
sensitive and should not be exposed.
How Can SQL Injection Be Avoided?

User ID | Submit

1' UNION SELECT

' UNION SELECT COl

UNION SELECT CONCAT(user_id,ex@a,first_name,@x@a, last_nam

UNION SELECT COl

' UNION SELECT CONCAT(user_id,exa,first_name,@x@a,last_nam

"='1' UNION SELECT CONCAT(user_id,ex@s,first_name,@x9a,last_nam

CONCAT(user_id,@xgs, first_name,@x2a,last_nam

N SELECT CONCAT(user_id,@x@a,first_name,@xda,last_nam

Figure 3.14 - The result of the query

assuord) , CONCAT (avatar,

assuword) , CONCAT (avatar.

assword) , CONCAT (avatar,

assword) , CONCAT (avatar

assword) , CONCAT(avatar,

assword) , CONCAT (avatar

assword) , CONCAT (avatar

298,

,0x03

20x8,

@203

10x0,

@203

,8x02

2, last_login,@xea,

,last_login,Bxda

a, Last_login,@xda,

,last_login,exea

a, Last_login,@x@a,

,1last_login,oxea

,last_login,@xea

£

ni

£

B

£

B

B

ailed_login)

ailed login)

ailed login)

ailed_login)

ailed login)

ailed_login)

ailed_login)

extremely

Check to see if the input is numeric IDs in databases, are typically integers. We
can check the input type and ignore the input if it is not an integer to avoid additional

commands in the inputs. We can use the code below to accomplish this.

if(is_numeric($id))

As a result of query execution, ensure that there is only one record.
The web form actually requires users to enter only one user ID in order for it to
return the corresponding data. However, the attacks allow attackers to run a query that
returns information for more, if not all, user IDs. To avoid this vulnerability, we can use

LIMIT.
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$query = "SELECT first_name, last _name FROM users WHERE
user_id = '$id"' LIMIT 1;

I've also read that there are more secure code fixes, such as:

Using prepared statements in conjunction with parameterized queries. When we
use prepared statements, an attacker cannot change the query's intent. If an attacker
enters tom' or '1'="1, the parameterized query will look for a username that matches the
string tom' or '1'="1.

Using previously saved procedures. SQL statements with parameters are also
used, but the SQL code for a stored procedure is defined and saved in the database.

Validation of allow-list input. This validation ensures that only valid user input is
used.

To summarize, we learned about SQL injection, source code with low level
security, and examples of attacks caused by low level security in source code, and how
to improve the code’s security.

3.1.3 Modeling XSS Cross-Site Scripting

This vulnerability occurs when an attacker can inject malicious code into a web
page that is viewed by other users. This can be used to steal sensitive information or to
perform actions on behalf of the victim.

DOM Based Cross Site Scripting (XSS).

T Vulnerability: DOM Based Cross Site Scripting (XSS)

T
Setup / Reset DB Please choose a language:
[English_v [ Seleet |
BruteForce | =
EEEEE More Information
E
File Inclusion .
[Insecure CAPTCHA |
Weak Session IDs
[xssom |

XSS (Reflected)

XSS (Stored) |

Figure 3.15 - DOM BASED XSS
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Watch the URL after pressing the "Select" button. The parameter
"default=English" was used. Changing the select box sets the default parameter. What
happens if we change the default parameter to something else, such as "Soufiane"?

¢J Vulnerability: DOM Based C +

< G A No s€ | 192.168.121.128
M

Gmail » YouTube [4 Maps

Moo Vulnerability: DOM Based Cross Site Scripting (XSS)

Instructions
Setup / Reset DB Please choose a language:

[Soufiane v | Select |
Brute Force
Commandlnjection | More Information

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

Weak Session IDs
[xssioow |
ESEEE—
ESES—
EEE—
EE=T

DVWA Security

Figure 3.16 - Default parameter changes

Let's now add our own JavaScript to the request param, something simple like an
array.

alert “<script>alert(“Houston, we have a
problem!!”)</script>”:



J Vulnerability: DOM Ba: +

C A No 192.168.121.128

» YouTube [ Maps

i Vulnerability: DOM Based Cross Site Scripting (XSS)

Instructions |
Setup / Reset DB Please choose a language

|“.-DSCscript%3Ealen{%EZ%ECI%ECHnuston%2C%2Dwe%2(}have°’n2Da%zﬂprnblemH%EZ%SO%SD)%SC".-DEFscript%BE V|
Brute Force ‘ | Select |

Command Injection

CSRF More Information

File Inclusion .

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

Weak Session IDs
[xssioom____
ST
ESEET

DVWA Security

Figure 3.17 - XSS script

We discovered that the site is vulnerable to XSS. Let's use this script to get the
cookie.

“¢script>alert(document.cookie)</script>”

&) Vulnerability: DOM Based Cross = X +

> A MNon sécuri 192.168.121.128

» YouTube IA Maps

Figure 3.18 - Get the cookie with script



Reflected Cross Site Scripting (XSS).

The exploit's goal is to make the page execute arbitrary code, allowing the
attacker to steal cookies or perform malicious activities using browser exploitation tools

such as Beef.

If the website executes our code, in this case, a simple alert popup, we can

consider the level passed.

At this level, we can see an input text field into which we can type a name.
To find out if it's a vulnerable field, we can insert some custom HTML and see if

the tags are filtered in any way.
Let's give it a shot with this input:

«

<hl>Soufiane</h1l>

J Vulnerability: Reflected

C Al

For further confirmation by pressing CTRL+U, we can see the source code.

x

+

192.168.121.128

Home

Instructions
Setup / Reset DB

Brute Force

Command Injection ‘

Vulnerability: Reflected Cross Site Scripting (XSS)

‘What's your name? ‘

|[ Submit |

Hello .
soufiane

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)
Weak Session IDs

XSS (DOM)
XSS (Roflected) |
EEE
CsPBypass |
Javascript |

DVWA Security

More Information

Figure 3.19 - H1 input result
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) Vulnerability: Reflected Cross Site X ¢J view-source:192.168.121.128:132 x

C AN sé | vie .168.121.128:1335

» YouTube & Maps

ite Scripting (XS5)</h1>

Hello <h1>soufiane</h1></pre

More Information

Scripting (X5S)</a>

Figure 3.20 - Source Code

| simply selected the code of interest, and everything we wrote is reflected on the
page without any elaboration. It's obviously a good candidate for our heist! We can try
to submit this script this time.

2 Vulnerability: Reflected Cross Sit: X €3 view-source:192.168.121.128:13.
& C AN sé | 192.168.121.128:1335/vulne

& Gmail *  YouTubs A M
e ouiihe A e 192.168.121.128:1335 indique

You have been hacked!

i Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions.
Setup / Reset DB What's your name? l:| Submit |

Hello
Brute Force
CSRF More Information
SQL Injection (Blind)
XSS (DOM)
XSS (Reflected) |

XSS (Stored)
CSP Bypass
JavaScript

DVWA Security

Figure 3.21 - The alert popup



Stored Cross Site Scripting (XSS).

3 Vulnerability: Stored

< C A Ne
=

Gmail » YouTube @& Maps

Home
Instructions
Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SAL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)
EEE
csPBypass |
Javaseript |

DVWA Security

ree:192.168.121.128:13

x +

Vulnerability: Stored Cross Site Scripting (XSS)

Name * [ |

Messags - ‘
|

Sign Guestbook |[ Clear Guestbook

Name: test
Message: This is a test comment

More Information

Figure 3.22 - DVWA XSS STORED PAGE

So, we can try to type just the basic exploit into the textbox “Message”.

Let’s write:

<script>alert('You

have been hacked!');</script>

Weah Seiaass Dh
X5 gDeDaly

5P Bypass.

Vulnerability: Stored Cross Site Scripting (X55)

Sign Gursboos  (Oear Cussbonh

More Information

Figure 3.23 - The alert popup
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When we reload the page, the alert popup remains because the script is stored in a
guestbook comment; this is the real difference with Reflected XSS.

To protect against all types of XSS (Cross-Site Scripting) attacks, you can follow
these general guidelines:

- input Validation and Sanitization: Ensure that all user input, including data
entered in Arabic or any other language, is properly validated and sanitized. Implement
server-side input validation to reject or sanitize any input that contains suspicious or
malicious characters;

- output Encoding: Properly encode and sanitize all dynamic data that is
displayed on web pages. Use output encoding techniques specific to the context where
the data is being used (HTML, URL, JavaScript, etc.). This helps prevent malicious
scripts from being executed when the data is rendered.

Content Security Policy (CSP): Implement a Content Security Policy that defines
the allowed sources of content on your website. This policy can restrict the execution of
scripts from unauthorized sources and help mitigate XSS attacks.

Contextual Output Filtering: Apply context-specific output filtering to prevent
any user-supplied data from being treated as executable code. Validate and filter user-
generated content based on the expected format and context of its usage.

Use Security Libraries and Frameworks: Utilize security libraries or frameworks
that provide built-in protection against XSS attacks. These tools often include automatic
output encoding, input validation, and other security features.

Regular Security Updates: Keep your web application and server software up to
date with the latest security patches and updates. This helps address any known
vulnerabilities that could be exploited by attackers.

Security Testing: Conduct regular security testing, including penetration testing
and vulnerability assessments, to identify and remediate any XSS vulnerabilities in your
application.

User Education: Educate your users about the risks of XSS attacks and encourage
safe browsing habits. Teach them to be cautious about clicking on suspicious links,
downloading files from untrusted sources, and sharing sensitive information.

By implementing these measures, you can significantly reduce the risk of XSS
attacks and enhance the security of a web application.
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3.1.4 Cross-Site Request Forgery attack

Cross-Site Request Forgery (CSRF), also known as XSRF attacks or "one-click
attacks,”" are common vulnerabilities in web applications. This is a type of malicious
exploitation where an attacker tricks a user into unknowingly performing unwanted
actions on a targeted web application. The attacker forges requests in the context of the
victim, skillfully leveraging the trust between the user and the target website.

The process of a CSRF attack can be divided into several steps:

- user Authentication: The user logs into a legitimate website and receives an
authentication token;

- crafting Malicious Request: The attacker creates a malicious website or injects
malicious code into a legitimate website visited by the victim;

- deceiving the User: The malicious code triggers a request to the legitimate
website, using the user's authentication token;

- unauthorized Action: The legitimate website, assuming the request is legitimate,
performs the action requested by the attacker.

Let’s consider example of such attack, with diagram is depicted on Figure 3.24.

Vulnerable Malicious
Browser Website Website
https://a/ https://b/
I | I
1 |

A POST /login/ 1

(@ Cookie: session=ABC

@ GET /kittens/

@ Form & JavaScript

<form name="F" action="https://a/status" method="POST">
<input name="message" wvalue="Visit https://b/kitten/">

</ form>

<script>docnment.?,snbmir(){/sﬁriptb

N

(® create Status

-

& POST /status/

Cookie: session=ABC

message=Visit https://b/kittens/

Figure 3.24 - Example of CSRF attack
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The attack consists of several steps.

1) User enters your website at https://a.

2) A session cookie is returned from your server.

3) The user is tricked into accessing a website that the attacker controls, such as
https://b/kittens/. Who can blame the user for not enjoying Kittens?

4) The website of the attacker returns a form with the action https://a/status/ and
some JavaScript that submits the form automatically.

5) JavaScript is run by the user's browser, and the form is POSTed to your server.
This post request is authorized since it includes the user's session cookies.

6) The spam message created by the attacker is included in the POST request that
IS sent to your server. It creates a status with the spam message and has no means of
knowing that it wasn't triggered by the user.

Let’s use the DVWA application to simulate a simple CSRF attack.

First of all we navigate to the CSRF attack vulnerable page example which
contains the form for Changing Password.

Vulnerability: Cross Site Request Forgery (CSRF) :: Damn Vulnerable Web Application (D... @ ® 0

“® Connecting... ix |\ &
€ / 127.0.0.1 erabilit - v X irch » | =
5] Most Visited ¥ “Offensive Security '\Kali Linux ~\\.Kali Docs '\Kali Tools !!Exploit—DB »

Home .~ Vulnerability: Cross Site Rq

Instructions ‘

Change your admin password:
Setup / Reset DB |

New password:
(L L L L X ]

Brute Force |

Command Injection | Confirm new password:.
LA L L LA Ll

File Inclusion | Change

Fila | Inlaad |

Figure 3.25 - CSRF attack vulnerable page example
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We need to check the HTTP request that this form will send to the server side
after we fill all the fields and press the Change button. For example we can use the Burp
Suite tool to see the data on request.

Burp Suite Free Edition v1.6.32

Burp Intruder Repeater Window Help

Intruder I Repeater T Sequencer T Decoder T Comparer I Extender T Options T Alerts
Target Prox Spider Scanner

_[ Interces T HTTP history TWebSockets history T Options ]

|#) Request to http://127.0.0.1:80

| Forward J | Drop | ( Intercept is on | | Action Comment this item td [:J

_[ Raw T Params T Headers T Hex ]
ET /dvwa/vulnerabilities/csrf/?password_new=password&password_conf=password&Change=Change ] A
p

TTP7L.1
Host: 127.0.0.1

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:38.0) Gecko/20100101 Firefox/38.0 Iceweasel/38.7.1
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/dvwa/vulnerabilities/csrf/

Cookie: security=low; PHPSESSID=qjbib481920b7tk6&br86h40186

Connection: close

Figure 3.26 - Using to check request data

As you can see, in this simple example our form uses a GET request to the
server side with all needed parameters. In this case we don't even need to create a
duplicate false password change page - our password information was included in
the GET request. All we need to do is create a link and force users to click it.
Figure 3.27 shows how we created an HTML page with this fake link, and Figure
4 shows how this page will look like.

href="http://127.0.0,1/dvwa/vulnerabilities/csrf/7password new=1

YOU WON THE LOTTERY., CLICK ON HERE TO WITHDRAW MONEY. </a>

Figure 3.27 - Fake link for CSRF attack
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Vulnerability: Cross S... X /| CSRF PoC x | &

€ 9| @127.0.0.1/finalhtml

[Most Visited v [llOffensive Security "\ Kali Linux W Kali Docs "\ Kali Tools nExplcit-DB ‘Alrcrack-ng

YOU WON THE LOTTERY. CLICK ON HERE TO WITHDRAW MONEY.

Figure 3.28 - Fake page for CSRF attack

Now, if our victim clicks the link:
http://127.0.0.1/dvwa/vulnerabilities/csrf/?password new=12345&password conf=123

45&Change=Change
A CSRF attack will take place and successfully change password to “12345”.

fiame . Vulnerability: Cross Site Request Forgery

Instructions I

Setup / Reset DB |

Change your admin password:

New password:
\

Brute Force

Confirm new password:
\

Command Injection

File Upload
Insecure CAPTCHA

I Password Changed. I

|
|
\
File Inclusion | | Change |
l
|

Figure 3.29 - CSRF attack successfully changed password

To protect a website from Cross-Site Request Forgery (CSRF) attacks, there are
several effective countermeasures that can be implemented.

1) Use Anti-CSRF Tokens: Implement the use of anti-CSRF tokens, also known
as synchronizer tokens, within your web application. These tokens are unique values
generated for each user session and are included in forms or requests. They help
validate that the request originates from a legitimate source by comparing the token sent
with the token stored on the server.

2) SameSite Cookie Attribute: Set the SameSite attribute on cookies to restrict
their cross-site usage. By setting the SameSite attribute to "Strict" or "Lax," you can
prevent cookies from being sent in cross-site requests, effectively mitigating the risk of
CSREF attacks.


http://127.0.0.1/dvwa/vulnerabilities/csrf/?password_new=12345&password_conf=12345&Change=Change
http://127.0.0.1/dvwa/vulnerabilities/csrf/?password_new=12345&password_conf=12345&Change=Change
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3) Check Referer Header: Verify the Referer header of incoming requests to
ensure they originate from your own website. Although the Referer header can be
manipulated, it can still provide an additional layer of protection against CSRF attacks.

4) Implement Double-Submit Cookie: Generate and set a random CSRF token as
a cookie value during user authentication. Then, include the same token in form
submissions or request headers. Upon receiving a request, compare the token in the
cookie with the token in the request to verify its legitimacy.

5) Limit Privileges and Actions: Assign appropriate privileges and access levels
to users. Restrict or validate sensitive actions that can be performed, especially those
with potential security implications, to prevent unauthorized changes.

6) CAPTCHA Challenges: Implement CAPTCHA challenges for critical or
sensitive actions to ensure user involvement in the process. CAPTCHAS require human
interaction, making it difficult for automated CSRF attacks to succeed.

7) Time-Limited Tokens: Set an expiration time for anti-CSRF tokens to limit
their validity. This prevents attackers from reusing or replaying tokens obtained from
previous sessions.

8) Educate Users: Educate your users about the risks of CSRF attacks and
encourage them to be cautious when clicking on links or submitting forms on unfamiliar
websites. Awareness helps users recognize potential threats and take appropriate
actions.

9) Security Testing: Regularly conduct security testing, including vulnerability
assessments and penetration testing, to identify and address any potential vulnerabilities
within your web application.

Implementing a combination of these countermeasures significantly reduces the
risk of CSRF attacks. However, it is important to note that there is no one-size-fits-all
solution, and the specific implementation may vary based on the technology stack and
requirements of your web application.

3.2 The Importance of Needing Risk Research for Penetration Testing of Web
Applications

Risk is defined as the multiplication of the probability of an undesirable event
occurring and its consequences.
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The risk assessment methodology allows you to assess the potential consequences
and the likelihood of exploitation of each vulnerability detected by the scanner or during
penetration testing. This helps determine how severe the vulnerabilities are and what
security measures need to be taken.

Since we still need to understand how risky what the scanner found, let's use
modified OWASP methodologies for quantitative risk assessment.

Risk analysis is a process that assesses, manages, and communicates risk
information to aid decision-making. Risk assessment entails identifying and quantifying
the risks of adverse situations (or hazards or threats) by determining all likelihoods of
their causes and the severity of their consequences. The risk measures obtained can help
with cost-benefit analysis for resource planning to prevent, eliminate, or mitigate these
undesirable situations. These are risk management activities. Many risk assessment
techniques exist (e.g., FMEA, HAZOP (Hazard and Operatability), FTA (Fault Tree
Analysis) (Haimes, 2004), but they have primarily been applied to hardware rather than
software artwork. Risks associated with software (or software risks) are those that take
into account the unintended consequences of software behavior in the system in which
the software is used.

Security and safety are two related perspectives on risk-acceptance value
judgments. Security is concerned with the protection of asset ownership and privacy,
while safety is more concerned with the protection of human lives and environments,
factors that cannot be easily quantified.

Some assets in web applications are also examples, such as trust and a company's
reputation. As opposed to safety, sources of security threats include both malicious
(e.g., deliberate attack, code injection) and non-malicious (e.g., natural disaster, human
error, software system failure) actions that may result in a security breach.

Security attacks, whether planned or unplanned, can originate from both internal
and external threats, depending on the degree of asset exposure and the system's
vulnerability to attack. A system's vulnerability refers to a weakness (i.e., a specific
attribute/environment) that makes a system more vulnerable to attack or increases the
likelihood of an attack succeeding.

Vulnerabilities that are exploited can jeopardize security.

In finance, risks are estimated in terms of annualized loss expectancy (ALE),
which is a product of the annual rate of occurrence and single loss anticipation. The
former represents probability, while the latter represents long-term consequences. Risks
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are estimated in security risk analysis using adapted ALE formulae. The basic
probability factors are related to the degrees of exposure, vulnerabilities, and threats,
while the basic consequence factors are measured by asset values. In order the security
risk of a given threat/adverse action can be roughly estimated by:

Risk = threat x exposure x vulnerability x severity, (3.1)

where threat measures the threat likelihood.

The first three contribute to probability measures, while the last one measures its
outcome. We omit threat in this paper because it is easily integrated into our analysis at
a later stage of the design. While the ALE concept is effective in general financial and
security risks, it may not be applicable in cases such as terrorist attacks, which are rare
Or may never occur.

3.3 Methodology for quantitative risk assessment

Quantitative risk assessment methodologies, such as the ALE-based approach,
provide useful mechanisms for risk ranking in risk management decision-making.
However, they are frequently corrected for producing results that are too general
(statistical-like) to be useful for specific decision-making, as well as producing results
that are insufficiently credible due to their reliance on subjective value assignments.

The proposed methodology [10] has two goals: first - to estimate security risks of
a web-based software system based on its early design configuration, and second - to
estimate probability measures more objectively. The latter is accomplished using
heuristics based on relevant design attributes (more on this later). Because web
applications typically have multiple architectural layers and trust boundaries, our risk
methodology must include relevant attributes from multiple design levels (e.g.,
component, network, and hardware platforms).

The methodology consists of several main stages.

Inputs: Software design, hardware deployment design, likelihood of each
scenario. Let sk be the likelihood of scenario k.

Outputs: Security risks of a system to be built and security risks of each
component.
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1) Determine interaction rates in each scenario: For each use case, for each
scenario k, for any two components i and j, compute lijx = njjx / Ni, where Iy is an
interaction rate from i to j in k, njj is the number of interactions from i to j in k, and Nj
is the number of all interactions out of i in k.

2) Determine transition rates in all scenarios: Construct a dependency graph of
components where component transitions are based on interaction rates from all
scenarios. Let tj be a transition rate from components i to j. Then t; = Y% Sk lij.
Normalize t;; so that a total sum of transition rates from each component is one.

3) Estimate component vulnerability: By using hardware deployment,
determine Vi, an estimated vulnerability ratio of component i. Note that a total sum of
vulnerability ratios over all system components is one.

4) Combine likelihood estimates: Determine probability of security breach of
each component by identifying all access paths to the component. For each path,
estimate the likelihood by using the transition rates (t;’s) and vulnerability ratios (Vi’s)
of components along the path. Combine the likelihoods obtained for each alternative
path to the component.

5) Severity Analysis: Determine severity of each adverse action in each
component. Categorize the severity and select the worst case in each component.

6) Compute security risks: for each component and the overall system using
results obtained from 4) and 5).

A software design and a hardware deployment design are required as inputs to the
methodology. We assume that the software design is expressed in terms of an extended
activity or workflow diagram, in which the software components of web applications
and use case actors, as well as activities in use cases, are represented. All use cases,
each of which may have one or more scenarios, are included in the software design.

The hardware deployment design describes hardware platforms such as a host or
server, their attributes (such as services and operating environments), and network
attributes (such as IP addresses for network configuration and LAN, WAN, or DMZ
connectivity). This information is used by security scanning tools to identify
vulnerabilities in each host in the system. The hardware deployment plan also specifies
which software components will be used or run on which hosts.

As illustrated in methodology, the first two steps employ software design
characteristics as heuristic measures of risk probability factors.

Step 1 computes interaction rates among software components based on the
design workflow for each scenario. For the sake of simplicity, we assume that each
outgoing interaction from the same component occurs equally likely (appropriate
weights can be applied when insights into interaction likelihoods are available).
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Step 2 creates a graph with nodes representing software components. Transition
rates among components are calculated by combining interaction rates from each
scenario while accounting for scenario likelihoods. In the context of security risk,
scenario likelihoods are heuristic measures of the probabilities of potential threats (e.g.,
when scenarios include adverse actions), whereas interaction rates are heuristic
measures that partially measure degrees of component exposure.

Step 3 employs hardware deployment design characteristics as a heuristic
measure of an additional probability factor of security risk. We begin by identifying
each host's vulnerability sources. A table lookup procedure on publicly available
vulnerability databases for vulnerability sources based on relevant host and network
attributes (e.g., IP addresses, services) can be used to accomplish this. Apache
Chunked-Code software on web servers, Windows XP SP2 and JRE 1.4.2 for running
JAVA programs on application servers, and Oracle and TNS Listener software on
database servers are examples of vulnerability sources. When the hardware platforms to
be deployed are already operational, scanning tools can easily identify such
vulnerabilities and their sources.

The following step is to assess the vulnerabilities of each software component.
Each component may necessitate the use of one or more hosts. A component running on
one application server, for example, may need to query data on another database server.
We can determine all hosts required by each component based on the deployment
design. Let Hi represent a collection of hosts required by software component i, and vh
represent a collection of vulnerabilities in host h. Several vulnerabilities, vi, and their
normalization to a vulnerability ratio, for component i Vi are calculated as follows:

Vi = 2 vy and V; = vl-/zvl- (3.2)

heH; i

Here, vulnerability ratios of software components are heuristic measures of
security risk likelihood factors. The more vulnerable a software component is, the more
likely it is that the system's security will be jeopardized.

Step 4 combines all the probability factors obtained in Steps 2) and 3) to estimate
the likelihood of each component being attacked (or experiencing a security breach).
This likelihood is interpreted here as the possibility of a component under investigation
being the first to be attacked in the system. As a result, all components and links along
the path to the component are secure (not vulnerable to attack and not exploited).
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The likelihood of a node being secured is calculated by subtracting its exposure
degree, which is calculated as its weaknesses (i.e., vulnerability ratio), from one.

Figure 3.30 - Likelihoods of security breach in components

This step is illustrated in Figure 3.30 by a small example of a dependency graph
with nodes S, A, and B.

B, C, and D are software design components. A double-lined arrow indicates that
S is a software system execution entry point. Every component and transition are each
annotated with a vulnerability ratio (in bold) and a transition rate. As shown in Figure
3.30, the vulnerability ratio of S determines its likelihood of breaching security. The
probability of A being attacked (via S —A) is calculated by dividing its probability of
being reached without attacks (i.e., S being secured and S transiting to A) by its
exposure factor (weaknesses)

The former is determined by the probabilities of S being secured and S transiting
to A, whereas the latter is determined by A's vulnerability ratio. As a result, the
probability of A being attacked is estimated (1-0,3)x0,2x0,1 = 0.014.

Similarly, the probability of a security breach in B is 0.224. The chance of C
being attacked is calculated by adding the chances of C being attacked viaS — A — C
(ie, (1-03)x02x(1-0.1)x1x0.1=0.0126)and viaS — B — C (i.e., (1 - 0.3) x
0.8x(1-0.4)x0.1x0.1=0.00336)

This results in 0.01596.

In general, the estimated probability along an access path is analogous to the
Bayes Rule-based propagation of probabilistic effects in a Bayesian network (Pearl,
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1997) [10]. The transition rate functions similarly to the conditional probability of a
destination being attacked given the presence of a source. We do not explicitly represent
access privilege for the sake of clarity. We assume that any activity within the same
component can be accessed equally. However, not every component deployed by the
same host is equally accessible.

We also presume that network connections between hosts are not vulnerable.
Such flaws are easily accommodated in our proposed approach. Because all probability
factors (transition rate, vulnerability ratio) have a maximum value of one, the longer the
path to a component is, the more difficult it is to attack (i.e., its chance of being attacked
decreases). We consider the maximum likelihood that can be obtained for a path that
contains cycles. As a result, the heuristic function we use to estimate likelihoods is
intuitive in security contexts.

Step 5 in methodology estimates the consequences of each adverse action in each
software component using methods similar to HAZOP (Hazard and Operability) or
FMEA (Failure Mode and Effect Analysis). We will concentrate on probability
estimation in this work. As a result, we use a standard severity analysis technique to
categorize and quantify component consequences in accordance with security standards
(1SO, 2002). We can estimate the security risks of each component of the system being
designed by using the maximum severity obtained in each component.

We estimate the likelihood of a system to safely terminate by multiplying the
likelihood of a system to safely terminate by a vulnerability ratio of overall system
components and the system severity.

We estimate system severity by taking most severity categories of system
components.

3.4 Web Application Risk Research

3.4.1 Web Application Design

A web-based material requirements planning (MRP) system accepts product
orders from customers via the B2B web front and performs material requirements
planning. The system's goal is to respond quickly and effectively to changing
requirements to minimize production and product delivery delays. The system updates
orders automatically and predicts daily planned orders, which can be replaced by a
manager.
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The daily planned orders are delivered to a job shop, which simulates real-time
scheduling and production. Meanwhile, the system determines the materials needed for
the daily planned orders and sends raw material orders to appropriate suppliers. The job
shop simulator sends finished parts/products to the MRP system, where the manager can
change some initial parameters (e.g., lead time, lot size) for scheduling production plans
to meet customer order requirements. A supplier can view the status of a material order
and acknowledge receipt of the order.

MRP, MPS (Master Production Schedule), BOM (Bill of Material), JOB (Job
shop simulator), CI (Customer Interface), MI (Manager Interface), and Sl (Supplier
Interface) are the seven software components that comprise the web application design.
MRP validates logins, records product orders, and bills customers. MPS generates an
appropriate daily production plan based on a given product demand (for example, a
customer order) and other input parameters. The specifics of MPS are outside the scope
of this paper. BOM determines the parts needed for each product to be manufactured
and sends raw material orders to suppliers.

JOB is a job shop component that simulates real-time manufacturing plant
scheduling and production.

Web interfaces for various users are made possible by CI, Ml, and SI.

To concentrate our illustration on risk methodology, we simplify a B2B process
by assuming that all payments between a customer and a manufacturer, or a
manufacturer and a supplier, are made offline. To make our analysis approach more
understandable, we present the workflow in three use cases, each with one scenario:
customer orders products, manager adjusts demands/requirements, and supplier
acknowledges material order are the three use cases. We assume that the likelihood of
each scenario occurring is 0.4, 0.2, and 0.4, respectively.

Figure 3.31 depicts a workflow diagram of a process for handling product orders
from customers. We assume customers have established business relationships with the
manufacturing enterprise, so MRP is only available to these customers. Customers and
suppliers must thus login through a web front. The workflow begins with a dark circle
and concludes with a white circle.
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Figure 3.31 - Workflow diagram of a customer use case.
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It depicts both sequential (via the directed link) and concurrent (via the double
bar) activity among various components. For example, after determining the parts
needed for product production, the BOM sends the results to the job shop to simulate
product order production while concurrently placing raw material orders with
appropriate suppliers. The workflow diagram is expanded to include software
components that are in charge of the functions/executions of these activities. The
components are depicted in the figure as oval shapes on the right. The arrows
connecting the components represent their interactions.

The second component of the design is a hardware deployment strategy. Figure
3.32 depicts the required hardware platform design. The MRP system, like many web

applications, has a three-tier architecture. The presentation layer necessitates the use of

a web server, W. There are three application servers in the business logic layer: Al, A2,
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and A3. Finally, a data layer employs four database servers: D1 - D4, each of which
facilitates data retrieval from various databases, as shown at the bottom of the figure.
The servers/hosts are linked via LAN, with a firewall separating the web server W, and
the three application servers' LAN access.

The deployment plan annotates each server with software components that rely
on its services, which appear in the form of a square box on top of each server. As
shown in Figure 3.32, a manager can log in remotely to MRP via M, both of which are
hosted on application server A1. MRP and MI enable him to monitor production status
and adjust product demand. MRP must retrieve password data because it is also in
charge of login validation. As a result, unlike other application servers, A1 must be
linked to D1. The analysis for assessing security risks associated with each of these
software components from a given design is described in the following section.

Manager
s
iu D o ] D1
s = — = _‘ )
Customer Al O
MPS, BOM D2
ln_ CI, SI || —
S = -
Int: N e
emet = I D3
Supplier —
W
Iu/ Web Server
Eiii::‘;:i-TE,,, || -— L] D4
Client |D1: Password Data A3

Servers |D2: Product Info, Production Plan
D3: Customer & Supplier Info
D4: Product and Material orders
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Figure 3.32 - Hardware architecture and deployment plan.

3.4.2 Security risk assessment

The proposed risk methodology begins with calculating interaction rates for each
scenario of the web application design. As illustrated in Figure 3.33, MRP has one
interaction with MPS but four interactions with it (two from MRP to a terminal state,
one to CI, and one to MPS). As shown in table 3.1, the interaction rate from MRP to
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MPS is 1/4. M1 represents component interaction rates obtained from a "customer
orders product” scenario, where T is a workflow terminal state. Tables 3.2 and 3.3
represent M2 and M3 about the interaction rates in the manager and supplier scenarios,
respectively.

Table 3.1 - M1 represents component interaction rates obtained from a «customer
orders product» scenario

M1 Cl MRP MPS BOM JOB T
Cl 0 3/4 0 0 0 1/4
MRP 1/4 0 1/4 0 0 1/2
MPS 0 0 0 1 0 0
BOM 0 0 0 0 1/2 1/2
JOB 0 1 0 0 0 0

Table 3.2 — M2 represents component
«manager» scenario

interaction rates obtained from a

M2 MI MRP MPS BOM JOB T
Mi 0 2/3 0 0 0 1/3
MRP 1/3 0 1/3 0 0 1/3
MPS 0 0 0 1 0 0
BOM 0 0 0 0 1/2 1/2
JOB 0 1 0 0 0 0

Table 3.3 — M3 represents component interaction rates obtained from a «supplier»

scenario
M3 SI MRP BOM T
Sl 0 1/2 1/2 0
MRP 1/2 0 0 1/2
BOM 0 0 0 1
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Step 2 creates a software component dependency graph. As shown in Figure 1,
we compute a transition rate for each pair of components using the corresponding
interaction rates obtained from each scenario (M1, M2, and M3) and a given likelihood
of each scenario.

Determine hardware platform vulnerabilities from a given deployment plan
shown in Figure 3.32 in Step 3 by using a scanning tool (if the systems required host
and network configurations are already in place) or a table lookup procedure to public
vulnerability databases. Table 3.4 displays the vulnerability sources and counts on our
application deployment plan. As previously stated, the table lookup for vulnerability
sources is based on the software and environments required on each host to provide
their services.

Table 3.4 - Vulnerabilities from hardware deployment plan

Host | Vulnerability Sources Count
W | Apache -Chunk ,PHP 4.2 2

Al |Jboss ,JRE 1.4.2,Windows, Tomcat -3.2.1 4

A2 | Jboss ,JRE 1.4.2,Windows 3

A3 | Telnetd 1

D1 | Oracle , TNS Listener 2

D2 | Oracle ,TNS Listener 2

D3 | Oracle ,TNS Listener 2

D4 | Oracle ,TNS Listener 2

Next, we determine the host services required by the component to calculate its
vulnerability ratio, Vi. The customer interface, CI, for example, requires the web server
W for login and ordering products, as well as query retrievals of product information
from the database D2 for browsing. Table 3.5 summarizes the results for other
components that yielded similar results. The number of vulnerabilities associated with
each component is shown in the second to last column. This is calculated by totaling the
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number of vulnerabilities in each of the hosts required by the component. The final

column displays vulnerability ratios, with an overall system vulnerability ratio of one.

Table 3.5 - Component demands and vulnerability ratios

W|AL| A2 | A3 | D1 | D2 | D3| D4 | #Vuls | Vi

Cl 1 1 4 0.09
Sl 1 1 1 6 0.14
MI 1 1 1 8 0.2
MRP 1 1 1 1 1 10 0.23
MPS 1 1 1 7 0.16
BOM 1 1 1 7 0.16
JOB 1 1 0.02

Figure 3.33 represents the resulting graph from Step 2), with annotated transition
rates and vulnerability ratios (in bold), heuristic estimates of the design components'
vulnerability. We assume that the system has no vulnerability at the starting point S (a
solid circle) but has a vulnerability ratio of one at the terminating point T (a white

circle).
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Figure 3.33 - A dependency graph of software components

Step 4 uses the approach described in Figure 3.30 to determine the likelihoods of
attacks on (or security breaches in) each component. For example, the probability of CI
being attacked (via S — CI) is 1 x 0.4 x 0.09 = 0.036. It should be noted that the path to
CI from MRP (via S — CI — MRP — CI) is ignored because it produces a lower
likelihood and thus does not produce the desired worst case. The probability of MRP
being attacked is calculated as the sum of the probabilities of MRP being reached from
Cl, MI, SI, and JOB, i.e., 0.06+0.02+0.04+0.01= 0.14. The first row of Table 3.7
contains a summary of component security breach likelihoods. In Step 5, we estimate
the consequences of adverse actions in each component by categorizing them into five
groups: CT (catastrophic: 0.95), CR (critical: 0.75), MG (marginal: 0.5), and MN
(minor: 0.25) (1SO, 2002). Table 3.6 shows the estimated severity for each component.
We can calculate the risk of each component by taking the maximum severity obtained
in each component and applying standard quantification to it, as shown in Table 3.7.
MRP is the most dangerous component, with 34.31% risk, while MI is the least
dangerous, with 2.64% risk.



Table 3.6 - Severity analysis of the web application design

SW units Malicious actions Consequences Severity
Cl change product order order unverified MN
increase access level increase vulnerabilities CR
MRP change product order incorrect charge ,plan MG
change demands over /under stock MG
change charges lose profits CT
access customer info lose financial info CT
access product info lose product info MG
MPS change schedule incorrect plans CR
access product info lose product info MG
access supplier info lose supplier info MG
BOM change parts incorrect product plan CR
increase access level increase vulnerabilities MG
access product info lose product info MG
access supplier info lose supplier info MG
JOB change finished time late delivery ,lose cust . MG
access product info lose product info MG
MI change prod .status wrong update MN
increase access level increase vulnerabilities MN
Sl increase access level increase vulnerabilities MG
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The overall system risk is calculated by multiplying the likelihood of reaching the
terminating point, T, with its vulnerability and severity. In this case, we'll use CR,
which is a severity category for most of all components. Table 3.4 shows that the
overall system's security risk is about 50%, which can be used as a baseline to compare
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with alternatives. These risks provide relative measures to aid decision-making on
security options from various designs.

Table 3.7 - Risk analysis results
Cl Sl Ml MRP |MPS |BOM |JOB |T

Likelihoods [0.04 |[0.06 [(0.04 |[0.14 |[0.07 (0.08 |[0.13 [0.665

Severity 0.75 |05 (025 095 |[0.75 |0.75 [0.5 0.75

Risk 0.08 |0.03 |0.01 |0.13 (005 |0.06 [0.07 [0.499

Total Risk, |7.13 |[7.39 |2.64 |3431 |[14.51|16.77 |17.25
%

3.5 Analysis of the results of modeling attacks on Web Applications

Penetration testing research is an essential procedure that may assist in
identifying and correcting security flaws in online applications. Installing an exploratory
web application for this purpose can be a difficult task, but certain procedures must be
taken to guarantee that the testing is successful, efficient, and ethical.

The first stage is to specify the scope and goals of the penetration testing
investigation. This will assist guide the web application's development and deployment,
as well as the testing technique. The scope may, for example, be confined to specific
sections of the web application, such as the login system or payment processing, or it
may comprise the whole web site. The goals may include finding typical vulnerabilities
such as SQL injection or cross-site scripting, or testing for specific threats that the web
application is likely to face.

After defining the scope and objectives, the following step is to select an
appropriate platform for hosting the web application. Depending on the demands of the
study, this might be a cloud service provider, a virtual private server, or a physical
server. It is critical to verify that the platform fulfills the web application's technical
needs, such as the programming language and database system employed.

The online application should be built using a penetration-testing-friendly
framework, such as OWASP ZAP or Burp Suite. These frameworks provide automated
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tools for testing web applications and identifying possible vulnerabilities in a systematic
manner. Moreover, the online application should be setup to emulate actual
circumstances such as user authentication, session management, and input validation
that the web application may experience in production. This will make the testing
process more realistic and aid in the identification of possible vulnerabilities that may
be overlooked in a simpler setting.

After developing and configuring the web application, it should be deployed and
made available to the testing team. Configuring firewalls, DNS settings, or other
network settings to allow external access to the web application may be required. The
testing procedure may begin once the web application is accessible. A range of tools
and techniques, including as vulnerability scanning, exploitation, and manual testing,
should be used to accomplish the testing. All discoveries should be documented and
prioritized according to their seriousness and possible effect.

Lastly, any vulnerabilities discovered throughout the testing process should be
addressed and validated as repaired. Further testing should be performed to confirm that
the web application is secure and satisfies the study objectives.

While doing penetration testing research, it is critical to comply to industry best
practices and ethical norms. Obtaining sufficient authority and informed consent,
ensuring confidentiality and privacy, and minimizing harm to the target system or data
are all part of this. You may assist guarantee that your exploratory web application is
successful and ethical in detecting and fixing security risks by following these
principles and using a methodical approach.



74

CONCLUSION

The importance of web application security cannot be overstated in today's digital
age. With online applications being used for everything from personal banking to e-
commerce to social networking, the risks of cyber threats are high.

A number of techniques are used to improve the security of web applications.
Penetration testing is a valuable tool for identifying web application vulnerabilities.
Penetration testing can help organizations prioritize remediation efforts, avoid costly
data breaches, and ensure the security and privacy of user data.

In addition to penetration testing, organizations can also take other measures to
improve web application security. For example, implementing a strong authentication
system, such as two-factor authentication, can help prevent unauthorized access. Using
encryption to protect sensitive data can also help improve security. Regular software
updates and patching can also reduce the risk of attacks. Moreover, education and
training are essential in ensuring web application security. Regular security awareness
training can also help employees stay up to date with the latest trends and best practices
in web application security.

In this work the architecture of web applications was analyzed. The architecture
of a web application usually consists of a front-end built with HTML, CSS and
JavaScript and a back-end that consists of a web server, file storage, and a database. In
addition to a web server, this can also be DNS, a load balancer, Content Delivery
Network, various additional services, etc. From the analysis of this architecture, it
follows that protecting a web application is not a trivial task and requires a complicated
complex solution.

The analysis of the main vulnerabilities of web applications was carried out based
on international standards and using well known Penetration Testing tools.

To estimate the security level of web applications, in the first phase it is proposed
to perform penetration testing.

Based on the Damn Vulnerable Web Application (DVWA) platform, a real
simulation of the 4 most dangerous types of attacks was performed: Brute Force, SQL
injection, XSS and CSRF attacks.
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The obtained Results of Penetration Testing can be used to assess the resistance
of a web application to certain types of attacks and for the subsequent development of
recommendations for protection against them.

In the second part of the work, a quantitative assessment of the security risks of
the components and the entire web application was carried out for one example using
the modified OWASP risk rating methodology.

The calculation results can be used to develop protection for individual software
components of a web application, as well as recommendations for securing the entire
web application.

The MRP (Material Requirements Planning) component is subject to the greatest
risk in the considered example of web application, the risk is the highest and amounts to
34.31%, and the risk of damage to the MI (Manager Interface) component is the
smallest and amounts to 2.64%. It follows that the protection of the MRP component
requires the most attention.

The risk for the entire application was about 50%. This result may not satisfy web
application users. To increase the security level of the entire application, we should use
the results of risk calculations of individual components to determine the most
vulnerable application components. We have three of them: JOB, BOM (Build of
Material) and MPS (Master Production Schedule).
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