92 SCIENCES OF EUROPE # 15 (15), 2017 | TECHNICAL SCIENCES
NMOPIBHANBbHUN AHANI3 EQEKTUBHOCTI METOAIB 5
BbYAOBYBAHHA LM®PPOBUX BOAAHUX 3HAKIB B BIAEODPAUIIN

Illocmax H.B.

Xapxigcokuil HaYioHATbHUU YHiBepcumem padioereKmpoHiKu
Acmpaxanyee A.A.

Xapxiscokuti HayioHanbHULlL YHigepcumem paodioereKmpoHiKi, 00yeHm
Pomanvko C.B.

Xapxigcokuil HayioHAIbHUU YHiBepcumem padioereKmpoHiKu

Xapxie

COMPARATIVE ANALYSIS OF EFFECTIVENESS VIDEO
WATERMARKING TECHNIQUES

Shostak N.
Kharkiv National University of Radioelectronics

Astrakhantsev A.
Kharkiv National University of Radioelectronics, docent

Romanko S.
Kharkiv National University of Radioelectronics
Kharkiv

AHOTALIA

BOynoByBaHHs IM(POBUX BOJSHUX 3HAKIB B BiJIEO € FOJIOBHUM PILICHHSIM MHUTaHHS aBTeHTH)IKALIT 1 yrpas-
JIHHS TpaBaMu Ha iH(opMauito npeacTaBieHy B udpoBoMy Burisiai. CTIiHKICTh 10 3MiHM (opMaTy i Iymy 1o-
3BOJISIE 3aXUCTUTH Bi/ICO BiJl OCHOBHUX THUIIIB aTaK 3 00Ky 3JJOBMHCHHKIB. 3allpOIOHOBaHO HOBHUiT MeTO]] BOYIOBY-
BanHs LIB3 B Bizieo Ha OCHOBI BeHBJIET-NIEPETBOPEHb Ta Teopii KogyBaHHs. Llell MeTo] Mae Taki mepeBaru sik
Kpallly CMyT'y MpOIYyCKaHHsI, CTiiKicTh Ta 3HaueHHs MSE cepes iCHYyrOUHMX METO/IB i TIOPIBHSIHO BEIHKY LIBH]I-
KiCTh BOYIOBYBaHHS.

ABSTRACT

Video watermarking is a main solution for authority and digital rights management. Resistance to change the
format and noise allows to protect the video against basic types of attacks by malicious parties. A new method of
embedding watermarking in video based on wavelet transform and error-coding theory is proposed. The proposed
method has the advantages like a bandwidth, resistance and the MSE value over existing methods and has

comparable speed of embedding.

Koarouosi ciioBa: merpuka, PSNR, aBTenTHdikaliis, Bizeo, creranorpadis, NpornyckHa 3aTHICTb.
Keywords: metric, PSNR, authentication, video, steganography, capacity.

Introduction

The digital revolution has changed the paradigm
of multimedia distribution. High quality copies of digi-
tal data are produced and distributed through the inter-
net by exploiting recent network and software technol-
ogies. A broad range of application achieved for video
such as video broad casting, video conferencing, DVD,
video on-demand and high definition TV which has
made a security issues, videos can be tampered, forged
or altered easily. lllegal acts such as tampering, forging
and altering violates the copyright and the security in
respect with cases of authentication. Security tech-
niques that are based on cryptography only provide as-
surances for data confidentiality, authenticity, and in-
tegrity during data transmission through a public chan-
nel such as transmission through an open network.
However, such security techniques do not provide pro-
tection against unauthorized copying or transmitting of
illegal materials. This leads to the need for digital wa-
termarking technologies providing detection for copy-
righted materials and content authentication.

Steganography is one of the techniques used for
secure transmission of secret information. The secret
information is concealed in a carrier and transmitted.
Basically digital watermarking involves embedding
copyright marks and other information such as origin,
ownership and destination within digital images, video,
audio and other multimedia objects [1][2].

In video steganography a video clip can be a car-
rier. A video stream consists of many images and audio
frames. All these frames can be used to hide the secret
information, so, any image or audio steganography
techniques can be used with video steganography too.

1 Watermarking Requirements

The trade off between the watermarking require-
ments can make the effectiveness of each approach.
The relative importance of each requirement is some-
what application dependent. In copyright protection the
need to retrieve watermark (independent form the im-
age) focus on robustness among the requirements for
this application, but in authentication the criteria
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changes as the goal is to discriminate between mali-
cious and non-malicious attacks and localization of
tampered area [3].

The fundamental characteristics for effective wa-
termark are as follows:

- Robustness. The watermark should endure all
geometric distortions and attacks, even after processing
the signal. Optimal watermarking bears watermark de-
portation attacks and distortions which are categorized
under malignant attacks. Watermarking level depends
upon specific applications. Improvement in security
techniques will also embellish the robustness of the al-
gorithm.

- Imperceptibility and Fidelity. Watermarked
image should resemble the original input image. The
observer must not identify the embedded watermark.
Active watermarking should endure high fidelity level.
Distortion level exhibited during embedding phase
should not exceed the maximal range.

- Speed. Emerging trends in high accelerating
hardware made speed as least requirement in water-
marking. In cost effective devices main consideration
is about less weight and simple watermarking algo-
rithms.

- Capacity. The amount of embedded infor-
mation must be large enough to uniquely identify the
owner of the video. Capacity refers to a maximum num-
ber of bits are allowed to embed in a cover media. In
video watermarking capacity is not a high priority re-
quirement due to the nature of cover object which is big
size. The size of the watermark depends on the applica-
tion which determines the type of watermark data and
embedding policy.

2 Quality measurements

To quantify the magnitude of the distortion of the
original video file it is usually used such parameters
that are described below [4].

The mean square error (MSE). The MSE has been
the basis for image quality measure. Usually, one of the
images (the original) is assumed to contain no distor-
tions while the other image is contaminated by noise or
some other kind of error. MSE for video files is a meas-
ure of the dispersion of pixel values of original image
and stegoimage (quantity of distortion of original im-
age). The MSE is calculated for each frame of the video
file separately. MSE video will be the arithmetic aver-
age MSE of the frames that can be seen from the fol-
lowing formula:
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where: V — the value of the pixel of original im-
age;

Vo the value of the pixel of stego image;

M — the number of times of the frame;

N — the number of columns of the frame.

Peak Signal to Noise Ratio (PSNR). PSNR is the
ratio of the maximum possible pixel value and the

power (magnitude) distortion, which is caused by em-
bedding of the watermark [5]. Due to the fact that the
amount of distortion you can imagine using the meas-
ure MSE, PSNR can be calculated with the MSE using
the following formula:
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where MAX — the maximum value of the pixel.

PSNR and MSE are calculated for each frame of
the video file separately.

Structural Similarity (SSIM). The SSIM is a re-
cently proposed image fidelity measure which has
proved highly effective in measuring the fidelity of sig-
nals. SSIM approach was originally motivated by the
observation that natural images have highly structured
signals with strong neighborhood dependencies. These
dependencies carry useful information about the struc-
tures of the objects in the visual scene.

The SSIM index is a full reference metric; in other
words, the measuring of image quality based on an ini-
tial uncompressed or distortion-free image as reference
[6]. SSIM is designed to improve on traditional meth-
ods like peak signal-to-noise ratio (PSNR) and mean
squared error (MSE), which have proven to be incon-
sistent with human eye perception.
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The first component in equation above is the cor-
relation coefficient between x and y. It measures the de-
gree of correlation between x and y. Its dynamic range
is [1, 1] and the best value 1 is obtained when ;i is
linear with respectto xj foralli=1, 2, ...,Ni.e.yi= ax
+b.

The second component has a value range of [0, 1].
It measures the mean luminance between x. It equals 1

ifand only if X =Y.
The third component measures the similarity of

the contrast between x and y. Its range is also [0, 1],
where the best value is 1. This occurs only when
o,=0,.

Capacity. The number of bits of the hidden mes-
sage that can be transferred by the method in a fixed-
size image.

Write time. Time that is needed for embedding
hidden message into video.

Read Time. Time that is needed for detecting hid-
den message from video.

3 Embedding methods

A large number of data hiding techniques in digital
images existing now. They can be divided into 3 main
groups based on the domain that the watermark is em-
bedded, they are spatial domain, frequency domain and
MPEG coding structure based. Most of the proposed
video watermarking scheme based on the techniques of
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the image watermarking and applied to raw video or the
compressed video.

The method of replacing the least significant bits
(LSB - least significant bit) is the most common among
the methods change in spatial region. Least significant
bit image carries the least information, and in most
cases people are not able to see it change. So it can be
used for embedding information by replacing the least
significant bits of pixels in the image bits of the secret
message.

One of the most common methods currently hid-
ing sensitive information in the frequency domain im-
age is the replacement method relative magnitudes of
the coefficients of the discrete cosine transform (DCT),
which is described E. Koch and J. Zhao[7]. To use the
method of replacement frequency coefficients, the
video should be viewed as a sequence of frames. Each
frame is treated as an independent image, and the wa-
termark is embedded in each frame.

During the research it was suggested the following
modified method:

- asan area of embedding it was chosen the side
diagonal of the matrix of DCT;

- added the ability to embed up to 4 bits of wa-
termark in each block of DCT. In each block it is se-
lected up to 4 pairs of distinct elements of the DCT ma-
trix and in each of these pairs of bits is embedded DCT.

- implemented normalization of block after the
inverse DCT. Normalization is to detect values out of
range, and bringing these values to the value of the
nearest range boundary.

- added error-correction coding of Hamming
code.

Characteristics of resistance to certain attacks of
modified method can be improved by using Hamming
codes. Hamming codes are probably one of the most
famous codes that smokerise. Hamming codes allow to
correct single error (error in one bit) and find a double
error. To implement this algorithm it was used Ham-
ming codes (7,4). This means that four bits of water-
mark were coded by seven bits of code. In this code,

four bits would be informative, and three in control
group.

To encode the information it is necessary to gen-
erate sequence of seven bits. Control bits would be
items where the indices are degrees of 2, that is, the in-
dexes 1, 2, 4. In other elements of the sequence infor-
mation is recorded.

Another possible domain for watermark embed-
ding is that of the wavelet domain. The DWT (Discrete
Wavelet Transform) separates an image into a lower
resolution approximation image (LL) as well as hori-
zontal (HL), vertical (LH) and diagonal (HH) detail
components. The process can then be repeated to com-
putes multiple “’scale” wavelet decomposition, as in the
2 scale wavelet transform. One of the most straightfor-
ward techniques is to use a similar embedding tech-
nique to that used in the DCT. One of the many ad-
vantages over the wavelet transform is that that it is be-
lieved to more accurately model aspects of the HVS as
compared to the FFT or DCT. This allows us to use
higher energy watermarks in regions that the HVS is
known to be less sensitive to, such as the high resolu-
tion detail bands (LH, HL, HH). Embedding water-
marks in these regions allow us to increase the robust-
ness of our watermark, at little to no additional impact
on image quality.

4 Comparative analysis

For the research it was used such methods: the
method of replacing the least significant bits, the
method of replacement frequency coefficients (Koch-
Zhao) and method of Discrete Wavelet Transform
(DWT). Also these methods have been implemented
using Hamming codes, Koch-Zhao’s and DWT meth-
ods with the possibility of embedding 1, 2 or 4 bits of
the watermark in the DCT block and DWT method with
the possibility of embedding in different frequency do-
main (HL or LH).

Results of calculation of the metrics that are de-
scribed above, for all these methods are shown in Table
1.

Table 1
Results of calculation of the metrics for methods of embegging watermark into video.
WriteTime, | ReadTime, | . acity bit | MSE PSNR SSIM
ms ms
LSB 6493 5343 524800 51380 | 41,0228 | 009447
LsB Eg'j‘er?m'”g 7230 5301 921600 49321 | 412005 | 0,9444
Kocn'ﬁlgiok)(l bit | 41903 22044 14400 64030 | 400669 | 09468
Koch-Zhao (1 bit
/ block) + Ham- 44743 19906 8200 6,4000 | 400690 | 09468
ming Codes
Koch/-ﬁlr(\)iok)@ bit | 40560 19362 57600 87525 | 387095 | 0,9466
Koch-Zhao (4 bit
/ block) + Ham- 41383 20262 32800 87641 | 387037 | 09466
ming Codes
DWT-DCTHL (1 | 5945 19598 14400 96305 | 382943 | 0,9465
bit / block)
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DWT-DCT HL (1
bit / block) +
Hamming Codes

41697 20808

8200 9,6311 38,2940 0,9465

DWT-DCT HL (2

bit / block) 40658

21394

28800 9,6305 38,2943 0,9465

DWT-DCT HL (2
bit / block) +
Hamming Codes

39053 19084

16400 9,6311 38,2940 0,9465

DWT-DCT LH (1

bit / block) 39797

24634

14400 7,3080 39,4928 0,9467

DWT-DCT LH (1
bit / block) +
Hamming Codes

38454 18609

8200 7,2974 39,4991 0,9467

DWT-DCT LH (2

bit / block) 40082

18696

28800 7,3080 39,4928 0,9467

DWT-DCT LH (2
bit / block) +
Hamming Codes

39425 20099

16400 7,2974 39,4991 0,9467

The results show that methods of hiding infor-
mation in spatial domain have better values of quality
measurements than methods in frequency domain. The
time that is needed to embed hidden message into video
and for detecting hidden message from video in spatial
domain methods is less in a few times than frequency
domain methods. Besides capacity in methods of hiding
information in spatial domain is higher in several times
than methods in frequency domain. Also, as it is seen
methods of embegging in frequency domain with appli-
cation of Hamming codes have worse values of all met-
rics than methods with using Hamming codes.

Conclusion

In this work different metrics are described that al-
lows us to quantify the magnitude of the distortion of
the original video file and to choose the best method of
embedding watermark into video. The most informa-
tive metric is capacity as it shows the number of bits of
the hidden message that can be transferred by the
method, the least informative metric is SSIM. The cal-
culation of the metrics helps us to identify the best al-
gorithm, which is the method of replacing the least sig-
nificant bits with application of Hamming codes. This
method needs the least read time(5,3 seconds), also it
has the biggest capacity (921 600 bits), the lowest val-
ues of MSE and SSIM though this method has the big-
gest value of PSNR among all presented methods.
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