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Інтелектуальні технології цивільної безпеки та робототехнічні системи аварійно-рятувальних 

робіт 2026: матеріали I-ої Всеукраїнська конференція, Харків, 12-13 лютого 2026 р.: тези 
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COMPARATIVE ANALYSIS OF INDUSTRIAL DATA TRANSMISSION PROTOCOLS 

(IIoT) IN AUTOMATION SYSTEMS 

 

K. Mandrykov, S. Sotnik  

Kharkiv National University of Radio Electronics  

Ukraine, 61166, Kharkiv, Nauky av., 14   

Е-mail: kostiantyn.mandrykov@nure.ua 

Annotation: This work presents a comparative analysis of key data exchange protocols used in 

modern automation systems. The advantages and disadvantages of protocols such as Modbus TCP, 

OPC UA, and MQTT were examined and compared in terms of efficiency, security, and 

implementation complexity within the context of Industry 4.0. The results of the analysis enable the 

identification of the most suitable communication standards for different levels of the automation 

pyramid, which can be useful for system integrators and developers. 

Кey words: Industry 4.0, automation, IIoT, Modbus TCP, OPC UA, MQTT. 

 

ПОРІВНЯЛЬНИЙ АНАЛІЗ ПРОМИСЛОВИХ ПРОТОКОЛІВ ПЕРЕДАЧІ ДАНИХ (IIoT) 

В СИСТЕМАХ АВТОМАТИЗАЦІЇ 

 

К. Е. Мандриков, С. В. Сотник 

Харківський національний університет радіоелектроніки, 

Україна, 61166, Харків, пр. Науки 14 

E-mail: kostiantyn.mandrykov@nure.ua 

Анотація: У цій роботі проведено порівняльний аналіз ключових протоколів обміну 

даними, що використовуються в сучасних системах автоматизації. Було досліджено та 

зіставлено переваги й недоліки таких протоколів, як Modbus TCP, OPC UA та MQTT, з 

погляду ефективності, безпеки та складності реалізації в умовах Industry 4.0. Результати 

аналізу дають змогу виявити найбільш підходящі комунікаційні стандарти для різних рівнів 

піраміди автоматизації, що може бути корисним для системних інтеграторів та розробників. 

Ключові слова: Industry 4.0, автоматизація, IIoT, Modbus TCP, OPC UA, MQTT. 

 

With the development of robotics and the widespread implementation of cyber-physical systems in 

the modern industrial world, encompassed by the Industry 4.0 phenomenon, the use of reliable and 

fast data transmission channels is becoming increasingly common [1-10]. These systems are widely 

used in various areas such as manufacturing, energy, smart warehouses, and many others [11-15]. 

One of the key aspects of their operation is the ability to effectively transmit telemetry and control 

signals between the field level (sensors, PLCs) and the control level (SCADA, ERP). Data 

transmission protocols, such as Modbus or OPC UA, provide methods to address equipment 

compatibility issues. However, considering various requirements (real-time operation, cloud 

computing, low energy consumption), there is a need to analyze these standards to achieve optimal 

results. A comparative analysis of automation protocols is becoming relevant in the context of 

Industry 4.0 development. It is necessary to identify the most effective solutions that will improve the 

quality and speed of information exchange, ultimately leading to increased productivity and 

efficiency of automation systems. The aim of this study is to conduct a comparative analysis of 

protocols (Modbus TCP, OPC UA, MQTT) to determine the most suitable variations for specific 

application conditions. 

The purpose of this study is to conduct a comparative analysis of protocols (Modbus TCP, OPC 

UA, MQTT) to identify the most suitable variants for specific application conditions. To carry out a 

proper comparative analysis, it is necessary to examine in detail the architecture and operating 

principles of the selected communication standards. 

mailto:kostiantyn.mandrykov@nure.ua
mailto:kostiantyn.mandrykov@nure.ua
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Modbus TCP is an adaptation of the classic serial Modbus protocol for operation over Ethernet 

networks (TCP/IP stack). It remains the de facto standard in industrial automation due to its openness and 

ease of implementation. This architecture operates on a «Client-Server» scheme, formerly known as 

«Master-Slave». In it, the client, such as a SCADA system or PLC master, initiates a request, to which the 

server, in the form of a sensor or input/output module, sends a response. The data model provides for 

storing information in four tables: Discrete Inputs – discrete inputs, read-only; Coils – discrete 

outputs, read/write; Input Registers – input registers, 16-bit, read-only; Holding Registers – storage 

registers, 16-bit, read/write. The features of the Modbus TCP protocol lie in the fact that it does not 

carry information about data types (float, string, int); the interpretation of «raw» bytes is entirely up 

to the system developer (which requires manually creating memory maps), and the lack of built-in 

encryption and authentication makes it vulnerable in open networks.  

Next, let's consider OPC UA (IEC 62541) – a modern, platform-independent data exchange 

standard designed to ensure secure and reliable interaction, ranging from embedded devices to cloud 

systems. The architecture supports both the «Client-Server» model and the «Publisher-Subscriber» 

(Pub/Sub) model in newer specifications, and the main distinction from its predecessors is a service-

oriented architecture (SOA). Unlike the «flat» addressing space of Modbus, OPC UA uses a graph 

structure of nodes, where each node contains not only a value but also metadata such as units of 

measurement, timestamps, and access rights, as well as semantic relationships with other objects, 

enabling the concept of self-describing devices. The OPC UA protocol has built-in security measures 

at the transport and application layers, including encryption using AES and RSA algorithms, user and 

application authentication based on X.509 certificates, as well as message integrity checks.  

Another protocol is MQTT, which is a lightweight network protocol that operates over TCP/IP and 

is optimized for networks with low bandwidth, high latency, or unreliable connections. It has become 

a key standard for the Internet of Things (IIoT). The system architecture is based on the 

Publish/Subscribe model, where a broker provides the connection. Client devices are not directly 

connected to each other. They publish messages to specific topics, and the broker distributes them to 

all subscribers, ensuring complete decoupling of system components in space and time.  

The MQTT protocol offers three levels of Quality of Service (QoS), allowing flexible 

configuration of delivery reliability: QoS 0 (At most once) – no delivery guarantee; QoS 1 (At least 

once) – guaranteed delivery, duplicates possible; QoS 2 (Exactly once) – guaranteed delivery without 

duplicates (most resource-intensive). MQTT features include its ability to be payload agnostic, 

meaning it can transmit both text (JSON, XML) and binary data without defining their structure. For 

data standardization in the industry, the Sparkplug B specification is often applied on top of MQTT. 

Based on the conducted research, a comparison of the advantages and disadvantages of the 

considered automation protocols was carried out, and the comparison results are presented in Table 1. 

 

Table 1 – Comparison of the advantages and disadvantages of automation protocols 

Protocol Advantages Disadvantages  

Modbus 

TCP 

Ease of implementation and wide 

support by all PLC manufacturers. 

Minimal overhead for packet headers. 

Lack of built-in security (encryption). 

The need to manually locate register 

addresses. 

OPC UA 

High security (certificates), semantic 

data compatibility, availability of 

subscription, and history mechanisms. 

High implementation complexity. 

Requires significant CPU computing 

resources. 

MQTT 

Efficient use of traffic, event-driven 

operation, ideal for cloud solutions 

(IIoT). 

Lack of a standardized data structure 

(payload agnostic). Risk of data loss 

without QoS configuration. 
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A comparative analysis of the efficiency of industrial data transmission protocols is shown in Fig. 1. 

Based on Figure 1, several important conclusions can be drawn regarding the performance 

characteristics of the three industrial protocols. Modbus TCP demonstrates the most efficient resource 

utilization, consuming minimal CPU power at only 3 %, requiring just 2 MB of memory, and 

maintaining a low latency of 5 ms with a compact message overhead of 12 bytes. 

 

 
Figure 1 – Comparative performance analysis of industrial data transmission protocols 

 

These characteristics make it an excellent choice for resource-constrained embedded systems and 

applications where simplicity and speed are paramount. However, its throughput is limited to 1000 

messages per second, and it can handle only 247 concurrent connections, which restricts its 

scalability. 

In contrast to Modbus, OPC UA is a much more resource-intensive protocol, requiring more 

computing power, memory, and generating the highest network load. However, these costs are fully 

justified at the enterprise level, as the protocol provides built-in security, semantic data modeling, and 

the ability to support thousands of simultaneous connections for integrating complex systems. 

MQTT, on the other hand, offers a balanced approach, ideal for IoT. It demonstrates outstanding 

throughput and support for tens of thousands of connections, while having minimal overhead and 

moderate resource consumption. This efficiency, along with the publisher-subscriber model, makes it 

an optimal choice for cloud and distributed architectures, where scalability and network bandwidth 

efficiency are critical. 

This work presents a comparative analysis of the three main data transmission protocols used in 

modern industrial automation systems: Modbus TCP, OPC UA, and MQTT. The study of the 

architecture, operating principles, and key characteristics of these protocols made it possible to 

identify their specific advantages and limitations in the context of Industry 4.0. 

The analysis results demonstrated that Modbus TCP remains the optimal choice for resource-

constrained lower-level automation systems, where simplicity of implementation, minimal resource 

consumption, and low latency are critical. The protocol provides efficient operation in local networks 

between PLCs and field devices, but requires additional security measures when used in open 

network environments. OPC UA proved to be most suitable for vertical integration of heterogeneous 

systems at the enterprise management level, where semantic data compatibility, high security, and the 

ability to work with complex information models are required. Despite significant computational 

resource requirements, the protocol ensures reliable interaction between SCADA systems, MES, and 

ERP levels thanks to built-in encryption, authentication, and metadata support mechanisms. The 

analysis results demonstrated that Modbus TCP remains the optimal choice for resource-constrained 
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lower-level automation systems, where simplicity of implementation, minimal resource consumption, 

and low latency are critical. The protocol provides efficient operation in local networks between 

PLCs and field devices, but requires additional security measures when used in open network 

environments. OPC UA proved to be most suitable for vertical integration of heterogeneous systems 

at the enterprise management level, where semantic data compatibility, high security, and the ability 

to work with complex information models are required. Despite significant computational resource 

requirements, the protocol ensures reliable interaction between SCADA systems, MES, and ERP 

levels thanks to built-in encryption, authentication, and metadata support mechanisms. 
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