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This work is devoted to the method of attribution of cyberattacks. It is
based on the use of compromising indicators of existing Russian hacker groups
and the possibility of attributing attacks using artificial intelligence. Thanks to
artificial intelligence, attack indicators are compared and, in the future, the in-
volvement of a particular group of hackers is determined. Gathering data on a
cyberattack will also allow the identification of new, previously unknown
groups of hackers. Determining the totality of attack factors allows us to further
diagnose a cyber attack and improve the security of the system.

Beryn. YV cywacHoMy CBITI KiOEpHpoCTip CTaB HEBiJ €MHOI0 YacCTHHOIO
OyTTs. barato mrojelt CHUIKYIOTBCS, PO3BAXKAIOTHCA Ta TMPAIIOIOTH 3aBISKU
BipTyaJlIbHOMY cepenoBuilty. [liampuemcta (y ToMy yucii 1 aepkaBni) Bukopu-
CTOBYIOTh MEPEXY SIK JUIsl KEpYBaHHS PI3HUMH CUCTEMaMU TakK 1 Jisi 30epexeH-
HSI BOKJIMBUX JTaHUX.

Ha xanp mMepeka He Tak 3aXMILEHA BiJl XaKepChKUX aTaK SIK XOTUIOCH OW,
Ta 1 caMi XaKepu 3 4acOM CTalOTh KyJU KMITJIMBIIIE Ta BUHaXiauBie. Baxiu-
BO HE TUIBKM 3amo0iratu Kibep atakaMm ajie 1 3HaTU sIKI caMmi Tpylu XakepiB
3MIACHIOITHh Hamaa. Y MbOMY JOMOMAararoTh KOMIIPOMETYIOUi iHIUKAaTOpU 3a
SKUMHU PO3II3HAETHCS Ta UM 1HIIA Ki0ep rpy1a.

Meta pgochiKeHHS — BH3HAUEHHS HAJIEXKHOCTI TpPyHn XakepiB [0
kibepaTaku 3a TOTIOMOTOI0 1HIUKATOPiB KOMIpoMeTallii. Po3po0ieHHs mTy4yHo-
ro IHTENEKTY JUIsi BUBHAUEHHS K10ep rpym 3a JOTIOMOTO0 MOPIBHSIHHS ICHYIOYUX
1HIUKATOPIB.

3aBgaHHS — CTBOPEHHS IITYYHOTO 1HTENEKTY, QYHKIIIS SKOTO OyJ]ie BUKO-
HYBaTH TIOPIBHSHHS XemriB, (aiiyliB Ta I1HIMMX IHIWKATOPiB Kibep aTak 3
ICHYIOYMMH 1HIUKATOPaMH XaKePChbKUX YIPYITyBaHb.

3MmicT pocaimkeHHs. ATpuOy1iis - e YaCTHHA BEJIMKOr0 MPOLECY MiJ Ha-
3Boto Threat Intelligence 1 Oyne Burnsgatu tak:

° Bu3HaueHHs Ttoro, IO Ha Bac Hamasno — poOoTa 3 1HAUKATOpaAMHU
KOMIIPOMETAIIIT;

° BU3HaueHHA Toro, SIK 1ie cranocs - BU3HAUYEHHS TAKTHK, TEXHIK Ta
MpoIeAYp 3JIOBMUCHUKIB;

° Bu3HaueHHs Toro, BUIIAJIKOBO 1ie cranocs 4yu € 4aCTHHOO 11101
KAMIIAHIT;
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° BHU3HAUCHHS TOr0, XTO CTOITh 3a arakor 1 YOMY xToch Hac
aTaKye.
Takox posrisinyto mozenb «Cyber Kill Chainy (nanitor kibepBTopruess). ba-
30Ba Bepcis MojeNl BKIO4Yae (mepembayvae) CIM e€TamiB, HEOOXITHUX JUIS
peaizalii ycrinHoi kibeparaku:

1) po3Biaka;

2) 030po€HHS;

3) nocTaBka;

4) eKkcruTyaTarris;

5) BCTAHOBJICHHS,

6) KOMaHTyBaHHS Ta KOHTPOJIb;

7) BUKOHAHHS JiH.
3T0OBMHUCHHUK BUKOHYE PO3BiJIKYy, BTOPTHCHHS, BUKOPHCTAHHS BPA3JTHMBOCTEH.
Jlam ciigye oTpuMaHHS Ta MIABUIICHHS MPUBLIEIB, MEPEMIIEHHS I JOCTYITY
10 Ounbil iHHUX akTuBiB. Ha ¢inanbHil cTaaii poOuThes cnpoba MpuxoByBaH-
HS1 CBOET aKTUBHOCTI, 1 IPOBOJUTHCS eKC(HUIbTpallisl (IpUXOBaHE BUBAHTAXKEHHS)
HEOOX1THMX JIaHWX 32 MEXI1 IIIJTbOBOT'O CEPEIOBHIIIA.

Domain 1D Name Use

Enterprise  T1134 .001 Access Token Manipulation: APT28 has used CVE-2015-1701 to access the SYSTEM token and copy it into the
Token Impersonation/Theft current process as part of privilege escalation.|?°!

Enterprise  T1098 .002 Account Manipulation: APT28 has used a Powershell cmdlet to grant the applicationImpersonation role
Additional Email Delegate to a compromised account.?
Permissions

Enterprise  T1583 .001 Acquire Infrastructure: Domains ~ APT28 registered domains imitating NATO, OSCE security websites, Caucasus
information resources, and other organizations. €1l141126]

.006 Acquire Infrastructure: Web APT28 has used newly-created Blogspot pages for credential harvesting
Services operations.[2¢]
Enterprise  T1595 .002 Active Scanning: Vulnerability APT28 has performed large-scale scans in an attempt to find vulnerable servers.[27]
Scanning

Enterprise  T1071 .001 Application Layer Protocol: Web Later implants used by APT28, such as CHOPSTICK, use a blend of HTTP, HTTPS,
Protocols and other legitimate channels for C2, depending on module configuration. 12

.003 Application Layer Protocol: Mail APT28 has used IMAP, POP3, and SMTP for a communication channel in various

Prmtanals immmlanta imalidima inimea anlf ramintarad Raanla Kiail anmmiimbe and Indar

[Tpuknazn 1 — BukopucTani TexHiku rpynu Pociiicbkux xakepiB APT28.

BucnoBkn: HaykoBa HOBH3HA BHU3HAYA€THCA Y BUKOPUCTAHHI Mojelen
MAaIllMHOTO HAaBYaHHS 3a JIJIsS BUPIIICHHS 3a]1ay aTpuOyIii Kidep aTak, 1o y mo-
JTadbIIIOMy MOXE BHUKOPUCTOBYBATHCS [UJIsi TEPEIIKOJKAHHS TOBTOPHUX
HarasiB.
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