JOOJATOK A
Jlictunr ¢aiinis kKoHpirypamii

GRAFANA-PROMETHEUS.YML
- include: prometheus.yml
- include: grafana.yml

PROMETHEUS.YML

- name: Set up prometheus hosts: prom-01
gather_facts: trueuser: centos become: true vars_files:
- ..Igroup_vars/jhb.yml

- ..Igroup_vars/prometheus.ymi

roles:
- prometheus
- firewalld

GRAFANA.YML
- name: Set up grafana hosts: prom-01 gather_facts: true user:
centosbecome: true vars_files:

- ..Igroup_vars/jhb.yml

roles:
- grafana

tasks/main.ymi

# tasks file for prometheus

- include: prometheus.yml
- include: alertmanager.yml

tasks/promtheus.ymi

# tasks file for prometheus

- name: Create prometheus directory file:
path: "{{ prometheus_dir }}" state:
directoryowner: root group: root mode:

0755

- name: Get prometheus unarchive:
src: "{{ prometheus_link }}" dest: "{{ prometheus_dir }}" remote_src:



Trueextra_opts: "--strip=1"

- name: Copy prometheus

configtemplate:

src: prometheus.yml.j2

dest: "{{ prometheus_dir }}/prometheus.yml
owner: rootgroup: root mode: 0644

notify: restart prometheus

- name: Copy rules file
template:src: rules.j2

dest: "{{ prometheus_dir }}/all.rules"
owner: rootgroup: root mode: 0644
notify: restart prometheus

- name: Copy prometheus service file
template:src: prometheus.service.j2

dest: "{{ systemd_dir }}/prometheus.service" owner:
rootgroup: root mode: 0644

notify: reload daemons tasks/alertmanager.yml

# tasks file for prometheus

- name: Create alertmanager directory file:

path: "{{ alertmanager_dir }}" state:
directoryowner: root group: root mode:
0755

- name: Get alertmanager unarchive:

src: "{{ alertmanager_link }}" dest: "{{ alertmanager_dir }}" remote_src:

Trueextra_opts: "--strip=1"

- name: Copy alertmanager config template:

src: alertmanager.yml.j2

dest: "{{ alertmanager_dir }}/alertmanager.yml" owner:
rootgroup: root mode: 0600

notify: restart alertmanager

- name: Copy alertmanager service file template:

src: alertmanager.service.j2

dest: "{{ systemd_dir }}/alertmanager.service" owner: root
group: root mode: 0644

notify: reload daemons

templates/prometheus.yml.j2 global:
scrape_interval:  {{ scrape }} evaluation_interval: {{ evaluation }}
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rule_files:
- all.rules

scrape_configs:

- job_name: 'prometheus’ static_configs:
- targets: ['localhost:9090'] labels:

alias: prometheus

{% for item in prometheus_hosts %}

- job_name: {{ item }}' static_configs:
- targets: ['{{ item }}:9100] labels:

alias: {{ item }}
{% endfor %}

templates/alertmanager.yml.j2 global:

# The smarthost and SMTP sender used for mail notifications. smtp_smarthost:
{{ smtp_server }}:{{ smtp_port }}' smtp_from: '{{ from_address }}'
smtp_auth_username: '{{ smtp_username }}' smtp_auth_password: {{

smtp_pass }}

route:
receiver: default group_interval: Os

receivers:

- name: default email_configs:
{% for item in send_to %}

- to: '{{ item }}'

{% endfor %}

templates/rules.j2

{% raw %}

ALERT service_down IF up ==
ANNOTATIONS {summary = "{{ $labels.job
}} is down",

}

ALERT cpu_threshold_exceeded

IF (1 - avg by(job)(irate(node_cpu{mode="idle'}[5m]))) > .90 ANNOTATIONS {
summary = "{{ $labels.job }}'s CPU usage is dangerously high",

description = "{{ $labels.job }}'s CPU usage has exceeded the 90% threshold with a 5
minuteload value of {{ $value }}.",

}

ALERT mem_threshold_exceeded
IF ((node_memory _MemTotal - node_memory MemFree - node_memory_Cached)
/ (node_memory_MemTotal )) * 100 > 90
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ANNOTATIONS {

summary = "{{ $labels.job }}'s memory usage is dangerously high",

description = "{{ $labels.job }}'s memory usage has exceeded the 90% threshold with a
valueof {{ $value }}%.",

}

ALERT filesystem_threshold exceeded

IF node_filesystem_avail{mountpoint="/"} / node_filesystem_size * 100 <
20ANNOTATIONS {

summary = "{{ $labels.job }}'s filesystem usage is dangerously high", description = "{{
$labels.job }}'s filesystem only has {{ $value }}% free.",

¥
{% endraw %}

templates/prometheus.service.j2
[Unit]Description=Prometheus
server

[Service] Type=simple
ExecStart={{ prometheus_dir  }}/prometheus -config.file {{
prometheus_dir

}}prometheus.yml-alertmanager.url=http://{{ alertmanager_address  }}:9093 -storage.|

[Install] WantedBy=default.target

templates/alertmanager.service.j2 [Unit]
Description=Prometheus Alertmanager

[Service] Type=simple

ExecStart={{ alertmanager_dir }}/alertmanager -config.file={{
alertmanager_dir

}}alertmanager.yml

[Install]
WantedBy=default.target

vars/main.yml
# vars file for prometheus

prometheus_link:
https://github.com/prometheus/prometheus/releases/download/v1.6.2/prometheus-
1.6.2.linux- amd64.tar.gz

alertmanager_link:
https://github.com/prometheus/alertmanager/releases/download/v0.6.2/alertmanage
r- 0.6.2.linux-amdo64.tar.gz

prometheus_dir: /opt/prometheus alertmanager_dir: /opt/alertmanager systemd_dir:



{usr/lib/systemd/system
alertmanager_address:

localhost

scrape: 5s evaluation: 5s

smtp_server: smtp.gmail.com smtp_port: 587

from_address: <your from address> smtp_username: <your email username> smtp_pass:
Ivault |

$ANSIBLE _VAULT;1.1;AES256

handlers/main.yml

# handlers file for prometheus
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- name: reload
daemons shell: systemctl
daemon-reload

- name: restart prometheus service:
name: prometheus state: restarted

- name: restart alertmanager service:
name: alertmanager state: restarted

tasks/main.yml
# tasks file for grafana
- name: Install grafana package:

name: "{{ grafana_pkg }}" state: present

- name: Start grafana service:
name: grafana-server state: started enabled: yes

handlers/main.yml

# handlers file for grafana

- name: restart firewalld service:
name: firewalld state: restarted

vars/main.yml

# vars file for grafana

grafana_pkg: https://s3-us-west-2.amazonaws.com/grafana-
releases/release/grafana- 4.2.0-1.x86_64.rpm

grafana_port: 3000
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PO3POBKA ABTOMATHU30BAHOI'O MOAYJISA MOHITOPUHIY

MAPAMETPIB OB’€KTIB KPUTUUYHOI IHOPACTPYKTYPHU

0.0. Pak
XapKiBChKHI HallIOHAJbHUN YHIBEPCUTET
paaioeneKkTpoHiku YKpaina, 61166, Xapkis, mp.
Hayku, 14
E-mail: oleksii.rak@nure.ua.
AHoTanisi: Y cTaTTi pO3MIISIHYTO aHaNI3 BIIOMUX 00’ €KTIB /10 TOOYI0BU Ta peaizanii
MOHITOPUHTY MapaMeTpiB 00’ €KTIB KPUTHYHOI IHOPACTPYKTYPH.
Kuto4oBi cj10Ba: MOHITOPUHT, KpUTUYHI CUTYallli, KPUTUYHI 00’ €KTH.

DEVELOPMENT OF AUTOMATED MODULE FOR MONITORING PARAMETERS
OFCRITICAL INFRASTRUCTURE OBJECTS

0. Rak
Kharkiv National University of Radio
ElectronicsUkraine, 61166, Kharkiv, pr.
Nauki, 14
E-mail: oleksii.rak@nure.ua.
Abstract: The article discusses the analysis of known objects to the construction
andimplementation of monitoring the parameters of critical infrastructure facilities.
Keywords: monitoring, critical situations, critical objects.

3abe3reueHHs] Oe3MeKHu AISUTBHOCTI JIFOAWMHU, KOPIOPATUBHUX CHILIBHOT, COLIYMY €
KOHYE BKJIMBUM i HaraJIbHUM 3aBIaHHSM, TAPAHTOBAHUM JCPKABHUMH IHCTUTYIISIMH Ta
HaI[lOHATHPHAM 3aKOHOJABCTBOM YKkpainu. Lle peanizyeTscsi, 30KpemMa, KOMIUIEKCOM
B3a€EMOIIOB’SI3aHUX  TIPOIIECIB:  MOHITOPUHTY  (KOHTPOJIO) IOTOYHOI  CHUTYAIIil;
nonepekeHHss Ta (abo) BusBieHHs (imeHTU(IKAIS) HEOE3MeUHUX MOAINA (KPUTHUYHUX
cutyarii (KC)); mranyBanHs 1 3[1MCHEHHS 3aXOiB MPOTHIII a00 JiKBifaIlii HACTIIKIB
HeOe3NeYHuX Mo/Iiif; 0011k Ta perpocnekTuBHUM aHami3 KC ta miif oo ix JikBigarii.

Cydacni indopmaniiini Texnosorii (IT) Ta pimeHHS [O3BOJSIOTH peatizyBaTH
3a3HaUCHUN KOMIUICKC IMPOIECIB IIJITXOM IPOCKTYBAaHHS, PO3POOKH Ta BIPOBAIKCHHS
aBTOMATHU30BAaHOTO  MOJYyJiA  MOHITOPHUHTY  TapaMeTpiB OO0 €KTIB  KPUTHYHOI
1HGPaACTPYKTYpH.

O06’exTH KpUTUYHOI 1HOPACTPYKTYPH: 3a/1adi KOHTPOIIO JOCTYIy. B siIKkOCTI 00’€KTiB,
7€ 3IUCHIOIOTHCS 3aX0/Id MOHITOPUHTY MaeMO 00’ €KTH KpuTu4yHOi iHpacTpykTypu. Lle
MiIIPUEMCTBA, OYIBII, 3aKiaaau Tomo — peanizamii Ha skux KC MoxyTh MaTh 3Ha4HI
comianbHi HacHiAku. Takumu 00’€kTaMu B POOOTI €: TOPTiBEIbHO-PO3BAXKAIBHI IIEHTPH
(puc.1); ciopTuBHiI / KOHIEPTHI MalgaHYMKK (pHC.2); 3aKJIaay BUIIOI OcBiTH (pHC. 3);
JKUTIIOB1 KOMILIEKCH (pHC. 4) TOIIO.

q.7 i 2 Yo U I\ .
sl we L
Pucynok 1 — TopriBenbHO-pO3BaXKalIbHUI KOMILIEKC



mailto:oleksii.rak@nure.ua
mailto:oleksii.rak@nure.ua

ITin KC po3ymieMO CYKYIHICTh JUHAMIYHO 3MIHIOBAHUX OILIIHOK (PaKTOPIB, 1110 MOXKYTh
MPU3BECTH 10 3HAYHMX COLIAJBHUX HACIIIKIB Ha 00’€KTaX KPUTHUYHOI 1HPPACTPYKTYPH.
Ho mnepeniky KC cmig BIZHOCHTH: HECAaHKIIIOHOBAaHE NPOHUKHEHHS, NPOTUIIPaBHI Aii
TOILIO.

TopriBesbHO-PO3BaKaIbHI IIEHTPH.

SABnsAOTHE cO00I0 MNPUMIIIEHHS 13 3HAYHOKO IUIOMICIO, YacTO MiJ €IWHUM JaXxOM,
o0nazHaH1 MO BUMOraM 3aXxoAiB O0e3MeKH, CUCTEMAaMH BiJIEOCIIOCTEPEKEHHS Ta J0JaHUMU
MaiiTaHYuKaMU JIJIs TApKyBaHHS aBTOMOOUTIB. [le MicIis 3HaUHOTO CKYITYEHHsI JIFOACH, K1
BIIHOCHO 0OMEXEeHUI yac rnepe0yBaroTh Ha TEPUTOPii 6€3 000B’ I3KOBOT peecTpallii.

Crneundikoro Takux 00’€KTIB €: BUIBHMI JOCTYI BiABIAYBadiB; cab0 KepoBaHUU
CKJIaJl BIJB1/lyBauiB; 3HAYHI IUIONII JIJIT KOHTPOJ0. KpUTUUHUMU CUTYaIIsIMU Ha TaKUX
00’e€KTax MOXYTh OyTH: HECAHKI[IOHOBAHUM JOCTYM; MaHiKa, HATOBI, 3aBOPYIICHHS,
KOH(QUIIKTI cHUTyarii MIDK BiJIBiIlyBayaMu; TIOKEKHA HeOe3NneKka; 3aMiHyBaHHS,
3aJIMIIEHHS CTOPOHHIX MpEAMETIB; TMOBITpsSHA HeOe3nmeka Tow. 3axoJaMu
npodinaktuku / BusBieHHsT KC MoxyTh OyTH pO3MEKyBaHHS Ta KOHTPOJIb JOCTYITY,
00JIIK BIJIB1IyBaYiB, Bi3yaJIbHE CITIOCTEPEIKCHHSI.

CrioptuBHIi / KOHIIEPTHI MaiJaHIHKH.

3 mo3uiid 3abe3reueHHs] 3axoJiB O€3MeKu AaHWUW TUTl KPUTUYHUX 00’ €KTIB

aHAJIOTTYHUI 1O TOPT1BEJIbHO-PO3BAKAIBHUX LIEHTPIB.

Pucynok 2 — CiopTuBH1 / KOHIIEpTHI MalJaHYUKU

ToOTO BiIHOCHO BUTBHUK JOCTYN BiBiAyBadyiB, ajie 3a KBITKaMU; cl1a00 KepOBaHMI
CKJIaJl BiJIBiyBa4iB; 3HA4HI IUIONII JJIsI KOHTpot0. Tomy nmepenik noreHiianx KC ta
3axoau / 3aco0u IX BUSBIICHHS (ITONEPEIHKEHHS) MOXKYTh OyTH aHAJIOTTYIHUMH.

3aKJIaay BUIOT OCBITH.

Crnenndikoro Takux 00’€KTIB € BIIHOCHO KOHTPOJIHOBAHUH MEpesIiK BiJBiMyBadiB, ajie 3
CHEPrifiHOI0 IMIYJIbCUBHOIO TOBEMiHKOM. Ili 00’€kTH, SK mNpaBWiIo, HE MAarOTh
3aMKHYTOTO Ta 3a4MHEHOTO TMepuMeTpy. SBISIOTH cO00I0 CTPYKTYypy Kammyca i3
OararbMa OyIiBISIMH Ta BIAKPUTUMHU MaWJaHYMKaMU. 3A€OUTBIIOTO0 Taki 00’ €KTH
oOnagHaHI cCMCTEMaMU KOHTPOJIO JIOCTYMY Ta Bi3yallbHOTO crioctepexeHHs. Lle Takox
MICIII 3HAYHOTO CKYMYEHHs JIOJeH, sIKi BIAHOCHO TPHUBAIHMI yac mepeOyBaloTh Ha
TEPUTOPIi.

Pucynok 3. 3akiaau BUIIOI OCBITH

Kputnuni curyanissiMu Ha Takux 00’€KTaX aHAJOTIYHI JO 3a3HAYCHUX. MOXYTb OYyTH:
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HECaHKI[IOHOBAaHUW JOCTYN; MaHIKa, HATOBIM, 3aBOPYIICHHS, KOH(IIKTI CUTyalli MIiX
BIJIBllyBauaMu; IMOXeXKHa HeOe3MeKa; 3aMIHyBaHHS; 3aJMILIECHHS CTOPOHHIX MPEAMETIB;
NOBITpsiHA HeOe3neka Tomo. 3axogaMu npodinaktuku / BusBiaeHHs KC moxyTh OyTH
PO3MEXYBaHHS Ta KOHTPOJIb IOCTYITY, OOJIIKBIIBIAyBayiB, Bi3yalbHE CIIOCTEPEKECHHS.

Taki 00’€KTH MOXYTb OyTH 3aKpUTOTO YM BIAKPUTOrO THUILY, al€ y OyAb-IKOMY
BUIAJKY J10 HUX MOXe OYyTHM 3aCTOCOBAHMM aHamli3, MPOBEACHHUM IS BXKE€ 3raJlaHuX
KPUTUYHHUX 00’ €KTIB.

Pucynok 4. )KutioBi KoMIIeKCH

BUCHOBKMW. Takum YWHOM, OCOOJHMBICTIO KPUTHYHUX OO’ €KTIB, IO IMiJJISATAIOTh
CIIOCTePEKCHHIO €. 3HAYHI IUIONII JUISI KOHTPOJIIO, BEJIWKAa CKYIYCHICTh JIIOJICH;
HEMOJKJIUBICTh BITPOBAKCHHS YKOPCTKUX HOPM PO3MEKYBaHHS JOCTyny. KpuTmuHHMM
CUTyaIllIMM Ha TaKuX 00’€KTaxX MOXKYTh OyTH: HECAHKIIOHOBAaHWHN JOCTYI; TIaHIKa,
HATOBII, 3aBOPYIICHHS, KOH(MIIKTI CUTyaIlli MDK BIJBillyBauaMmH; IMOXKEKHa HeOe3NeKa;
3aMIHYBaHHs; 3aJIMIICHHS CTOPOHHIX TIPEAMETIB; TMOBITpsAHA HeOe3mneka. 3axoaamMu
npodinaktuky / BusiBieHHS KC MoXyTh OyTH KOHTPOJIb JOCTYITY, OOJIIK BiJIBITyBadiB,
Bi3yaJibHE CIIOCTEPEKEHHSI.

AHani3 NpUHIUIIB OpraHizaiii Ta (QyHKIIIOHYBaHHS KPUTHYHHX OO0’ €KTIB JTOBOIAUTH

aKTYaJbHICTh TPHUKIATHOTO 3aBIaHHS JOCHIDKEHh — pO3poOKa aBTOMATH30BaHOTO
MOJIYyJIs MOHITOPUHTY TIapaMeTpiB 00’ €KTIB KPUTHUHOI IHPPACTPYKTYPH.
B sxocTi KpUTHYHUX 00’ €KTIB CIIil pO3IJIAAATH MIAIPUEMCTBA, OYIiBII1, 3aKJIaad TOIIO —
peamizamii Ha sskux KC MOXXyTh MaTH 3Ha4YHI COIIaJbHI HACHiAKA. TaKUMU 00’ EKTaMH €:
TOPTiBEIbHO-PO3BAXKAIbHI I[EHTPH; CIOPTHBHI / KOHIEPTHI MaWIaHYUKH, 3aKjIaau
BUINIOI OCBITH; XHUTJIOBI KoMmiwiekcu Tomo. Jlo mepeniky KC cmig BigHOCHTH:
HECaHKIIOHOBaHE MPOHUKHEHHS, MPOTUIIPABHI JTii TOIIIO.
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