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JlopaTok A

Crnaiinu npe3eHTanii

JlocnigeHHa HeCMMeTPUYHUX
KpuntorpadivyHMX anropmuTtmiB B
YMOBAX BUKOPUCTAHHA KBAHTOBMX
Komn’toTepis. JAMCKPETHUM

Nlorapudm

BHKOHAB

€T. rp. IN3m-17-2 MakcyTos A.C.
KEPIBHMK

npod. Kad Ml Kayvko 0.7,

Pucynok A.1 — Crnaiin 1

MeTow poboTH € JocnigmeHHA KBaHToBoOro anropuTmy LWopa
ANA NOWYKY QWMCKPETHOro norapudmy Ta Moro NopiBHAHHA 3 He-
KBAHTOBMMM AHANOr MM

O6'eKTOM JOCNIAKEHHA € HECMMETPHYHI KpunTorpadiyHi
anropuTMK B yMOBaX BMKOPMCTAaHHA KBaHTOBMX 0BYMCNEHD,
KBaHTOBMA anroputm Wopa nowyky AvckpeTHoro norapudmy

NpeameTom pocnigkeHHA € eheKTUBHICTE KBAHTOBOMO
anroputmy Wopa nowyky AWCKpeTHOro norapudmy Ta

e@eKTHBHICTE KNACMYHMX anropuTMIB A48 NOWYKY AMCKPeTHOro
norapdmmy

HaykoBolo HOBM3HOI € OTPHMMAaHHA NPaKTHYHMX pe3ynbTaTie
NOPiBHAHHA eMeKTMBHOCTI KBAHTOBOID anropuTmy Ta HOro He
KBaHTOBMX aHanorie y BMpilleHHi 3agayvi NowyKy AMCKpeTHoro
norapudmy.

Pucynok A.2 — Crnaiin 2
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INNOVATIONS LANDSCAPE

s oo rtecsor T

UCLA
Quantum Computing

wth

muitets, Swtaenn 1008 o 2019

20 Years of Quantum Computing Gro

Daacdum Cormprting systems produced by Crganati o) »

1. Creboned, Beshidey, Stanvierd a1 1o |2

Tochcal Urmesiity of Murves 2000 ',

o retaret Berkeey, soarrteed. w7 2007 [ =

Pucynok A.3 — Crnaiin 3

[locTaHOBKa 3ajaui

- MPoOBECTH aHanis npobiemu NoWyky AMCKpeTHoOro norapudmy Ta i
3ACTOCYBAHHA B AaCMMETPHYHIR KpHnTorpadil;

F AOCTIgMTH ICHYIOY! KAACHYHT AATOPHTMK AR NOWYKY OMCKPETHOD NOrapudmy;
F AGCAIAMTH ChOMQAeHHWH CTaH KBAHTOBMY OBYMCNEHE Ta Tx 3aCTOCOBHICTE;

F MPOAHANIIYBATH KBAHTOBMA ANropuTM Lopa NowWyKy OUCKPETHOrD norapugmy i
foro sapiauii;

»  PeanisysaT KBAHTOBMA anropuTm Wopa Ta Roro KAackH4Hi adHanord, 3'AcyBaTk
MOHNHWBICTE NPAKTHYHOMD BMKOPHCTAHHA KBAHTOBOMD anropkTmMy Wopa Ha
ChOroAHIWHIA gets. MopieHATH ROro NPOAYKTMBHICTE 3 HAACMMHMMM
awanorami, JoCnigMTi OCHOBHI NEPeWKoAM B NPaKTHYHOMY 3ACTOCYBaHHI
HEBAHTOBOMC aAropMimy LWopa.

Pucynok A.4 — Crnaiin 4



lpo6nemu Knacy NP

Harder Problema

Pucynok A.5 — Crnaiin 5

[po6iema nowykKy AUCKPETHOro

norapupma

Discrete Logarithm

a Discrete log problem:
a Given p, g and g? (mod p), determine a
o This would break Diffie-Hellman and ElGamal
a Discrete log algorithms analogous to
factoring, except no sieving
o This makes discrete log harder to solve

o Implies smaller numbers can be used for
equivalent security, compared to factoring

Pucynok A.6 — Craiin 6
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1S guantum differe

Superposition

N quiiits
2% poaths

Pucynok A.8 — Craiin 8
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KnacuyHi anroputmMu noLuyky
OAWUCKPEeTHOro norapugmy

» Brute Force

» Baby Step Giant Step
» Pollard-Rho algorithm

» Pohling - Hellman’s algorithm

~

Pucynok A.9 — Crnaiin 9

Q# ta QDK

Q# EtandardJLIbrary

‘ Quantum.Bitwise

O

Quantum.Convert

=

Quantum RangeFunctions

Guantum.Primitive

Pucynok A.10 — Cnaiig 10
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Anroputm LWopa nowyKy AMCKpEeTHOro
Nnorapupmy
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Pucynok A.11 — Cnaiin 11

[IpOAYKTUBHICTb K/IACUYHMX a/IrTOPUTMIB
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KeaHToBMM anropuTtm LLopa. PesynbTtatu
Ta nepeLlKoam

. FeaniaceaHwi anropHTm IAEEpWME PoGoTy TinsM 40A .
HAMNPOCTIWOT UMKAIYHaT rpynv 38 sogyiem 3, Mp usomy S8c karo
BMHOHAHHRE HAGMMIMECR OOPIBHIDEAE I rogMHam 57 XEMAMHAM.

Ue, B Ginewik wmipi, Byao 3yMOBNSHD BMKODMETAHHA EMyNRTORA
BMIETE PRANEHOTS RESHTOBSTD KOMM' OTERS,

HamlTb v recpii anroputm Wopa no AMCKPETHE! G Aorapmdimy
noTpelye &n kyBiTie. de n - 4wcno OawT B Mogymi uHMEATYHOT
FRYH,

BpaxoByloqH WO CY4ACHWH DEKOMEHLOBAHHMA POZMID MEAYR ANA
nparokeny Qicpi-Keanaens gopisee 2048 Giram, Ann HEre
2nomy Gyae noTpifed 12288-KyGiTHHE HEAHTORMIA KOMN'WTED.

Pucynok A.13 — Cnaiin 13

BMCHOBKM

»  Byno pocnigsedo npobaesy BupilledHa MP-3af0ay, a came NpoBaesmy NOWyKY AWCK
noraprudimy 3a AoNoMOron Napagurvi KEAHTOBHX oBYMCIeHb,

EyNo BUKOHAHO NOPIBHAHHA ICHYHOMMY, HE KBAHTOBMX, METOAIB BHPIWEHHA NpoBnemMH
NOWYHY AMCKPETHOrO norapkdimy.

Bye nposefeHil AeTankbHMi aHanis gerinerox sapiaHTie KeaHToBoro anroputmy Wopa ans
NOWYKY AMCKPETHOrD NOrapudpmy, a TAKOW A0CHIOHEHO HE KBAHTOBI anropuTMM AnA
nowyky AMCKpeTHoro norapyudey. B xoai gocnigsedHa Byno BHABNSHD, WO aNropHTM
Wopa nowyky AWCKRPETHOTD NOTapUiMy BCE LWE HE MOMKE KOMKYPYEATH HaBiTh 3
HARNPOCTIWMMM KNACHYHUMK ANTORMTMAMK 018 NOWYKY AMCKPETHOrD Norapydmy.

Pucynok A.14 — Cnaiin 14
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Jlonatok b

JlicTuHT KOy mporpamu

package ua.nure.maksutov.algo.impl.pollardrho;

import com.google.common.hash.HashFunction;
import com.google.common.hash.Hashing;
import ua.nure.maksutov.algo.impl.DiscretelLogProblemSolver;

import java.math.BigInteger;

import java.nio.charset.Charset;

import java.security.InvalidParameterException;
import java.util.List;

import java.util.logging.Logger;

@SuppressWarnings("UnstableApiUsage")
public class PollardRhoSolver implements DiscretelLogProblemSolver {

private static final Logger LOGGER =
Logger.getLogger(PollardRhoSolver.class.getName());

private static final LinearCongruenceSolver LINEAR_SOLVER = new
LinearCongruenceSolver();

private static final HashFunction[] HASH_FUNCTIONS = {
Hashing.murmur3_ 32(), Hashing.murmur3_128(), Hashing.sha256(),
Hashing.sipHash24()};

private static final int FIRST_BUCKET_UPPER_LIMIT = Integer.MAX_VALUE /
3;

private static final int SECOND_BUCKET_UPPER_LIMIT = 2 *
FIRST_BUCKET_UPPER_LIMIT;

private static final BigInteger TWO = BigInteger.valueOf(2);

private static final String INVALID BUCKET_INDEX = "Invalid bucket index:

@Override
public BigInteger logarithm(BigInteger a, BigInteger b, BigInteger p) {
for (HashFunction hashFunction : HASH_FUNCTIONS) {

InfoPair pairIndexFirstI = new InfoPair(BigInteger.ONE,
BigInteger.ZERO, BigInteger.ZERO);

pairIndexFirstI = computeNextPair(pairIndexFirstI, a, b, p,
hashFunction);
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InfoPair pairIndexSecondI = computeNextPair(pairIndexFirstI, a,
b, p, hashFunction);

while (pairIndexFirstI.getX().compareTo(pairIndexSecondI.getX())
I=09) {
pairIndexFirstI = computeNextPair(pairIndexFirstI, a, b, p,
hashFunction);

pairIndexSecondI = computeNextPair(pairIndexSecondI, a, b, p,
hashFunction);
pairIndexSecondI = computeNextPair(pairIndexSecondI, a, b, p,
hashFunction);
}

// Now the collision is found out, now only have to solve the
congruency linear equation:
// x (delta_1 - delta_2) = (epsilon_2 - epsilon_1) mod (p-1).

// We denote alpha = delta 1 - delta 2, beta = epsilon 2 -
epsilon_1 and phi = p - 1.

// Therefore, the congruence to solve is: alpha x = beta mod phi.

// So, we must find gcd(alpha, phi) and verify if

BigInteger phi = p.subtract(BigInteger.ONE);

BigInteger alpha =
pairIndexFirstI.getDelta().subtract(pairIndexSecondI.getDelta()).mod(phi);

BigInteger beta =
pairIndexSecondI.getEpsilon().subtract(pairIndexFirstI.getEpsilon()).mod(phi)

J

try {
List<BigInteger> solutions = LINEAR_SOLVER.solve(alpha, beta,
phi);
for (BigInteger solution : solutions) {
if (isCorrectLog(a, b, solution, p)) {
return solution.mod(phi);
}

}

throw new InvalidParameterException("Could not find Discrete
Logarithm!");
} catch (InvalidParameterException e) {
LOGGER.warning(e.getMessage());
}

}

throw new InvalidParameterException("Could not find Discrete
Logarithm, did not find any hash function to result a solvable linear
congruence!");

}



80

private InfoPair computeNextPair(InfoPair current, BigInteger a,
BigInteger b, BigInteger p, HashFunction hashFunction) {
int bucket = computeBucketIndex(current.getX(), hashFunction);

return new InfoPair(
computeNextX(current.getX(), a, b, p, bucket),
computeNextEpsilon(current.getEpsilon(), p, bucket),
computeNextDelta(current.getDelta(), p, bucket));

}

private BigInteger computeNextX(BigInteger currentX, BigInteger a,
BigInteger b, BigInteger p, int bucket) {
switch (bucket) {

case 1:
return currentX.multiply(b).mod(p);
case 2:
return currentX.multiply(currentX).mod(p);
case 3:
return currentX.multiply(a).mod(p);
default:
throw new InvalidParameterException(INVALID_BUCKET_INDEX +
bucket);
}
}

private BigInteger computeNextEpsilon(BigInteger currentEpsilon,
BigInteger p, int bucket) {
BigInteger phi = p.subtract(BigInteger.ONE);
switch (bucket) {

case 1:
return currentEpsilon;
case 2:
return currentEpsilon.multiply(TWO).mod(phi);
case 3:
return currentEpsilon.add(BigInteger.ONE).mod(phi);
default:
throw new InvalidParameterException(INVALID BUCKET_INDEX +
bucket);
}
}

private BigInteger computeNextDelta(BigInteger currentDelta, BigInteger
p, int bucket) {
BigInteger phi = p.subtract(BigInteger.ONE);
switch (bucket) {
case 1:
return currentDelta.add(BigInteger.ONE).mod(phi);
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case 2:
return currentDelta.multiply (TWO).mod(phi);
case 3:
return currentDelta;
default:
throw new InvalidParameterException(INVALID BUCKET_INDEX +
bucket);
}
}

private boolean isCorrectLog(BigInteger a, BigInteger b, BigInteger x,
BigInteger p) {
return a.modPow(x, p).compareTo(b) == 0;

}

/**
* Method that uniformly distributes a number to a bucket, using a hash
function. The possible number of
* buckets is 3. The same number will be every time assigned to the same
bucket.
k
* @param number the number to be randomly assigned to a bucket.
* @return the corresponding bucket, a value of 1, 2 or 3.
*/
private int computeBucketIndex(BigInteger number, HashFunction
hashFunction) {
int hash = hashFunction.hashString(number.toString(),
Charset.defaultCharset()).asInt();
int bucket = 3;
if (hash < 9) {

hash *= -1;

}

if (hash < FIRST_BUCKET UPPER_LIMIT) {
bucket = 1;

} else if (hash < SECOND BUCKET_UPPER_LIMIT) {
bucket = 2;

}

return bucket;

}

private static final class InfoPair {
private BigInteger x;
private BigInteger epsilon;
private BigInteger delta;

InfoPair(BigInteger x, BigInteger epsilon, BigInteger delta) {



this.x = x;
this.epsilon = epsilon;
this.delta = delta;

}

BigInteger getX() {
return Xx;

}

BigInteger getEpsilon() {
return epsilon;

}

BigInteger getDelta() {
return delta;

}

namespace UA.NURE.Maksutov.DiscretelLog.Shor
{
open Microsoft.Quantum.Convert;
open Microsoft.Quantum.Math;
open Microsoft.Quantum.Intrinsic;
open Microsoft.Quantum.Canon;
open Microsoft.Quantum.Arithmetic;
open Microsoft.Quantum.Extensions.Diagnhostics;

// Rotation Gate
// Input: A qubit in state |¢) = a |@) + B |1) and an integer k.
// Result: Change the state of the qubit to a |@) + B * er{2mi / 2~k}
|1).
operation Rotation (g : Qubit, k : Int) : Unit {
body(...) {

/]l ...
R1Frac(2, k, q);

}

adjoint auto;
controlled auto;
adjoint controlled auto;

}
// QFT

// Input: A quantum register in big endian format.
// Result: QFT is run on the input register.
operation QuantumFT (qgs : Qubit[]) : Unit {

body(...) {
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let n = Length(gs);
for (i in @ .. n - 1) {
H(gqs[1]);
for (jini+1..n-1){
Controlled Rotation([qs[j]], (gs[i], j - 1 + 1));
}
}

SwapReverseRegister(qgs);

}

adjoint auto;
controlled auto;
adjoint controlled auto;

}

// Inverse QFT
// Input: A quantum register in big endian format.
operation InverseQFT (gqs : Qubit[]) : Unit {

body(...) {
Adjoint QuantumFT(gs);
}

adjoint auto;
controlled auto;
adjoint controlled auto;

// Power [x)|y) » |x)|a*x - y mod N)
// Input: integers a and N, registers x and y.
operation PowerOfa (a : Int, N : Int, x : Qubit[], y : Qubit[]) : Unit {

body(...) {
let y LE = BigEndianAsLittleEndian(BigEndian(y));

let oracle = MultiplyByModularInteger(a, N, _);
for (p in @ .. Length(x) - 1) {
Controlled (OperationPowCA(oracle, 1 <<< p))([x[Length(x) - 1
- pll, y_LE);

}
}
adjoint auto;

controlled auto;
adjoint controlled auto;

Message($"p={p} completed");

}

// Oracle U|x1)|[x2)|y) » [x1)|x2)|y @ f(x1,x2)) where f(x1,x2)=b~x1*a*x2
mod N
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// Input: integers a, b, and N, registers x1, x2, and gs.
operation OracleFunc (a : Int, b : Int, N : Int, x1 : Qubit[], x2 :
Qubit[], gs : Qubit[]) : Unit {
body(...) {
X(gs[Length(gs) - 1]);
PowerOfa(b, N, x1, gs);
PowerOfa(a, N, x2, gs);
¥

adjoint auto;
controlled auto;
adjoint controlled auto;

}

operation DLOracle (a : Int, b : Int, N : Int, x1 : Qubit[], x2 :
Qubit[], y : Qubit[]) : Unit {
body(...) {
using (qs = Qubit[Length(y)]) {

OracleFunc(a, b, N, x1, x2, gs);

for (i in @ .. Length(gs) - 1) {

} CNOT(qs[i], y[i]);

Adjoint OracleFunc(a, b, N, x1, x2, gs);

}

adjoint auto;
controlled auto;
adjoint controlled auto;

}

// Discrete logarithm Algorithm

// Input: integers a, b, N

// Goal: compute the discrete logarithm log a(b), returns -1 on failure
cases

operation DiscreteLogShor (a: Int, b: Int, N: Int) : Int {

mutable appr_slmodr = 0;

mutable appr_1 = 0;

let order = N - 1; // Euler function

Message($"Order is ={order}");

let t = BitSizeI(N) * 2 + 1;

Message($"Register size is ={t}");

using ((x1, x2, y) = (Qubit[t], Qubit[t], Qubit[t])) {
ApplyToEach(H, x1);
ApplyToEach(H, x2);
DLOracle(a, b, N, x1, x2, y);
InverseQFT(x1);
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InverseQFT(x2);
set appr_slmodr =
MeasureInteger(BigEndianAsLittleEndian(BigEndian(x1)));
set appr_1 =
MeasureInteger(BigEndianAsLittleEndian(BigEndian(x2)));
ResetAll(x1);
ResetAll(x2);
ResetAll(y);
¥
let (slmodr, _) = (ContinuedFractionConvergentI(Fraction(appr_slmodr,
t), NS
let (1, _) = (ContinuedFractionConvergentI(Fraction(appr_1, t), N))!;
if (GreatestCommonDivisorI(l, order) != 1) {
Message($"Algorithm failed due to measure 1={1}, no coprime to
r={order}");
return -1;
¥
let 1 inv = InverseModI(1l, order);
let s = slmodr * 1 inv % order;
return s;



JlonaTok B
Hayxkogi my0mikarii

B.1 Te3u go XX MixHapogHoro Mojaoai>kHoro Gpopymy
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Pucynok B.1 — O6knanunka 36ipauka matepianiB XX MixuapogHoro Moioai>kHOTO
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MOJAM®IKOBAHUN KBAHTOBHIA AJITOPHTM LIOPA UL
OOIIYKY JCKPETHOIO JIOTAPHOMY |
MakxkcyTos /1.C .
HaykoBuil KepiBHUK — K.T.H., Ipod. Kasko o.L. "
Xapkischkuil HaLioHanbHHA yHiBepcuTeT panidenekTponiku
(61166, Xapkis, npocn. Hayku,14, kad. CHCTEMOTEXHIKH,
* 1en. (057) 702-13-06) o
e-mail: dmytro.maksutov@nure.ua, pakc (057) 702-11-13
The given work is devoted to the modern developments in the field of
quantum computer algorithms related to cryptanalysis. The major topic of the

work is a modification of the Shor quantum algorithm that is designed to solve a’

discrete logarithm problem. The work also contains information about the
current state of quantum computing technologies and known non-quantum
solutions to the discrete logarithm problem. The aim of the work is to
demonstrate that nowadays-cryptographic systems based on Elliptic-curve
cryptography (ECC) are vulnerable to quantum algorithms or will be vulnerable
in the near future.

3  po3BUTKOM TEXHOMOril BHPOOHMUTBA Ta eMymsuil  KBAHTOBUX
KOMIT'IOTEPIB, @ TAKOX CTPIMKOro PO3BUTKY TEXHOMOTIH WO MOKIAJat0TECSH Ha
3ac06H acCMMETpUUHOI KpunTorpadil 3 BHKOPHCTAHHAM eNinTHIHMX KPUBHX,
TakuxX AK WKOpyBaHHA HAaHHX Y HPUCTPOAX xomnanii Blackberry ta nesxi
imrtemenTanii  Blockchain, HaraibHUM CTa€ NHTaHHA  KPUITO aramay
kpuntorpadii Ha eNinTHIHMX KPUBHX Ta MOUIYK i BIOCKOHAJNICHHS a/lropUTMiB
nouryKy AMCKPETHOro norapudmy, IKUH NEXUTH B Ti OCHOBI.

Ha ceoroasi icHye JekinbKa He KBaHTOBHX ATropUTMIE AV AIOLIYKY
JUCKPETHOro Jiorapumy, AKi J0CATar0Th TEOPETUHHOTO MaKCHMYMY WBHIKOMIII
MoxoMBoro Ha 3suuaitiux EBM. Lle Takd airopuTMH, AK Moaugikauia
3aransHOro METOo/y peuiera '1UcjoBoro Mnos (GNFS) [1] 3 acumnTOTHYHOIO

2

1 1
OUIHKOFO O(e('s?})3 Qupliginingay ta p-anroputm [Iosapma (2] 3
ACHMIITOTUYHOK OLIHKOIO O(\/E), me q — ue nopsjgok miarpynu F, ip —
nopsnok nons Famya F,.

3 nosBOIO TEOpil KBAHTOBHX KOMIT'KOTEpiB FOYaiacs aKiybHa po3pobixa
KBAHTOBMX ANrOPHTMIB /IS €PEKTUBHOIO BUPIMIEHHA npodnem darTopusaLmii
Ta MOWYKY AMCKpeTHOro norapugmy. B 1994 poui [Mirep illop ony6nixyras
nepuinii BapiaHT KBAHTOBOTO anNropuTMy U BUPIIIEHHA BUILEO3HAYCHMX
npo6em. Uepes Tpu poki Oye omy6nikoBaHH# JOKNAAHU# ONHUC AIICPUTMY 5]
[llop onucas anropuT™ [ONiHOMIaNBHOT CKJIAAHOCTI JMis MOWYKY AMCKPCTHOro
norapugMy mMIUe JTA TEBHOrO BHMMAAKY, A CaMme, MOUIYK JIUCKPETHOTO
norapumy y MyIbTHILIIKATABHIH rpyni Fy mons Fp.

[le 3an¥mMI0 TOPOCTIp ANA BAOCKOHATEHHA aNTOpUTMY 3 METOH
[OKPAIEHHA aCHMITOTUYHOT OLIHKH CK/TAHOCTI, KiNbKOCTI 3aliAHuX Ky6iTiB i

91
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Xy s fHHX TPyNax noma . OMMM 3 TAKHX BOCKOMANEH, ¢

JACTV :

' rOpHTMY illopa aas HOMIVRY nHCKpCtqu Mw s i G

:::;l::’;‘mu popRaKoM g ! tpynoaom onepauicio © [4]. B Pym Gy
12 2acTHCE 3 ABOX KPOKIA: OHaneHwi

1. Bnacwe KARHTORNI ATTOPHTM, AKknit npuAMac Ha BXIA ren =

[d]g i noscprac, AK pesyastar napy (k,j) i [elg, mo

2. Kaacuunuit ANCOPHTM, U0 npuiMac Ha sxia napy (k, j) i noveprac, ax
pesyasTaT wryxanui AMCKpeTHUA norapudm d, AKIWO NAPA «XOpowa», Tobro
i {AAC NEBHMM BHMOTaM.

Onwcanih anropwrm notpe6ye 2[logz q] pericTpin A innexcy i
OGNHCACHHA ABOX KBAHTOBHX nepersopens Pyp’e poamipy z(!faql.
TeopeTHuHa HIDKHA [PAHHLA BIpOriAHOCTI OTPHMAHHSA WYKAHOTO JAMCKPETHOTO
sorapitdAy 3 NICPIIOTO AMYCKY OPIBHIOE 2719 [TpakTHHa BIPOTiAHICTS Mac
mmmmmem:imuepalpm. AN g

panns foro

g CACMENT X =
|

A reosr S e A ST
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