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In this publication, we consider the types of attacks on the stegosystem and
methods for countering them.

Steganography 1s a communication method. The task of steganography is to
hide the very fact of the existence of secret data during its transmission, storage
or processing. In other words, hiding the existence of information means not
only the impossibility of detecting a hidden message in an intercepted message,
but also generally making it impossible to raise any suspicions about this.
A common feature of steganographic methods is that the hidden message is
embedded in a certain object (container) that does not attract attention, which is
then openly forwarded to the addressee.

IcHye nBa MPUHIMIIOBO PI3HUX CMOCOOY TMepenayl Mo BIAKPUTOMY KaHATY
3B's13Ky KoH(imeHmiiHoi 1HDopmarii. OauH 13 cmocobiB mojsirae B ToMy, mod
3aMacKyBaTH TepedaHy cekpeTHy i1Hdopmamio 1Hmoi 1Hdopmarie. B mpoMy
BUTIAJIKY CEKPETHI CHMBOJHM BOYJAOBYIOTHCS y BIIKPHTHA TEKCT. 3aBIaHHA
BOY/IOBYBAaHHS Ta BHIUJICHHS TOBIIOMJICHb 3 1HINOI 1H(OpMAIi BHKOHYE
crerocuctemMa. CTETOCHUCTEMA X yYTBOPIOE CTETOKAHAJ, MO SKOMY TEPEIAEThCS
MpuxoBaHe TMOBIMOMIICHHS. [leli kaHam BBaXaeThCs TIAJAAHAM  BIDIUBAM
3 OOKy MOPYITHUKIB.

[TopymHuK MOXe OYTH TAaCHBHAM, aKTHBHUM 1 3]TOBMHUCHUM.

[TacvBHMIT TOPYIITHUK MOKE JIUITIE BUSIBUTH (PAKT HAIBHOCTI CTETOKAHAJA 1
(MOKJTMBO) YUTATH TIOB1AOMJICHHS.

Jllana3oH [mifi aKTHBHOTO TMOPYIIHWMKA 3HAYHO Inupiie. IlpuxopaHe
MTOB1IOMJICHHS MO>ke OyTH iM BHAaJIeHO ab0 3pyHHOBAHO.

Jlii 37MOYMHHOTO TOpPYITHUKA HaWOuThin HeOesmeuHi. Bin 3patHmii He
TITbKA PYWHYBATH, a i CTBOPIOBATH TTOMHUIIKOBI CTETO.

JItst 3M1CHEHHS Ti€i 9M 1HIOT 3arPO3H MOPYITHHUK 3aCTOCOBYE aTaKH.

1. Ataku mpot BOYJIOBAHOT'O TTOBIJIOMJICHHS — CIIPSAMOBAH1 Ha BUIAJICHHS
a6o ncysanas [[B3 numsxom manimymioBaHHs cTero. [Ipukiagamu Takmx aTak
MOXYTh OyTH JiHIHHA (UIBTpaAIls, CTHCK 300paXeHHS, MOAABAHHS IIIyMY,
BHPIBHIOBAHHSA T1CTOTPaMH, 3M1Ha KOHTPACTHOCTI 1 T. II.

2. ATaky TIPOTH CTETOJETEKTOPa — CIPSAMOBaHI Ha Te, MO0 YCKIATHATHA YU
3pO0UTH HEMOXITMBOIO TIPABMIIBHY poOOTY neTekTopa. [Ipu 1boMy BOISHWMIA 3HAK Y
300pa’keHH1 3aMIIAETHCSA, AJIe BTPAYAETHCA MOXKJIIMBICTh HOTO TpuiioMy. Y IO
KaTeropito BXOAATh TaKl aTakw, K aiHHE MePeTBOPEHHS (TOOTO MacmTaOyBaHHS,
3PYIICHHS, TIOBOPOTH), YCIUCHHS 300paXCHHSI, IEPECTAHOBKA MKCEIB 1 T. [I.
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3. Ataku poTH TIPOTOKONY BukopucTanHs [[B3 — B ocHOBHOMY moB'si3aH1
31 crBopeHHsaM xuOHUX 1[B3, momumkoBux crero, iaBepcicro 1IB3, nomaBanHsIM
kutbkox 1IB3.

4. Ataxm npotu camoro [[B3 — cnpsmoBani Ha omiatoBaHHA 1 BUTAT [[B3 3
CTETOMOBIOMJICHHS. Y 1[I0 TPyNy BXOMSATh Takl aTakW, SK aTaku 3MOBH,
CTaTUCTHYHOTO YCEPEIHCHHS, METOMM OUYMINCHHS CHTHAIB Bl IMyMIB, ASAKI
BHJIA HEJNHIMHOT (pLIbTpaIi.

BignosigHo mo miei kmacudikamii Bcl aTakd Ha CHUCTEMH BOYAOBYBaHHS
1IB3 MoxyTh OyTH pO3/JICHI HA YOTHPH IPYIIH:

1) araku, cipsmoBani Ha BuaajeHus [[B3;

2) reOMETpUYHI aTaKh, CIIPSIMOBAH1 HAa CIOTBOPEHHSA KOHTECHHEPA,

3) kpunrorpadiuHi aTakw,

4)arakm TPOTH BHKOPHUCTOBYBAHOTO TPOTOKONy BOYMOBYBaHHA Ta
nepesipku [[B3.

JIns TABUIICHHS HAMIWHOCTI CTETOCHCTEM MOXHA 3aMpOTIOHYBATH PsiA
MTOJTITIIICHB.

Pi3H1 MeToam mpoTHali MPOMOHYBAIUCS Ui BUPIIMICHAS TPOOJIEeMH TIpaB
BiacHocTi. [lepmmit cmoci® momnsrae B moOya0BI HE3BOPOTHOTO aJTOPHTMY
I[IB3. 1IB3 noBuHeH OyTH aJanTHBHUM JO CHTHAIY 1 BOYIOBYBAaTHCS 3a
JIOTIOMOTOIO0 OJHOCTIPAMOBAHOI (PyHKITI1, HAMPUKIIA, Xet — (hyHKITIA.

Jlpyruii cmoci® BUpIMICHHA MPOOJAEMH TIpaB BJIACHOCTI TOJIATAE Y
BOynoByBanHi B [[B3 neskoi TMM4acoBOi MO3HAYKH, IO HATAETHCS TPETHOIO,
JIOBIPEHOI CTOPOHOIO. Y pasl BUHUKHEHHS KOH(DIIKTY ocoba, sika Mae Ha
300pakeHHI OUTBII PaHHIO THMYACOBY TIO3HAUKY, BBAXKAETHCS CIPABKHIM
BJIACHUKOM.

Jns  3axwcty B arak  Tumy  aIHHOTO  TIEPETBOPEHHS  MOXKHA
BUKOpucTOBYBaTH pdonatkoBuii (omopuwmii) [[B3. Ile#t [IB3 me nece B cobi
1H(opMartii, ajie BUKOPUCTOBYETHCS U «PEECTPAIliiy» BUKOHYBAHUX MOPYITHUKOM
nepeTBopeHsb. Y nerextopi [[B3 € cxema, 1o BUKOHY€ 3BOPOTHE MIEPETBOPCHHS.

[HmmM meTomoM 3axWcTy BiA TOMIOHMX arak € OJOKOBHH JETEKTOP.
MonaudikoBane 300pakeHHS PO3OMBAETHCSA HA OJOKH, 1 JAJIT KOXHOTO OJIOKY
AHATI3YIOTBCA BCl MOJXKJIMBI CIOTBOPEeHHA. JIJIS KOXKHOI 3MIHM BH3HAYAETHCS
koedimienT kopemsmii 1[B3. IlepeTBopeHHs, micns SAKOoro KoedirieHT Kopesmii
BUSBUBCS HAWOUTHIIIAM, BBAYKAETHCS PEATbHO BUKOHAHUM MTOPYIITHUKOM.
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