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Annotation: The paper proposes a neuro-fuzzy method for predicting and assessing technological
hazard levels in cyber-physical civil protection systems, combining fuzzy inference with adaptive
neural-network learning for processing heterogeneous sensor data and forming an integrated risk
index. The proposed approach enables assessment of the current hazard level and prediction of its
dynamics over a specified time horizon, supporting the transition from reactive monitoring to
proactive detection of pre-accident and hazardous states. The feedback loop provides adaptive
refinement of the neuro-fuzzy model using new data, which increases its applicability to various
critical and industrial infrastructure facilities and supports informed decision-making in civil
protection systems.
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AHoTanif: Y poOoTi 3apONOHOBAHO HEWPO-HEUITKHII METOJl MPOTHO3YBaHHS Ta OLIHIOBAHHS
piBHS TEXHOT€HHOi HeOe3neku B KiOep(i3WYHMX CHCTeMax IMBUIBHOTO 3aXHUCTYy, SIKUI MO€ENHY€
HEUITKAN JIOTIYHWH BHCHOBOK 3 QJaNTHBHUM HEWPOMEPEKEBHM HABUYAHHSIM [UIS OIPAIIOBAHHS
PI3HOPIIHUX CEHCOPHUX MaHMX 1 (OpMyBaHHS IHTErPAJBbHOTO 1HAEKCY PU3MKY. 3arpONOHOBaHMUN
niaxig 3a0e3nedye OIIHIOBAHHS MOTOYHOTO PIBHS TEXHOTEHHOT HEOE3NEeKH Ta MPOTHO3YBAHHS HOTO
JUHAMIKM Ha 33JaHOMY 4YacOBOMY TOPH30HTI, CTBOPIOIOYM TNepeAyMOBH JUIs MEpeXoay BiX
PEaKTUBHOTO MOHITOPHHTY J0 MPOAKTUBHOI'O BUSIBJICHHS IepeAaBapiiHUX 1 HEOE3NMEeUYHUX CTaHiB.
KonTtyp 3BOpoTHOro 3B’s13KYy 3a0e3nedye aJanTMBHE YTOYHEHHs HEHpPO-HEUiTKOi MOJesli Ha OCHOBI
HOBHX JIaHUX, 1110 PO3LIUPIOE MOXIIMBOCTI i1 3aCTOCYBaHHS Ui 00’ €KTIB KPUTHYHOI Ta IPOMHUCIIOBOL
1HGPACTPYKTYPH H NIATPUMKH OOIPYHTOBAHOT'O IPUHHATTS PILLICHb Y CUCTEMaX LUBIIBHOIO 3aXHCTY.

KurouoBi ciioBa: Helipo-HeuiTKHI MeTOT; KibepdiznyHa cucTemMa; IMBUIBHUN 3aXHUCT; TEXHOTCHHA
HeOe3neKa; MPOTHO3YBAaHHS PU3MKIB; HEWITKA JIOTiKa; HEHPOHHA Mepexa; MIATPUMKA NpPUHHATTA
pIIIEHb.

The relevance of the research is determined by the need to improve the accuracy and timeliness of
predicting technological hazards in cyber-physical civil protection systems under conditions of
uncertainty, dynamically changing hazard parameters, and heterogeneous data received from sensor
systems. The application of a neuro-fuzzy approach makes it possible to combine the adaptive
learning capabilities of neural networks with the ability of fuzzy logic to process incomplete and
uncertain information, thereby creating the prerequisites for timely prediction of hazardous situation
development and reliable assessment of technological risk levels. The development of such a method
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will contribute to improving the effectiveness of intelligent monitoring and decision-support systems
in the field of civil protection.

The idea of using a neuro-fuzzy method for predicting and assessing the level of technological
hazard is to create an intelligent mechanism for continuous analysis of the state of a potentially
hazardous facility based on data received from the sensor layer of a cyber-physical civil protection
system. The proposed approach involves the integrated use of temperature, hazardous gas
concentration, smoke level, pressure, vibration, and other monitored parameters of the technological
environment. The acquired data are preliminarily normalized, filtered, and analyzed to detect
deviations from the permissible operating conditions of the facility. The fuzzy component of the
method transforms numerical parameters into linguistic assessments and makes it possible to account
for the uncertainty, incompleteness, and inconsistency of sensor information. For this purpose,
membership functions and a fuzzy rule base are formed to establish relationships between the
monitored parameters and the current level of technological hazard. The neural network component
provides adaptive adjustment of the fuzzy system parameters according to accumulated data on
normal, pre-emergency, and emergency operating conditions of the facility. The integration of these
components makes it possible to form an integral technological hazard indicator normalized, for
example, within the range from 0 to 1. The value of this indicator can be used to determine the
current state of the facility according to normal, warning, hazardous, and critical levels. At the same
time, the method is intended not only to assess the current hazard but also to predict its changes over
a specified time horizon while taking into account the dynamics of sensor parameters. This makes it
possible to identify trends indicating that the system is approaching a critical state even before the
established threshold values are actually exceeded. The prediction results can be transmitted to the
upper level of the cyber-physical system to generate warnings and support decision-making by the
responsible civil protection units. The main research hypothesis is that the combined application of
the adaptive capabilities of neural networks and the fuzzy inference mechanism will provide a more
reliable assessment of technological hazards compared with the use of static threshold criteria. It is
assumed that the neuro-fuzzy model will be able to adapt to changes in the operating modes of the
monitored facility and account for nonlinear relationships among multiple hazard factors. It is also
hypothesized that predicting the dynamics of the integral hazard indicator will increase the available
response time for addressing the development of an emergency situation. This is expected to reduce
the number of false alarms in the monitoring system and improve the validity of warning and
emergency signal generation. Thus, the proposed neuro-fuzzy method can serve as the intelligent core
of a cyber-physical civil protection system, enabling a transition from reactive detection of hazardous
events to proactive prediction of their occurrence and development. The structure of the proposed
method is presented in Figure 1.

The operating principle of the neuro-fuzzy method structure for predicting and assessing the level
of technological hazard (Fig. 1) is based on the continuous acquisition of data from sensors of the
cyber-physical civil protection system that monitor temperature, gas concentration, smoke level,
pressure, vibration, and other parameters characterizing the state of the facility. The acquired data
undergo a preprocessing stage that includes normalization, filtering, extraction of informative
features, and comprehensive fusion of heterogeneous sensor data. The processed information is then
supplied to the neuro-fuzzy model, in which the fuzzy logic system performs fuzzification, fuzzy
inference, and defuzzification, while the neural network uses historical data for learning and adaptive
adjustment of the fuzzy model parameters. As a result of the joint operation of these components, an
integral risk index ranging from 0 to 1 is generated, which is used to determine the current level of
technological hazard and predict its changes over a specified time horizon.

The generated results are transmitted to the visualization, alerting, and decision support system,
which provides the operator with recommendations regarding the necessary response measures. The

feedback loop incorporated into the structure ensures the continuous input of new data and response
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outcomes for further model refinement, enabling the neuro-fuzzy method to adapt to changes in the

state of the monitored facility and the conditions under which technological hazards may arise.
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Figure 1 — Structure of the Neuro-Fuzzy Method for Predicting and Assessing the Level of
Technological Hazard

An advantage of the developed structure is the integration of modern cyber-physical system
technologies, 10T/SCADA, neural networks, and fuzzy logic, which enables comprehensive
processing of heterogeneous sensor data in near-real-time. The combination of neural learning with
fuzzy inference allows the model to be adaptively adjusted while accounting for process nonlinearity,
data uncertainty, and complex relationships among technological hazard factors. The formation of an
integral risk index and prediction of its dynamics enables a transition from conventional reactive
monitoring to proactive detection of potentially hazardous states before the monitored parameters
reach critical values. The decision support system makes it possible to transform the results of
intelligent analysis into well-founded recommendations for response measures, thereby reducing the
time between hazard detection and the adoption of appropriate management decisions. The use of a
feedback loop ensures continuous accumulation of new data and adaptive refinement of the neuro-
fuzzy model, allowing the proposed structure to be scaled and adapted to various critical and
industrial infrastructure facilities.

CONCLUSIONS. The paper proposes a structure of a neuro-fuzzy method for predicting and
assessing the level of technological hazard, which provides comprehensive processing of
heterogeneous sensor data from cyber-physical civil protection systems by combining fuzzy inference
with adaptive neural network learning. The formation of an integral risk index and prediction of its
dynamics enable early detection of pre-emergency and hazardous states and facilitate a transition
from reactive monitoring to proactive response to technological hazards. The proposed feedback loop
provides adaptive refinement of the neuro-fuzzy model based on newly acquired data, thereby
enhancing its applicability to various critical and industrial infrastructure facilities. Further research
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should focus on experimental verification of the method, assessment of the accuracy and timeliness
of technological hazard prediction, as well as investigation of its robustness to sensor data drift and
distortion.
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