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ITPABOBI IIMTAHHA 3ABE3IIEYEHHSA BE3IIEKHA
3AIMCHEHHS PO3PAXYHKOBHMX OITEPAIII
BAHKAMM

AKTUBHHMH PO3BUTOK iH()OpMAaLiHHUX TEXHOJOTiH y cdepi OaHKiB-
CBKOI JISUTBHOCTI CIIPUYMHIOE BUHUKHEHHSI HOBUX PU3UKIB 5K JUTSI CAMUX
0aHKIBCHKMX YCTaHOB, TaK 1 JUIA TXHIX KITI€HTIB MiJ Yac 3/iliCHEHHS Pi3-
HUX BHUIIB PO3PAXYHKOBUX OTEPAIliif. 3 OMHOTO OOKY TUTAHHS IIPABOBOTO
peryaroBaHHs 3a0e3neueHHs iHTepeciB KII€HTIB OaHKiB MPH MPOBEIECHH]
PO3paxyHKiB, SIK PABUIIO, OB S3y€THCS 3 BiIOOPaKEHHSIM Y MPaBOBIi
(hopMi MapKETHHTOBUX 3aXOJiB 0aHKIBCbKUX yCTaHOB, BUKOPHUCTAHHSIM
PO3pOOOK MPOTPaMHKX MPOJYKTIB IHIINX CY0’ €KTIB, sIKi 000B’3KOBI JIJIs
3aCTOCYBaHHS y 3B’A3KY 3 Y4acTIO OaHKIB y MJIaTOHKHUX CHCTEMax. Y LUX
peaisix iHTepecH KIIIE€HTIB € TIOXiIHUMH, OCKIIBKH OCTaHHI BUMYIIEH]
KOPUCTYBATHCS 3allPOMIOHOBAHMMHM ITOCIyTaMu OaHKIB, 1, 3HaXOISIIHChH
B HEpPIBHOMY EKOHOMIYHOMY CTAHOBWII, KJIIEHTH BJIACHUMH CHJIaMHU
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[1] abo ywacTio B meperoBOpHOMY HpOLECi IPH YKJIaJaHHI TPABOYNHIB
3 OaHKaMH HE CIPOMOXKHI 3MIHMTH a00 MOCWIUTH CBOI 3aXHILIEHICTh
MEBHUMHU TEXHIYHMMHU a00 MporpaMHuUMH 3acobamu. Bapro 3a3HaunTH,
110 Ha 3a0e3neyeHHs Oe3MeKy 31 ICHEHHS TUIATIKHUX OTepalii CripsMo-
BaHi (YHKIT YITOBHOBa)KCHNX JIEPYKABHUX OpraHiB, Hacamrepes Hario-
HaJbHOTO OaHKy Ykpainu (mani — HBY).

Ha cyuacHomy erami po3BHTKY OaHKIBCHKHX MOCTYT B YKpaiHi Tak
1y CBITI, B IIJTOMY, IpUBEpTae Taka ix cepa sk [HTEpHET-OAHKIHT, CHC-
TeMa eJCKTPOHHUX TUIATS)KIB, a TAKOXK 3MIMCHEHHS IHIMUX BUTIB TisUTb-
HOCTI OaHKaMH 13 3aJly9CHHSIM €JIEKTPOHHHX IH(DOPMAIIHIX 3ac00iB.
Cepen Haitbmmkunx 1o miei cdepu BimHOcHThes ¢GyHKmiE HBY momo
BU3HAYCHHS HAIPSIMIB PO3BUTKY Cy4aCHHMX €JICKTPOHHUX OaHKiBCBKHX
TEXHOJIOTiH, CTBOPEHHS Ta 3a0e3IeUeHHs Oe3epepBHOro, HaJitHOrO Ta
eexTHBHOrO (yHKLIOHYBaHHS, PO3BUTKY cTBopeHMX HBY miarixuux
Ta OOJIKOBUX CHCTEM, KOHTPOJIb 38 CTBOPEHHSIM IIaTIKHUX 1HCTPYMEH-
TiB, CUCTEM aBTOMaTH3allii 0aHKIBCHKOI AISNTBHOCTI Ta 3aCO0IB 3aXHCTy
OankiBcbkoi iHpopManii (1. 7 4. 1 ct. 7 3akony Ykpainu «IIpo HBVY»).

Jlo HemaBHBOTO Yacy IpH MPOBEIEHHI MepeKasy KOWTIB (i3HYHUMH
0co0aMu OCHOBHI MPIOPUTETH Ta TIEpeBart, sIKi BiIMI4alOThCA B Cydac-
Hill 0aHKIBCHKIH AISUTBHOCTI, 3HAYHA KIJIBKICTh HE MaJIM YiTKOI MPaBOBOi
¢dopmu abo He BIAMOBIJAIM MPABOBUM 1HCTHTYTaM, a00 TPUBOAWIN 1O
MOPYIICHb IHTEPECIB KITIEHTIB OAHKIB.

OcTaHHIM 4acOM 3aKOHOJIAaBCTBO YKpPAiHU MOCTYIIOBO 3MIHIOETHCS Y
0ik perymaroBaHHs iH(QOpPMAIIHHOT Ta KiOepOe3neKu OaHKIBCHKOI JTislib-
HOCTI B TOMY YHCJIi TIiJ] 9ac 3IHCHEHHS PO3PaXyHKOBUX OTEPAITii.

Tak, [ToNOKeHHSIM TIPO 3aXKCT ENEKTPOHHUX OAHKIBCHKUX JTOKYMEH-
TiB 3 BUKOPUCTAHHAM 3aco0iB 3axUCTy iH(popmarlii HamionamsHOTO 6aH-
Ky Ykpaiam, 3atBepmkeHuM [locranoBoto I[lpapninus HariomamsHOTO
Oanky Ykpainu Bix 26.11.2015 Ne 829 (mani — [Tonoxxenns Ne 829) Gyimo
BPETYIHOBAHO ITi/ICTABH Ta IOPSAOK OTPUMAHHA 3ac00iB 3aXUCTY iHOP-
Marii HamioHanbHOTO OaHKY, SIKi BUKOPHUCTOBYIOTHCS B CHUCTEMi €JIEK-
TpOHHUX TuTaTexiB HarioHanpHOTO OaHKy Ta iH(OpMAaIifHHX 3amadax
(mami — 33I). CropoHaMu IUX MTPABOBITHOCHH €, 3 OJTHOTO OOKY, OpraHiza-
1is Ik OaHKIBChKa a00 1HIIIA yCTaHOBA, KA € OE3MOCepPeIHIM YYaCHHUKOM
CHCTEMH eNIeKTPOHHUX MaTexxiB HamionansHoro 6anky (mani — CEIT)
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Ta/abo iHdopManiiHNX 33134 i BUKOPUCTOBYE 3aCO0M 3aXHCTY iHpOpMa-
uii HarionanasHoro 0aHky, a 3 inmoro 6oky — HBY. Bianosiguo o n. 19
uporo Ilonoxenns ymoBamu A orpumanns 331 €:

1) npuenHaHHS Oprasizaiii-3aMOBHUKA 10 €JUHOTO JOTOBOPY IS
OTPUMaHHS TaKUX BHIIB mociyr HamioHanbHOro OaHKY: poO3paxyHKO-
BO-1H(OPMAIIHFHOrO 00CIYrOBYBaHHS B CHCTEMI €JICKTPOHHUX ILIATEKIB
Hamionansroro 6anky (mms yuacuHukiB CEII); cuctemMoro eneKTpoHHOT
momtu HamionansHoro 6anky (mami — cuctema EIN); i3 HagaHHsS B KO-
pUCTYBaHHsI 3aco0iB 3axucTy iH(popmarlii HarioHanpHOTO 0aHKY, KpiM
BHITAJIKIB, SIKIIIO OPTaHi3aIli€l0-3aMOBHHIKOM € JIepKaBHI YCTaHOBH, TIepe-
miveHi y 1. 19 nporo [lomoxxeHHs.

2) 3abe3nedyeHHs BiANOBITHOCTI MPUMIIICHb, ¥ AKUX OyIyTh 00po-
OnsATHCS eNeKTPOHHI OaHKIBChKi JJOKYMEHTH, BAKOPUCTOBYIOThCS Ta 30e-
pirarotbcs 331, BuMoram, BusHadeHnM [ IpaBunamu;

3) mpu3HaueHHS MOCaJ0BUX 0Ci0, BiIOBIIATBHUX 32 30€piraHHs Ta
BUKopucTaHHs 33[;

4) HasABHICTb JMCT-IOPYYCHHs (IOBIpEHICTH) MPO OTPUMAHHS KOH-
kpeTtHux 331 0co0i, BiamoBinaneHii 3a orpuManus 331 s opranizarii.

3abe3neueHHs iHPoOpMaIiifHoi Oe3NeKu 3AIMCHIOETHCS, 30KpeMa, 3a
JIOTIOMOT010; 1) TEXHOJIOTIYHUX 3aCO0IB KOHTPOJIIO, BOYJOBAaHUX B IPO-
rpamHo-TexHiuHi kommekcn CEI, sxi He MOXyTbh OyTH BiIKIIOYEHI.
VY pa3i BUSIBICHHSI HECTaHJAPTHOI CHTYyaIlil, sIka MOXKE CBIIYHTH TPO
Mi103py 100 HecaHKIioHoBaHoro noctymy ao CEII Bix iMeHi meBHOTO
yuacuuka CEIl, aBTOMaTn4yHO NPUNHUHIETHCS MPUUMAHHS MOYaTKOBHX
€JICKTPOHHUX PO3PAXYHKOBUX JOKYMEHTIB Ta TIOBIJIOMJICHb Bill IIOTO
y4acHHUKA; 2) 3aCTOCYBaHHA IEKUTFKOX METO/IIB U pyBaHH: iHpOpMarii
SIKi, Cepell IHIOTo, 3a0e3MeuyIOTh CYBOPY aBTCHTH(DIKAIliF0 BiApaBHU-
Ka Ta OTpUMyBada EJIEKTPOHHOTO OAaHKIBCHKOTO JOKYMEHTA, ITITICHICTh
KOYKHOTO JIOKyMEHTa B pe3yJIbTaTi HEMOXKIIMBOCTI HOT0 mipoOieHHs abo
HECaHKIIIOHOBAHOTO MOAM(iKyBaHHS B MIH()POBAHOMY BUTIISAII.

BayTpimHil KOHTPOIs 32 (PYHKIIOHYBAaHHSIM TaKOl CHCTEMH Oe3Iie-
KH PO3paxyHKiB 3[ICHIOETBCS 3a TOTIOMOTOI0 000B’S3KOBOTO 1H(POPMY-
BaHHA opranizauiero Jlenapramenty Oesnexu HBY npo nmopymenns, Bu-
asieni 331 Ta nopymeHnns aissibHOCTI BnacHe 331 Ta ynpaBiiHHS HUMMU.
B npomy acmekti nmpuBeprae ypary cT. 13 3akon Ykpainu «lIpo nosipui
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€JICKTPOHHI MOCIYTHY», BIIOBIIHO JI0 Y. 2 SIKOT BCTAHOBIIOETHCS MaK-
CUMaJIbHAH JMIT Ha iHQOPMYBaHHS KOHTPOIIIOIOYUX OPTaHiB PO MO-
pyLICHHs Oe3MeKH MEPCOHANBHUX AaHUX KIIEHTIB y 24 ronuHu. Takox
y Ionoxenni Ne 829 BcTaHOBIIEHO HaJaBaHHsS MHUCbMOBHX a00 yCHHUX
BijloMocCTel Ha BUMoOTY [lenapramenty 6e3nexu npo ctan 331 Ta ix BHKO-
pHCTaHHSI, CTaH 3aXUCTy iH(OpMaIllii B cHcTeMax, Ha sIKi MOITUPIOIOTHCSI
BUMOTH HarionansHoro 0aHKy om0 iHdhopMaIiifHoi 6e3MeKn, TEXHOI0-
Tit0 0OpOOJICHHS ENEKTPOHHUX OAHKIBCHKUX JOKYMEHTIB B OpraHizarlii Ta
CcHCTeMY 3axXHCTy iHpopMaIii I gac ix 0OpoOIeHHS.

30BHINIHIK KOHTPOIH 3a GyHKIioHyBaHHS 331 3mificHIOEThCS 3a 1T0-
MIOMOT'0I0 TaKUX HPOLEAYP SIK MPOBEIEHHS INIAHOBUX Ta IMO3aIIAHOBUX
MepeBipok craHy iHpopMariifHoT Oe3nekn B oprasizarisx Jlemapramen-
tom Oe3niekn HBY, Bimnoinao 1o IlonokeHHs Mpo MOPSIOK TepEeBipKU
crany iH(popMariiiHoi Oe3rekn B OaHKIBCHKHX Ta IHIIMX yCTaHOBAX, SIKi
BUKOPHUCTOBYIOTH 3acobu 3axucty iH(opmanii HamionanesHoro ©OaHky
VYkpainu, 3atBepmxenoro [1I1 HBY Ne 829.

[Ile omHMM HOPMATHBHO-NIPABOBHM aKTOM, IO PETYIIOE Oe3IeKy
po3paxyHkiB € [loJgoxkeHHsI PO OpraHi3ailiio 3axojiB i3 3a0e3MeueHHs
iH(opMarliitHoi Oe3rneku B OaHKIBCBKilM cucTeMi YKpaiHu, 3aTBEp/KEHE
ITIT HBY Bin 28 Bepecust 2017 poky Ne 95 (mani — [Tonoxenns Ne 95) i
BBeJIeHE B J1it0 y 2018 potri, B OCHOBY SIKOTO OYJ10 MOKJIaJICHO MIXKHAPOIHI
cTa"gapTH 3 inpopmaniitnoi 6e3neku taki six [ISO / IEC 27001, ISO / TEC
27002 ta PCI DSS [2]. MeTtoto nboro akTy € 3a0e3ne4eHHs e()eKTHBHOTO
3axXUCTy BiJ Kibeparak Ha OaHKIBChKI yCTaHOBH. BiAMOBIIHO 10 11bOTO
TTonoxxennst Ha OaHKIBCHKY YCTAHOBY TOKJIATAETHCS 000B’S30K TTOBHO-
ro 3a0e3nedenHi kibepOesneku, Mo TATHE 3a COOOI0 MIMPOKE 3aITy4eH-
ua [T cnemiamicti. Tak, 30kpema, KoskeH OaHK 3000B’sI3aHUN  yTBOPUTH
BJIaCHY CHICTEMY YIIpaBIIiHH iH(popMaIiiHoto 6e3mnekoro (mami — CYIB).
Jl1s 1IboT0 (hOPMYETHCS KONEKTUBHUN KEePIBHUN OpraH 3 MHUTaHb BITPO-
BapkeHHs Ta QyHKiionyBaHHs CYIb (mani - kepiBamit opran CYIb) abo
HaJIUTH LMMH TTOBHOB&KCHHSMH I1CHYIOUMH KOJIEKTUBHUH KepiBHHMH
opraH OaHKy Ta po3poOWTH BiamoBimHEe monoxeHHs. [lo ckiamy KepiB-
Horo oprany CYIb 000B’s13k0BO BXOAATH TOJIOBA MPABIiHHS OaHKY Ta/
a0o Horo 3acTylHHUKA, 110 BiANOBizae 3a iHpopMaLiiiHy Oe3meky OaHKy,
KEpIBHUKH MiJPO3a1TiB OaHKY — BIaCHUKH KPUTUYHUX Oi3HEC-IPOLECiB
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0aHKy Ta KEpiBHUK MiIpo3AlTy OaHKy 3 ynpasiiHHS pusukamu. Kpim
toro baHk 3000B’s13aHMIT CTBOPUTH TiAPO3.ia 3 iH(hOpMAIIHOT Oe3NeKH
HE MEHIIIE SIK 13 IBOX MPAIiBHUKIB 31 CKJIay IITATHUX MpAI[iBHUKIB OaH-
KY, @ TAKO TIPU3HAYMTH BiIIIOB11aIbHY 0c00y 3a iH(opMalliiiHy Oe3rneKy
0anky (Chief information security officer, CISO), sika Ma€e TTOBHOBa)KEH-
HS, JOCTaTHI JJIS IPUWHATTS YNPaBIIHCHKHUX pillleHb (Tlocaga He HIDKYe
3aCTyNHWKA TOJOBU TpaBliHHA OaHKy), Ta 3abe3meuye: 1) cTpareriude
KEepIBHUIITBO 3 MUTaHb iHGOPMAIIHHOT Oe3MeKu 0aHKy; 2) BU3HAYCHHS
HampsIMiB PO3BHUTKY iHGOpPMAIIHHOT Oe3MeKu OaHKy, X BiIMOBITHICTH
cTparerii po3BUTKY 0aHKY; 3) BIAMOBIAHICTH 3aX0iB Oe3mekn iHpopMa-
1ii morpebdam GizHec-TporieciB/0aHKIBCHKUX TTPOAYKTIB; 4) KOHTPOIb 3a
BITPOBAPKEHHSM 3aX07IiB Oe3nekn indopMmariii B OaHKY.

Heo0xinHo 3BepHYTH yBary, mo [lomoxenus Ne 95 MicTUTh TepMiH
«KpUTHYHI Oi3HEC-Tporiec OaHKy» K Oi3HEC-TIPOIECH MisITbHOCTI OaH-
Ky, BU3Ha4eHI OAHKOM KPUTUYHHMH 010 iHpOpMaLiiHOi Oe3neku 3a
pe3ysbTaToM iX OIIIHIOBaHHS OAHKOM 3a TaKUMH KpUTEpisiMHU: KOHi-
JIEHIIAHICTD, IUTICHICTD, TOCTYIHICTh. TakUM YHMHOM MOXHa 3pOOUTH
BUCHOBOK, 10 (aktnuno HBY mnepenae moBHOBakeHHS! BU3HAUCHHS 3
METOI0 MOAAIBIIOTO MOCHICHOTO KOHTPOJIO MOTeHIIHHO-HeOe3MeuHuX
npoleciB 0OaHKIB caMUM OaHKaM, 3 ypaxyBaHHsIM crieliudiku iXHbOT -
SITBHOCTI.

[Monoxenusim Ne 95 Ha 6aHK OKIAIAIOTHECST 000B’SI3KHU 111010 KOHTP-
OJTI0 3a KopucTyBauaMu. Tak, 30kpema, OaHK 3000B’s13aHUI 3aIIPOBATUTH
TaKi 3aX0/ld KOHTPOJIIO JIOCTYIY JI0 iHpopMaliitHux cuctem OaHKy: 1) re-
PEBIpKY HasBHOCTI y KOPUCTyBada 103BOJYy KEPIBHHUIITBA Ta BIACHHUKA
iH(MOopMaIiifHOT CHCTEMHU Ha TaKWH TOCTYIT; 2) 3a00pOHY OTHOOCIOHOTO
IHIIIFOBAaHHS 3asBKH, MATBEPKCHHS Ta HATAHHS JTOCTYITY; 3) MEPEBiIpKy
BIJIITOBITHOCTI PiBHS HAIAHOTO MOCTYITY MPUHITAITY MiHIMQJIBHO HEO00-
XiHOTO PiBHSI TIOBHOB&)KEHB; 4) MepioAndHy MEpeBipKy BiAMOBIIHOCTI
Ha/laHUX TPaB OCTYIly KOPUCTYBAa4Y€BI THM, IO JIiIOTh HA MOMEHT Iepe-
Bipku. baHk 3000B’43aHMIT BUKOPUCTOBYBATH MEXaHi3MHU OaratogakTop-
Hoi aBTeHTH(DIKAMIl i Yac HaMaHHS ITOCTYITY JJIs BUKOHAHHS (DYHKITIH
aaMiHicTpyBaHHs abo cynpoBomkeHHs CAB. bank 30008’ s3anuit 3a0e3-
neyuTy OJ0KyBaHHS OOJTIKOBHUX 3alMCiB KOPUCTYBayiB B iHPOpMAIiHNX
cucrteMax 0aHKy B TaKMX BUMaJKax: |) m’saTH HeBOaIuX cpoO aBTEHTH-
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¢ikauii nocoine (aBToMaTn4He ONOKYBaHHS); 2) BiZICyTHOCTI peecTparii
KOpHCTyBaya B iHpopMaliiHuX cucTeMax 0aHKy nmpotsiroM 90 kaneHaap-
HUX JHIB; 3) 3BIJIbHCHHS KOPUCTYyBaya.

Takox, MpUBEpTaOTh yBary HopmH [lojokeHHS Mpo opraHizaiiro
OyXrajTepchbKoro 00Ky, OyXIrajaTepChKOro KOHTPOJIIO Iij] yac 3/1iiCHEH-
Hs1 OTIepaLiiHOI IisJIbHOCTI B OaHKax YKpainu, 3arBepkenoro [1I1 HBY
Bix 4 mumas 2018 poky Ne 75 (mami — [Tonoskernst Ne 75). BiamosinHo 1o
nporo IlonoxeHHs 0aHK 3000B’sI3aHUN BU3HAYUTH KPUTHUIHUMH IIIOIO
iHpopmariitHoi 6e3mekn Oi3HeC-TIPOIEeCH MiSITLHOCTI 0aHKY, Y SKUX 311~
CHIOIOTBCS (pOopMyBaHHsI, 00pOOIICHHSI, TIEpeIaBaHHs Ta 30epiraHHs elIeK-
TPOHHUX OAaHKIBCHKUX NOKyMeHTiB. OnHi€I0 3 BUMOT iH(OpMaIliitHoro
3a0e3MevYeHHsT OlepamiiHol TiSUTPHOCTI € BUMOTa IIOAO TepenaBaHHs
€JIeKTPOHHUX OaHKIBCHKHX JOKYMEHTIB, BTpara ab00 HECaHKI[IOHOBaHE
03HAMOMIICHHS 3 SIKHMH MOXK€ 3aBJaTd 30MTKiB OaHKY, HOTO CTPYKTYp-
HUM MiJIpo3/iiaM abo KIIieHTy OaHKY, BiJIOBITHUMHU KaHAJIAaMH 3B’SI3KYy
€JIEKTPOHHOIO MOIITO0 a00 B PEKUMI PEaIbHOTO Yacy JHILe 3amudpoBa-
HUMHU Ta 3 000B’SI3KOBUM HaJIaHHSIM IIATBEPDKCHHS MPO X OTPUMAaHHSL.
BcranoBieHo 000B’s13K0BY peecTpallito BCiX MOAiH JOCTymy, yciX omnepa-
Iid Ta IHIIUX i, 1X (iKcallilo B aBTOMATU30BaHiil CUCTEMI B 3aXHUIIICHO-
My Bi MonudiKalii eleKTPOHHOMY KypHai 13 3M1HCHEHHSIM TTIOCTIHHOTO
KOHTPOJTIO 32 HOTO IUTICHICTIO.

Kpim Toro, num aktoM Oyiio 3aKpilUIEHO Tak 3BaHE MPABUIIO «JIBOX
PYK», CYTHICTIO SIKOTO € Te, IO omepaillis He Moke OyTH iHiliiioBaHa Ta
BUKOHAHA OJTHM KOPUCTYyBa4eM CUCTEMH. BuHATOK Moxe OyTu 3polie-
HUU IJI OTIepalliid, IO 3MiHCHIOIOTHCS aBTOMATUYHO CHCTEMaMHU aBTOMa-
TH3amii 0aHKIBCHKOI AISUTBHOCTI.

V Ilonoxenni Ne 75 Bu3HaueHO 000B 30K OaHKY HaJaBaTH JOCTAT-
HIO iHPOPMAIIHHY MATPUMKY IJISI IPUHHATTS KOPUCTYBAYaMH TTPABHITH-
HOTO PIlIEHHS TIPO Te, SKe 3 JpKepen iHhopMarlil ¢l yBaXxaTu CyMHiB-
HUM, a 5IK€ — JJOCTOBIPHUM.

[IpuBepTaroTh yBary Takox JesKi moyioxxeHHs 3akoHy Ykpaiau «IIpo
€JIEKTPOHHI JIOBipUi IOCIYTH, SIKi CTOCYIOThCS OaHKIBCHKOI chepu. Bin-
MOBiTHO 110 CT. 9 1poro 3akoHy HarioHanpHUI O0aHK YKpaiHU CTBOPIOE
3aCBIUYBAJBLHUN LEHTP AJs 3a0€3MeUeHHs] BHECEHHs KBali(iKOBaHUX
Ha/laBaviB eNEKTPOHHUX JOBIPYMX MOCIYT y OaHKIBCHKil cuctemi Ykpa-
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iHM Ta KBaMi(hiKOBaHMX Ha/aBa4iB €NECKTPOHHUX JOBIPYMX MOCIYT MPH
3IiiCHEHH] Mepeka3dy KOWTiB (YYacHUKIB TUIATDKHHUX cucTeM) Ao JloBi-
pUOTO CIHCKY BiIIOBIHO 710 BUMOT 11bOTO 3aKoHy. Jlo moBHOBaxkeHbs Ha-
[ioHANBHOTO OaHKy YKpainu y cepax eneKTPOHHUX JOBIPYHMX MOCITYT Ta
CJICKTPOHHOT 1ICHTU(IKAIIT HAJICKUTB:

— BCTAQHOBJICHHSI BHMOI, SIKUM IOBMHHI BIJNIOBIaTH KBaiQikoBaHi
Ha/IaBavi eJIeKTPOHHUX JOBIPUMX MOCIYT, BHecCeHi 10 JloBipuoro crmcky
3a TIOAAHHAM 3aCBiAUyBAIBHOTO IEHTPY, Y TOMY YHCII BHMOT J0 iXHIX
MIPOTPAMHO-TEXHITHUX KOMIUICKCIB;

— BCTAHOBJICHHS MOPSIKY HaJaHHS Ta BUKOPHCTAHHS €JIEKTPOHHHUX
JOBIPYHX MOCTYT y OaHKIBCHKiM cucTeMi YKpaiHu Ta IpH 3/iiCHEHH] 11e-
peKasy KOIITiB;

— BCTAHOBJICHHS MOPSAKY HaJaHHsS MOCIYTH MOCTAayaHHS INepeaa-
4i CUTHAJIB TOYHOTO 4Yacy 3aCBi4yBaJbHHM IIEHTPOM KBaTi(ikoBaHUM
HasjaBayaM eJICKTPOHHUX AOBIPYMX IOCIYI, BHeceHUM 10 JloBipuoro
CIHCKY 32 MOJaHHSAM 3aCBiI4yBaJbHOTO LEHTPY, Ta BU3HAYCHHS [KEpea
CHHXPOHI3aLii Jacy;

— JICp’KaBHE PETYJIIOBaHHSA 3 IUTAaHb EJIEKTPOHHOI 1IeHTU(IKaIl
y OaHKIBCBKil cucteMi YKpainu;

— 3IiHCHEHHSI IHIIUX MIOBHOBAXXEHb y Chepax eICKTPOHHHUX JOBIPUMX
MOCTYT Ta eNEeKTPOHHOI ieHTH]iKalii y OaHKIBCBbKil cucTeMi YKpaiHH,
BU3HAYCHHUX 3aKOHOM.

[Tpu npoMy crieniaabHOTO HOPMATUBHO-TIpaBoBoro akty HBY Ha Bu-
KOHAHHS TIOJIO’KEHb [[LOTO 3aKOHY TOKH MPUUHSATO HE OYII0.

Buecennst B peectp Ha caiiti HBY oneparopis nociyr raTi>xHoi iH}-
pPacTpyKTypH BiIIIOBia€ IPUHIIAITY BHECEHHS B PEECTP YCixX (piHAHCOBHX
YCTaHOB a MIKPECIUTh BUKOHAHHSI (QYHKIIH Iep)kaBU TpH peaizartii
TPOIIOBO-KPEAUTHOI TOTITHKH, aJIe TaIll CTPYKTYpH He € (iHaHCOBUMU
YCTaHOBaMH, a TUTbKH cy0’ekTamu iHPpacTpyKTypH. Takox, 101aTKOBO,
HEOOXiTHO BU3HAYMTHCS 3 TIEPEITIKOM ONepaToOpPiB MOCIYT IIATiKHOT iH)-
pacTpyKTypH, sIKi HOBHHHI OyTH BpaxoBaHi B IIEpeITiKy cy0’ €KTiB IEpBHH-
HOTO (DiHAHCOBOTO MOHITOPHHTY 3TiHO 3i CcT. 5 3akony Ykpainu «lIpo
3armobiraHHs Ta MPOTHIIFO Jierami3allii (BiIMUBaHHIO) JOXO/IB, O/IepiKa-
HUX 3JI0YMHHUM IUTIXOM, (piHAaHCYBaHHIO TepOpU3My Ta (piHaHCYBaHHIO
PO3MOBCIOMKCHHS 30P0Oi MacOBOTO 3HUIICHHS.
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HeoOxinno 3BepuyTH yBary Ha 3micT [Ipoexry IIIT HBY «IIpo 3a-
TBepkeHHs [lonoxkeHnHs mpo kidep3axucT Ta iH(popMalliiiHy Oe3rneKy
B IUTATKHUX CHUCTEMax Ta cHCTeMax po3paxyHkiBy» [3]. [Inanyerbcs mo-
HIMPEHHS OO MOJIOKEHHS Ha TUIaTiXHI OpraHizauii miaTiKHUX CUCTEM
Ta CHCTEM PO3PaxyHKiB, CTBOPEHUX PE3UIECHTAMHU YKpaiHH; Y4YaCHHUKiB-
PE3UICHTIB IUIATIKHUX CHCTEM Ta CUCTEM PO3PaxyHKiB, CTBOPEHHX SIK
pe3uIeHTaMu, TaK 1 Hepe3uIeHTaMu YKpaiHM; OlepaTopiB MOCIyT Iuia-
TOKHOT 1H(PACTPYKTYpHU; a TaKOXK TIJIATOKHI OpraHizamii Mi>KHaApOAHUX
TUIATKHUX CUCTEM, CTBOPEHUX HEPE3UIEHTAMH, Y YACTHHI 1X JisSUTbHOCTI
Ha TepuTopii YKpaiHu.

Cepel KIIIOYOBHX TOJIOKEHDb IIbOTO aKTy MION0 Oe3NeKu 3AiHCHEeHHS
PO3paxyHKOBHUX Orepaliii 0aHKiB MOXKIIUBO BUAITMTH HACTYITHI:

1. Cy0’€eKT TIAaTI>KHOTO PUHKY 3000B’SI3aHUH BUKOPUCTOBYBATH 3a-
co0u 3axucTy Mepexi (amaparHi Ta/abo mporpaMHi), SiKi MAKOTh YUNHHUIMA
Ha MOMEHT TOYaTKy €KCIUTyaTallii CHCTeMH 3aXHCTy Mepexi cepTudikar
BiJIMOBIAHOCTI 200 mo3uTuBHUI ekcriepTHuil BucHOBOK JICC33I, y BU-
najaKax iX 3acTOCYBaHHS JUIsl 3aXMCTY MEPEKEBOTO 3’ €THAHHS MiX KOM-
MOHEHTaMH Cy0’€KTa MIaTKHOTO PUHKY a00 mepenaBaHHs MK KOMIIO-
HeHTaMU He3zammdpoBaHoi iH(opmaii 6e3 elneKTPOHHOTO MiAIUCY.

2. Cy0’€eKT TUIaTIKHOTO PUHKY 3000B’S3aHUH HalallTyBaTh 3aco0H
3aXUCTY MEPEKi TAKUM YHMHOM, 1100 KPUTHYHI JIaHI I1i]] 4ac MepeaBaHHs
JIaHUX OyJIM 3aXHMIICHI BiJl HECAHKI[IOHOBAHOT'O MEepenisiy Ta Moaudika-
mii.

3. IIpoekT nependavyae BU3HAYCHHS Ta MEPETIK KPUTUYHUX JAHHX,
AK1 O CyTi, 3aMiHATh 3akpimuieHuid B [lonoxenni Ne 95 tepmin «kpu-
TH4HI Oi3Hec-mpouecu 6anky». Tak, KpUTHYHI JaHi — 1€ AaHi, HeCaHK-
IOHOBaHE BUKOPUCTAHHS SIKUX MPU3BOIUTH JI0 MOPYILICHHS Oe3eKu iH-
¢dopmanii B cucreMi abo MOpYIIEHHS MpaB KOPUCTyBaviB cuctemMu. o
HUX HaJeXaTh: eJICKTPOHHI JOKYMEHTH Ha TepeKas; He3alngppoBaHi Ta
He3axuIleHi Bij Moxuikailii 1aHi, 3YuTaHi 3 €IEKTPOHHOTO TUIATI>KHOTO
3aco0y; JIOT1HH Ta MapoJi.

4. Cy0’eKT mnaTi>kKHOTO PHUHKY AJISl BUKOHAHHS OTepaliil 3 mepekasy
KOLITIB Yepe3 3axuileHe [HTepHeT-3’€JHaHHs, 3 METOIO0 MiATBEPIKCHHS
JIOCTOBIPHOCTI cepBepa MOBHHEH BUKOPUCTOBYBATH CEPTU(IKATH BiAKPH-
TOTO KITIoua, BUAH1 HeHTpaMu cepTudikaii, siki 3a0e3neuyoTs nepesip-
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Ky JJOCTOBIPHOCTI JOMEHY Ta opraHizauii (rapaHTiiiHa cyma ceptudikara
He Moxke Oytu MeHIoro 10 000 mon. CHIA).

JloIiIbHO TaKoX OCHIAUTH 3MICT MpoekTy 3akony Ykpainu «Ilpo
BHECEHHS 3MiH JI0 JIESKMX 3aKOHOJABYMX aKTiB YKpaiHM IIONO pery-
JIIOBaHHS miepekasy komtiB»y Ne 7270 [4] (mami - IIpoekt Ne 7270) Big
09.11.2017. 3okpema, um [IpoexTom nepeadadeHo KpUMiHATI3AIIIO Ji-
SHHS 32 HE3aKOHHI [Iii 3 MiAPOOKH MIIATHKHUX IHCTPYMEHTIB Ta 1HIIMX
3ac00iB TOCTYITy 10 OAHKIBCHKUX PaxyHKIB, CICKTPOHHUX TPOIICH, 1 3a-
CcO0IB JOCTYNIy M0 HHX, IUIATIXHUX IMPHUCTPOIB, 3ac00iB imeHTU(DIKAIIIT
(Bepudikarii) ocobn BIacHUKa OaHKIBCHKOTO PaxXyHKY Ta/ab0 KOPHUCTY-
Bava CIIEKTPOHHUX IUIATIKHUX 3ac00iB, a Tak caMo MpHaAOaHHs, 30epi-
TaHHs, TIEPEBE3CHHS, MEPEeCWIaHH 3 METO 30yTy HifpoOieHux Iuia-
TDKHUX 1HCTPYMEHTIB, IUIATDKHUX MPHUCTPOIB 200 iX BUKOPUCTAHHS YU
30yT, a TAKO)K HE3aKOHHE 3aBOJIOJ[IHHS TUIATI)KHUMU 1HCTpyMEHTaMu abo
3acobamu ineHTH(]iKamii (Bepudikaliii) ocoOn BiracHWKa OAHKIBCHKOTO
paxyHKy, KOpHUCTyBaua €JIeKTPOHHUX IUIaTLKHUX 3aco0iB, 3acobamu 10-
CTymy 110 OaHKIBCBKMX pPaxyHKiB, 3ac00aMH JOCTYIY JI0 €JIEKTPOHHUX
rpoweit. Y npumirui xo penakuii ct. 200 KpuminansHoro kogekcy Ykpa-
THM BCTAHOBJICHO, IO IiJ] 3aco0amu iieHTH(iKaIlil (Bepudikarlii) ocodu
BJIaCHMKA 0aHKIBCHKOTO PaxXyHKY, KOPHCTyBaya €IeKTPOHHHX IJIaTHKHUX
3ac001B CIT1JT PO3YMITH €ICKTPOHHHUIA MIAMKUC, B TOMY YHCII €JICKTPOHHUIMA
uupOBUN MIANUC, EPCOHATBHUM ieHTH(IKAIIHHUNE HOMEpP Ta J0/aT-
KOBi 3aco0u imeHTH(iKamil (Bepudikaii). Takox ruiaHy€eThCs BBEJICHHS
y nmiro ct. 2001 «He3akoHHI il 3 €JIEKTPOHHUMU I'POLIKUMAY, JUCIIO3UIIIS
aKoi repeadadae BUMYCK €IEKTPOHHHUX TPOIIeii 0e3 y3ro/pKeHHS MPaBUII
BUKOPHUCTAHHS €NIEKTPOHHUX rporrel 3 Harionansanm OankoM Ykpaiau
Ta/ab0 3MiWCHEHHS orepariii 3 HUMHA (PO3MOBCIOMKEHHS, HaJaHHs 3aCc0-
0iB TOTIOBHEHHSI, MPUIMAaHHS €JICKTPOHHUX TPOIIIeH B 0OMiH Ha TOTIBKO-
Bi Ta/ab0 Ge3roTiBKOBI KOMITH) 0€3 Y3rOIKEHHS MPAaBWJI BUKOPUCTAHHS
eJIeKTPOHHUX rpotreli 3 HarionanpHrM OaHKOM YKpaiHH.

Kpim TOro mnanyerscsi BHECEHHs il 1100 HE3aKOHHHUX il 3 BU-
KOPUCTAHHSAM €JIeKTPOHHUX 3aco0iB 10 Komekcy mpo agmiHicTpaTuBHI
MPaBONOPYLICHHS YKpaiHH.

TakoX MM 3aKOHOM IIAaHYETHCSI BBEICHHS TEPMiHY y BH3HAUCHHS
«IJIaTHKHUN MOHITOPHHI» SK 00OB’SI3KOBOI JisUTBHOCTI MOCTadaJbHHUKA
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MOCITYT 3 MIePeKa3y 100 KOHTPOJIIO 3a ONePaLlisIMHU, SIKi 3/[IHCHIOIOThCS 13
3aCTOCYBaHHSIM €JIEKTPOHHUX TUIATIKHUX 3aCO0IB Ta €JIEKTPOHHHX I'PO-
nIel 3 METOI0 BUSIBIICHHS Ta 3aro0iraHHs MOMHJIKOBUM Ta HEHAJCKHUM
nepekazam. Takok BCTaHOBIICHO TMOPSIAOK 3MIMCHEHHS TAKOTO MOHITO-
PHHTY.

Baxnusum nonoxenusm [Ipoekry Ne 7270 e perymioBaHHA Biaro-
BiJTaTbHOCTI OaHKa Ta KJII€HTA MPH BTPATi €IEKTPOHHOTO IIJIaTIHOTO 3a-
co0y 3akoHoM Ykpainu «lIpo mmaTiKHy CHCTEMy Ta Tepeka3 KOIITiBY.
Taxk, mmanyeThcsl BBEICHHS MyHKTY 14.16, 3a SIKUM «SIKIO0 OaHKOM-EMi-
TEHTOM, TUTATIXKHOIO YCTAHOBOIO — €MITCHTOM OYyJI0 JTOTPHUMAaHO BHUMOT
IHOTO 3aKOHY Ta HOpMaTUBHO-TIpaBoBuX akTiB HBY no HanexHoi Ge3rme-
KM eJIEKTPOHHUX IJIaTDHKHUX 3ac00iB Ta MIIATEXIB i3 IX BUKOPUCTAHHSIM,
1 KOpHCTYBad HeraitHO (IPOTSATOM OJHI€l TOMHHU 3 MOMEHTY OTPUMAaHHS
MOBiIOMIIEHHST OaHKYy, IIATIHOI YCTaHOBH IPO 3JIIHCHEHY OIIepallifo,
BIJINIOBIIHO JI0 KOHTAKTHOI iH(opMaIlii, HajlaHOI KOPUCTyBa4eM), IMOBi-
JOMHB OaHK, IUIaTKHY YCTaHOBY TPO BHSBICHHS (DakTy BTpaTH eleK-
TPOHHOTO IUIATHKHOTO 3ac00y, BIAMOBIAAIbHICTH KOPUCTYBa4a 32 KOKHY
omepauilo (HeHAIEKHUN Tepekas), sika BiaOyaacs O MOMEHTY IMOBiIO-
MJICHHS 0aHKa, MJaTiKHOI ycTaHOBU He Moxe mepesunryBaru 100 Heo-
MOAATKOBYBAaHUX MIHIMYyMIiB JIOXOMiB TIpOMajsiH». Takok TIUIaHYEThCS
3aKpinuTH 000B 30K EMITEHTa EJIEKTPOHHUX Ipolleii 3a0e3medyBarH iX
€KBIBAJICHTHOIO TOTIBKOBOIO CYMOIO 0€3 TpaBa pO3IOPsPKEHHS HEHO.

TakuM YHMHOM, MOYKHa 3pOOMTH BHUCHOBOK, IO NMPAaBOBHUM 3aCO00M
BUPILICHHST BUIIIEOKPECIICHUX TpodiieM Moxke OyTH pedopMyBaHHs Ha-
[IOHATHHOTO 3aKOHOJABCTBA. Tak, 30Kkpema:

— BCTaHOBIJIEHHSI 3a00pOHM Ha BIAKPUTTS paxyHKiB 0e3 HaleXHOT
imeHTU(IKAMil KITi€eHTa OyJe MPaBOBUM 3acO000M 3a0e3IeUCHHS BUHHK-
HEHHS Ta peaiizamii CTaauxX IUBIIPHUX Ta TOCTOAAPCHKUX BiTHOCWH
1 IepeIyMOBOIO BBEICHHS MEXaHI3My 3aXHCTy JOCTYITy 10 iHopmarii
IO/I0 paxyHKY Ta 3/iHCHEHHS IepeKa3y KOIITiB.

— IpaBOBa perlIaMEHTALlis] BUKOPHCTAHHS EIEKTPOHHHUX LU(PPOBUX
MiNHICIB, PO3IIUPHUTh MOKIMBOCTI Cy0’€KTiB 3/MiHICHEHHS MOHITOPHHTY
Ta HamsAAy (KOHTPOIIO) MO0 ieHTudiKaIii KirieHTa 0aHKy Ta aHallizy
PO3MOiTy PU3HKIB Ha MiACTaBi JOTOBOPY MPH peajizalii NeBHUX 3arpos,
110 MPU3BEIN IO BTPATH KOIITIB.
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Kpim Toro, BBakaemMo 3a HEOOXi/IHE HOPMaTHBHE 3aKPilICHHS] BUMOT
110710 BBeIeHH: 000B’13K0BOi cepTudikauii HBY nporpamuo-rexHiunmnx
3aco0iB TUIATDKHHUX OpraHizaliii Ta OmepaTopiB MOCIYT IUIATIKHOI SIK
YYACHHMKIB, SIKi HaJJal0Th MOCIYTH, ITOB’s3aHi 3 IIePeKa30M KOLITIB.
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A. 1. Ienucos,

K.10.H., Ooyenm Kagheopu npasosoeo 3abe3nedenHs
2ocnoodapcvkoi disinbHocmi gpaxynvmenty No6

Xapxiecbko20 HAYIOHATLHO20 YHIBEPCUMENTY BHYMPIUWHIX CNPA8

MPOTHUIA PEVIEPCTBY:
BUKOPUCTAHHSI IHO3EMHOT'O TIOCBIY
3 MPOTHU/IIi ATPECUBHOMY MOIVIMHAHHIO

Y ocTaHHii yac B HaIIii epkaBi Bce OUIBII aKTyaJbHOIO CTA€ MpPo-
OreMaTHKa MPOTH I perIepChKOMY 3aXOTUICHHIO TiIMPUEMCTB. Y 1HIINX
KpaiHaxX JOCHUTh e(eKTUBHO cede MoKa3ajal OKpeMi MpaBOBI MEXaHI3MH
MPOTHIIT peHAEPCTRY, IO OB’ sI3aHi 3 Iep>KaBHUM KOHTPOJIEM Ta MOHITO-
puHroM y cepi arpeCUBHOTO MOTIIMHAHHS TTiITPUEMCTB.

Opnnieto 3 HalOTBIT e(peKTUBHUX POPM PEHIEPCHKOTO 3aXOIUIEHHS €
0C3CyMHIBHO arpeCHBHE 3JIUTTS, KOJU 3aBISKHA HASBHOCTI MiIPOOHOT 91
HaBITh CIIPaBXHBOI MTEYATKH Ta BBEJICHHS B OMaHy HOTapiyca (a iHKOI! —
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