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JIOJIATOK A

Buxignuii ko mporpamu

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.context.annotation.Configuration;

import org.springframework.http.HttpMethod;

import
org.springframework.security.config.annotation.authentication.builders.Auth
enticationManagerBuilder;

import
org.springframework.security.config.annotation.web.builders.HttpSecurity;
import
org.springframework.security.config.annotation.web.configuration.WebSecurit
yConfigurerAdapter;

import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
import javax.sqgl.DataSource;

@Configuration

public class SpringSecurityConfig extends WebSecurityConfigurerAdapter {

private static final Logger log = LoggerFactory.getLogger (
SpringSecurityConfig.class );

private final DataSource dataSource;

@Autowired
public SpringSecurityConfig(DataSource dataSource) {

this.dataSource = dataSource;

@Override
protected void configure (AuthenticationManagerBuilder auth) throws
Exception {
auth.jdbcAuthentication () .dataSource (dataSource)
.passwordEncoder (new BCryptPasswordEncoder ())
.usersByUsernameQuery ("select username,password,enabled
from fms.users where username=?")
.authoritiesByUsernameQuery ("select username,authority from

fms.authorities where username=?");



log.info ("Spring authentication manager configured.");

@Override

protected void configure (HttpSecurity http) throws Exception {

http

.httpBasic ()
.and ()

.authorizeRequests ()

.antMatchers (HttpMethod.POST, "/users/**") .permitAll ()

.antMatchers (HttpMethod.GET,

"/clients/**") .hasAnyRole ("ADMIN", "USER")

.antMatchers ("/clients/**") .hasRole ("ADMIN")

.antMatchers ("/users/**") .hasRole ("ADMIN")

and ()

.csrf().disable()

.formLogin () .disable();

log.info ("Spring HttpSecurity configured.");

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import springfox.
import springfox.
import springfox.
import springfox.
import springfox.
import springfox.

import springfox.

@EnableSwagger2

@Configuration

documentation.
documentation.
documentation.
documentation.
documentation.
documentation.

documentation.

public class SwaggerConfig {

builders.ApiInfoBuilder;
builders.PathSelectors;
builders.RequestHandlerSelectors;
service.Apilnfo;
spi.DocumentationType;
spring.web.plugins.Docket;

swagger2.annotations.EnableSwagger?2;

private static final String SWAGGER API VERSION = "1.0.0";
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private ApilInfo apiInfo() {
return new ApiInfoBuilder ()
.version (SWAGGER API VERSION)
Lbuild () ;

@Bean
public Docket api() {
return new Docket (DocumentationType.SWAGGER 2)
.groupName ("Fleet Management System")
.useDefaultResponseMessages (false)
.select ()
.apis (RequestHandlerSelectors
.basePackage ("com.nure.diploma.controllers"))

.paths (PathSelectors.regex ("/.*"))

.build () .apiInfo (apiInfo());

}
import io.swagger.annotations.Api;
import io.swagger.annotations.ApiOperation;
import io.swagger.annotations.ApiResponse;
import io.swagger.annotations.ApiResponses;
import org.slf4j.Logger;
import org.slf4dj.LoggerFactory;
import org.springframework.data.domain.PageRequest;
import org.springframework.data.domain.Pageable;
import org.springframework.data.domain.Sort;
import org.springframework.http. public List<Client> gPage (@RequestParam
int page, @RequestParam int size) {
log.debug ("Getting a page of clients : {} with size : {}", page,

size);

Pageable pageable = PageRequest.of (page, size,
Sort.by("clientId"));

return clientService.getPage (pageable) .getContent () ;

@ResponseStatus (OK)
@GetMapping (value = "/{id}")

@ApiResponses (value = {

@ApiResponse (code 401, message "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),

@ApiResponse (code = 404, message = "Not Found")})



public Client gById(@PathVariable ("id") Long id) {
log.debug ("Getting a client with id : {}", id);

return clientService.getById(id)

@ResponseStatus (OK)

@GetMapping (value = "/gByFinger")

@ApiResponses (value = {
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found")})

public Client getClitByF (@RequestParam("fingerprint”) String
fingerprint) {
log.debug ("Setting driver with id : {} to a truck with id : {}");

return clientService.getByFinger (fingerprint);

@ResponseStatus (OK)

@PutMapping (value = "/{id}")

@ApiResponses (value = {
@ApiResponse (code = 400, message = "Bad Request"),
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found")})

public void upd(@RequestBody Client client, @PathVariable("id") Long
id) {
log.debug ("Updating client with id : {}", id);

client.setClientId (id):;

clientService.update (client);

@ResponseStatus (NO_CONTENT)

@DeleteMapping (value = "/{id}")

@ApiResponses (value = {
ResponseEntity;

import org.springframework.web.bind.annotation.*;

import javax.servlet.http.HttpServletRequest;
import java.net.URI;

import java.util.List;
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import static org.springframework.http.HttpStatus.*;

@RestController
@RequestMapping ("/cli™)
@Api (value = "/cli™)

public class ClientsCon {
private static final Logger log =
LoggerFactory.getLogger (ClientsCon.class) ;
private final ClientService clientService;
public ClientsCon(ClientService clientService) {

this.clientService = clientService;

@ResponseStatus (CREATED)

@PostMapping

@ApiResponses (value = {
@ApiResponse (code = 400, message = "Bad Request"),
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden")})

public @ResponseBody ResponseEntity sv (@RequestBody Client client,
HttpServletRequest request) {

log.debug ("Saving a client");

long id = clientService.save(client);
URI uri = URI.create(String.format ("%$s%d",
request.getRequestURL () .toString (), id)):;

return ResponseEntity.created(uri) .build();

@ResponseStatus (OK)

@GetMapping
@ApiResponses (value = {
@ApiResponse (code = 204, message = "No Content", response =
Object.class),
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 500, message = "Internal Server Error")})
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),

@ApiResponse (code = 404, message = "Not Found"),



@ApiResponse (code = 409, message = "Conflict")})

public void del (@PathVariable ("id") Long id) {

import
import
import
import
import
import
import
import
import
import

import
import
import

import

import

log.debug ("Deleting client with id : {}", id);

clientService.delete (id) ;

io.
io.
io
io.

org

org.
org.
org.
org.
org.

org.

swagger.annotations.Api;

swagger.annotations.ApiOperation;

.swagger.annotations.ApiResponse;

swagger.annotations.ApiResponses;

.slf47j.Logger;

springframework.
springframework.
springframework.
springframework.

springframework.

slf4j.LoggerFactory;

data.domain.PageRequest;
data.domain.Pageable;
data.domain.Sort;
http.ResponseEntity;

web.bind.annotation.*;

javax.servlet.http.HttpServletRequest;

java.net.URI;

java.util.List;

static org.springframework.http.HttpStatus.*;

@RestController

@RequestMapping ("/usr")

@Api (value = "/usr")

public class UsrCon {

private static final Logger log =

LoggerFactory.getLogger (UsrCon.class) ;

private final UserService userService;

public UsrCon (UserService userService) {

this.userService =

userService;

@ResponseStatus (CREATED)

@PostMapping

@ApiResponses (value =

@ApiResponse (code = 400, message = "Bad Request"),
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@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 409, message = "Conflict")})

public @ResponseBody ResponseEntity sv (@RequestBody User user,
HttpServletRequest request) {

log.debug ("Saving a user");

Long id = userService.save (user);
URI uri = URI.create (String.format ("%$s%d",
request.getRequestURL () .toString (), id));

return ResponseEntity.created(uri) .build();

@ResponseStatus (OK)

@PutMapping (value = "/sval")

@ApiResponses (value = {
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found") })

public void sVal (@RequestParam("id") Long id) {
log.debug ("Setting admin rights to a user with id : {}", id);

userService.setAdmin (id) ;

@ResponseStatus (OK)

@PutMapping (value = "/sUnvVal")

@ApiResponses (value = {
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found")})

public void sUnVal (@RequestParam("id") Long id) {

log.debug ("Setting user rights to a user with id : {}", id);

userService.setUser (id) ;

@ResponseStatus (OK)

@PutMapping (value = "/unvalidate")

@ApiResponses (value = {
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),

@ApiResponse (code = 404, message = "Not Found"),



@ApiResponse (code = 409, message = "Conflict")})
public void unvalidate (@RequestParam("id") Long id) {
log.debug ("Banning a user with id : {}", id);

userService.ban (id) ;

@ResponseStatus (OK)

@PutMapping (value = "/validate")

@ApiResponses (value = {
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found")})

public void validate (@RequestParam("id") Long id) {

log.debug ("Removing ban from a user with id : {}", id);

userService.unBan (id) ;

@ResponseStatus (NO_CONTENT)

@DeleteMapping (value = "/{id}")

@ApiResponses (value = {
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found"),
@ApiResponse (code = 409, message = "Conflict")})

public void del (@PathVariable ("id") Long id) {
log.debug ("Deleting user with id : {}", id);

userService.delete (id);

@ResponseStatus (OK)

@GetMapping (value = "/gByUsrnm/{username}")
@ApiResponses (value = {
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found")})
public User gByUsrnm(@PathVariable ("username") String username)
log.debug ("Getting a user with username : {}", username);

return userService.getByUsername (username) ;
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@ResponseStatus (OK)

@GetMapping (value = "/gAuthorByUsrnm/{username}")

@ApiResponses (value = {

@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found")})

public Authority gAuthorByUsrnm(@PathVariable ("username") String
username) {

log.debug ("Getting a user with username : {}", username);

return userService.findAuthoritiesByUsername (username) ;

@ResponseStatus (OK)

@GetMapping (value = "/{id}")
@ApiResponses (value = {
@ApiResponse (code = 401, message = "Unauthorized"),
@ApiResponse (code = 403, message = "Forbidden"),
@ApiResponse (code = 404, message = "Not Found") })

public User gById(@PathVariable("id") Long id) {
log.debug ("Getting a user with id : {}", id);

return userService.getById(id);

@ResponseStatus (OK)
@GetMapping
@ApiResponses (value = {
@ApiResponse (code = 204, message = "No Content", response =
Object.class),
@ApiResponse (code = 401, message = "Unauthorized"),

@ApiResponse (code = 403, message

"Forbidden"),

@ApiResponse (code

500, message "Internal Server Error")})

public List<User> gPage (QRequestParam int page, @RequestParam int size)

log.debug ("Getting a page of users : {} with size : {}", page,

size);

Pageable pageable = PageRequest.of (page, size, Sort.by("userId"));

return userService.getPage (pageable) .getContent () ;



import org.springframework.data.domain.Page;

import org.springframework.data.domain.Pageable;

import org.springframework.transaction.annotation.Transactional;

@Transactional

public interface UsrServ ({

Long

void

void

void

@Transactional (readOnly

SAv

(User user);

validate (Long id);

del (Long id) ;

unvalidate (Long id);

= true)

Authority gAuthorByUsrnm(String username) ;

@Transactional (readOnly

= true)

User gByUsrnm(String username) ;

@Transactional (readOnly

User gById(Long id);

@Transactional (readOnly

true)

= true)

Page<User> getPage (Pageable pageable);

void ban (Long id);

void unBan (Long id);

}

import
import
import
import
import
import

import

org.
org.
org.
org.
org.
org.

org.

@Service

slf4j.Logger;

slfd4j.LoggerFactory;

springframework.
springframework.
springframework.
springframework.

springframework.

beans.factory.annotation.Autowired;
data.domain.Page;

data.domain.Pageable;
security.crypto.bcrypt.BCryptPasswordEncoder;

stereotype.Service;

public class UsrServImpl implements UsrServ ({
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private static final Logger log =
LoggerFactory.getLogger (UsrServImpl.class);

private final UserRepository userRepository;

private final AuthorityRepository authorityRepository;

private final UserValidatorService userValidatorService;

@Autowired
public UsrServImpl (UserRepository userRepository, AuthorityRepository
authorityRepository,
UserValidatorService userValidatorService) {
this.userRepository = userRepository;
this.authorityRepository = authorityRepository;

this.userValidatorService = userValidatorService;

@Override

public Long sv (User user) {
userValidatorService.validateFields (user);
userValidatorService.validateUniqueFields (user) ;
user.setPassword (new

BCryptPasswordEncoder () .encode (user.getPassword())) ;

user.setEnabled (true);
User savedUser = userRepository.save (user);
authorityRepository.save (new Authority(user.getUsername (),

"ROLE USER")) ;

log.info ("Successfully saved a route with id : {}",

savedUser.getUserId()) ;

return savedUser.getUserId():;

@Override
public void validate (Long id) {
User user = userRepository.findById(id)
.orElseThrow(() -> new NoEntityFoundException (User.class,
id));
userValidatorService.isEntityExists (User.class, id);
authorityRepository.save (new Authority (user.getUsername (),

"ROLE ADMIN")) ;

log.info ("Successfully set admin rights to user with id : {}", id);
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@Override
public void unvalidate (Long id) {
User user = userRepository.findById (id)
.orElseThrow (() -> new NoEntityFoundException (User.class,
id));
userValidatorService.isEntityExists (User.class, id);

authorityRepository.save (new Authority (user.getUsername(),

"ROLE USER")) ;

log.info ("Successfully set user rights to user with id : {}", id);

@Override
public void del (Long id) {

User user = userRepository.findById(id)

.orElseThrow(() -> new NoEntityFoundException (User.class,
id));

userValidatorService.isEntityExists (User.class, id);
userValidatorService.isUserNotAdmin (id) ;
authorityRepository.deleteById (user.getUsername ()) ;
userRepository.deleteById(id);
log.info ("Successfully deleted a user with id : {}", id);

}

@Override

public Authority gAuthorByUsrnm(String username) {
userValidatorService.isEntityExists (Authority.class, username);
Authority authority = authorityRepository.findById (username)
.orElseThrow (() -> new

NoEntityFoundException (Authority.class, username));

log.info ("Successfully got user's : {} authority", username);

return authority;

@Override
public User gByUsrnm(String username) {
User user = userRepository.findByUsername (username)

.orElseThrow (() -> new NoEntityFoundException (User.class,

username, "username"));
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log.info ("Got a user by its username : {}", username);
return user;

}

@Override
public User gById(Long id) {
User user = userRepository.findById(id) .orElseThrow(() -> new

NoEntityFoundException (User.class, id));

log.info ("Got a user by id : {}", id):

return user;

@Override
public Page<User> gPage (Pageable pageable) {

Page<User> users = userRepository.findAll (pageable);

log.info ("Got a page with users number : {}, size : {}",

pageable.getPageNumber (), pageable.getPageSize());

return users;

@Override

public void sVal (Long id) {
userValidatorService.isEntityExists (User.class, id);
userValidatorService.isUserNotAdmin (id) ;

User user = userRepository.findById(id)

.orElseThrow (() -> new NoEntityFoundException (User.class,
id));
user.setEnabled(false);
userRepository.save (user) ;
log.info ("Successfully banned user with id : {}", id);
}
@Override

public void sUnVal (Long id) {
userValidatorService.isEntityExists (User.class, id);

User user = userRepository.findById(id)



.orElseThrow(() -> new NoEntityFoundException (User.class,
id));
user.setEnabled (true);

userRepository.save (user);

log.info ("Successfully unbanned user with id : {}", id);

}

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication;
import

org.springframework.boot.web.servlet.support.SpringBootServletInitializer;

@SpringBootApplication
public class Application extends SpringBootServletInitializer {
public static void main(String[] args) {
SpringApplication.run (Application.class, args);
}
} public void navigateToAuthenticationView () {
startActivity(new Intent (getApp () .getApplicationContext (),
AuthenticationActivity.class));
if (getActivity() !'= null) {

getActivity().finish();

import android.Manifest;

import android.app.Instrumentation;

import android.content.Context;

import android.content.pm.PackageManager;

import android.hardware.fingerprint.FingerprintManager;
import android.os.CancellationSignal;

import android.support.véd.app.ActivityCompat;

import android.widget.Toast;

import com.google.gson.Gson;

import com.google.gson.JsonObject;

import org.json.JSONObject;

import java.io.IOException;

import java.util.concurrent.TimeUnit;
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import okhttp3.Credentials;
import okhttp3.MediaType;
import okhttp3.0OkHttpClient;
import okhttp3.Request;
import okhttp3.RequestBody;
import okhttp3.Response;

public class FingerprintHandler extends

FingerprintManager.AuthenticationCallback {

private CancellationSignal cancellationSignal;
private Context context;

private String responseMsg = null;

private String userName;

private String password;

private double price;

public FingerprintHandler (Context mContext) {

context = mContext;

public void setPass (String pass) {

password = pass;

public void setUser (String user) {

userName = user;

public void setPrice (double price) {

this.price = price;

public void startAuth (FingerprintManager manager,
FingerprintManager.CryptoObject cryptoObject) {
cancellationSignal = new CancellationSignal();
if (ActivityCompat.checkSelfPermission (context,
Manifest.permission.USE FINGERPRINT) != PackageManager.PERMISSION GRANTED)
{

return;
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}

manager.authenticate (cryptoObject, cancellationSignal, O,

null);

@Override
public void onAuthenticationError (int errMsgld,
CharSequence errString) {
Toast.makeText (context,
"Authentication error\n" + errString,

Toast.LENGTH LONG) .show () ;

@Override
public void onAuthenticationFailed() {
Toast.makeText (context,
"Authentication failed",

Toast.LENGTH LONG) .show () ;

@Override
public void onAuthenticationHelp (int helpMsgld,
CharSequence helpString) {
Toast.makeText (context,
"Authentication help\n" + helpString,
Toast.LENGTH LONG) .show () ;

public static Instrumentation calllLifeCycleMethod() {

return new Instrumentation();

@Override
public void onAuthenticationSucceeded (

FingerprintManager.AuthenticationResult result) {

thread.start();
while (responseMsg == null) ({
try {
TimeUnit .MILLISECONDS.sleep (10);

} catch (InterruptedException e) {

this,
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e.printStackTrace();

}

Toast.makeText (context,
" Authorization successful! \n" + responselMsg,
Toast.LENGTH LONG) .show () ;

responseMsg = null;

Thread thread = new Thread(new Runnable () {
@Override
public void run() {
try |

OkHttpClient client = new OkHttpClient();

String userFingerprint =
"$2a$10S01EO0tutEI9WwMQOX3QREXSvuvVodRbcZ42gQdNZ .alJStowk/wYre8.";

String url =
"http://192.168.0.102:8080/fms/clients/getByFinger?fingerprint=" +
userFingerprint;

String url2 = "http://192.168.0.102:8080/fms/clients/3";

String credential Credentials.basic (userName, password);
String clintFomDB = null;
final Request request = new Request.Builder ()

.url (url)

.header ("Authorization", credential)

.build();
try |
Response response = client.newCall (request) .execute();
clintFomDB = response.body () .string();

} catch (IOException e) {

e.printStackTrace () ;

Gson gson = new Gson();

JsonObject clientJson = gson.fromJson (clintFomDB,
JsonObject.class);

double result = clientdJson.get ("amount") .getAsDouble () ;

clientJson.addProperty ("amount", result - price);

final MediaType JSON
= MediaType.parse ("application/json; charset=utf-

8") ;
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estBody body = RequestBody.create (JSON,

clientJdson.toString());

fina

try

transaction.";

}

import
import
import
import
import
import
import
import
import
import
import
import

import

import
import
import
import
import

import

} ca

}
} catch

e.pr

android.Manif

android.app.K

android.conte

android.conte

android.hardw

android.os.Bu

android.os.Bu

android.secur

android.secur

android.secur

android.suppo

android.suppo

android.widge

java.
java.
java.
java.
java.

java.

io.IOExcC

security.
security.
security.
security.

security.

1 Request request2 = new Request.Builder ()
.url (url?2)
.header ("Authorization", credential)
.put (body)
.build() ;
{
Response response = client.newCall (request2) .execute();

if (response.isSuccessful()) {
responseMsg = "Transaction successful.";

} else responseMsg = "Error while performing

tch (IOException e) {

e.printStackTrace();

(Exception e) {

intStackTrace () ;

est;

eyguardManager;

nt.Intent;

nt.pm.PackageManager;
are.fingerprint.FingerprintManager;
ild;

ndle;
ity.keystore.KeyGenParameterSpec;
ity.keystore.KeyPermanentlyInvalidatedException;
ity.keystore.KeyProperties;
rt.v4.app.ActivityCompat;
rt.v7.app.AppCompatActivity;
t.TextView;

eption;
InvalidAlgorithmParameterException;
InvalidKeyException;

KeyStore;

KeyStoreException;

NoSuchAlgorithmException;



import java.
import java.

import java.

import javax.
import javax.
import javax.

import javax.

public class

private static final String KEY NAME = "yourKey";

private Cipher cipher;

private KeyStore keyStore;

private KeyGenerator keyGenerator;

private TextView textView, startTextView;

private FingerprintManager.CryptoObject cryptoObject;

private FingerprintManager fingerprintManager;

private KeyguardManager keyguardManager;

private String username;

private String password;

private double price;

@Override

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.activity main);
startTextView = (TextView) findViewById(R.id.startView);
Intent intent = getIntent();
username = intent.getStringExtra ("username");
password = intent.getStringExtra ("password");
price = Double.parseDouble (intent.getStringExtra ("price"));
String route = intent.getStringExtra ("route");

startTextView.setText ("You are on the route N"

security.NoSuchProviderException;
security.UnrecoverableKeyException;

security.cert.CertificateException;
crypto.Cipher;
crypto.KeyGenerator;
crypto.NoSuchPaddingException;

crypto.SecretKey;

MainActivity extends AppCompatActivity {

"\n One ticket costs " + price + "S$");

@Override

protecte

supe

d void onResume () {

r.onResume () ;

+ route +
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if (Build.VERSION.SDK INT >= Build.VERSION CODES.JELLY BEAN) {
keyguardManager =
(KeyguardManager) getSystemService (KEYGUARD SERVICE) ;
fingerprintManager =
(FingerprintManager)

getSystemService (FINGERPRINT SERVICE) ;

textView = (TextView) findViewById(R.id.textview);
if (!fingerprintManager.isHardwareDetected()) {
textView.setText ("Your device doesn't support fingerprint
authentication");
}
if (ActivityCompat.checkSelfPermission(this,
Manifest.permission.USE FINGERPRINT) != PackageManager.PERMISSION GRANTED)
{
textView.setText ("Please enable the fingerprint
permission") ;
}
if (!fingerprintManager.hasEnrolledFingerprints()) {
textView.setText ("No fingerprint configured. Please
register at least one fingerprint in your device's Settings");
}
if (!keyguardManager.isKeyguardSecure()) {
textView.setText ("Please enable lockscreen security in your
device's Settings");
} else {
try |
generateKey () ;
} catch (FingerprintException e) {
e.printStackTrace () ;
}
if (initCipher()) {
cryptoObject = new
FingerprintManager.CryptoObject (cipher) ;
FingerprintHandler helper = new
FingerprintHandler (this);
helper.setPass (password) ;
helper.setUser (username) ;
helper.setPrice(price);

helper.startAuth (fingerprintManager, cryptoObject)

//TODO noBTOpPSTH ®TO B authSuccess



104

private void generateKey () throws FingerprintException {

try {

keyStore = KeyStore.getInstance ("AndroidKeyStore");

keyGenerator =

KeyGenerator.getlInstance (KeyProperties.KEY ALGORITHM AES,

"AndroidKeyStore") ;

}
import
import
import
import
import

import

keyStore.load (null);

keyGenerator.init (new

KeyGenParameterSpec.Builder (KEY NAME,
KeyProperties.PURPOSE ENCRYPT |

KeyProperties.PURPOSE DECRYPT)
.setBlockModes (KeyProperties.BLOCK MODE CBC)
.setUserAuthenticationRequired (true)
.setEncryptionPaddings (

KeyProperties.ENCRYPTION PADDING PKCS7)
.build());

keyGenerator.generateKey () ;

} catch

(KeyStoreException

| NoSuchAlgorithmException

| NoSuchProviderException

| InvalidAlgorithmParameterException
| CertificateException

| IOException exc) {

exc.printStackTrace();

throw new FingerprintException (exc);

android.
android.
android.
android.
android.

android.

content.Intent;
support.v7.app.AppCompatActivity;
os.Bundle;

view.View;

widget.Button;

widget.EditText;

public class StartActivity extends AppCompatActivity implements

View.OnClickListener ({

Button btnSubmit;

EditText Username, Password, Price, Route;



@Override

protected void onCreate (Bundle savedInstanceState)

super.onCreate (savedInstanceState);

setContentView (R.layout.activity start);

btnSubmit = (Button) findViewById(R.id.btnSubmit);

btnSubmit.setOnClickListener (this);

Username = (EditText) findViewById(R.id.Username) ;
Password = (EditText) findViewById(R.id.Password);
Price = (EditText) findViewById (R.id.Price);

Route = (EditText) findViewById(R.id.Route);

@Override

public void onClick (View v) {

{

String userName = Username.getText ().toString();

String password = Password.getText ().toString();

String price = Price.getText () .toString();
String route = Route.getText ().toString():;

Intent mainActivity = new Intent(this, MainActivity.class);
mainActivity.putExtra ("username", userName) ;

mainActivity.putExtra ("password", password);

mainActivity.putExtra ("price", price);
mainActivity.putExtra ("route", route);

startActivity (mainActivity);

import os
os.environ["CUDA DEVICE ORDER"]="PCI BUS ID"
os.environ| "CUDA VISIBLE DEVICES"]="1"
import cv2

import matplotlib.pyplot as plt

tmatplotlib inline

from skimage.filters import threshold otsu
import numpy as np

from glob import glob

from scipy import misc

from matplotlib.patches import Circle,Ellipse
from matplotlib.patches import Rectangle

import os
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from PIL import Image

import keras

from matplotlib import pyplot as plt

import numpy as np

import gzip

gmatplotlib inline

from keras.layers import Input,Conv2D,MaxPooling2D,UpSampling2D
from keras.models import Model

from keras.optimizers import RMSprop

from keras.layers.normalization import BatchNormalization

data = glob ('FVC2002/Db*/*")
images = []
def read images (data):
for i in range(len(data)):
img = misc.imread(datali])
img = misc.imresize (img, (224,224))
images.append (img)

return images

images = read images (data)
images arr = np.asarray (images)
images arr = images_arr.astype('float32')

for i in range(2):
plt.figure(figsize=[5, 51)
curr_img = np.reshape (images_arr[i], (224,224))

plt.imshow(curr img, cmap='gray')

plt.show ()
images arr = images arr.reshape (-1, 224,224, 1)
images_arr = images arr / np.max(images_arr)

from sklearn.model selection import train test split
train X,valid X, train ground,valid ground = train test split(images arr,
images arr,

test size=0.2,

random_ state=13)
batch size = 128

epochs = 200
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inChannel = 1
X, y = 224, 224

input img = Input (shape = (x, y, inChannel))

def autoencoder (input img) :
convl = Conv2D (32, (3, 3), activation='relu',

padding='same') (input img) #28 x 28 x 32

pooll MaxPooling2D (pool size=(2, 2)) (convl) #14 x 14 x 32

conv2 = Conv2D(64, (3, 3), activation='relu', padding='same') (pooll)
#14 x 14 x 64

pool2 = MaxPooling2D(pool size=(2, 2)) (conv2) #7 x 7 x 64

conv3 = Conv2D(128, (3, 3), activation='relu', padding='same') (pool2)

#7 x 7 x 128 (small and thick)

#decoder

conv4 = Conv2D (128, (3, 3), activation='relu', padding='same') (conv3)
#7 x 7 x 128

upl = UpSampling2D((2,2)) (conv4d) # 14 x 14 x 128

convb = Conv2D (64, (3, 3), activation='relu', padding='same') (upl) # 14
x 14 x 64

up2 = UpSampling2D((2,2)) (conv5) # 28 x 28 x 64

decoded = Conv2D (1, (3, 3), activation='sigmoid', padding='same') (up2)
# 28 x 28 x 1

return decoded

autoencoder = Model (input img, autoencoder (input img))

autoencoder.compile (loss="mean squared error', optimizer = RMSprop())

autoencoder train = autoencoder.fit(train X, train ground,
batch size=batch size,epochs=epochs,verbose=1,validation data=(valid X,

valid ground))

loss = autoencoder train.history['loss']

val loss = autoencoder train.history['val loss']

epochs = range (200)

plt.figure ()

plt.plot (epochs, loss, 'bo', label='Training loss')
plt.plot (epochs, val loss, 'b', label='Validation loss')
plt.title('Training and validation loss')

plt.legend()

plt.show ()



autoencoder

autoencoder

autoencoder.

autoencoder.

autoencoder.save weights ('autoencoder.hb")
= Model (input img, autoencoder (input img))
load weights ('autoencoder.h5"')

compile (loss="mean squared error', optimizer = RMSprop())
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JIOJIATOK B

[Toci6HMK KOpUCTyBayda
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B.2 OIIHIC OTICPAITIH ...vveettiit ettt et et e et e e e
b.2.1 Ilepuniit 3amyCcK KITIEHTCHKOTO JOJATKY . .. e uveneeeneeneaneeaneennenneanens 3
B.2.2 BUKOPUCTAHHS JIOZATKY . . v evvveeeennnteeeeeennneeeeeeanneeeeennnneeeennnnnns
B.2.3 TIOBIJIOMIICHHSI TIPO CIITIATY ..t veentteeennseeenneeeenneeanneeeanneeennsnrnenans
B.3 ABAPIHHT CHTYAITIT. ...ttt ettt et e et e e e e et e e eae e eae e e neenireeee e e nans
B.4 PEKOMEHIAITIT 3 OCBOEHHS . ...t ttententeenteneeenteneeteentetente e ieieerieee eaeenes

B.5 KOHTPOTBHIM TIPHKITAM. . .. evvteeeiete ettt e eeeee e e eaee e erreeeeanne e enanes



B.1 IIAI'OTOBKA 1O POBOTH

JIns modatky poOOTH 13 KIIEHTCHKUM JIOJATKOM HEOOXI1THUN cMapT(oH
MiJl yOpaBJiHHSIM omepaliiiiHoi cuctemi «Android» 3 Bepciero omepariiHoi
cucteMd He MeHmid HDK 23 (6.0). s poOOTH KIIEHTCHKOTO JI0JaTKa
HeoOXiHe 3’€IHAHHS 3 MeEpekero «iHTepHeT». KopucTyBau KI€HTCHKOTO
JOAaTKy TOBHHHMM OyTH O3HAWOMJIEHMH 3 MpPaBWIAMH KOPHCTYBAaHHS

MPOrpamol0, a TAKOXK 3 IHCTPYKIII€I0 KOPUCTYBAYa.

B.2 OITUC ONEPAIIIN

B.2.1 Ilepmmii 3amyck KII1€EHTCHKOTO JOAATKY

Jist Toro, Mmo0 YCHINIHO aBTOPU3YBAaTHUCA KOMIAHII IEPEBI3HUKY
HEO0OX1IHO, HaxXOJsYMCh HA €KpaHi BXOJYy B CHCTEMY, JlaHi JJisi JOCTYIY JO
cepBepa (JIOTIH Ta MapoJib), BBECTU I[IHY IPOi3Ay Ta HOMEP MapLIPyTy, 3a AKUM

npsiMye TpaHcnopt. [Ipuknan ekpaHy BXo4y HaBeAEHO Ha pUCYHKY B.2.1.

]

Fingerprint Authentication

Authentication On Startup login
®

Enter your userame, password, price and number of
route

SUBMIT

Pucynok B.2.1 — Buj K1i€HTCHKOTO JOAATKY MICHS MEPIIOTO BXOAY



4

Ha pucynky B.2.2 HaBeneHo npukiian BBEACHUX JaHUX. JIOTiH BKa3aHO K

admin, mapoJs sk adminpw, BapTicTh MPOi3ay K 2, HOMEp MapiipyTy sk 134.

all ®all =y @

Fingerprint Authentication

Authentication On Startup login
f@

Enter your username, password, price and number of
route

admin
adminpw
Z

134

SUBMIT

Pucynok B.2.2 — [Ipukiaa BBeIeHUI TaHUX MMICJIs IEPIIOTO BXOIY 0

KJIIEHTCHKOTO JIOAATKY

[Ticnst oro Tpeba HaTucHYTH Ta KHONIKY «SUBMITy. Tlicns naTuckanus

BIJIKPUETHCS BIKHO /IS CIIJIATH TPAHCIIOPTY KIII€EHTAMU KOMITaHii IepeBi3HUKA.

B.2.2 BukopucTtaHHs 104aTKy

Jlns Toro mo0 CKOPHUCTATHCh JOJATKOM KJIIEHTY TOTPiOHO OyTH
3apeecTpoBaHUM B cucTeMi. JIJisi BUKOPUCTaHHS CUCTEMHU Tpeba repeaaTH JaHi
BIIOUTKY (CKOPHMCTABIIMCh CKAaHEPOM BIAOWUTKIB MAajbliB) Ta JOYEKATHUCS
BIIMOBII BIJ MOJATKy MPO YCHIIIHY CIUIaTy, 4Y¥ MPOOJeMH, IO 3aBaJIH
MPOBECTH YCHINIHY TpaH3akilito. [Ipukiam TOJOBHOTO €KpaHy KIIEHTCHKOTO
JOJIaTKy HaBEIEHO Ha pUCYHKY B.2.3.



Fingerprint Authentication

You are on the route N2134
One ticket costs 2.0$

Fingerprint Authentication
=
(Q
Place your fingertip on the Home button to verify
your identity

Pucynok B.2.3 — KimieHTChKHiT 0/1aTOK MICJIsI BBOY IEPBUHHMX JTAHUX

MEPEBIZHUKOM
B.2.3 TloBinomMieHHs Ipo CIuiaTy

[Tin yac BHUKOPHCTAaHHS KIIIEHTCHKOTO JOAATKY, AOJATOK BHUBOJIUTH Ha
€KpaH BIANOBIAL BIJ cepBepa NpO YCHINIHICTh TpaH3akmii. Skmo cmiara
npoiinuia ycmmHo To goaatok Bueae «Authorization successful! Transaction
successful.y. Slkmo BuiIIa TOMHJIKA TMPH aBTOPH3allii TO 0JATOK BHBEIE
«Authentication failed». Ilpuknaag Takux I[OBIIOMIIEHb IIPEACTABICHO Ha

pucyHkax B.2.4 ta B.2.5.



Fingerprint Authentication

You are on the route N°134
One ticket costs 2.0$

Fingerprint Authentication
Q)

Place your fingertip on the Home button to verify
your identity

Authorization successful!
Transaction successful.

Pucynok B.2.4 — [Ipukiaa moBiAOMIJICHHS TIPO YCIIIIHY CIIATY MPOi3ay

Fingerprint Authentication

You are on the route N2134
One ticket costs 2.0$

Fingerprint Authentication
®

Place your fingertip on the Home button to verify
your identity

Authentication failed

Pucynok B.2.5 — [Ipukiaa moBigoMJICHHS TTPO HEBAATY CILIATy MPOi3ay



B.3 ABAPIITHI CUTY AL

ABapiiiHa cuTyallii MOXJIMBA TMPU BHUXOAI 3 Jaay amapaTHOTO
3a0€3MeUCHHSI, SIKE BUKOPHUCTOBYETHCS 11T POOOTH KIIEHTCHKOTO YU CEPBEPHOTO
nonatky. Jlus BupimeHHs TMpoOJieMd HEOOXITHO 3aMIHUTH €JEMEHT, IO
BHUKJIMKAaB MMPUYNHY HEIpaIe3/1aTHOCTI.

KiienTcpkuit 101aTOK MOKe OyTH BHKOPHCTAHUM O€3 MIIKIIOYECHHS 10
Mepexi IHTepHeT, aje 0e3 IHTepHEeTy BiH cTae e()EeKTHBHO JapeMHHM 00 He

MO’K€ CIUIKYBAaTHUCA 3 CEPBEPHOIO YACTHHOIO JOJATKY.

B.4 PEKOMEHJALII 1O OCBOEHHIO

Jnst  ycmimHOT  B3a€MOJIi  KOKEH  KOPUCTYyBad  TMOBHHEH OyTu
3apeeCTPOBAHUM JUIs KOpPUCTYyBaHHA cucteMoro. Crenudiuni 3HaHHS B
MpEeIMETHIHM 001acTi 10AaTKy He MOTPiOHI KiHIIEBUM KopucTyBayaM. KoMmmaHisam
MepeBi3HUKAM  HEOOXIJHO 3HATU TMpaBWwia 3allOBHEHHS  JaHUX  JJIS

aBTeHTU(DIKaIli TepeBI3HUKA MIPU MEPIIOMY CTApPTI KIIEHTCHKOI BepCli JOIaTKYy.

B.5 KOHTPOJIbHUM ITPUKJIAJL

J1J1st KOHTPOJIBHOTO MPUKIIATY OyayTh BUKOPUCTOBYBATUCSA JIaH1, 10 OYyIn
BBEICHI BHIIIE, TOOTO IiHA MapIIpyTy Oy/e cKiaaaT 2.

[Tpuknaz iHbopMaIlii Mpo KOPUCTyBaya MPEACTaBICHO Ha pucyHKY B.5.1.
[Tose «amounty emyIroe CTaH paxyHKy KOpUCTyBaya.

[Hdopmaliis mpo KoprcTyBaua Micis CIIaTH MPEACTaBICHA HA PUCYHKY
B.5.2.

Jlnia TecTy OyBa B3sTHI KOPUCTYBAy Mij 11eHTU(IKaTOpoM HOMEDp 3.
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Request URL

http://localhost:8080/fms/clients/3

Server response

Code Details

2N Response body

"clientld": 3,
"fullName": "Stephan",

"fingerprint": "$2a$10SCcNN1EdgfIH4Bv2hMgesx.2yxn1i94CyIa7fzFbOb/EpN39SpNr/CY,
"card": "$2a$16$HaBpyoYbQCgBLycDe65B8eKI3CxR1TiScvxSkOmX1ba3G6L3850mS" ,
"amount": 93

Pucynox B.5.1 — I[Ipuknaxa indopmariii mpo kopuctyBada

Request URL
http://localhost:8080/fms/clients/3
Server response

Code Details

200 Response body

"clientId": 3,
"fullName": "Stephan",
"fingerprint”: "$2a$185CcNNLEdgfIH4Bv2hMgcsx.2yxn1i94CyIa7fzFbeb/EpN39SpMr/C",

"card": "$2a$10$7ROEzbhURPESCxTcLpRNR.RTGIltgYcCeEshHNW1vpAvv3RYzVqG6",
"amount": 91

Pucynok B.5.2 — Ilpuknaz ingopmariii mpo KOpucTyBaya Miclisd CIUTaTH POi3ILy
Sk Mu 0a4MMO MIC/s YCHIIIHOI CIUIaTH PaxyHOK KOpUCTyBadya 3MIHUBCS

Ha BapTICTh NPOi3Ay y TPAHCIIOPTI
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JOJATOK B
Crnenudixkaiiist po3po0JIeHOTO 10AaTKY
[To3naueHHs HavimenyBanns I[.O JATKOBI
B1JIOMOCTI
JlokymeHTartis
1. Tekct nporpamu Honarok A
2. KepiBHUIITBO KOpUCTYBaya Honarok b
[IpizBuie Ta .
IHIITIAJIH. Mz | Jlara
Po3po6us | Exkep A.B. Po3pobka mincHcTeMu HIudp rpynu |Kox Hamp./cner.
[Tepesipus |3onoryxin O.B OIJIATH MiCbKOTO ClIm-19-1 122
H. Kontp. | Maneesa LA. ?chnopTy Ha OCHOBI XHYPE
3arBepmk. | Dimaros B.O. TOMCTPHAIMX Jatux Kadenpa II




JIOJIATOK T

BimoMmicTh aTecraltiiftHoi poOoTH
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BigomicTs arecraminiaol

. 0JIaTKOBI
HaiimenyBanns I[. A .
pobotullozHaueHHs BIJIOMOCTI
TexcToBl JOKyMEHTH
1. [TosicHIOBanbHA 3amMCcKa 118 c.
[H111 JOKYMEHTH
2. [Ipe3enTaniitni Matepiaiu 23 TIaKaTu

[Ipi3Butmie Ta
1HIIaIH.

ITiam.

JlaTa

Po3pobuB | Exkxep A.B.

[Tepesipus |3onoryxin O.B

Po3po0ka migcucremu
OTUTaTH MiCHKOTO

H. Kontp. | Maneesa [.A.

TPAaHCIOPTY Ha OCHOBI

3arBeprxk. | Pinatos B.O.

010METPUYHUX JTaHUX

udp rpymn

Kon namp./crerr.

ClIm-19-1

122

XHYPE
Kadenpa LI




