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The Problem of Trojan Inclusions in Software and Hardware

Alexander Adamov, Alexander Saprykin
Kharkov National University of Radio Electronics,

Lenin ave, 14, Kharkov, 61166 Ukraine,
E-mail: Alexander.Adamov@dnt-lab.com

Abstract

This paper describes an information security threat
implemented in software and hardware by means of
malicious inclusions called Trojans. Creation of
Trojans is mostly driven by criminal with the purpose
of financial profit and sabotage.

The Trojans programs can steal money from your
bank account, payment system, credit card numbers,
and other personal information; use your computer as
a part of “zombie” network to perform fraudulent
actions of hacker.

The hardware Trojans can be embedded in safety
critical, security and military systems, such as weapon
control systems, battlefield communication systems,
information collection and decision making systems,
satellite electronics, banking systems, cryptosystems,
etc.

The goal of the paper is to compare the security
problem of high level computer systems with the same
problem in hardware systems, such as System-on-
Chip. Therefore, the class of Trojan malicious
programs is considered in both environments:
software and hardware.

1. Introduction

Nowadays e-crime and e-terrorism are the hottest
topic in information security. Digital systems are
everywhere in our life. And millions of computers are
infected by malicious programs - malware, part of
them are enslaved within botnets, launching
distributed DoS attacks, working as anonymizers and
spam senders.

Currently, every two seconds new malicious
program appears according to Kaspersky Lab statistics
[1].  All  these  samples  are  high  level  software  for
particular OS. Also many anti-virus solutions are
available on the market to protect the users from
security threats, such as malware, hacker attacks,
spam.

The worse thing about malicious inclusions is that
they can be found at hardware level as well. Such
alterations can compromise the system by modifying
its functionality, intercepting the data or blocking the
work  of  the  whole  system.  Fortunately,  they  are
limited in proliferation and cannot infect other
devices. In contrast to malicious programs, hardware
malicious circuits are hardly-detectable. There is no
unified protection solution, like Antivirus.

There are three main categories of malicious
programs[2]:

Viruses - program code that replicates on host
system.

Worms (network worms) – type of malicious
programs, that spread by network channels,
capable of overcoming the protection of
computer systems and computer networks, as
well as the creation and further copies
proliferation, that are not always the same as
the original ones, and implementation of
other harmful effects.

Trojans – programs that damage victim
machines or threaten data integrity, or impair
the functioning of the victim machine.

1. Hacker utilities and other malware.
Unlike, the world of hardware devices has only the

one class of malware – Hardware Trojan (HT).
Because, the chip’s IP cores cannot be modified by
viruses when it is already synthesized into a die. And
also there is no required communication channel for
worm proliferation. Both those classes need the
unified environment for reproduction and spreading.
So the most popular threat implemented in hardware
is Trojan circuit. The main purpose of HT is to steal
confidential information, modify the functionality and
transmitting data or block/destroy device.

HT can be implemented as hardware inclusions to
application specific ICs (ASICs), microprocessors,
digital signal processors (DSPs), or as IP core
modifications for field programmable gate arrays
(FPGA) [3].
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2. Software Trojan Classification

Trojans can be classified mostly according to the
actions that they carry out on victim machines.
However they also can be divided by type of OS
(Win32/64, Unix, MacOS, SymbOS, Windows
Mobile) and programming language for cross-platform
scripts (HTML, JavaScripts, Perl, PHP, etc.) [2].

Let  us  consider  the  Software  Trojan  (ST)
classification by Kaspersky Lab grouped according to
three IS threat types that ST may violate:

1. Confidentiality
Backdoor - remote administration utilities that

open infected machines to external control
via a LAN or the Internet.

PSW Trojan - steals passwords from the system.
Trojan-Spy -  includes a variety of spy programs

and key loggers, all of which track and save
user activity on the victim machine and then
forward this information to the master.

Trojan-GameThief - steals the user information
pertaining to online games.

Trojan-Banker - steals the user information
pertaining to the banking system, the
electronic money and plastic cards.

Trojan-Mailfinder – provides unauthorized
collection of user email addresses with the
subsequent transfer to the attacker.

Figure 1. Software Trojan classification

2. Integrity
Trojan Clicker - redirects victim machines to

specified websites or other Internet resources.
Trojan Downloader - downloads and installs

new malware or adware on the victim
machine.

Trojan Dropper - used to install other malware
on victim machines without the knowledge of
the user.

Trojan Proxy -  function  as  a  proxy  server  and
provide anonymous access to the Internet
from victim machines.

Trojan-Notifier - inform the 'master' about an
infected machine.

Trojan-IM - steals user’s account (login and
password) from the Internet-pager (e.g., ICQ,
MSN Messenger, AOL Instant Messenger,
Yahoo Pager, Skype, etc.)

Trojan-SMS – used for unauthorized sending
SMS-messages from the compromised mobile
devices to expensive paid numbers that are
stored in the malware body.

Rootkits - a collection of programs used by a
hacker to evade detection while trying to gain
unauthorized access to a computer.

3. Availability
Trojan-DDoS – performs an unauthorized DoS

(Denial of Service) attack from infected
computers to a computer-sacrifice with the
specified address.

Trojan-Ransom - used for unauthorized data
modification on victim’s computer to make it
impossible to work with it or block the
normal functioning of the computer.

ArcBomb - archived files coded to sabotage the
de-compressor when it attempts to open the
infected archived file.

3. Hardware Trojan Classification

Hardware Trojans can be generally divided by
three major criteria (Figure 2): physical
characteristics, activation and threat type [4].

Physical characteristics are the following:
size – large (macro) or small

(transistor/wire);
type – functional (changes original structure

of design) or parametric (modifies existing logic);
distribution – tight (localized in a small

area) or loose (distributed all over circuit);
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structure – modify layout or no-change
(affects Trojan physical footprint).

Figure 2. Hardware Trojan classification

HT has the following activation types:
externally activated Trojans are

triggered by signals from input pins.
internally activated Trojans can be

activated by internal logic (internal state,
instruction, data, interrupt, clock) or can work
all the time.

According to IS threat type that HT may violate:
confidentiality threat,
integrity threat,
availability threat.

Hardware  Trojans  has  the  following  set  of
characteristics:

Relatively small size compared to total chip
area. Trojans inclusions are small enough to
be implanted without changing the chip
dimensions and its pin count.

Invisibility and stealthy activation. Being deeply
embedded into the circuit Trojans are hardly
observable. Moreover, theirs components can

be distributed all over the chip to make its
detection less probable. Also Trojans may
stay inactive during the whole working cycle
until they are triggered by special condition.

Malicious activity. Trojans have malicious
intentions to steal confidential data or disrupt
chip functionality.

4. Conclusion

From the both classifications given above it is
obvious that for HT more attention was paid to
implementation criteria, not to the functional features
as it is done in software Trojan classification.

Software Trojans have the similar architecture and
common execution environment. The functionality is
the main difference of Trojan families.

Universal solution against HT, similar to software
anti-viruses, does not exist. It makes the HT detection
challenge very complicated and provides huge area for
research.
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