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The main target of the IEEE East-West Design &
Test Symposium (EWDTS) is to exchange
experiences in the field of design, design automation
and test of electronic circuits and systems, between
the technologists and scientists from Eastern and
Western Europe, as well as North America and other
parts of the world. The symposium aims at attracting
attendees especially from the Newly Independent
States (NIS) and countries around the Black Sea and
Central Asia.

We cordially invite you to participate and submit
your contribution(s) to EWDTS’11 which covers
(but is not limited to) the following topics:

Analog, Mixed-Signal and RF Test

Analysis and Optimization

ATPG and High-Level TPG

Built-In Self Test

Debug and Diagnosis

Defect/Fault Tolerance and Reliability

Design for Testability

Design Verification and Validation

EDA Tools for Design and Test

Embedded Software Performance

Failure Analysis, Defect and Fault

FPGA Test

HDL in test and test languages

High-level Synthesis

High-Performance Networks and Systems on a Chip
Low-power Design

Memory and Processor Test

Modeling & Fault Simulation
Network-on-Chip Design & Test

Modeling and Synthesis of Embedded Systems
Object-Oriented System Specification and Design
On-Line Test

Power Issues in Testing

¢ IEEE
= I %

Technically Co-Sponsored by §A=
|EEE e
computer 1]
SOCIety VHIBEPCHTET

cadence
SYNoPsys'

Predictable Success

DATALY: 1 N IgEE

Real Time Embedded Systems

Reliability of Digital Systems

Scan-Based Techniques

Self-Repair and Reconfigurable Architectures
Signal and Information Processing in Radio and
Communication Engineering

o System Level Modeling, Simulation & Test Generation
e Using UML for Embedded System Specification
CAD Session:

e CAD and EDA Tools, Methods and Algorithms
e Design and Process Engineering

e Logic, Schematic and System Synthesis

[ ]

L]

Place and Route

Thermal, Timing and Electrostatic Analysis of SoCs and
Systems on Board
e Wireless Systems Synthesis
o Digital Satellite Television

The EWDTS’2011 will take place in Sevastopol,
Ukraine. Sevastopol is a port city, located on the
Black Sea coast of the Crimea peninsula. The city,
formerly the home of the Soviet Black Sea Fleet, is
now home to a Ukrainian naval base and facilities
leased by the Russian Navy and used as the
headquarters of both the Ukrainian Naval Forces
and Russia's Black Sea Fleet.

The symposium is organized by Kharkov National
University of Radio Electronics in cooperation with
Sevastopol National Technical University and Tallinn
University of Technology. It is technically co-
sponsored by the IEEE Computer Society Test
Technology  Technical Council (TTTC) and
financially supported by Virage Logic, Synopsys,
Aldec, Kaspersky Lab, DataArt Lab, Tallinn
Technical University, Cadence.
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Vladimir Hahanov
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Kharkiv, Lenin Ave. 14
+380 (57) 702-13-26
hahanov@knure.kharkov.ua

Abstract

In this paper HW/SW systems testing and faults
diagnosing approach is described, also method for effective
faults detection and defects localization within the system-
under-test is proposed.

1. Introduction

Essential increase of consumer requirements for
complex electronic devices leads to substantiaitiroof
complexity for HW and SW components, services, and
system interfaces. Such tendency increases thertiamoe
to provide high quality for HW, SW, and networking
components and services. One of the main goalshwhic
comes to the foreground of industry is to decregheecost
of exploitation by creating the standardized infnastures
for maintenance which providing service exploitafio
testing, disposal and, elimination of functionaledts. Well
known rule of ten for hardware components statingt t
fault detection cost increases in ten times on rat
following design or manufacturing stages. Nowadtast
growing complexities of hardware is transformings trule
into rule of twenty which makes even more importtnt
detect the fault on early design stages, rathen the
chip/PCB manufacturing, or system assembling stiides

Goal of this work is to develop method which inces
product quality by means of developing sufficienVFsW
test and diagnosis approach, also decreasing fietitstion
and defects localization time in order to improystem
performance on example of multimedia devices.

2. Components interconnection technology
tests model

In this thesis proposed model of tests generafangts

modeling, and defects localization based on xor-
dependencies of four main components or charatsrisf

394

Karyna Mostova
KNURE, 61166, Ukraine,
Kharkiv, Lenin Ave. 14
+380 (57) 702-13-26
mostova@knur e.kharkov.ua

agnosing Multimedia Devices

Oleksandr Paschenko
KNURE, 61166, Ukraine,
Kharkiv, Lenin Ave. 14
+380 (57) 702-13-26
paschenko@knur e.kharkov.ua

the system: G=(F, U, T, L), where: F — functiotyalinder
test, U — unit under test, T — functional teist- faults and
defects coverage.

Such components of technical diagnosis
interconnected in the way, represented on the diguand
can be described with four possible equationsdisielow.
These equations represent complete set of inteecbions
which are forming the goal of technical diagno&is [

are

1)TOFOL=0
2TOLOU=0
3TOFOU=0
AHFOLOU=0

Figure 1. Technical diagnosis components interconnection
schema

This model allows generalizing and classifying areé
technical diagnosis using xor-dependency for foey k
elements. This paper describes only the first éguathich
represents test, functionality, and defects cowerag
interconnection.

From equationTOFOL =0 the next identities are
following:

1) T=FOL - Tests generation, using the functionality
model for the specified faults list.

2) F=TOL - Functionality model based on the
specified test and the faults list.
3) L=TOF - Synthesis of the faults list of the

specified functionality based on the specific test.

HW design effectiveness E can be defined by average
and restricted integral criteria in the intervall[p
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E=FL,T,H)= min[E(L +T +H)],
3

(1-k) n(1-k) .

y=a-p"; L=1-v =1-(1-P)

T =[@- K xHSJ/(HS +H?);, H=H2/HS +HD).

Above is described the level of product errors L,
verification time T, SW/HW redundancy, defined by
assertion mechanism and maintenance instruments H.

Level of production errors is characterized by Y —
yield and depends on k — product testability, Bxisting
probability of the defect, and the number of noteded
errors — n. Verification time is defined by product
testability k multiplied by the structural HW/SW
complexity and divided by general complexity of the
product measured in SW code strings. HW/SW
redundancy is dependant on assertions code cortyplexi
and other redundancies related to general
complexity. At the same time HW/SW redundancy
should provide required level of functional defects
diagnosis during yield’'s time to market defined by
customer.

3. Multi-matrix processor of binary
operations
Multi-matrix processor (MMP) is the minimal

architecture of instructions targeted for paradbe¢cution
of single (and, or, xor, slc) operations with detiéd 2D
array. Quantity of operation-related single arrdgfines
heterogeneous MMP of binary operations with bulfer
(figure 2) [2]

Standard blocks: DM — Data module, PM — Program
module, CU — Control unit, I-face interface andPI-I
service module, MMP — Multi-matrix processor module
The scheme includes four memory blocks with A d,an
B — xor, C — or, D — slc (shift left crowding) opdions,
and buffer memory M. MMP directed to perform one of
four instructions (ISA — Instruction Set Architect) that

M = M {and,or,xor,sIcHA, B,C,D}

MMP

\JM/

T,

Figure2. Multi-matrix processor of binary operations

Basing on MMP approach there was created

codeinfrastructure for UUT verification which is modifition

of I-IP standard 1500 [3, 4, 5]. On the figure 3eth
process models for testing, faults detection aadmbsis,
performance recovering are presented.

4. Method of Functional Violation

The analytic model verification based on temporal
assertions is targeted for reaching required deyth
diagnosis. The search of functional violation (Fg)
based on xor-operation definition between the stdte
assertion (vector m) and the columns of FV table:

mEI(BlEIBZEI...[IBj[I...EIBn).
p p
B=min [B; = >(B:: O m:)],
j:ﬁ[ =S EE

where
m=1(A,B)0f (ABL)

The result of test experiment — comparing outputs
states of golden samplgA,B) and actualf* (A,B,L) —

operates with binary matrix and same dimensions and T with defects L of test combination A.

stores results into buffer M:

—
—10my|

y

M ]

AD

o | 1]

| UUT

~LLL O FER| e

® o | AL HAH 1
T || U Hme
| MUT | — [
Test >'_| | |'_' |
Testing Diagnosis

Recovering

Figure 3. Testing, diagnosis, recovering process models
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5. Functional blockstree view the top list of the most occurring SW/HW faults and
potential root-causes for specified faults. Chapresents
Figure 4 represents functional blocks tree view 3-level hierarchy; however levels can be extended a

hierarchy for digital satellite receiver. Schempresents ~ decreased for better localization.

—ﬂ Audio amplifier issue
—ﬂ Audio Output issue

—ﬂ Audio decoder (Absent audio) issue

> Audio is absent  +—

—ﬂ Audio codec — volume / mute issue

-~ Audio - | Audio Routing issue Audio Output HW - routing issue
Ll H Ll
Issues (e, Seres, LR Audio codec / balance issue
—ﬂ SW/MWilevel issue
P Audio Quality issue :} SWidrivers issue
—ﬂ Codec — Audio processing issue
~ Video stream processing /
o Macroblocking g descrambling issue
v issue
—ﬂ Video stream’s packaging issue ‘
Anti-flickering / video blending
p Video p Videoflickering | _| ’ module issue
issues issue
—ﬂ Video amplifier issue ‘
o | Video stream processing drivers
» !
| Video freeze / black issue
v screen issue
—ﬂ Stability / Memory leak ‘
STBtop issues | | Tuner drivers issue ‘
classification > Tuner issue ‘
Tuner HW issue
Scanning MW issue ‘
> Scanning issue
Scanning drivers issue ‘
Signal D_MOD drivers issue ‘
» isfues » Demod issue
Demod HW issue |
DEMUX drivers issue |
> Demux issue
Demux HW issue |
MPEG2 drivers issue ‘
P Signal decoding issue
MPEG?2 decoder issue ‘
DL recognition SW module ‘
P SW/DL stream issue
Build system issue \
USB HW issue \
| USB issue
SwW USB DL driver issue ‘
P Downloader —
issues Sat input HW issue (signal issue) ‘
P Satinput DL issue
Sat input DL drivers ‘
Ethernet / IP HW issue ‘
P Ethernet / IP DL issue
Ethemet / IP DL drivers issue |

Figure 4. Digital satellite receiver tree-view hierarchy
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6. Hierarchical testing process

Generic 3-level representation of tree view hidmgrc
is shown on the figure 5.Spcific test sequerTcﬁe is

applied to certain level of functional hierarchyftek
testing is complete the result is being analyzééault

is detected, system returns block identifiBﬁ with

error description. Also there is considered falkzcl
automated reparation possibiIR;fj . After fault

detection and reparation the system should betegtes
from the very beginning [2, 6].

Test Start
A
High level
test failed

%
High Level
Mid level 2
test failed
Low level
test failed
1
Test passed

i = Test Assertion
Figure 5. 3-level hierarchical testing process

Block

"y

Middle Level
i =P Test Assertion
Block

"
Low Level
Test

Assertion
Block

Tsi

7. Assertion based coverage graph

The analytic model verification, based on temporal
assertions is targeted for reaching required deth
diagnosis and can be represented in the next way:

M = f(FA, BST,L), F=(A*B)xS, S=f(T,B);

A=A A, A A LY BB B, BB )
S=(S; Sy, ,...,sm}; S, =(S; Sip oS ,...,sip};
T=(T,.T, Tk L={L g, Lgrenljob g
F=(A*B)xS is represented by code-flow
transaction graph - CFTG, or Assertion-Based
Coverage Graph - ABC  Graph, where
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$={S1.59.S; 1S}
HW/SW product while modeling test-segments.

Each state S is defined by functional key varigbles
chart chords are represented by functional blocks B
where

representing states of the

n n

B =(By.B, i =B 0,8 =0

Every block B can be verified by the assertion A,
where

Every chord B; represents the stats; = f(T,B;),
which is also dependant on the test sequence
T= {Tl,TZ

Every state S is supplied with the Assertions
Monitor

AS;) =Aj DA O..0A; O..0A,

The out-coming functional violation blocks
multitude is represented with the list
L={LqLyyljrlpn}.

For the functional block diagram, represented @n th
figure 4, the functional defects matrix is presente
Table 1 which covers all hierarchical (or activatio
levels).

Below there are presented the requirements for
functional defects table definition:

1. The number of tests T should stay minimal,
[T| -> min,

2. To exclude equivalent defects vectors
additional tests should be added to guarantee eniqu
state for every defects vector, . df=[T|+t, where t —
minimal required additional number of the test vest
to guarantee defects vector unique state condition.

3. Diagnosability function is dependant on the
test length T, number of assertions A and the nurabe
functional blocks N; at the same time diagnosapilit
function should always tend to 1 [2, 3].

LI y
~ Jlog,NI =1 - ]log,N[=[T|x|A|

Basing on diagnosing procedure and the matrix of
functional defects faulty components can be defimgd
analyzing functional defects table rows. For the
functional defects matrix the next transaction feap
can be created, represented below (figure 6).
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Table 1. Matrix of functional defects

1% activation level 2™ activation level 3" activation level
- ] ) o
o) = > 3522
ol o|B|_E s2| 22 2132 | 2
58] 5|38 S8 5|3 = S
S| o c |V o8| 5| c |V o® AV
=] =2 wn =" Q o > = o =
< | >|O» = n Q o | 8o
6] © o S| 35 =
T, 1 1 0 T; 1 1 1 1 T, | 1 1
T, | 1 . 1 1 1 T, 1 0 T, | 1
Ts| 1 1 1 T3 1 0 Ts 1 1
Ty . 1 1 1 0 Ty 1 1
Ts 1 1
1% activation level graph: 2" activation level graph: 3 activation level graph:
@ -0 ’
TaTs
@ @ RON
Figure 6. Code-flow transaction graph
8. Multi-level model for diagnosing digital
systems -

Multi-level model can be presented in a tree-like B2 B2t B2 BZ
view B, where every vertex can be represented &s a ! 2 I ka
dimentional functional modules activation table and ‘
arcs are representing navigation to lower diagnosis . . . )
levels for the cases when functional block’s defeas
detected: :

B=(8%) card = & 3 £ 1 1
=|B;; |, cardB = i n n n "
1 r=16=1j=1 ! BS' h

where n — number of multi-tree levels; f/mumber
of the functional blocks and components on r lekes; Figure 7. Multi tree-like model

-number of components in thB" table; Bj® = {0,1} -
component of activation table which is defined bg t
test vectorTi_A applicable to the observing monitor
A. 18] Ry

Multi tree-like model can be described in the way BES OA™ =

presented on the figure 7. 0- {BJHI’S,G}.

Defects detection model is based on top-to-bottom
navigation to the required detailing level:
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Navigation approach is based on xor-operation 9. Conclusions

between matrix rows B and experimental verification

vector based on assertions obtained from monitors

during all test segments activating process.

If the xor-sum equals 1 (fault detected), then
algorithm assumes two possible actions: 1) to raeig
to the next activation matrix level or 2) system
reparation R. The decision is based on execution ti
VS. reparation cost importance.

If the xor-sum is 0 (no faults detected) then
algorithm moves to the next activation matrix level

Brlswith good quality status G.

Detailed diagnosis algorithm for multi-tree

navigation is presented on the figure 8.

1= 1s=1(0)

BEOA"

1
0 Priority: time

1
4’ B;S—repair‘ ‘ Quality is good

Figure 8. Multi-tree navigation algorithm
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and
and

This paper represents faults detection
localization technique. Described models
algorithms providing possibility to perform effegsi
service for complex digital SW/HW systems.

Benefit for such approach is in simplicity of
technical information representation and diagnosing
preparation, based on minimized activation table
applied to HW/SW system-under-test and in particula
to functional blocks segments testing which are
invariant to hierarchy levels.
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