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Introduction 
 
Diagnosis of digital devices requires storing of tests, 

etalon responses, fault lists etc. This data is called diagnos-
tic information (DI). The amount of DI is very huge for 
modern digital devices. That’s why complex solution for 
storing and reduction of DI is urgent nowadays. There are 
few alternatives of how to store DI.  

The first one is to store DI on a local machine (PC) in 
a database or spreadsheets. It takes a lot of space for data 
storage. But there are a set of approaches for DI reduction 
[1–5]. Mainly they are based on a fault dictionary (fault 
dictionary is a database of simulated test responses for all 
modeled faults) used by some diagnosis algorithms. To 
reduce the amount of data used for fault location, a fault 
dictionary does not store the entire response Rf caused by 
the fault f, but only a "signature" usually consisting of the 
list of errors contained in Rf. However a fault dictionary 
still is large and requires compressing. Compression can be 
applied for etalons in some cases as well. Some approaches 
are based on usage of DI masks. All such reductions re-
quire more sophisticated process of storing DI.  

The second alternative is to store DI (in a shape of a 
fault dictionaries or fault tables as well) on a local server. 
It allows to collect information of different testing threads 
in parallel. In this case there must be special requirements 
for server performance and network topology which make 
DI processing and storage more expensive.  

The third alternative is to use a “cloud” platform. It in-
cludes all the advantages of a local server and even more 
such as remote access to the storage, simple processing 
mechanisms and platform management, easiness in in-
creasing the performance on demand, less cost and so on. 
From the other hand this alternative requires equipment to 
be connected to a network, able to send/receive informa-
tion and perform commands.  

This article is the first one in a series and it describes 
Axeda cloud platform to be used for digital device testing 
and diagnosing, its features and capabilities as well as its 

internal data model. Moreover it shows how to use Axeda 
data model to take more advantage of it 

 
Figure 1 – Diagnosing with Axeda cloud  

 
 

Axeda platform overview 

 

The Axeda Platform is a secure and scalable founda-
tion on which to build and deploy machine to machine 
(M2M) applications for connected products. The Axeda 
Platform manages the communications between remote 
devices, systems, and businesses, as well as live and his-
toric data and alarm information for devices. The Platform 
operates as a central repository for Axeda “objects” and 
their relationships, current state, assignments, and func-
tionality.  

The Axeda SDK provides an application programming 
interface (API) to the Platform operations and objects. Us-
ing the Java-based API, you can perform operations 
against the Platform. Your custom code can manage, lo-
cate, and operate on Platform objects. 
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Figure 2 – Axeda Platform 

 
The Axeda Platform includes built-in Web Services 

and other technologies for application development, core 
infrastructure capabilities, and support for leading wireless 
communications, enterprise applications, and edge devices. 

It’s not always possible to rely on being able to con-
nect to a device when you need data, so the platform stores 
all the data required for each device, and the application 
can rely on a connection to the platform. 

Connected products likely come in a wide variety of 
models and configurations, so Axeda provides a simple 
way for you to define a data model for the application. The 
model can include the different types of data that a con-
nected product generates, including location data and 
alarms. The platform combines built-in functions and sup-
port for custom application logic. 

The platform includes a Groovy Java development en-
vironment and runtime for when it’s needed to extend its 
built-in functions. It’s also possible to use Groovy to de-
fine a Web Service interface for client applications. 
Another advantage of the Axeda cloud platform is that it 
allows to configure and administer it using a simple 
browser-based interface or through Web Services. 

 
Axeda Data Model 

The Axeda Platform has a mature data model that's 
important to understand when planning to build applica-
tions. First, this will introduce the existing objects and how 

they relate to each other. 
• Model – the definition of a type of asset. The model 

consists of a set of dataitems (its inputs and outputs) 
and alarms. The platform applies logic to a model, so 
as assets grow, the system is scalable in terms of man-
agement. 

• Asset – or sometimes called Device. An asset has an 
identifier called a Serial Number which must be 
unique within its model. Agents report information in 
terms of the asset. Logic is applied to data and events 
about that asset. 

• Dataitem – a named reading, such as a sensor or com-
puter value. Dataitems are timestamped values in a 
sequence. For example, hourly temperatures, or 
odometer readings, or daily usage statistics. The num-
ber of named dataitems is unlimited. Dataitems can be 
written as well as read, so a value can be sent to an 
“output”. A dataitem can be a Digital (Boolean), Ana-
log (real value) or a String. 

• Mobile Location - a lat/long pair typically read from 
GPS. This is used to map assets as they move. 

• Alarms – have a name, severity, description, active 
flag, timestamp, and optional embedded dataitem and 
value. Alarms sent from an agent may result from 
logic that detects a condition. An alarm indicates 
something that's wrong. 

• Files – arbitrary files can be uploaded from an agent. 
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Files are often uploaded when an alarm has been 
raised, or on demand from a user or rule. 
Axeda Platform is asset-centric. An asset is an instance 

of a Model. Each asset is identified by its Model and Serial 
Number pair. Associated with an asset are: organization, 
location, contacts, asset groups, properties, condition, 
dataitems, alarms and files. 

Information is processed and organized in the context 
of an asset, but the processing is managed for models. The 
only scalable way to manage a lot of assets is to apply 
rules by kind of asset, not individual assets. 

Rules apply logic to data as it happens. When a new 
dataitem is reported, a rule may check against its threshold. 
When an alarm is created, a rule may create a trouble 
ticket, or notify the user. All types of rules in the platform 
– Expression Rules, State Machines, and Threshold Rules 
– are event based. 

Software packages are another entity in the Platform. 
Packages are used to distribute files, software, patches, etc. 
and to script some commands around their delivery. The 
deployment may be automatic or manual, to one or many. 

User logins are members of user groups. User groups 
have both privileges (what they can do) and visibility 
(which assets they can see). User group visibility allows 
the group to access assets in an Asset Group, or a Model or 
Region. 

Utilize Data Model 
Dataitems can be configured to store no data, current 

value, or history. History is needed if you want to see the 
temperature plot over the last day. Many times, current 
value is all that's needed to process rules and see the state 
of an asset. The option not to store a dataitem makes sense 
if the dataitem is only used to run a rule, or if it will just be 
sent to another application. In a pass-through mode, the 
dataitem doesn't need to be stored at all. A similar situation 
is if a string dataitem is parsed by the rule calling a Groovy 
script.  

Alarms are almost always used to notify people that 
they should do something. Alarms in Axeda have a lifecy-
cle that corresponds to how people interact with them. An 
alarm begins its life when it's created. From that point, the 
alarm can be acknowledged, escalated, closed, suppressed 
and disabled. 

Files are uploaded for a few reasons. Log files are 
typically uploaded so a service tech can diagnose a prob-
lem. Data files can be uploaded so a script or external 
system can process the file and take appropriate action. 
This can be another way of sending information that does-
n't fit in a dataitem. 

Extended Objects are attributes that can be added to 
the objects described here, or can be complete objects that 
live on their own. The application can read and write these 
objects or attributes, and query them.  

 

Conclusion 
 
The introduced platform will support different solution 

architectures effectively, including Rich Internet Applica-
tion (RIA) clients and integration with enterprise 
applications. The platform also supports Axeda Service-
Link remote service applications. All above can 
dramatically increase diagnostics speed by refusing from 
slow and expensive local PCs and servers.  

The article propose to use the Axeda “cloud” platform 
for storage and processing of diagnostic information during 
testing and diagnosing remote digital devices of different 
type. An operator, dealing only with the platform, has a 
possibility to form tests and analyze responses without 
direct contact with a DUT. Localizing the information the 
“cloud” allows to speed-up it’s processing and release the 
load on local stations and servers  
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Резюме 
 

Статья описывает возможности «облачной» платформы 
Axeda для хранения и обработки диагностической информа-
ции во время тестирования и диагностирования удаленных 
цифровых устройств смешанного типа. Оператор, взаимо-

действуя только с платформой, имеет возможность 
формировать тесты и анализировать ответные реакции без 
непосредственного контакта с DUT. Размещение диагности-
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ческой информации в «облаке» позволяет ускорить процесс 
ее обработки и снимает нагрузку с локальных станций и сер-

веров 
 

Стаття надає інформацію щодо можливостей «хмарної» пла-
тформи Axeda для збереження та обробки діагностичної 

інформації під час тестування та діагностування віддалених 
цифрових пристроїв різних типів. Оператор,який  взаємодіє 
тільки з платформою, має можливість формувати тести та 

аналізувати відповідні реакцій без безпосереднього контакту 
з DUT. Розміщення діагностичної інформації в «хмарі» до-

зволяє прискорити процес її обробки и знімає навантаження з 
локальних станцій та серверів 

 

The article gives the information about possibilities of the Axeda 
“cloud” platform for storage and processing of diagnostic 

information during testing and diagnosing remote digital devices 

of different type. An operator, dealing only with the platform, has 
a possibility to form tests and analyze responses without direct 

contact with a DUT. Localizing the information the “cloud” 
allows to speed-up it’s processing and release the load on local 

stations and servers 
 

 
Ключові слова: "облачная" платформа, диагностичес-
кая информация в облаке, "cloud" platform, diagnostic 
information in the "cloud" 
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