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ДОДАТОК А

Графічний матеріал атестаційної роботи
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ДОДАТОК Б

Конфігурація серверу

#!/bin/sh

rundate=$(date)

#################################################
# Backup the FreeNAS configuration file
#################################################

# Optional: specify your email address here if you want to receive
notification

email=""

# Optional: specify the short name of your ESXi host if you are running
FreeNAS

# as a VM and you want to back up the ESXi host's configuration
esxihost=""

# Specify the dataset on your system where you want the configuration
files copied.

# Don't include the trailing slash.

# Example: configdir=/mnt/tank/sysadmin/config

configdir=""

# Remove this code once you've defined configdir above... :-)

if [ -z ${configdir} ]; then
echo "Edit script and specify the target directory ('configdir')

before using $0"
exit 2

fi

freenashost=$(hostname -s)

fnconfigdest_version=$(< /etc/version sed -e 's/)//;s/(//;s/ /-/' | tr -
d '\n')

fnconfigdest_date=$(date +%Y%m%d%H%M%S)
fnconfigdest="${configdir}"/"${freenashost}"-"${fnconfigdest_version}"-

"${fnconfigdest_date}".db

echo "Backup FreeNAS configuration database file: ${fnconfigdest}"

iscorral=$(< /etc/version grep "Corral" | awk {'print $1'})

if [ ! -z "${iscorral}" ]; then
# FreeNAS Corral: make a CLI call:
cli -e "system config download path=${fnconfigdest}"

else
# FreeNAS 9.x: Copy the source to the destination:
cp /data/freenas-v1.db "${fnconfigdest}"

fi

l_status=$?
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#################################################
# Backup the VMware ESXi host configuration:
#################################################
if [ ! -z "${esxihost}" ]; then

esxihostname=$(ssh root@"${esxihost}" hostname)
esxiversion=$(ssh root@"${esxihost}" uname -a | sed -e "s|VMkernel

||;s|$esxihostname ||")
esxiconfig_url=$(ssh root@"${esxihost}" vim-cmd

hostsvc/firmware/backup_config | awk '{print $7}' | sed -e
"s|*|$esxihostname|")

esxiconfig_date=$(date +%Y%m%d%H%M%S)
esxiconfig_file="${configdir}"/"${esxihost}"-configBundle-

"${esxiconfig_date}".tgz

echo "Downloading $esxiconfig_url to $esxiconfig_file"
wget --no-check-certificate --output-document="${esxiconfig_file}"

"${esxiconfig_url}"
fi
#################################################
# Send email notification if indicated:
#################################################
if [ ! -z "${email}" ]; then

freenashostuc=$(hostname -s | tr '[:lower:]' '[:upper:]')
freenashostname=$(hostname)
freenasversion=$(cat /etc/version)
logfile="/tmp/save_config.tmp"
if [ $l_status -eq 0 ]; then

subject="FreeNAS configuration saved on server ${freenashostuc}"
else

subject="FreeNAS configuration backup failed on server
${freenashostuc}"

fi
(

echo "To: ${email}"
echo "Subject: ${subject}"
echo "Content-Type: text/html"
echo "MIME-Version: 1.0"
printf "\r\n"
echo "<pre style=\"font-size:14px\">"
if [ $l_status -eq 0 ]; then

echo "Configuration file saved successfully on ${rundate}"
else

echo "Configuration backup failed with status=${l_status} on
${rundate}"

fi
echo ""
echo "FreeNAS:"
echo "Server: ${freenashostname}"
echo "Version: ${freenasversion}"
echo "File: ${fnconfigdest}"
if [ ! -z "${esxihost}" ]; then

echo ""
echo "ESXi:"
echo "Server: ${esxihostname}"
echo "Version: ${esxiversion}"
echo "File: ${esxiconfig_file}"

fi
echo "</pre>"

) > ${logfile}
sendmail ${email} < ${logfile}
rm ${logfile}

fi
Приклад Б.1 – Структура файлу save_config.sh
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#!/bin/sh
#

https://www.smartmontools.org/wiki/FAQ#WhatiserrorrecoverycontrolERCandwhyiti
simportanttoenableitfortheSATAdisksinRAID

# ERC timeout values, in tenths of a second. The defaults below are 7
seconds for both reads and writes:

readsetting=70
writesetting=70
# We need a list of the SMART-enabled drives on the system. Choose one

of these
# three methods to provide the list. Comment out the two unused sections

of code.

# 1. A string constant; just key in the devices you want to report on
here:

#drives="da1 da2 da3 da4 da5 da6 da7 da8 ada0"

# 2. A systcl-based technique suggested on the FreeNAS forum:
#drives=$(for drive in $(sysctl -n kern.disks); do \
#if [ "$(/usr/local/sbin/smartctl -i /dev/${drive} | grep "SMART support

is: Enabled" | awk '{print $3}')" ]
#then printf ${drive}" "; fi done | awk '{for (i=NF; i!=0 ; i--) print

$i }')

# 3. A smartctl-based function:
get_smart_drives()
{

gs_drives=$(/usr/local/sbin/smartctl --scan | grep "dev" | awk '{print
$1}' | sed -e 's/\/dev\///' | tr '\n' ' ')

gs_smartdrives=""
for gs_drive in $gs_drives; do

gs_smart_flag=$(/usr/local/sbin/smartctl -i /dev/"$gs_drive" | grep
"SMART support is: Enabled" | awk '{print $4}')

if [ "$gs_smart_flag" = "Enabled" ]; then
gs_smartdrives=$gs_smartdrives" "${gs_drive}

fi
done

eval "$1=\$gs_smartdrives"
}
drives=""
get_smart_drives drives

# end of method 3.
set_erc()
{

echo "Drive: /dev/$1"
/usr/local/sbin/smartctl -q silent -l

scterc,"${readsetting}","${writesetting}" /dev/"$1"
/usr/local/sbin/smartctl -l scterc /dev/"$1" | grep "SCT\|Write\|Read"

}
for drive in $drives; do

set_erc "$drive"
done

Приклад Б.2 – Структура файлу set_hdd_erc.sh
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#!/usr/local/bin/perl
########################################################################

#######
#
# get-system-temps.pl
#
# Displays CPU and drive temperatures
#
# Drive information reported includes the device ID, temperature,

capacity, type
# (SDD or HDD), serial number, model, and, if available, the model

family.
#
# Optionally uses IPMI to report CPU temperatures. Otherwise, these are

pulled
# from sysctl. IPMI is more accurate in that it reports the temperature

of each
# socketed CPU in the system, even on virtualized instances, whereas the

CPU
# temperatures typically aren't available from sysctl in this case.
#
# Requires the smartmontools, available at:

https://www.smartmontools.org/
#
# Keith Nash, July 2017
#
########################################################################

#######

use strict;
use warnings;

# Get system's hostname:

my $hostname = qx(hostname);
chomp($hostname);

# Full path to the smartctl program:

my $smartctl = "/usr/local/sbin/smartctl";

# IPMI setup:

# Toggle IPMI support on or off:
# 1 = on:   use IPMI
# 0 = off:  use sysctl instead of IPMI

my $useipmi = 0;

# IPMI username and password file. The password file is a text file with
the

# IPMI user's password on the first line. Be sure to set permissions to
0600

# on the password file.
#
# You may not need credentials on some systems. In this case, ignore

these
# variables and modify the ipmitool variable below to suit your

environment,
# removing the '-I lanplus' and user credential options (-U and -f) as

needed.
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my $ipmiuser = "root";
my $ipmipwfile = "/root/ipmi_password";

# The IPMI host must be either an IP address or a DNS-resolvable
hostname. If you

# have multiple systems, leave the variable blank and edit the
conditional below

# to specify the IPMI host according to the host on which you are
running the script:

my $ipmihost = "";

if ($useipmi && $ipmihost eq "")
{
if ($hostname =~ /bandit/)

{
$ipmihost="falcon.ipmi.spearfoot.net"
}

elsif ($hostname =~ /boomer/)
{
$ipmihost="felix.ipmi.spearfoot.net"
}

elsif ($hostname =~ /bacon/)
{
$ipmihost="fritz.ipmi.spearfoot.net"
}

else
{
die "No IPMI host specified!\n"
}

}

# Full path to ipmitool program, including options and credentials:

my $ipmitool = "/usr/local/bin/ipmitool -I lanplus -H $ipmihost -U
$ipmiuser -f $ipmipwfile";

main();

########################################################################
#######

#
# main
#
########################################################################

#######
sub main
{

printf("==========\n\n");

if ($useipmi)
{
printf("%s (IPMI host: %s)\n\n",$hostname,$ipmihost);
}

else
{
printf("%s\n\n",$hostname);
}

display_cpu_temps();
display_drive_info();

}

########################################################################
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#######
#
# display_cpu_temps
#
########################################################################

#######
sub display_cpu_temps
{

my $temp;
my $cpucores=0;

if ($useipmi)
{
$cpucores = qx($ipmitool sdr | grep -c -i "cpu.*temp");
}

else
{
$cpucores = qx(sysctl -n hw.ncpu);
}

printf("=== CPU (%d) ===\n",$cpucores);

if ($useipmi)
{
if ($cpucores > 1)

{
for (my $core=1; $core <= $cpucores; $core++)

{
$temp=qx($ipmitool sdr | grep -i "CPU$core Temp" | awk '{print

\$4}');
chomp($temp);
printf("CPU %2u: %3sC\n",$core,$temp);
}

}
else

{
$temp=qx($ipmitool sdr | grep -i "CPU Temp" | awk '{print \$4}');
chomp($temp);
printf("CPU %2u: %3sC\n",1,$temp);
}

}
else

{
for (my $core=0; $core < $cpucores; $core++)

{
$temp = qx(sysctl -n dev.cpu.$core.temperature);
chomp($temp);
if ($temp <= 0)

{
printf("CPU %2u: -N/A-\n",$core);
}

else
{
printf("CPU %2u: %3sC\n",$core,$temp);
}

}
}

}

########################################################################
#######

#
# display_drive_info
#
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########################################################################
#######

sub display_drive_info
{

my $drive_id;
my $drive_model;
my $drive_family;
my $drive_serial;
my $drive_capacity;
my $drive_temp;
my $drive_is_ssd;
my $drive_family_display;

printf("\n=== Drives ===\n");

my @smart_drive_list = get_smart_drives();

foreach my $drive (@smart_drive_list)
{
($drive_model, $drive_family, $drive_serial, $drive_capacity,

$drive_temp, $drive_is_ssd) = get_drive_info($drive);

if ($drive =~ /\/dev\/(.*)/)
{
$drive_id = $1;
}

else
{
$drive_id = $drive;
}

if ($drive_family eq "")
{
$drive_family_display = "";
}

else
{
$drive_family_display = "(" . $drive_family . ")";
}

printf("%6.6s: %3uC [%8.8s %s] %-20.20s %s %s\n",
$drive_id,
$drive_temp,
$drive_capacity,
$drive_is_ssd ? "SSD" : "HDD",
$drive_serial,
$drive_model,
$drive_family_display);

}
}

########################################################################
#######

#
# get_smart_drives
#
########################################################################

#######
sub get_smart_drives
{

my @retval = ();
my @drive_list = split(" ", qx($smartctl --scan | awk '{print \$1}'));

foreach my $drive (@drive_list)
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{
my $smart_enabled = qx($smartctl -i $drive | grep "SMART support is:

Enabled" | awk '{print \$4}');
chomp($smart_enabled);
if ($smart_enabled eq "Enabled")

{
push @retval, $drive;
}

}

return @retval;
}

########################################################################
#######

#
# get_drive_info
#
########################################################################

#######
sub get_drive_info
{

my $drive = shift;
my $smart_data = qx($smartctl -a $drive);

my $drive_model = "";
my $drive_family = "";
my $drive_serial = "";
my $drive_capacity = "";
my $drive_temp = 0;
my $drive_is_ssd = 0;

$drive_temp = get_drive_temp($drive);

# Serial number
if ($smart_data =~ /^Serial Number:\s*(.*)\s/m)

{
$drive_serial = $1;
}

# Device model
if ($smart_data =~ /^Device Model:\s*(.*)\s/m)

{
$drive_model = $1;
}

# Model family
if ($smart_data =~ /^Model Family:\s*(.*)\s/m)

{
$drive_family = $1;
}

# User capacity
if ($smart_data =~ /^User Capacity:.*\[(.*)\]\s/m)

{
$drive_capacity = $1;
}

# Determine if drive is a SSD
if ($smart_data =~ /^Rotation Rate:[ ]*Solid State Device/m)

{
$drive_is_ssd = 1;
}

elsif ($smart_data =~ /^[ 0-9]{3} Unknown_SSD_Attribute/m)
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{
$drive_is_ssd = 1;
}

elsif ($smart_data =~ /^[ 0-9]{3} Wear_Leveling_Count/m)
{
$drive_is_ssd = 1;
}

elsif ($smart_data =~ /^[ 0-9]{3} Media_Wearout_Indicator/m)
{
$drive_is_ssd = 1;
}

elsif ($drive_family =~ /SSD/)
{
# Model family indicates SSD
$drive_is_ssd = 1;
}

return ($drive_model, $drive_family, $drive_serial, $drive_capacity,
$drive_temp, $drive_is_ssd);

}

########################################################################
#######

#
# get_drive_temp
#
########################################################################

#######
sub get_drive_temp
{

my $drive = shift;
my $retval = 0;

$retval = qx($smartctl -A $drive | grep "194 Temperature" | awk
'{print \$10}');

if (!$retval)
{
$retval = qx($smartctl -A $drive | grep "190 Airflow_Temperature" |

awk '{print \$10}');
}

return $retval;
}

Приклад Б.3 – Структура файлу get-system-temps.pl
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ДОДАТОК В

Завантаженість серверу під час аккумуляції та аналізу великих даних

Рисунок В.1 – Інтенсивність надходження даних з анонімної мережі для

аналізу

Рисунок В.2 – Завантаженість ноди серверу під час аналізу віртуалізованих

даних з анонімної мережі


