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The main target of the IEEE East-West Design &
Test Symposium (EWDTS) is to exchange
experiences in the field of design, design automation
and test of electronic circuits and systems, between
the technologists and scientists from Eastern and
Western Europe, as well as North America and other
parts of the world. The symposium aims at attracting
attendees especially from the Newly Independent
States (NIS) and countries around the Black Sea and
Central Asia.
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your contribution(s) to EWDTS’11 which covers
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Thermal, Timing and Electrostatic Analysis of SoCs and
Systems on Board
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The EWDTS’2011 will take place in Sevastopol,
Ukraine. Sevastopol is a port city, located on the
Black Sea coast of the Crimea peninsula. The city,
formerly the home of the Soviet Black Sea Fleet, is
now home to a Ukrainian naval base and facilities
leased by the Russian Navy and used as the
headquarters of both the Ukrainian Naval Forces
and Russia's Black Sea Fleet.

The symposium is organized by Kharkov National
University of Radio Electronics in cooperation with
Sevastopol National Technical University and Tallinn
University of Technology. It is technically co-
sponsored by the IEEE Computer Society Test
Technology  Technical Council (TTTC) and
financially supported by Virage Logic, Synopsys,
Aldec, Kaspersky Lab, DataArt Lab, Tallinn
Technical University, Cadence.
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Cybercomputer for Information Space Analysis
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Abstract

This article describes an infrastructure and
technologies for analyzing information space, based on
virtual cybercomputer. A model and metrics for cyber-
space, where subjects are the interacting processes or
phenomena with the physical carrier in the form of
computer systems and networks, are proposed. The
structural model of high-speed multimatrix processor
designed for fast and accurate search of information
objects in cyberspace is described.

1. Cyberspace analysis for searching,
recognition and decision-making

A new personal or individual model of cyberspace in
the form of virtual personal cybercomputer (VPC)
emerges. Its parents may be on the one hand the real
nanotechnology and digital systems-on-chips, and on
the other one the virtual services for storage,
processing and reception-transmission of information.
The cause of appearing this model in the market is de-
termined by follows: 1) the need to create “individual
or personal virtual computer or space”, which can not
be lost or stolen; 2) unwillingness of users and the high
cost of information and service duplication, if it has a
few gadgets (tablet, smartphone, laptop); 3) high sto-
rage reliability and security of personal data and ser-
vice throughout the life of the user. These conditions
can only provide an individual cell in a “Swiss bank”,
which should and will be implemented in the next three
years for each person on the planet in the form of Per-
sonal Cyberspace Cell (PCC). Two points of view in
their development converge on a single concept,
PCC = VPC, first comes from the side of cyberspace
(computer science), the second — from the personal
computer (computer engineering). Almost the com-
plete absence of disadvantages PCC has the following

advantages: 1) Functional invariance with respect to
any hardware interface, connecting the user with the
cyberspace. 2) Friendliness and intellectual adaptabili-
ty to user on the format 24 hours /7 days throughout
his(her) live. 3) Authentication of user and PCC with
respect to cloud and other services in cyberspace,
which is now focused to dedicated hardware. 4) Relia-
bility and availability, persistence and security of PCC,
tolerance and physical invulnerability, due to its vir-
tuality. 5) Effective relational structuring of data and
services with intelligence to search, recognition and
decision making. 6) High market appeal of ciberbanks
and PCC formats (templates, standards), which are
focused to needs of each person on the planet, in terms
of money amounts to hundred billion dollars. 7) The
ability to create virtual prototype of personal cyber-
computer by limited number of promoted companies,
which have access to the World Market, and two or
three universities. 8) The estimated cost of such work
to create the initial infrastructure for cyberspace banks
is 0.5 — 1.5 billion dollars.

Purpose of this article is creation of the individual and
virtual computer in cyberspace for intelligence transac-
tions of data and services, focused on each person. The
problems are: 1) Defining the functional infrastructure
for virtual PCC. 2) Creating a structured database for
storing information and services. 3) Developing a PCC
template as a set of related services and tools focused
to the needs of the user. 4) Developing a system for
protection of personal cyberspace, data and services,
including authentication, keys, digital signature, cryp-
tography. 5) Creating intelligent tools for searching,
pattern recognition and decision making as a set of
filters, focused to a specific user. 6) Developing PCC
prototype and its testing for different kinds of users. 7)
Offering prototype to the companies, which have
access to the market of electronic technologies, as well
as public relations through Internet, TV, conferences
and seminars.
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References: Cyberspace and its analysis for searching
information [1-5]; Hardware engines for high-speed
information retrieval [6-10]; Synthesis of computer
structures and functionalities [11-13].

The essence of the research is creation of the infra-
structure for optimal organization of the individual
cyberspace as a virtual computer with the following
services: 1) e-mail and telephony; 2) Internet-browsers
for searching, recognition and decision making; 3) au-
dio and video players; 4) text and sound editors; 5)
electronic banking and shopping; 6) individual busi-
ness browser for the organization of working days; 7)
browser for the management of holidays, culture and
sport; 8) traveling browser; 9) structured relational
database to store the history and all types of data; 10)
external interface Public Relations; 11) medical care
and services; 12) comprehensive security system for
information and services.

Cybercomputer (personal and virtual) is virtual map-
ping functions of personal computer in cyberspace to
perform intelligent transactions between data and ser-
vices, individually focused on each person.

Cyberspace is a collection of interacting in metrics
information processes and phenomena using computer
systems and networks as a carrier. Metrics is a way to
measure distances in space between the components of
the processes and phenomena. Distance in cyberspace
is xor-interaction of processes or phenomena compo-
nents, represented by vectors, which have a scalar pro-
jection in the form of Hamming distance. Distance
invariants are derivative, the degree of change, differ-
ences or similarity of the process or phenomenon com-
ponents.

2. Evolution of cyberspace and Internet

To create a circuit that implements useful functionality,

it should generate the primitives
P={P,P,.....,P;,....P,} of the lowest level. To do this,
it is  necessary to  create the filters

F={F,F,....Fj,...Fn}, which generate tables of pri-

mitive relations, taken from the information space of
the world (Fig. 2).

The following blocks are represented here: Hu — user;
P={DaHoBu,IrSoShEmSk.In, Ps;MoPi,He,Ed,Co,Ba}
— Data, Home, Business, Traveling, Social, Shopping,
E-mail, Skype, Infrastructure, Program services, Mov-

ie, Pictures, Health, Education, Conferences, Banking;
G ={Sm,An,Iph,Ipa} — Smartphone, Android,

Iphone, Ipad. Having a standardized data structure for
the individual portals and browsers, delivering new
services with better performance, we should expect a
gradual improvement of the quality for all cyberspace
components. The final goal of such mutual and positive
impact of the cyberspace infrastructure elements is
developing common standards for interfaces and trans-
formation of cyberspace into self-developing intelli-
gent information and computing ecosystem.

Internet i Individual Cyber Space
N Da| Ho | Bu | Tr
=
F2 " so| sh | Em| sk
? In Ps | Mo | Pi
S Fn He | Ed | Co | Ba
I Gadjets

Services Sm| An | Iph | Ipa

Fig. 1. Evolution of cyberspace and Internet

A typical two-level filter of messages for a particular
user is shown in Fig. 2. It is focused on processing
three kinds of letters: positive, negative and ambiguous
(gray), which have to fall into the black or white (WS)
pool. The idea of spam filter (SF) is detection of nega-
tive network mail by function And for every user and
positive messages by function Or. All other ones fall
into the gray area (X), which is constantly modified.

BE
= m
*

Internet > ws >

N [ 5o —L: — J_ﬁ:

(2}
a

;
5
.

WS —>

%ﬁa
R0
|

Fig. 2. Filter of network messages

Each message must be assigned to one of three pools
(matrices): L= {LO,LI,LX} — positive, negative, am-
biguous (unknown state). The corresponding libraries
B= {BO,BI,BX} have the signatures in the form of a

binary vector that specifies the membership relation for
each message to the test parameters of spam recogni-
tion. During training Antispam system the spam func-
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tion table (SFT) is generated that is open to the com-
pletion:
B =[Bjj|= BxT, B=(B,By,...Bj...Bp),
T=(T;,Tp,.;, Tjsees Tyy)-
To determine the membership for a new message m in
one of the message library types L the following crite-
rion is used:

n n
L=LvBj« > (Bij ‘(_B]mi):(ovmin).
i=1 1=

It defines the code distance by successive comparisons
a new message and each component of three libraries.
A simple multimatrix processor allows performing
these logic operations in parallel. In operation of Anti-
spam system each gray message is checked for the
membership of two deterministic pools, which are con-
stantly modified by updating the criteria by taking into
account the user experience.

The presence of filters allows automating time-
consuming processes for creating basic primitive libra-
ries. With the specification of Fig. 3, presented after
processing the verbal description in the form of a vec-
tor of input and output variables, it is easily to describe
a strategy for building new functionality as the cover-
age problem by the library elements of the generalized
vector <X,Y>.

S
P X Y
| ¥
P Py
2 A\ 4 A4
P |—’l Py Py |
v
p3 P,
4 v ¥
P Ps Pg
Ps —>] P7 < I 1
p° | -T)L|—|
p’ :ll P —|+
8
P » Pio
v v v

Fig. 3. Synthesis of specification coverage by
primitives

The general solution of the problem is similar to the
synthesis of an automaton model that defines the
interaction of components in time and space. However,
variety of not previously defined primitives excludes
the possibility that means the necessity transition from
strict determinism of digital automaton to the field of
evolutional and deterministic solutions. At that the
intelligence f is formulated as two functions (g— crea-

tion and h—repetition), where C,R — the processes for
creating and repeating; N,L — the primitives (new and
existent ones):
I=f(C,R)=C®R,
DC=g(R,N)=R®N;
2)R=h(C,L)=C®L.

1) Generation of the original functionality in the form
of a specification vector for new useful for human or
computer services. 2) Synthesis of a functional struc-
ture by covering the essential variables of the specifica-
tion vector by minimal set of primitives from available
libraries of the world to form the output vector of use-
ful properties. Repeating the above two items to create
a new primitive functionality necessary to solve the
coverage problem. Two development spirals of the
cyberspace subject are obvious. One goes up, towards
the creation of new structural specifications. The
second one goes down towards the creation of new
primitives that indicates the appearance of original
technologies.

3. The cyberspace metrics

Suppose there are a finite number n # 0 of points in
the space, closed a cycle, where each one is specified
by a binary vector of the length k:

A= (Al,Az,...,Ai,...,An) = {(a11,a12,...,a1j,...,a1k),
(a21,a22,...,azj,...,aZk),...,(aﬂ,aiz,...,aij,...,aik),...
- (@n1,8n2558pjs-8nk ) 345 = {01}

The distance between two points is determined as:

k
di =di(Aj,Aj1p) =aj ,®lai+1,j~
J:

The metrics B of cybernetic or vector logic binary

space is determined by zero xor-sum of the distances
d; between the non-zero and finite number of points in

the cycle:
B=@d;=0. €))

In other words: the metrics 3 of cyberspace is zero xor-
sum of the distances between finite number of points,
closed in a cycle. The sum of k-dimensional binary
vectors, specifying the coordinates of the cycle points,
is equal to zero.

The metric B of the vector logical multivalued space,
where each coordinate is defined in the alphabet that
constitutes the boolean ajj = {011,009 50y Op ey Oy} 1S
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symmetric difference of distances between finite num-
ber of points closed in a cycle, and equal to the empty
set:

n
B=Ad =0,

i=1
A0 1 x O N[0 1 x ulo 1 x @
0|l x 1 0 0|0 O 0 O 0/0 x x 0
1lx @ 0 1 119 1 1 O 1{x 1 x 1
x| 1 0 @ x x|0 1 x O XX X X X
10 1 x O |00 @ @ T||T|0 1 x O

The truth tables for other basic set-theory coordinate
operations, used below, are presented here. Information
structure of cyberspace has to be hierarchical and
closed, both globally and locally, at any hierarchy lev-
el.

The unit cell of the space structure should be triangu-
lar. This ensures the reduction of cyberspace informa-
tion volume, in the limit — on the third. It means the
increase in productivity of all transceivers and stores of
world content on 33%. Plane interpretation of cyber-
space is shown in Fig. 4.

Fig 4. Triangle cyberspace

In general, the functional dependence of the ratio
«recoverable sides of closed in the triangle space — the
total number n of layers in triangular structure» is
defined by the expression:

2 (+1) 7_1( 2 +1)_l_2+n+1_ n+3
>(3xi)l=Ehn 3 4 3 n+l  3@+1)

The triangular space metric is the most economical
one, because it creates the shortest distances and ways
between objects due to the transitive closure.

4. Engine for cyberspace analysis

For high-speed navigation in cyberspace (searching
objects and evaluating their interaction) it is needed a
simple and fast multimatrix processor (MMP), where
each operation (and, or, xor, slc) processes in parallel
and very fast only one binary operation on the matrices
(two-dimensional data arrays). The number of
instruction-oriented primitive matrices creates a system
— heterogeneous multimatrix processor of binary
operations with the buffer M, Fig. 5.

MMP

ISA

IS
HO
iy

- EEEE

Fig 5. Multimatrix processor of binary
operations

Multimatrix processor module involves 4 memory
blocks with built-in instructions (A — and, B — xor, C —
slc — shift left crowding, D — or) and buffer memory M.
The module is focused on the parallel execution in this
case one of four instructions (ISA — Instruction Set
Architecture) by using matrices of binary data of the
same dimension M =M {and,or,xor,slc}{A,B,C,D}
and saves the result in the buffer M.

MMP feature that is not the matrix cell has the com-
mand system of the four instructions, and each instruc-
tion has its own cell matrix as the data for parallel
processing, which significantly simplifies the control
structure and the whole device. The MMP complexity
is moved on the data structure, where the matrix mem-
ory has a single hardware-implemented built-in in-
struction that allows realizing a primitive control sys-
tem for parallel computing processes (SIMD — Single
Instruction Multiple Data), which is sequential in na-
ture, and therefore there is no need to create a super
complex compilers, focused on parallelization of com-
putational processes. Here, each matrix processor ex-
ecutes a single operation, built-in storage elements of
the matrix. But there are situations, when the matrix
level (M-level) of data definition is redundant to per-
form operations on Boolean (B-level) or registration
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(R-level) variables. For such case, it is necessary to
have the hierarchy of data levels. The typical MMP
blocks are: memory for data (DM) and programs (PM),
control unit (CU), interface (I-face) and Infrastructure
IP (I-IP), as well as multimatrix processor module,
which includes 4 memory blocks with built-in opera-
tions (A — and, B — xor, C — or, D — slc — shift left
crowding) and buffer memory M.

The applications of vector-logic or matrix technology
for analyzing the processes or phenomena: 1) text rec-
ognition in the entry registration cards; 2) personal
identification by photographs, close to the standard
images for visa documents; 3) search of analogs in the
Internet by the given patterns; 4) sorting images in the
database according to the classes and attributes; 5) fin-
gerprinting and creation of classified intelligence li-
brary; 6) recognition and classification of software
viruses; 7) handwriting recognition and personal iden-
tification by the essential characteristics of letter writ-
ing; 8) identification of targets and moving objects
(aircraft, ships, cars); 9) synthesis or correction of im-
ages by the typical existent characteristics; 10) control
robotic systems; 11) pattern recognition for smell,
taste, sound, heat and radio frequency; 12) recognition
of linguistic structures and primitives, and their estima-
tion when comparing with benchmarks; 13) dynamic
visualization of consistent and smooth transformation
of one image in any other.

4. Multilevel model and method (engine)
for searching design solution

Multilevel model is presented by multitree B, where
each node is a three-dimensional table of possible
functional solutions, and the arcs outgoing from it are
down-ward transitions for the case, where partial cov-
erage of functionality is fixed:

s n oMy Kes
B=[B.’], cardB= Y Y > B:’,
ij )
r=1s=1 j=1
n — a number of levels for solution multitree; m, —a

number of functional solutions that meet the specifica-
tions at the level r; kg —number of components in the

table B™ ; BirjS ={0,1} — component of the decision

tables, determined by coverage signals of the functio-

nality by alternative solution T. A relative to the ob-
ket

served monitor i, Each node-table has number of
top-down outgoing arcs equal to the number of func-

tional blocks, which form the specification of the con-
sidered level. Multitree structure corresponding to the
multilevel synthesis model is shown in Fig. 6.

R |
D@ E
DO @E
| : : :

' T 1
HEH®E

Fig 6. Fragment of multitree for digital system
synthesis

Process model or method for searching solution by
multitree is creating the engine for traversal of tree
branch on the depth, specified by the user:

s s [T BITRY
B ®A™” =
i® 0—{B™ . G}
L
Here vector xor-operation is executed between the col-
umns of the matrix and the vector of the current speci-
fication, taken from the main parameters of functionali-
ty. If at least one coordinate of vector xor-sum is equal

to one BES ®A™ =1 (uncovered parameter) then one

of the following action is performed: the transition to
r+l,s

j or selection

the activation matrix of lower level B

of other functionality BES. At that analysis is carried

out, what is the most important: 1) time — then search-
ing for other suitable functionality is performed 2)
money — then a transition down is carried out to clarify
the differences in specifications, when the synthesis of
a smaller unit greatly reduces the cost of designing. If
all the coordinates of the resulting xor-sum vector is

equal to zero BES ®A™ =0, it means complete coin-

cidence of the specification and library solution, then
transition to the next matrix column is performed for
the analysis of its suitability relatively the vector speci-
fication.

Thus, the presented analytical form of the engine
makes it possible to realize effectively synthesis of
arbitrary complex technical system, using existing li-
braries of similar or related solutions. The advantages
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of this engine lie in the simplicity of model preparation
and presentation for synthesizing functionality by the
solution tables for a given specification. As an example
of searching for the optimal solution, the solution table
B and specification V are shown below:

Bij|B1|B2|B3|B4|Bs|Bg |B7|Bg |Bog|Big By |B12 |B13|Big |V
Pt [ - [Tt - 1Tt TJo
Py 1| .| v ]
Pyt | |||t |- |- |- -]t|.|t].]o
7% U I O O R VR PR A A VR A S AR
Ps| .|t .|| [. [t |.[.|t].|1].|o
Po| . |1 .| .| .| . |.|t|.].].]1|.]1]h

This solution is the column B4 that turns to zero vec-

tor the result of xor-operation: B;, ® V =0. Other

solutions have non-zero code distance (less attractive
variants) between the specification and the existing
library modules.

5. Conclusion

1. A model of evolving cyberspace, where subjects are
the interacting processes or phenomena with the physi-
cal carrier in the form of computer systems and net-
works, is proposed. Standardization of space and all
the interacting entities, including the negative ones, can
be realized on the basis of beta metrics that adequately
estimates the measure of relationship interaction in
cyberspace.

2. A universal non-arithmetic model for structural eva-
luating the relationship of two objects in cyberspace is
developed. It can detect any type of set-theory or vec-
tor interaction of objects, when solving practical prob-
lems of pattern recognition and diagnosis of technical
products.

3. The architecture of multimatrix processor, focused
to improve the performance of decision-making in the
library space, is proposed. It is characterized by using
parallel logic vector operations and, or, xor, slc, which
makes it possible to improve significantly (x10) the
performance of functionality synthesis.

4. The model for synthesizing functionality of a digital
system in the form of multitree and method of traversal
the tree nodes, implemented in the engine to search a
solution of given depth, which greatly increases the

performance of software and hardware design, are pre-
sented.

6. References

[1] Babulak E. Future Global Office // 12th International
Conference “Computer Modelling and Simulation”.—
2010.— P. 352-356.

[2] Caplan K., Sanders J.L. Building an international securi-
ty standard // IT Professional.— Vol. 1, Issue 2.— 1999.—
P. 29-34.

[3] Qishi Wu, Ferebee D., Yunyue Lin, Dasgupta D. Visua-
lization of security events using an efficient correlation
technique // Computational Intelligence in Cyber Securi-
ty, CICS '09.—2009.— P. 61-68.

[4] Infrastructure for brain-like computing / M.F. Bonda-
ryenko, O.A. Guz, V.I. Hahanov, Yu.P. Shabanov-
Kushnaryenko.— Kharkov: Novoye Slovo.— 2010.—
160 p.

[5] Hahanov V.I., Chumachenko S.V. Models for spaces in
scientific research // Radioelectronics and informatics.—
2002.— Nel.—P. 124-132.

[6] Design and test of digital systems on chips. / V.I. Haha-
nov, E.I. Litvinova, O.A. Guz.— Kharkov: Novoye Slo-
vo. —2009. — 484 p.

[7] Design and verification of digital systems on chips.
Verilog & System Verilog / V.I. Hahanov, 1.V. Hahano-
va, E.I. Litvinova, O.A. Guz.— Kharkov: Novoye Slovo.
—2010. - 528 p.

[8] Semenets V.V., Hahanova 1.V., Hahanov V.I. Design of
digital systems by using VHDL language.— Kharkov:
KHNURE.—-2003.— 492 p.

[9] Hahanov V.I., Hahanova I.V. VHDL+Verilog = synthe-
sis for minutes. — Kharkov: KHNURE.— 2006.— 264 p.

[10] Chenlong Hu, Ping Yang, Ying Xiao, Shaoxiong Zhou.
Hardware design and realization of matrix converter
based on DSP & CPLD // 3rd International Conference
Power Electronics Systems and Applications.— 2009.— P.
1-5.

[11] Dave N., Fleming K., Myron King, Pellauer M., Vijaya-
raghavan M. Hardware Acceleration of Matrix Multipli-
cation on a Xilinx FPGA // 5th IEEE/ACM Int. Confe-
rence Formal Methods and Models for Codesign.—
2007.— P.97-100.

[12] Loucks W.M., Snelgrove M., Zaky S.G. A Vector Pro-
cessor Based on One-BitMicroprocessors // IEEE Mi-
cro.—Vol. 2, Issue 1.— 1982.— P. 53-62.

[13] Hilewitz Y., Lauradoux C., Lee R.B. Bit matrix multip-
lication in commodity processors // Int. Conference Ap-
plication-Specific Systems, Architectures and Proces-
sors.—2008.— P. 7-12.

IEEE EWDTS, Sevastopol, Ukraine, September 9-12, 2011 71



Camera-ready was prepared in Kharkov National University of Radio Electronics

Lenin Ave, 14, KNURE, Kharkov, 61166, Ukraine

Approved for publication: 26.08.2011. Format 60x841/8.
Relative printer’s sheets: 42. Circulation: 150 copies.
Published by SPD FL Stepanov V.V.

Ukraine, 61168, Kharkov, Ak. Pavlova st., 311

Marepianu cumnosiymy «Cxin-3axin [IpoekryBanns Ta [liarnoctyBanus — 2011»
Maket miaroToBiaeHo y XapKiBCbKOMY HaI[lOHATLHOMY YHIBEPCHTETI PaIiOeIeKTPOHIKH
Penaxropu: Bonogumup Xaxanos, Ceitnana Uymauenko, €srenis JInTBuHOBa
[p. Jlenina, 14, XHYPE, Xapkis, 61166, Ykpaina

Iigmucano g0 my6Gmikarii: 26.08.2011. dopmat 60%84'/s.
YMoB. apyk. Apk. 42. Tupax: 150 npum.
Bupano: CITH ®JI Crenanos B.B.

Byi. Ak. [TaBnosa, 311, Xapkis, 61168, Ykpaina

418 IEEE EWDTS, Sevastopol, Ukraine, September 9-12, 2011



