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1. Introduction

J. Daemen and V. Rijmen are considered as discoverers of the wide trail strategy [1]. Howev-
er, in our opinion, the origins of this strategy actually can be seen in Feistel’s work [2]. The SPN
structure, which was proposed in this work, has presupposed that S-boxes of nonlinear layer have
been included so that to activate as much as possible number of S-boxes of the next cycle by their
outputs (though in this case activation was implemented at the bit layer). The merit of J. Daemen
and V. Rijmen is seen in the fact that they were able to show that separable codes with the maxi-
mum minimum distance (specified by MDS matrix) provide a way of building the optimal linear
transformations with branch number n + 1, where n — number of ligaments (the number of S-boxes
which entered to MDS transformation). Today the linear transformation constructed using multipli-
cation by MDS matrix is considered optimal [1].

The J. Daemen’s idea, natural in the context of differential and linear cryptanalysis, was to an-
alyze a round function piece by piece: the S-box transformation and the linear transformation — sep-
arately, to ensure that cryptanalysis attack can’t “bypass” nonlinear aspects of the algorithm [3].
AES’s developers actually managed to offer the design of cyclic transformation amenable to clear
analysis.

2. Implementation of the wide trail strategy in Rijndael

We recall here the implementation of the wide trail strategy on the example of SL transfor-
mation used in Muhomor cipher [4,5]. It is represented in Fig. 1. A similar transformation is used in
Rijndael, but it hasn’t got a special name there.

The input 32-bit value is divided into 4 bytes, each of which is substituted according to the
given S-box. There are four different tables, one for each byte, used in transformation of Muhomor
cipher (one S-box is used in Rijndael).

Input value (32 bits)

___________________________________________________________

________________________________________________________

Output value (32 bits)

Fig. 1. SL transformation of Muhomor cipher

After substitution operation in S-boxes 4 bytes (ap, ai, ap, as) are input to
MDS transformation which performs the following matrix multiplication:
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bo] [02 03 01 01] [ag] [02-ap®03-a ®01-a, ®01-a
b1 01 02 03 01 a4 01~a0@02-a1€r)03~a2@01~a3
= X =

by| |01 01 02 03| |ay| |01-ag@O01-a,®02-a, ®03-ag
by| |03 01 01 02| |ag| |03-ay®01-a ®01-a, ®02-ag

The matrix of MDS transformation of Muchomor cipher match the matrix of Rijndael, but in
calculating the product of vector’s elements by matrix coefficients in Muchomor cipher another ir-
reducible polynomial is used m(x) = x® + x* + x* + x* + 1 or {01}{1d} in hex. For further considera-
tion kind of decomposable polynomial is not important.

The output 32-bit vector of MDS transformation (bo,bs,bz,b3) is the output value of SL trans-
formation.

As seen this transformation is the basic building block of cycle transformation of 128-bit
Rijndael. Practically it’s the basis of the wide trail strategy applied in the construction of this cipher.

The transformation’s properties are shown in Table 1 which presents the distribution law of
number of activated S-boxes because they become active S-boxes at the next cycle of transfor-
mations. The experiment was performed for 1000 texts for 16-bit input differences. Total turns
1000x2'® = 65536000 values. Here active bytes are considered as bytes with non-zero differences in
the output.

Table 1
g\lyﬁ[lerggirtﬁg 33&3& Number of repeats in %
0 0
1 0,0000167
2 0,00861
3 1,51
4 98,480

Table 2 shows the results of experiments performed for SL transformations of Muhomor ci-
pher where 28-bit differences have been used. The results almost haven’t changed.

It’s seen that indeed at the output of transformation with multiplication by MDS matrix with
high probability (close to 0,9999) 3 or 4 output bytes are active in most cases.

Table 2
tz\ly?er?t;?rﬂ?g gﬁttgﬁt Number of repeats in %
0 0,000000386
1 0,0000239
2 0,0091
3 1,548
4 98,44

3. The proposed implementation of the wide trail strategy

In this paper, it’ll be shown that there is the possibility of joint implementation of the princi-
ples of confusion and diffusion within a single construction that does not allow its division into lin-
ear and nonlinear parts and we assume that the branch number per one input byte of MDS transfor-
mation can be obtained greater than at least one as compared with the construction of SL transfor-
mation with MDS matrix. Further, this assumption will be checked.

The construction of the proposed SL transformation is shown in Fig. 2.

As can be seen from the figure, 32-bit input data block is divided into four bytes, each of
which is fed to a chain of S-block transformations included its outputs to inputs of the subsequent
one. At the same time the input of the first S-box is fed the sum modulo two of the four byte seg-
ments. The second, third and fourth byte segments also receives on respective inputs of other S-
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boxes, where they had previously joined through modulo two adders with the outputs of the previ-
ous S-boxes. In addition, the output of the last S-box added by modulo two with the outputs of all
previous S-boxes, forming outputs of SL transformation.
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Fig. 2. Scheme of SL transformation using S-boxes

Obviously, due to the addition of four-byte segments at the input of first S-box we have four
bytes pass through a chain of S-boxes and at the output of the fourth S-box it will be result (sum) of
passage of each input byte through four S-boxes, wherein the first byte will pass through the four S-
boxes, the second byte further pass through three S-boxes, third - through two S-boxes, fourth -
through one S-box. But the output of the fourth S-box is also fed to the outputs (the sum modulo 2)
of other S-boxes.

Denoting the transformation of an input byte x by i-S-box as Sj(x), the mathematical descrip-
tion of the scheme 2 can be represented as follows. In the first step scheme performs operations:

b(’):S()(aO ®a1®a2 @33);

by = S1(bp Day) ;
by =S, (by @ ay);
bz = S3(b; D ag),

or in expanded form for example
bz = S3(S2(S1(Sp(ap @y Day Dag) Dag) Day) Dag).

And in the second step:

by =g ®bg;
by =by ©bg;
by =bb Sby;
by =bs.

As a result, the formation of the output of SL transformation for the first byte will be involved
4 + 1 =5 S-boxes, for the second byte 1 + 4 + 3 = 8 S-boxes, for the third byte 1 +2 +4 =7 S-
boxes and 1 + 4 = 5 S-boxes will participate in the formation of the output of the fourth byte. Thus,
our SL transformation allows activating at least five S-boxes by a single input byte (each byte goes
through 5 S-blocks). The actual number of involved S-boxes is considerably higher (if not require
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the passage of each byte the same number of S-boxes). Note that the same result - five S-boxes will
be in the case when at the input of cycle transformation will be only one active byte. In principle,
when bytes added at the input of the first S-box is possible that this sum will be equal to zero. How-
ever, we are interested in differences passing through the S-boxes. Obviously, if you consider the
bits of the blocks are independent and equally probable, the probability of getting by chance a cer-
tain difference for addition of the 32-bit differences is 2. It can be considered almost incredible
event.

Table 3 shows the distribution law of the number of active S-boxes for the second type of
transformation. In this case, the experiment was performed for 16-bit differences for 1000 texts. To-
tal considered 1000x2® = 65536000 values.

A comparison of the results Table 1 and Table 2 clearly shows that the second transformation
almost repeats characteristics of the first transformation. Only according to our initial assumptions
its effectiveness was expected even higher than effectiveness of the previous optimum transfor-
mation with multiplication by MDS matrix. In the latter case, as the material of the above, the input
bytes pass through the total number of 25 S-boxes.

Table 3
l;\lyttjez]zirtr?z 23%’& Number of repeats, %
0 0
1 0,0000198
2 0,0091
3 01,5458
4 98,445

Naturally, the increased number of activated S-boxes should influence on the dynamic indica-
tors of arrival of the cipher to a random substitution. To check the validity of the above assumption
experiments to determine the round by round distributions of maximums of transitions of differen-
tial and linear approximation tables of considered SL transformations were made.

Further, Table 4 + Table 5 presents the results of a comparative analysis of the round by round
distributions of the maximums of transitions of differential tables of considered SL transformation
and round transformation of Rijndael. To avoid computational difficulties associated with the large
dimension of input data blocks (32 bits) we have used a common methodology of evaluation of the
properties of large ciphers on the basis of a study of reduced models [6-8]. Here we are talking
about the fact that the experiment was carried out for reduced 16-bit constructions of SL transfor-
mations, in which instead of byte S-boxes were used nibble S-boxes. As a result, we came to the
round function of reduced model of Rijndael, whose properties are well studied in a number of pub-
lications [9-11, etc.].

As follows from [8] SL transformation of reduced model of Rijndael (Rijndael round function)
comes to indicators of a random substitution on linear and differential indicators for three rounds.
Note that the full version of Rijndael comes to a random substitution on differential indicators for
three rounds and on linear indicators for four rounds.

So the proposed transformation is completely identical to the original transformation of
Rijndael on its properties.

You might also notice that the increase of the number of active S-boxes, we are trying to see
earlier, was not confirmed.

Let us conclude on the performance indicators of the proposed design. Our experiments show
that within the framework of generally accepted approaches of programming our version of trans-
formation exceeds the cipher Rijndael, the rate on the order. An optimized version of the design
Rijndael [12] of course much faster than proposed. But our design can be optimized. The idea is
that instead of processing one-dimensional array of substitutions with the addition of their two in-
puts on the module, you can go to the processing of two-dimensional arrays by applying instead of
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byte S-box substitutions as Latin squares. Such two-dimensional substitution can be obtained
through the use of a single line is not the usual substitutions, and still use 255 lines, which are cyclic
shifts of the original, although it will have to pay for the increase in the required memory 28 times
(if you do the conversion to nibble S-blocks, the memory will be required is 128 bytes). Table 6
shows the performance indicators in yet another experiment for non-optimized and optimized ver-

sions.
Table 4
1 round 2 rounds 3 rounds 4 rounds
The val- The val- The val- The val-
ue of the %]E(Te?lesr ue of the %:‘J(Ta?lir ue of the %}Jgﬁ’g ue of the E?E}?g
table cell table cell table cell table cell
16 65610000 2 1074832156 2 1296379111 2 1302460638
32 43740000 4 334541109 4 325976493 4 325619594
64 10935000 6 83459909 6 55297322 6 54280993
128 4131000 8 23507080 8 7141261 8 6787312
256 1508625 ... ... ... ... 10 677609
512 243000 1024 92 108 1 12 56804
1024 62100 1152 9 110 2 14 3992
2048 16200 1280 2 112 1 16 236
4096 1350 1408 7 128 13 18 14
8192 360 1536 2 192 1
16384 60 2048 8 256 2
Table 5
1 round 2 rounds 3 rounds
The value Number The value of Number The value Number
of the table cell of cells the table cell of cells of the table cell of cells
16 14776336 2 1094787733 2 1300464541
32 17159616 4 325708896
48 5719872 240 4 6 54625300
64 8426048 242 4 8 6920768
96 4981824 252 4 10 712746
128 3229952 256 152 12 64443
144 830304 260 8 14 5799
4608 432 488 4 32 12
6144 1368 500 4 34 4
8192 468 512 8 36 8
9216 216 576 52 38 4
12288 72 580 8 42 12
16384 78 648 8 44 4
24576 24 768 8 48 4
32768 4 864 8 66 8
Table 6

Optimized cycle func-
tion with a multiplica-
tion by MDS matrix

The cycle function on
the basis of managed
substitutions

The cycle function on

the basis of a Latin
square

Time of encryption of
100 million different
blocks, sec

0,4

1,7

0

,5 for byte S-box (1,3
for half-byte S-box)

It is seen that performance indicators in optimized variant differ by less than twofold.
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4. Conclusions

It was found that the cycle transformation with improved dynamic indicators to the arrival of
the cipher to the state of random substitution can be constructed without separation of its linear and
substitution parts into separate structures, as required by the wide trail strategy. It is possible to im-
plement the principles of activation of bytes (and subsequently S-boxes) of cycle transformations of
ciphers in a single structure that does not allow its division into linear and nonlinear parts that are
not inferior by the number of active bytes (S-boxes) to the scheme with multiplication by MDS ma-
trix used in Rijndael. This possibility consists of procedure of consistent activation of S-boxes of
round function one by one by using managed substitutions. The proposed structure allows for the
maximum branch number (when one S-box input activates the subsequent S-boxes of transfor-
mation).
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